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Abst ract

Thi s docunent specifies a Dynam ¢ Host Configuration Protocol (DHCPv4
and DHCPv6) option containing the civic |ocation of the client or the
DHCP server. The Location Configuration Information (LC) includes

i nformati on about the country, administrative units such as states,
provinces, and cities, as well as street addresses, postal comunity
names, and building information. The option allows multiple
renditions of the sane address in different scripts and | anguages.
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1.

I nt roducti on

Many end system services can benefit by know ng the approximate

| ocation of the end device. |In particular, |IP tel ephony devices need
to know their location to contact the appropriate enmergency response
agency and to be found by energency responders.

There are two common ways to identify the location of an object,

ei ther through geospatial coordinates or by so-called civic
addresses. Geospatial coordinates indicate |longitude, |latitude, and
altitude, while civic addresses indicate a street address.

The civic address is commonly, but not necessarily, closely related
to the postal address, used by the | ocal postal service to deliver
mai | . However, not all postal addresses correspond to street
addresses. For exanple, the author’s address is a postal address
that does not appear on any street or building sign. Naturally, post
of fice boxes woul d be unsuitable for the purposes described here.

The term’civil address’ or 'jurisdictional address’ is also
sometinmes used instead of civic address. This docunent mainly
supports civic addresses, but allows the postal comunity name to be
indicated if it differs fromthe civic nane.

A rel ated docunent [15] describes a DHCPv4 [2] option for conveying
geospatial information to a device. This docunent describes how
DHCPv4 and DHCPv6 [6] can be used to convey the civic and posta
address to devices. Both geospatial and civic formats can be used

si mul taneously, increasing the chance to deliver accurate and tinely
| ocation information to energency responders. The reader should al so
be famliar with the concepts in [11], as many of the protoco

el ements bel ow are designed to dovetail with PIDF-LO el enents.

Thi s docunent only defines the delivery of location information from
the DHCP server to the client, due to security concerns related to
usi ng DHCP to update the database. Wthin the GEOPRIV architecture
as defined by RFC 3693 [9], the defined nechanismin this docunent
for conveying initial location information is known as a "sighting"
function. Sighting functions are not required to have security
capabilities and are only intended to be configured in trusted and
controll ed environnents. (A classic exanple of the sighting function
is a @obal Positioning Systemwired directly to a network node.)

Furt her discussion of the protections that nust be provided according
to RFC 3694 [10] are in the Security Considerations (Section 6).

End systens that obtain location information via the mechani sm

descri bed here then use ot her protocol nechanisns to comunicate this
informati on to an energency call center or to convey it as part of
presence i nformation.
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Cvic information is useful since it often provides additional,
human-usabl e i nformation, particularly within buildings. Al so,
conmpared to geospatial information, it is readily obtained for nost
occupi ed structures and can often be interpreted even if inconplete.
For exanple, for many large university or corporate canpuses,
geocoding information to building and roomgranularity may not be
readily avail abl e.

Unl i ke geospatial information, the format for civic and posta
information differs fromcountry to country. The initial set of data
fields is derived from standards published by the United States

Nati onal Energency Nunber Association (NENA) [18] and takes into
account addressing conventions for a nunber of countries in different
areas of the world. It is anticipated that other countries can reuse
many of the data el enents, but the docunment al so establishes an | ANA
registry for defining additional civic |ocation data fields.

The sane civic and postal address information can often be rendered
in nultiple | anguages and scripts. For exanple, Korean addresses are
often shown in Hangul, Latin, and Kanji, while some older cities have
mul ti pl e | anguage variants (e.g., Minich, Mienchen, and Monaco).

Si nce DHCPv4 and DHCPv6 do not currently support a nechanismto query
for a specific script or |anguage, the DHCP server SHOULD provide all
common renderings to the client and MJUST provide at |east the
rendering in the | anguage and script appropriate to the location

i ndi cated. For exanple, for use in presence information, the target
may be visiting froma foreign country and want to convey the
information in a fornmat suitable for watchers in its hone country.

For energency services, the rendering in the | ocal |anguage is likely
to be nost appropriate. To provide multiple renderings, the server
repeats sequences of address elenments, prefixing each with a

"l anguage’ and/or 'script’ elenent (see Section 3.3). The |anguage
and script remain in effect for subsequent elements until overridden
by anot her |anguage or script elenent. Since the DHCP client is
unlikely to be the final consuner of the |ocation information, the
DHCP server has to provide all appropriate |anguage and scri pt
versions, which the client then passes on via sone other CGEOPRIV
usi ng protocol, typically encoded in a presence-based GECOPRI V

| ocati on object format [16].

The DHCP server NMAY provide location information for nultiple

| ocations related to the target, for exanple, both the network
el ement and the network jack itself. This is likely to help in
debuggi ng network problens, for exanple.

Thi s docunent calls for various operational decisions. For exanple,

an admni strator has to decide when to provide the |ocation of the
DHCP server or other network el enments even if these nay be a good
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di stance away fromthe client. The adm nistrator nust also consider
whet her to include both civic and geospatial information if these may
differ. The docunent does not specify the criteria to be used in
maki ng these choices, as these choices are likely to depend strongly
on local circunstances and need to be based on | ocal, human

know edge.

A systemthat works with |l ocation information configured by DHCP is
dependent that the administrators of the DHCP systens are carefu
enough on a nunber of fronts, such as:

- if information about one location is provided in multiple forns
(e.g., in multiple languages), is it consistent?

- is the admnistrator certain that |location information is
configured only to systens to which it applies (e.g., not to
systens topologically near, but geographically far)?

- if the location configured is not that of the target but that of a
"nearby’ network node or the DHCP server, despite the
reconmmendat i on against this practice in Section 3.1, is the
adm nistrator certain that this configuration is geographically
val i d?

There are many other considerations in ensuring that |ocation
information is handl ed safely and pronptly for an energency service
in particular. Those are in the province of the applications which
make use of the configured location information, and they are beyond
the scope of this docunment. DHCP configuration SHOULD NOT be used
for enmergency services w thout guidelines on these considerations.
Wirk on these is under way in the | ETF ECRIT worki ng group at the
time of publication of this docunent.

In addition, if a network provides civic location information via
bot h DHCPv4 and DHCPv6, the infornation conveyed by two protocols
MUST be the sane.

As discussed in the Security Considerations (Section 6), the
GEOCONF_CI VI C option SHOULD be returned by DHCPv4 servers only when
the DHCPv4 client has included this option in its 'paraneter request
list’ (RFC 2131 [2], Section 3.5). Simlarly, the

OPTI ON_GEOCONF_ClI VI C option SHOULD be returned by DHCPv6 servers only
when the DHCPv6 client has included this option in its OPTI ON_CORO

The DHCPv4 | ong-options mechani sm described in RFC 3396 [8] MJST be

used if the civic address option exceeds the maxi num DHCPv4 option
size of 255 octets.
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2. Term nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [1] and
i ndi cate requirenment |evels for conpliant inplenentations.

3. Format of the DHCP Civic Location Option

3.1. Overall Fornmat for DHCPv4

+ooo
+ P

2

34567890123 56

I S S i SR S S +-+
| what

1

—

cou
i T S T 1l sl S S S SRR

civic address el enents

789
B -+
onry |
+- - - - -+

+

Code GECCONF_CIVIC: The code for this DHCP option is 99.

N. The length of this option is variable. The mninumlength is 3
octets.

what: The 'what’' el enent describes to which |ocation the DHCP entry
refers. Currently, three options are defined: the |location of the
DHCP server (a value of 0), the location of the network el ement
believed to be closest to the client (a value of 1), or the
| ocation of the client (a value of 2). Option (2) SHOULD be used,
but may not be known. Options (0) and (1) SHOULD NOT be used
unless it is known that the DHCP client is in cl ose physical
proximty to the server or network el enent.

country code: The two-letter 1SO 3166 country code in capital ASClI
letters, e.g., DE or US. (Cvic addresses always contain country
desi gnations, suggesting the use of a fixed-format field to save
space.)

civic address elenents: Zero or nore elements conprising the civic

and/ or postal address, with the format descri bed bel ow
(Section 3.3).
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3.2. Overall Format for DHCPv6

The DHCPv6 [6] civic address option refers generally to the client as
a whol e.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| OPTI ON_GECCONF_Cl VI C | option-len |
el i I e i it T e e e e i i T o S e e S e T R R
| what | country code |

e T e R S e e s i oI T e S S I S e
civic address el enents

:l-— B ih T (T I S S S S S +.- +- B ih T (T I S S S S S +-:|-
option-code: OPTI ON_GEOCONF_CI VI C (37)

option-len: Length of the Countrycode, 'what’ and civic address
elements in octets.

what: See above (Section 3.1).

country code: See above (Section 3.1).

civic address el enents: See above (Section 3.1).
3.3. Elenent Format

For both DHCPv4 and DHCPv6, each civic address el emrent has the
follow ng format:

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| CAt ype | CAl engt h | CAval ue ..
R T o T e e i i ol ST S TR S e T e S e el st TR S R R S

CAtype: A one-octet descriptor of the data civic address val ue.

CAl ength: The length, in octets, of the CAval ue, not including the
CAlength field itself.

CAval ue: The civic address value, as described in detail bel ow.
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3.4. CGivic Address Conponents

Since each country has different administrative hierarchies, with
often the same (English) nanes, this specification adopts a sinple

hi erarchical notation that is then instantiated for each country. W
assune that five levels are sufficient for sub-national divisions
above the street |evel

Al elenments are OPTI ONAL and can appear in any order.

Conponent val ues MUST be encoded as UTF-8 [7]. They SHOULD be
witten in nmxed case, following the custonary spelling. The script
i ndi cation (CAtype 128) MJST be witten in mxed case, with the first
letter a capital letter.

Abbr evi ati ons MJUST NOT be used unl ess indicated for each el enent.
Abbrevi ati ons do not need a trailing period.

It is RECOVWENDED that all elenments in a particular script (CAtype
128) and | anguage (CAtype 0) be grouped together, as that reduces the
nunber of script and | anguage identifiers needed.

For each script and | anguage, el enments SHOULD be included in nuneric
order fromlowest to highest of their CAtype. |In general, an el enent
is labeled in its I anguage and script by the nost recent ’'language
tag’ (CAtype ) elenment preceding it. Since not all elenents depend
on the script and | anguage, a client accumul ates the el enents by
CAtype and then selects the nbst desirable | anguage and scri pt
rendition if there are nultiple elenents for the sane CAtype.

nati onal subdivisions (state, canton, region,
provi nce, prefecture)

I I I I
I I I I
| | | _ o |
| 2 | A2 | county, parish, gun (JP), district (IN) |
I I I I
| 3 | A3 | city, township, shi (JP) |
I I I I
| 4 | A4 | city division, borough, city district, ward, |
| | | chou (JP) |
I I I I
| 5 | A5 | nei ghborhood, bl ock |
I I I I
| 6 | A6 | group of streets bel ow the nei ghborhood | evel |
T Fomm o - o m m e e e e e e e e e e e e e e e e e e e e e eeee e +

Table 1

Schul zri nne St andards Track [ Page 7]



RFC 4676 DHCP Civic Cct ober 2006

For specific countries, the administrative sub-divisions are
descri bed bel ow.

CA (Canada): The mapping to NENA designations is shown in
parent heses. Al designates the province (STA), A2 the county
(CNA), A3 the city, town, or MSAG community nane (MCN)

DE (Germany): Al represents the state (Bundesstaat), A2 the county
(Regi erungsbezirk), A3 the city (Stadt, Ceneinde), A4 the district
(Bezirk). Street suffixes (STS) are used only for designations
that are a separate word (e.g., Marienthaler Strasse).

JP (Japan): Al represents the netropolis (To, Fu) or prefecture
(Ken, Do), A2 the city (Shi) or rural area (@un), A3 the ward (Ku)
or village (Mura), A4 the town (Chou or Machi), A5 the city
district (Choune), and A6 the bl ock (Banchi or Ban).

KR (Korea): Al represents the province (Do), A2 the county (gun), A3
the city or village (ri), A4 the urban district (gu), A5 the
nei ghbor hood (dong).

US (United States): The mapping to NENA designations is shown in
parent heses. Al designates the state (STA), using the two-letter
state and possessi on abbrevi ati ons recommended by the United
States Postal Service Publication 28 [17], Appendix B. A2
desi gnates the county, parish (Louisiana), or borough (Al aska)
(CNA). A3 designates the civic community nane, e.g., city or
town. It is also known as the municipal jurisdiction or MSAG
community name (MCN). The civic comunity nane (A3) reflects the
political boundaries. These boundaries may differ from posta
delivery assignments, the postal conmunity nane (PCN), for
hi storical or practical reasons. The optional elenment A4 contains
the conmunity place name, such as "New Hope Community" or
"Ur bani zacion" in Puerto R co.

Mappi ngs and consi derations fromadditional countries may be
informally gathered fromtine to tine in i ndependent docunents

publi shed by the I ETF. These should be titled "Civic Address

Consi derations for [Country]" and should contain simlar information
to the exanples given here. As published by the IETF, they will be

non-normative and purely descriptive, |like the exanples here, and
will not purport to speak with authority for any country, but rather
be offered for information. |f authors choose to |abel the docunent

with a country code, this does not preclude its use for labeling a
future coexisting docunent.

Addi tional CA types appear in many countries and are sinply ontted
where they are not needed or known:
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17
18
19
20

21

22

23
24
25
26
27
28
29
30

31

32
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PRD

PCD

STS

HNO

HNS

LMWK

LCC

NAM

Z1 P

PCN

PRD

PCD

STS

HNO

HNS

LMWK

LCC

PC

FLR

SEAT

| anguage

| eadi ng street direction
trailing street suffix
street suffix or type
house nunber

house nunber suffix

| andmark or vanity
addr ess

addi tional |ocation
information

nane (residence and
of fi ce occupant)

postal /zi p code
buil di ng (structure)
unit (apartnent, suite)
fl oor

room

type of place

postal community nane

post office box (P.QO
Box)

addi ti onal code

seat (desk, cubicle,
wor kst at i on)

primary road nane

St andards Track

Cct ober 2006

i-default [3]
N

SW

Ave, Platz
123

A 1/2

Col unbi a
Uni versity

South W ng
Joe’s

Bar ber shop
10027- 1234
Low Li brary
Apt 42

4

450F
office
Leoni a

12345

13203000003

W5 181

Br oadway
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Fommmaa - oo oo e . +
| CAtype | NENA | PIDF | Description | Exanpl es |
Fomm oo R R o e e e e e o e +
| 35 | | | road section | 14 |
I I I I I I
| 36 | | | branch road nane | Lane 7 |
I I I I I I
| 37 | | | sub-branch road nane | Alley 8 |
| | | | | |
| 38 | | | street nane pre-nodifier | Ad |
I I I I I I
| 39 | | | street name post-nodifier | Service |
I I I I I I
| 128 | | | script | Latn |
| | | | | |
| 255 | | | reserved | |
S I S S S . +

The CA types labeled in the second colum correspond to itens from
the NENA "Recomrended Formats and Protocols For ALl Data Exchange,
ALl Response and G S Mapping" [18], but are applicable to nopst
countries. The "NENA" colum refers to the data dictionary nane in
Exhi bit 18 of [18].

The colum | abel ed PIDF indicates the el enent nane from[16]. (Sone
el ements were added to this docunent after the PIDF |ocation object
definition had been conpleted. These elenents currently do not have
a PIDF-LO equival ent.)

Language: The "l anguage" item (CAtype 0) optionally identifies the
| anguage used for presenting the address information, drawi ng from
the tags for identifying |anguages in [4], as discussed in [13].
If omtted, the default value for this tag is "i-default” [3].

Script: The "script" item (CAtype 128) optionally identifies the
script used for presenting the address information, draw ng from
the tags for identifying scripts described in [12] and el aborated
on in Section 2.2.3 of [13]. |If omitted, the default value for
this tag is "Latn".

POD, PRD: The abbreviations N, E, S, W and NE, NW SE, SW SHOULD be
used for POD (trailing street suffix) and PRD (| eading street
direction) in English-speaking countries.

STS: STS designates a street suffix or type. 1In the United States

(US), the abbreviations recommended by the United States Posta
Service Publication 28 [17], Appendix C, SHOULD be used.
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HNS: HNS ("house nunmber suffix") is a nodifier to a street address;
it does not identify parts of a street address.

building: Wile a landmark (LMK, CAtype 21) can indicate a conpl ex
of buildings, 'building (CAtype 25) conveys the nane of a single
building if the street address includes nore than one buil ding or
if the building name is helpful in identifying the location

LOC. LOC ("location", CAtype 22) is an unstructured string
speci fying additional information about the |ocation, such as the
part of a building or other unstructured infornation.

PCN: The postal community nanme (CAtype 30) and the post office box
(CAtype 31) allow the recipient to construct a postal address.
The post office box field should contain the words "P.O Box" or
other locally appropriate postal designation

NAM  The NAM object is used to aid user location ("Joe MIler",
"Alice’s Dry Ceaning"). It does not identify the person using a
communi cati ons device, but rather the person or organization
associ ated with the address.

LMK Wiile a landmark (LMK, CAtype 21) can indicate a conpl ex of
bui l di ngs, ’'building’ (CAtype 25) conveys the nane of a single
building if the street address includes nore than one buil ding or
the building name is helpful in identifying the location. (For
exanpl e, on university canpuses, the house nunber is often not
di spl ayed on buil di ngs, whereas the building nanme is prom nently
shown. )

Unit: The "unit" object (CAtype 26) contains the nane or nunber of a
part of a structure where there are separate admnistrative units,
owners, or tenants, such as separate conpanies or famlies that
occupy that structure. Common exanples include suite or apartnent
desi gnati ons.

Room A "rooni (CAtype 28) is the snallest identifiable subdivision
of a structure.

Type of place: The "type of place" item (CAtype 29) describes the
type of place described by the civic coordinates. For exanple, it
descri bes whether it is a honme, office, street, or other public
space. The values are drawn fromthe itens in the |ocation types
registry [11]. This information nakes it easy, for exanple, for
the DHCP client to then popul ate the presence information. Since
this is an | ANA-regi stered token, the | anguage and scri pt
desi gnations do not apply for this el enent.
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Addi tional code: The "additional code" item (CAtype 32) provides an
additional, country-specific code identifying the |location. For
exanple, for Japan, it contains the Japan Industry Standard (JIS)
address code. The JI'S address code provides a uni que address
i nsi de of Japan, down to the level of indicating the floor of the
bui I di ng.

SEAT: The "seat" item (CAtype 33) designates a place where a person
m ght sit, such as a seat in a stadiumor theater, or a cubicle in
an open-plan office or a booth in a trade show.

Primary road nane: The "primary road" item (CAtype 34) is given to

the road or street nane associated with the address. |f CAtypes
35 through 37 are not specified, the building or designated
|l ocation is found on that street. |If some of CAtypes 35 through

37 are specified, this designates the main road, off of which the
smal l er streets branch off and where the structure or building is
actual |y | ocat ed.

Road section: The "road section" item (CAtype 35) designates a
specific section or stretch of a primary road. This is a new
thoroughfare el enent and is useful where a primary road is divided
into sections that re-use the sane street nunber ranges.

Branch road nanme: The "branch road nanme" item (CAtype 36) represents
the nane or identifier of a road or street that intersects or is
associated with a primary road. The branch road nane is used only
in countries where side streets do not have unique names within a
muni ci pality or other administrative unit, but rather nust be
qualified by the nane of the primary road nanme that they branch
of f of.

Sub- Branch road nanme: The "sub-branch road nane" (CAtype 37) item
represents the nane of a street that branches off a branch road
(CAtype 36). The sub-branch road name is used only in countries
where such streets are naned relative to the primary road nane and
branch road that they connect with.

Street name pre-nodifier: The "street nane pre-nodifier” (CAtype 38)
is an optional elenment of the conplete street nane. It is a word
or phrase that precedes all other elenents of the street nane and
modifies it, but is separated fromthe street name by a street
nane pre-directional. An exanple is "Od" in "Ad North First
Street".
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4.

Street nane post-nodifier: The "street name post-nodifier" (CAtype
39) is an optional elenent of the complete street name. It is a
word or phrase that follows all other elenments of the street nane
and nodifies it, but is separated fromthe street nanme by a street
nane post-directional and/or street suffix. An exanple is
"Ext ended” in "East End Avenue Extended"

Post al Addresses

In general, a recipient can construct a postal address by using all

| anguage- appropri ate el enents, including the postal code (ZI P, CAtype
24). However, certain elenments override the civic address conponents
to create a postal address. |If the elenents include a post office
box (CAtype 31), the street address conponents (CAtype 34, PRD, POD,
STS, HNO, HNS) are replaced with the post office box elenent. If a
postal comunity nane is specified, the civic comunity nane
(typically, A3) is replaced by the postal community nane (PCN, CAtype
30). Country-specific know edge is required to create a valid posta
address. The formating of such addresses is beyond the scope of this
docunent .
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5. Example

Rat her than showi ng the precise byte | ayout of a DHCP option, we show
a synbolic exanple below, representing the civic address of the

Munich city hall in Bavaria, Germany. The city and state nane are
al so conveyed in English and Italian in addition to German; the other
items are assumed to be common across all |anguages. All |anguages

use the latin script.

S SRR o e e e e m oo oo +
| CAtype | CAval ue |
T o e e e e oo s +

0 de

128 Lat n

1 Bayern

2 oer bayer n

3 M=U+00FCnchen

6 Mar i enpl at z

19 8

21 Rat haus

29 gover nnent - bui | di ng

I I I
I I I
| | |
I I I
I I I
I I I
I I I
I I I
| | |
I I I
I I I
I I I
I I I
I I I
| | |
I I I
| 24 | 80331 |
I I I
I I I
I I I
| | |
I I I
I I I
I I I
I I I
I I I
| | |
I I I
I I I
I I I
I I I
I I I
| | |

31 Post fach 1000
0 en
1 Bavari a
3 Muni ch
0 it
1 Bavi er a
3 Mbnaco
S Fom e e e ea oo +
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6

Security Considerations

The security considerations discussed in the GEOPRIV architecture
defined by RFC 3693 [9] apply.

Where critical decisions mght be based on the value of this
GECCONF_CI VI C option, DHCPv4 authentication in RFC 3118 [5] SHOULD be
used to protect the integrity of the DHCP options.

Since there is no privacy protection for DHCP nessages, an
eavesdropper who can nonitor the |ink between the DHCP server and
requesting client can discover the information contained in this
option. Thus, usage of this option on networks w thout access
restrictions or network-layer or link-layer privacy mechanisnms is NOT
RECOMVENDED.

To minimze the unintended exposure of |ocation information, the
GEOCONF_CI VI C option SHOULD be returned by DHCPv4 servers only when
the DHCPv4 client has included this option in its 'paraneter request
list’” (RFC 2131 [2], Section 3.5). Simlarly, the

OPTI ON_GECCONF_ClI VI C option SHOULD be returned by DHCPv6 servers only
when the DHCPv6 client has included this option in its OPTI ON_ORO

After initial location informati on has been introduced, it MJST be

af forded the protections defined in RFC 3694 [10]. Therefore,
location infornmati on SHOULD NOT be sent froma DHCP client to a DHCP
server. |If a client decides to send |ocation information to the
server, it is inmplicitly granting that server unlimted retention and
di stribution perm ssions.

| ANA Consi der ati ons

The |1 ANA has regi stered new DHCPv4 and DHCPv6 option codes for the
Civic Address (GEOCONF_ClVIC and OPTI ON_GECCONF _CI VIC, respectively).

Thi s docunent establishes a new | ANA registry for CAtypes designating
civic address conponents. Referring to RFC 2434 [14], this registry
operates under both "Expert Review' and "Specification Required"
rules. The IESG will appoint an Expert Reviewer who will advise | ANA
pronptly on each request for a new or updated CAtype.

CAtype: Nuneric identifier, assigned by | ANA

Brief description: Short description identifying the neaning of the
el ement .
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8.

8.

Ref erence to published specification: A stable reference to an RFC
or other permanent and readily avail able reference, in sufficient
detail so that interoperability between independent
i mpl ementations is possible.

Country-specific considerations: |f applicable, notes whether the
element is only applicable or defined for certain countries.

The initial list of registrations is contained in Section 3.4.

Updates to country-specific considerations for previously-defined
CAtypes are not defined by | ANA registrations since they are purely
descriptive, not a registration of identifiers. As noted earlier,
country-specific conventions may optionally be witten up in
docunents titled "Civic Addresses for [Country]".
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