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1. Introduction

Mobility support for 1Pv6, or Mobile I1Pv6, enables nobile nodes to

m grate active transport connections and application sessions from
one | Pv6 address to another. The Mbile I Pv6 specification, RFC 3775
[1], introduces a "home agent", which proxies a nobile node at a

per manent "home address". A roaming nobile node connects to the hone
agent through a bidirectional tunnel and can so comunicate, fromits
| ocal "care-of address”, as if it was present at the honme address.
The nobil e node keeps the honme agent updated on its current care-of
address via | Psec-protected signaling nessages [40].

In case the correspondent node | acks appropriate nmobility support, it
communi cates with the nobile node’s hone address, and thus all data
packets are routed via the home agent. This node, Bidirectiona
Tunnel i ng, increases packet-propagati on delays. RFC 3775 hence
defines an additional nbde for Route Optim zation, which allows peers
to communicate on the direct path. It requires that the
correspondent node can cache a bindi ng between the nobile node’s home
address and current care-of address. The challenge with Route
Optimzation is that an adm nistrative relationship between the
nmobi | e node and the correspondent node can generally not be
presupposed. So how can the two authenticate and authorize the
signaling nessages that they exchange?

Mobil e I Pv6 solves this problemby verifying a routing property of
the mobil e node. Specifically, the nobile node is checked to be
reachable at its hone address and current care-of address in that it
must prove the reception of a home and care-of keygen token,
respectively. This is called the "return-routability procedure". It
takes place right before a nobile node registers a new care- of
address with a correspondent node and is periodically repeated in
case the nobile node does not nove for a while.

The advantage of the return-routability procedure is that it is

I'i ght wei ght and does not require pre-shared authentication materi al
It also requires no state at the correspondent node. On the other
hand, the two reachability tests can |l ead to a handoff del ay
unacceptable for many real-time or interactive applications such as
Voi ce over |IP (VolP) and video conferencing. Also, the security that
the return-routability procedure guarantees m ght not be sufficient
for security-sensitive applications. And finally, periodically
refreshing a registration at a correspondent node inplies a hidden
signaling overhead that may prevent mnobile nodes from hi bernation
during tinmes of inactivity.

Mani f ol d enhancenents for Route Optim zati ons have hence been
suggested. This docunent describes and eval uates various strategies
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on the basis of existing proposals. It is neant to provide a
conceptual framework for further work, which was found to be
inevitable in the context of Route Optimzation. Many scientists
volunteered to review this docunment. Their nanmes are duly recorded
in Section 7. Section 2 analyzes the strengths and weaknesses of
Route Optim zation and identifies potential objectives for
enhancenment. Different enhancenent strategies are discussed, based
on existing proposals, in Section 3. Section 4 discusses the

di fferent approaches and identifies opportunities for further
research. Section 5 and Section 6 conclude the document.

Thi s docunent represents the consensus of the MobOpts Research G oup
It has been reviewed by the Research G oup nmenbers active in the
specific area of work. At the request of their chairs, this docunent
has been comprehensively reviewed by nmultiple active contributors to
the |ETF M P6 Working G oup. At the tinme of this witing, sone of
the ideas presented in this docunent have been adopted by the
Mobility for I P: Performance, Signaling and Handoff Optim zation

(m pshop) Wrking Goup in the | ETF.

1.1. A Note on Public-Key Infrastructures

Mobile | Pv6 Route Optinization verifies a nobile node’'s authenticity
through a routing property. An alternative is cryptographic

aut henti cation, which requires a binding between a node’s identity
and sone sort of secret information. Although some proposal s suggest
installing shared secrets into end nodes when possible (see Section
3.10), pre-configuration is not an option for general Internet use
for scalability reasons. Authentication based on a Public-Key
Infrastructure (PKI) does not require pair-w se pre-configuration
Here, the secret information is the private conponent of a
public/private-key pair, and the binding between a node’s identity
and private key exists indirectly through the cryptographic
properties of public/private-key pairs and a bindi ng between the
identity and the public key. An authority trusted by both end nodes
issues a certificate that effects this latter binding.

Large-scal e use of a PKI, however, was considered unsuitable for
mobi | ity managenent due to the foll owi ng reasons

0 There are differing opinions on whether a PKI could scale up to
hundreds of millions of nobile nodes. Sonme peopl e argue they do,
as there are already exanples of certification authorities
responsible for mllions of certificates. But nore inportant than
the expected increase in the nunber of certificates would be a
shift in application patterns. Nowadays, public-key cryptography
is used only for those applications that require strong,
crypt ographi ¢ aut hentication
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If it was used for mobility managenent as well, certificate checks
woul d becorme mandatory for any type of application, leading to
more checks per user. Busy servers with nobility support m ght be
unwilling to spent the processing resources required for this
dependi ng on the service they provide.

0 Revoked certificates are identified on Certificate Revocation
Lists (CRLs), which correspondent nodes with mobility support
woul d have to acquire fromcertification authorities. CRLs nust
be kept up to date, requiring periodic downloads. This and the
act of checking a certificate against a CRL create overhead that
sone correspondent nodes might be unwilling to spend.

0 Certificate verification may take some time and hence interrupt
ongoi ng applications. This can be disturbing fromthe user’s
perspective, especially when Route Optim zation starts in the
m ddl e of a session, or the session is very short-term anyway.

o0 The bigger a PKI grows, the nore attractive it beconmes as an
attack target, endangering the Internet as a whol e.

o0 There is little experience with using hone addresses as
identifiers in certificates. Al though the hone address could
theoretically be placed into a certificate's Subject Alternate
Nanme field, the entities responsible for |P-address assignment and
certification are usually not the same, and it may not be easy to
coordi nate the two.

For these reasons, this docunent does not consider direct

aut hentication of nobile nodes based on a PKI. Nevertheless, it does
eval uate certificate-based techni ques that make the probl ens
identified above nore tractable (see Section 3.12).

1.2. A Note on Source Address Filtering

RFC 3775 uses care-of-address tests to probe a nobile node’s presence
at its claimed location. Alternatively, verification of care-of
addresses may be based on infrastructure in the nobile node’ s |oca
access network. For instance, the infrastructure can verify that the
I P source addresses of all packets |eaving the network are correct.
"Ingress filtering" [38][43] provides this feature to the extent that
it inspects the prefix of IP source addresses and ensures topol ogi ca
correctness. Network-access providers that use ingress filtering
normal |y deploy the technique in their first-hop and site-exit
routers. Simlarly, 1SPs may filter packets originating froma
downst r eam net wor k
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Ingress filtering may eventually provide a way to repl ace care-of -
address tests. But there are still a nunber of uncertainties today:

o]

By definition, ingress filtering can prevent source-address
spoofing only fromthose networks that do deploy the technique.

As a consequence, ingress filtering needs to be widely, preferably
uni versal ly, deployed in order to constitute |nternet-w de
protection. As long as an attacker can get network access w thout
filters, all Internet nodes remain vul nerabl e.

There is little incentive for 1SPs to deploy ingress filtering

ot her than conscientiousness. Legal or regulatory prescription as
wel |l as financial notivation does not exist. A corrupt ISP m ght
even have a financial incentive not to deploy the technique, if
redirecti on-based deni al -of -service (DoS) attacks using Route
Optim zation ever becone possible and are exploited for financia
gain. A simlar issue was observed with, for exanple, enmail spam

Ingress filtering is nost effective, and easiest to configure, at
the first-hop router. However, since only prefixes are checked,
the filters inevitably get |ess precise the further upstreamthey
are enforced. This issue is inherent in the technique, so the
best solution is checking packets as close to the originating
nodes as possible, preferably in the first-hop routers thensel ves.

A popul ar inplenmentation of ingress filtering is "Reverse Path
Forwardi ng" (RPF). This technique relies on routes to be
symmretric, which is oftentines the case between edge networks and
| SPs, but far |ess often between peering ISPs. Alternatives to
RPF are either manually configured access lists or dynanic
approaches that are nore rel axed, and thereby | ess secure, than
RPF [43].

Anot her problemwi th ingress filtering is multi-homng. Wen a
router attenpts to forward to one | SP a packet with a source-
address prefix fromanother ISP, filters at the second | SP woul d
bl ock the packet. The |IETF seeks to find a way around this [39].
For instance, one could tunnel the packet to the topol ogically
correct ISP, or one could all ow source-address changes by neans of
a locator-identifier split [45].

Finally, RFC 3775 defines an Alternative Care-of Address option
that nobil e nodes can use to carry a care-of address within a
Bi ndi ng Update nessage outside of the |Pv6 header. Such an
address is not subject to inspection by ingress filtering and
woul d have to be verified through other neans [14].
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Al t hough these problens are expected to get solved eventually, there
is currently little know edge on how applicabl e and depl oyable, as a
candi date for care-of-address verification, ingress filtering wll
be. High investnents or admnistrative hurdles could prevent a

| arge, preferably universal deploynent of ingress filtering, which
woul d hinder Internet-w de protection, as nentioned in the first
bullet. For these reasons, this docunment does not consider ingress
filtering as a viable alternative to care-of-address tests, although
things may be different in the future.

2. Objectives for Route Optim zati on Enhancenent

Wrel ess environnents with frequently noving nodes feature a nunber
of salient properties that distinguish themfromenvironnents wth
stationary nodes or nodes that nove only occasionally. One inportant
aspect is the efficiency of nobility managenent. Nodes nay not

bot her about a few round-trip tinmes of handoff l|atency if they do not
change their point of IP attachment often. But the negative inpact
that a nobility protocol can have on application performance
increases with the level of nobility. Therefore, in order to
maxi m ze user satisfaction, it is inportant to reduce the handoff

| atency that the nobility protocol adds to existing delays in other
pl aces of the network stack. A related issue is the robustness of
the nmobility protocol, given that tenporary outage of nmobility
support can render nobil e nodes incapable of continuing to
commruni cat e.

Furthernore, the wirel ess nature of data transm ssions nakes it
potentially easier for an attacker to eavesdrop on ot her nodes’ data
or send data on behalf of other nodes. Wile applications can

usual Iy authenticate and encrypt their payload if need be, simlar
security neasures may not be feasible for signaling packets of a
mobility protocol, in particular if comrunicating end nodes have no
pre-existing rel ati onshi p.

Gven the typically limted bandwidth in a wireless medium resources
ought to be spent in an econonic matter. This is especially

i mportant for the amount of signaling that a nmobility protoco
requires.

Endeavors to enhance RFC 3775 Route Optimization generally strive for
reduced handoff |atency, higher security, |ower signaling overhead,
or increased protocol robustness. These objectives are herein

di scussed froma requirenents perspective; the technical means to
reach the objectives is not considered, nor is the feasibility of
achi eving them
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2.1. Latency Optimzations

One inportant objective for inproving Route Optim zation is to reduce
handoff | atencies. Assum ng that the hone-address test dom nates the
care-of -address test in terns of |atency, a Mbile |IPv6 handoff takes
one round-trip time between the nobile node and the hone agent for
the home registration, a round-trip time between the nobile node and
the hone agent plus a round-trip tinme between the home agent and the
correspondent node for the hone-address test, and a one-way time from
the nobil e node to the correspondent node for the propagation of the
Bi ndi ng Update nessage. The first packet sent to the new care- of
address requires an additional one-way time to propagate fromthe
correspondent node to the nobile node. The nobile node can resune
comruni cations right after it has dispatched the Binding Update
message. But if it requests a Binding Acknow edgnent nessage from
the correspondent node, communi cations are usually delayed until this
is received

These del ays are additive and are not subsuned by other delays at the
IP layer or link layer. They can cause perceptible quality
degradations for interactive and real -tine applications. TCP bul k-
data transfers are |ikew se affected since | ong handoff | atencies may
| ead to successive retransm ssion tineouts and degraded throughput.

2.2. Security Enhancenents

The return-routability procedure was designed with the objective to
provide a |l evel of security that conpares to that of today’ s non-
mobil e Internet [46]. As such, it protects against inpersonation,
deni al of service, and redirection-based flooding attacks that would
not be possible without Route Optimization. This approach is based
on an assunption that a nobile Internet cannot beconme any safer than
the non-nobile Internet.

Applications that require a security |evel higher than what the
return-routability procedure can provide are generally advised to use
end-to-end protection such as | Psec or Transport Layer Security
(TLS). But even then they are vulnerable to denial of service. This
mot i vates research for stronger Route Optim zation security.

Security enhancenents may al so becone necessary if future
technol ogi cal inprovenents nmitigate sone of the existing nmobility-
unrel ated vul nerabilities.

One particular issue with Route Optimization is |ocation privacy
because route-optim zed packets carry both home and care-of addresses
in plaintext. A standard workaround is to fall back to Bidirectiona
Tunnel i ng when | ocation privacy is needed. Packets with the care-of
address are then transferred only between the nobile node and the
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hone agent, where they can be encrypted through | Psec Encapsul ating
Security Payload (ESP) [42]. But even Bidirectional Tunneling
requires the mobile node to periodically re-establish | Psec security
associations with the hone agent so as to beconme untraceabl e t hrough
Security Paranmeter |ndexes (SPIs).

2.3. Signaling Optimzations

Route Optim zation requires periodic signaling even when the nobile
node does not nove. The signaling overhead anmobunts to 7.16 hits per
second if the nobile node comrunicates with a stationary node [6].
It doubles if both peers are nmobile. This overhead may be negligible
when the nodes conmunicate, but it can be an issue for nobile nodes
that are inactive and stay at the same location for a while. These
nodes typically prefer to go to standby node to conserve battery
power. Also, the periodic refreshes consune a fraction of the

wi rel ess bandwi dth that one could use nore efficiently.

Optim zations for reduced signaling overhead could nmitigate these

i ssues.

2. 4. Robust ness Enhancenents

Route Optim zation could conceptually enabl e continued conmuni cati ons
during periods of tenporary hone-agent unavailability. The protoco
defined in RFC 3775 does not achieve this independence, however, as
the hone agent plays an active role in the return-routability
procedure. Appropriate enhancenments could increase the independence
fromthe hone agent and thus enabl e robust Route Optim zation even in
the absence of the hone agent.

3. Enhancenents Tool box

A large body of effort has recently gone into inproving Mbile |IPv6
Route Optim zation. Sone of the proposed techniques are

nodi fications to the return-routability procedure, while others
replace the procedure by alternative nmechani snms. Some of them
operate end-to-end; others introduce network-side nobility support.
In nost cases, it is the combination of a set of techniques that is
required to gain a complete -- that is, efficient and secure --
rout e-optim zati on mechani sm
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3.

3.

1. | P Address Tests

RFC 3775 uses | P-address tests to ensure that a nobile node is live
and on the path to a specific destination address: The hone-address
test provides evidence that the nobile node is the legitimte owner
of its hone address; the care-of-address test detects spoofed care- of
addresses and prevents redirection-based flooding attacks. Both
tests can be perfornmed in parallel

A hone-address test should be initiated by the nobil e node so that
the correspondent node can delay state creation until the nobile node
has authenticated. The care-of-address test can conceptually be
initiated by either side. It originates with the nobile node in RFC
3775, but with the correspondent node in [16] and [22]. The
correspondent - node-dri ven approach suggests itself when

aut hentication is done through other neans than a hone-address test.

I nportant advantages of |P-address tests are zero-configurability and
the i ndependence of ancillary infrastructure. As a disadvantage,

| P-address tests can only guarantee that a node is on the path to the
probed address, not that the node truly owns this address. This does
not lead to new security threats, however, because the types of
attacks that an on-path attacker can do with Route Optim zation are
al ready possible in the non-nobile Internet [46].

2. Pr ot ect ed Tunnel s

RFC 3775 protects certain signaling nessages, exchanged between a
nmobi | e node and its hone agent, through an authenticated and
encrypted tunnel. This prevents unauthorized nodes on that path,

i ncl udi ng eavesdroppers in the nobile node’'s wirel ess access network,
fromlistening in on these nmessages.

G ven that a pre-existing end-to-end security relationship between
the nobil e node and the correspondent node cannot generally be
assuned, this protection exists only for the nobile node’'s side. |If
the correspondent node is inmobile, the path between the home agent
and the correspondent node remains unprotected. This is a path
between two stationary nodes, so all types of attacks that a villain
could wage on this path are already possible in the non-nobile
Internet. 1In case the correspondent node is nobile, it has its own
hone agent, and only the path between the two (stationary) hone
agents renmai ns unpr ot ect ed.
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3.3. Optimstic Behavior

Many Mbile IPv6 inplementations [29][31] defer a correspondent
registration until the associated honme registration has been

conpl eted successfully. 1In contrast to such "conservative" behavior,
a nore "optinmstic" approach is to begin the return-routability
procedure in parallel with the home registration [52]. Conservative
behavi or avoids a useless return-routability procedure in case the
hone registration fails. This conmes at the cost of additiona
handof f del ay when the honme registration is successful. Optimstic
behavi or saves this delay, but the return-routability procedure will
be in vain should the correspondi ng hone registration be
unsuccessf ul

VWhile a parallelization of the home registration and the return-
routability procedure is feasible within the bounds of RFC 3775, the
specification does not permt nobile nodes to continue with the
correspondent registration, by sending a Binding Update nessage to
the correspondent node, until a Binding Acknow edgnent nessage

i ndi cating successful home registration has been received. This is
usual Iy not a probl em because the return-routability procedure is
likely to take | onger than the hone registration anyway. However,
sonme optim zations (see Section 3.4) reduce the delay caused by the
return-routability procedure. A useful inprovenment is then to allow
Bi ndi ng Update nessages to be sent to correspondent nodes even before
the hone registration has been acknow edged.

The drawback of optim stic behavior is that a | ost, reordered, or

rej ected Binding Update nessage can cause data packets to be

di scarded. Neverthel ess, packet |oss would have sinilar negative

i mpacts on conservative approaches, so the nobil e node needs to be
prepared for the possible | oss of these packets in any case.

3.4. Proactive | P Address Tests

The critical handoff phase, during which the nobile node and the
correspondent node cannot fully comunicate, spans the home
registration and the correspondent registration, including the
return-routability procedure. One technique to shorten this phase is
to acconplish part of the signaling proactively before the handoff.
In particular, the hone-address test can be done in advance without
viol ating the specifications of RFC 3775 [52][51].

In order to have a fresh home keygen token ready for a future
handof f, the nobile node should initiate a proactive hone-address
test at |east once per token lifetime, that is, every 3.5 m nutes.
Thi s does at nost doubl e the signaling overhead spent on hone-address
tests given that correspondent registrations nust be refreshed every
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7 minutes even when the nobil e node does not nove for a while. An
optimization is possible where the nobile node’s local link |layer can
antici pate handoffs and trigger the hone-address test in such a case.
[6] or [54] reduce the frequency of hone-address tests even further
Proactive care-of-address tests are possible only if the nobile node
is capable of attaching to two networks sinultaneously. Dua
attachnent is possible if the link-1ayer technology enables it with a
single interface [10], or if the nmobile node is endowed with nultiple
interfaces [7].

3.5. Concurrent Care-of Address Tests

Wthout the assunption that a nmobile node can sinultaneously attach
to nultiple networks, proactive care-of-address tests, executed prior
to handoff, are not an option. A correspondent node may instead

aut horize a nobile node to defer the care-of-address test until an
early, tentative binding has been registered [52][51]. This in
conmbi nation with a technique to elininate the handoff delay of homne-
address tests (see Section 3.4 and Section 3.9) facilitates early
resunption of bidirectional comuni cations subsequent to handoff.
The care-of address is called "unverified" during the concurrent
care-of -address test, and it is said to be "verified" once the
correspondent node has obtained evidence that the nobile node is
present at the address. A tentative binding's lifetinme can be
limted to a few seconds

Hone- address tests must not be acconplished concurrently, however,
given that they serve the purpose of authentication. They guarantee
that only the legitinmate nobile node can create or update a binding
pertaining to a particular hone address.
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Figure 1: Concurrent Care-of Address Tests
Figure 1 illustrates how concurrent care-of-address tests are used in

[52][51]: As soon as the npbile node has configured a new care- of
address after a handoff, it sends to the correspondent node an Early
Bi ndi ng Update nessage. Only a hone keygen token, obtained froma
proactive hone-address test, is required to sign this nessage. The
correspondent node creates a tentative binding for the new,
unverified care-of address when it receives the Early Bi nding Update
message. This address can be used inmedi ately. The nobile node
finally sends a (standard) Binding Update nessage to the
correspondent node when the concurrent care-of-address test is
complete. Credit-Based Authorization (see Section 3.7) prevents

m suse of care-of addresses while they are unverified.

3.6. Diverted Routing

G ven that a hone registration is faster than a correspondent
registration in the absence of additional optinizations, the nobile
node may request its traffic to be routed through the hone address
until a new binding has been set up at the correspondent node
[52][51]. The performance of such diverted routing depends on the
propagati on properties of the involved routes, however.
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For packets to be diverted via the home address, signaling is
necessary with both the home agent and the correspondent node. The
hone agent mnust be informed about the new care-of address so that it
can correctly forward packets intercepted at the hone address. The
correspondent node continues to send packets to the old care-of
address until it receives a Binding Update nessage indicating that
the current binding is no longer valid and ought to be removed. This
request requires authentication through a home-address test in order
to prevent denial of service by unauthorized nodes. The test can be
acconplished in a proactive way (see Section 3.4).

The nobile node may send packets via the hone address as soon as it
has di spatched the Bi ndi ng Update nessage to the honme agent. It nay
send out goi ng packets along the direct path once a Binding Update
message for the new care-of address has been sent to the
correspondent node.

It depends on the propagation |atency on the end-to-end path via the
horme agent relative to the latency on the direct path for how | ong
the correspondent node should continue to send packets to the home
address. If the former path is slow, it may be better to queue sone
of the packets until the correspondent registration is conplete and
packets can be sent along the direct route.

3.7. Credit-Based Authorization

Concurrent care-of-address tests (see Section 3.5) require protection
agai nst spoofed unverified care-of addresses and redirection-based
flooding attacks. Credit-Based Authorization [50] is a technique
that provides such protection based on the follow ng three

hypot heses:

1. A flooding attacker typically seeks to somehow multiply the
packets it assenbles for the purpose of the attack because
bandwi dth is an anple resource for many attractive victins.

2. An attacker can always cause unanplified flooding by generating
bogus packets itself and sending themto its victimdirectly.

3. Consequently, the additional effort required to set up a
redirection-based flooding attack pays off for the attacker only
if amplification can be obtained this way.

On this basis, rather than elimnating malicious packet redirection
inthe first place, Credit-Based Authorization prevents any

anplification that can be reached through it. This is acconplished
by limting the data a correspondent node can send to an unverified
care-of address of a nobile node by the data that the correspondent
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node has recently received fromthat nobile node. (See Section 3.5
for a definition on when a care-of address is verified and when it is
unverified.) A redirection-based flooding attack is thus no nore
attractive than pure direct flooding, where the attacker itself sends
bogus packets to the victim It is actually less attractive given
that the attacker nmust keep Mobile IPv6 state to coordinate the
redirection.

nmobi | e node correspondent node
I I
I I
address |--data----------------- >| credit += size(data)
verified | |
|--data----------------- >| credit += size(data)
I data--| don’t change credit
I

I
unverified [<----------------- data--| credit -= size(data)
|--data----------------- >| credit += size(data)
I data--| credit -= size(data)
I I
I data--| credit -= size(data)
| X credit < size(data)
| | ==> Do not send!
address | |
verified |<----------------- data--| don’t change credit
I

Figure 2: Credit-Based Authorization

Figure 2 illustrates Credit-Based Authorization for an exenplifying
exchange of data packets: The correspondent node neasures the bytes
received fromthe nobile node. When the nobile node registers a new
care-of address, the correspondent node | abels this address
"unverified" and sends packets there as |ong as the sum of the packet
si zes does not exceed the neasured, received data volune. A
concurrent care-of-address test is neanwhile perforned. Once the
care-of address has been verified, the correspondent node rel abels
the address from"unverified" to "verified". Packets can then be
sent to the new care-of address without restrictions. Wen
insufficient credit is left while the care-of address is stil
"unverified", the correspondent node stops sending further packets to
the address until the verification conpletes. The correspondent node
may drop these packets, direct themto the nobile node’'s hone
address, or buffer themfor l|ater transm ssion when the care- of
address is verified. Figure 2 does not show Mbile I Pv6 signaling
packets.
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The correspondent node ensures that the nobile node’'s acquired credit
gradual | y decreases over tine. This "aging" prevents the nobile node
frombuilding up credit over a long time. A nmalicious node with a

sl ow I nternet connection could otherw se provision for a burst of
redirected packets that does not relate to its own upstream capacity.

Al'l ocating the nobile node’s credit based on the packets that the
mobi | e node sends and reducing the credit based on packets that the
mobi | e node receives is defined as "I nbound Mdde". (The
correspondent node is in control of credit allocation, and it
conputes the credit based on inbound packets received fromthe nobile
node.) A nice property of Inbound Mbde is that it does not require
support fromthe nobile node. The nobile node neither needs to
understand that Credit-Based Authorization is effective at the
correspondent node, nor does it have to have an idea of how nuch
credit it has at a particular point in tinme.

I nbound Mode works fine with applications that send conparabl e data
vol umes into both directions. On the other hand, the node may
prevent the nobile node fromcollecting the amount of credit it needs
for a handoff when applications with asymmetric traffic patterns are
in use. For instance, file transfers and nedia stream ng are
characterized by high throughput towards the client, typically the
mobi | e node, and conparably little throughput towards the serving
correspondent node.

An addi tional "CQutbound Mdde" was designed to better accommbdate
applications with asymetric traffic patterns. In Qutbound Mde,
packets that the correspondent node sends to the nobil e node
determi ne both, how much the credit increases while the current
care-of address is verified, and how much the credit shrinks while
the care-of address is unverified. This resolves the issue with
asymetric traffic patterns.

The security of Qutbound Mode is based on the further hypothesis that
the nobil e node invests conparable effort for packet reception and
transm ssion in terns of bandwi dth, nenmory, and processing capacity.
This justifies why credit, allocated for packets received by the
mobi | e node, can be turned into packets that the correspondent node
sends. The question is, though, how the correspondent node can
determ ne how nmany of the packets sent to a nobile node are actually
recei ved and processed by that nobile node. Relying on transport-

| ayer acknow edgnments is not an option as such nmessages can easily be
faked. CQutbound Mode hence defines its own feedback nechani sm

Car e- of Address Spot Checks, which is robust to spoofing. The
correspondent node periodically tags packets that it sends to the
nmobi | e node with a random unguessabl e nunber, a so-called Spot Check
Token. When the nobile node receives a packet with an attached Spot
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Check Token, it buffers the token until it sends the next packet to
the correspondent node. The Spot Check Token is then included in
this packet. Upon reception, the correspondent node verifies whether
the returned Spot Check Token matches a token recently sent to the
mobil e node. New credit is allocated in proportion to the ratio

bet ween the nunmber of successfully returned Spot Check Tokens and the
total nunber of tokens sent. This inplies that new credit is

approxi mately proportional to the fraction of packets that have nade
their way at |least up to the nobile node’s I P stack. The preciseness
of Care-of Address Spot Checks can be traded with overhead through
the frequency with which packets are tagged with Spot Check Tokens.

An interesting question is whether CQutbound Mdde could be nisused by
an attacker with asymretric Internet connection. Wdespread digita
subscriber lines (DSL), for exanple, typically have a much higher
downl oad rate than upload rate. The linmted upload rate would render
nost deni al -of -service attenpts through direct floodi ng neani ngl ess.
But the attacker could | everage the strong download rate to build up
credit at one or nultiple correspondent nodes. It could then
illegitimately spend the credit on a stronger, redirection-based
flooding attack. The reason why this has so far not been considered
an issue is that, in order to accunul ate enough credit at the renote
end, the attacker would first have to expose itself to the sane
packet flood that it could then redirect towards the victim

3.8. Heuristic Mnitoring

Heuristic approaches to prevent m suse of unverified care-of
addresses (see Section 3.5) are conceivable as well. A heuristic,

i npl emented at the correspondent node and possibly suppl enented by a
restrictive lifetime linmt for tentative bindings, can prevent, or at
| east effectually di scourage such msuse. The chall enge here seens
to be a feasible heuristic: On one hand, the heuristic nust be
sufficiently rigid to quickly respond to malicious intents at the
other side. On the other hand, it should not have a negative inpact
on a fair-mnded nobile node’s conmuni cati ons.

Anot her problemw th heuristics is that they are usually reactive.
The correspondent node can only respond to m sbehavior after it
appeared. |If sanctions are inposed quickly, attacks may sinply not
be worthwhile. Yet premature neasures should be avoi ded. One nust

al so bear in nmind that an attacker nmay be able to use different hone
addresses, and it is in general inpossible for the correspondent node
to see that the set of home addresses belongs to the sane node. The
attacker may furthernmore exploit multiple correspondent nodes for its
attack in an attenpt to anplify the result.
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3.9. Crypto-Based ldentifiers

A Crypto-Based ldentifier (CBID) is an identifier with a strong
cryptographic binding to the public conponent of its owner’s
public/private-key pair [33]. This allows the owner to prove its
claimon the CBID:. It signs a piece of data with its private key and
sends this to the verifier along with its public key and the
paraneters necessary to reconpute the CBID. The verifier reconputes
the CBID and checks the owner’s know edge of the correspondi ng
private key.

CBI Ds offer three main advantages: First, spoofing attacks against a
CBI D are nmuch harder than attacks agai nst a non-cryptographic
identifier like a domain name or a Mbile | Pv6 hone address. Though
an attacker can always create its own CBID, it is unlikely to find a
public/private-key pair that produces soneone else’'s. Second, a CBID
does not depend on a PKI given its inherent binding to the owner’s
public key. Third, a CBID can be used to bind a public key to an IP
address, in which case it is called a Cryptographically Generated
Address (CGA) [44][34][47]. A CGA is syntactically just an ordinary
| Pv6 address. It has a standard routing prefix and an interface
identifier generated froma hash on the CGA owner’s public key and
addi ti onal paraneters

Many applications are conceivabl e where CGAs are advantageous. In
Mobil e | Pv6, CGAs can bind a nobile node’s home address to its public
key [35][5] and so avoid the honme-address test in nost correspondent
registrations. This accelerates the registration process and all ows
the peers to comunicate i ndependently of home-agent availability.

Since only the interface identifier of a CGA is cryptographically
protected, its network prefix can be spoofed, and floodi ng attacks
agai nst networks are still an issue. An initial hone-address test is
hence required to validate the network prefix even when the hone
address is a CGA. For the sanme reason, CGAs are rarely used as
care-of addresses.

One limtation of CGAs conpared to other types of CBIDs is that the
cryptographically protected portion is only at nost 62 bits |ong.

The rest of the address is occupied by a 64-bit network prefix as
wel | as the universal/local and individual/group bits. (The
specification in [44] further hard-codes a 3-bit security paraneter
into the address, reducing the cryptographically protected portion to
59 bits.) A brute-force attack m ght thus reveal a public/private
key public/private-key pair that produces a certain CGA. This

vul nerability can be contained by including the network prefix in the
hash conputation for the interface identifier so that an attacker, in
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case it did find the right public/private key public/private-key
pair, could not formCGAs for nmultiple networks fromit.

To resolve collisions in generating CGAs, a collision count is part
of the input to the hash function. Changing this produces a
different CGA. Unfortunately, the collision count also reduces the
complexity of a brute-force attack agai nst a CGA because it all ows
the sane private/public-key pair to be used to generate multiple
CGAs. The collision count is therefore limted to a few values only.

Hi gher security can be achieved through |Ionger CBIDs. For exanple, a
node’'s primary identifier in the Host Identity Protocol [21] is a
128-bit hash on the node’s public key. It is used as an |P-address
repl acenent at stack |layers above IP. This CBIDis not routable, so
there needs to be sonme external |ocalization nechanismif a node
wants to contact a peer of which it only knows the identifier

3.10. Pre-Configuration

Where nobil e and correspondent nodes can be pre-configured with a
shared key, bound to the nobile node’s home address, authentication
through a hone-address test can be replaced by a cryptographic
mechanism This has three advantages. First, cryptography allows
for stronger authentication than address tests. Second, strong

aut hentication facilitates binding lifetinmes |onger than the 7-
mnute limt that RFC 3775 defines for correspondent registrations.
Third, handoff delays are usually shorter with cryptographic
approaches because the round-trips of the hone-address test can be
spared. The di sadvantage of pre-configurationis its linmted
applicability.

Two proposals for pre-configuration are currently under di scussion
within the | ETF. [25] endows nobile nodes with the information they
need to conpute home and care-of keygen tokens thensel ves rather than
having to obtain themthrough the return-routability procedure. [15]
uses the Internet Key Exchange protocol to establish an | Psec
security association between the peers.

From a techni cal standpoint, pre-configuration can only replace a
hone- address test. A test of the care-of address is still necessary
to verify the nobile node’'s presence at that address. The problemis
circunvented in [25] by postulating that the correspondent node has
sufficient trust in the nobile node to believe that the care-of
address is correct. This assunption discourages the use of pre-
configuration in scenari os where such trust is unavail able, however.
For exanple, a nobil e-phone operator may be able to configure
subscribers with secret keys for authorization to a particular
service, but it may not be able to vouch that all subscribers use
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this service in a responsible manner. And even if users are
trustworthy, their nobile nodes nay becone infected with mal ware and
start behaving unreliably.

Anot her way to avoid care-of-address verification is to rely on
access networks to filter out packets with incorrect |IP source
addresses [38][43]. This approach is taken in [15]. The probl em
with local filtering is that it can only protect a network from
becom ng the source of an attack, not fromfalling victimto an
attack. The technique is hence potentially unreliable unless

depl oyed in access networks worl dw de (see Section 1.2).

Care-of -address tests facilitate the use of pre-configuration in
spite of lacking trust relationships or the existence of access
networ ks without |local filtering techniques. For increased
performance, concurrent care-of-address tests can be used in

conbi nation with Credit-Based Authorization or heuristic nonitoring.

3.11. Sem - Permanent Security Associ ations

A conmprom se between the return-routability procedure and pre-
configuration are sem -pernmanent security associations. A sem -

per manent security association is established between a nobil e node
and a correspondent node upon first contact, and it is used to

aut henti cate the nobil e node during subsequent correspondent
registrations. Semni-permanent security associations elimnate the
need for periodic hone-address tests and pernmit correspondent
registrations with lifetines longer than the 7-minute limt specified
in RFC 3775.

It is inportant to verify a nobile node’s hone address before a
security association is bound to it. An inpersonator could otherw se
create a security association for a victinms IP address and then
redirect the victims traffic at will until the security association
expires. An initial hone-address test mitigates this vulnerability
because it requires the attacker to be on the path between the victim
and the victims peer at |east while the security association is
bei ng established. Stronger security can be obtained through

crypt ographi cally generated hone addresses (see Section 3.9).

Seni - per manent security associ ations al one provide no verification of
care-of addresses and nust therefore be suppl enented by care-of -
address tests. These nay be perforned concurrently for reduced
handof f del ays. Semi -permanent security associations were first
devel oped in [8] where they were called "purpose-built keys".
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3.12. Del egation

Section 1.1 lists nunerous problens of PKIs with respect to

aut henti cation of nobile nodes. These problens becone nore
tractabl e, however, if correspondent nodes authenticate honme agents
rat her than nobil e nodes, and the hone agents vouch for the
authenticity and trustworthiness of the nobile nodes [37]. Such

del egation of responsibilities solves the scalability issue with PKls
gi ven that home agents can be expected to be nuch | ess numerous than
nmobi | e nodes. Certificate revocation becones |ess delicate as wel
because hone agents are commonly admi nistrated by a nmobility provider
and shoul d as such be nore accountabl e than nobil e nodes.

Anot her advantage of delegation is that it avoids public-key

comput ations at nobile nodes. On the other hand, the processing
overhead at correspondent nodes increases. This nmay or nay not be an
i ssue depending on resources avail able at the correspondent node
relative to the services that the correspondent node provides. The
correspondent node may al so be nobile itself, in which case

crypt ographi ¢ operati ons woul d be problematic. Furthernore, the

i ncreased overhead inplies a higher risk to resource-exhaustion
attacks.

3.13. Mbbil e Networks

Mobi | e nodes nay nove as a group and attach to the Internet via a
"nmobile router” that stays with the group. This happens, for
exanple, in trains or aircraft where passengers comruni cate via a
| ocal wireless network that is globally interconnected through a
satellite link.

It is straightforward to support such network nmobility [41] with a
singl e hone agent and a tunnel between the nobile router and this
hone agent. The nobile nodes thensel ves then do not have to be

mobi | ity-aware. However, Route Optimzation for noving networks
[36][26][27][55] is nore conplicated. One possibility is to have the
mobi |l e router handl e Route Optinization on behalf of the nobile
nodes. This requires the nmobile router to nodify incom ng and

out goi ng packets such that they can be routed on the direct path

bet ween the end nodes. The nobile router would al so have to perform
Mobil e | Pv6 signaling on behalf of the nobile nodes. Sinilarly, a
net wor k of correspondent nodes can communi cate with nobil e nodes,
through a "correspondent router”, in a route-optim zed way w t hout
providing nobility support thensel ves.
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3.14. Location Privacy

RFC 3775 fails to conceal a nobile node’s current position as route-
optim zed packets always carry both home and care-of addresses. Both
the correspondent node and a third party can therefore track the
nmobi | e node’ s whereabouts. A workaround is to fall back to

bi directional tunneling where |ocation privacy is needed. Packets
carrying the nobile node’s care-of address are thus only transferred
bet ween the nobil e node and the home agent, where they can be
encrypted through | Psec ESP [42]. But even then should the nobile
node periodically re-establish its |Psec security associations so as
to becone untraceable through its SPIs. Early efforts on |ocation
privacy in Route Optimzation include [17][13][24]][30].

4, Di scussi on

Conmon to the proposal s discussed in Section 3 is that all of them

af fect a trade-off between effectiveness, on one hand, and econonica
depl oyability, administrative overhead, and w de applicability, on
the other. Effectiveness may be equated with | ow | atency, strong
security, reduced signaling, or increased robustness. Econony
inplies no, or only nboderate requirenents in terns of hardware
upgrades and software nodifications. Admnistrative overhead rel ates
to the anpbunt of manual configuration and intervention that a

techni que needs.

The standard return-routability procedure avoids costly pre-
configuration or new network entities. This mnimzes both

depl oynent investnents as well as administrative expenses. Variants
with optimstic behavior and proactive or concurrent |P-address tests
have these advantages as well. CBIDs allow for public-key

aut hentication without a PKI. They constitute a nore secure
alternative to hone-address tests and are as such nost effective when
conbi ned with concurrent reachability verification. CBID based

aut hentication may require nodes to be programed with a mapping

bet ween human-readabl e identifiers and the correspondi ng CBI Ds.
Pre-configuration is another approach to avoid hone-address tests.

It does without conputationally expensive public-key algorithms, but
requires pair-wi se credentials and, therefore, admnistrative

mai nt enance. \Where suitable infrastructure is available, end nodes
may del egate aut hentication and encryption tasks to trusted network
entities which, in turn, vouch for the end nodes. Delegation could
resurrect the use of certificates for the purpose of nmobility
support. But it introduces a dependency on the del egatees, adds the
provi sioning costs for new network entities, and is likely to be
limted to communities of authorized nodes.
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4.1. Cross-Layer Interactions

The performance of Route Optim zation, as evaluated in this docunent,
shoul d be put into perspective of handoff-related activities in other
parts of the network stack. These include link-layer attachnent
procedures; |ink-layer security mechani sms such as negoti ation,

aut henti cation, and key agreenent; as well as |IPv6 router discovery,
address configuration, and novement detection. A conplete network
attachnent in a typical |EEE 802.11 comrercial depl oynent requires
over twenty link- and I P-layer nessages. Current protocol stacks

al so have a nunber of limtations in addition to | ong attachnent

del ays, such as denial-of-service vulnerabilities, difficulties in
trusting a set of access nodes distributed to physically insecure

| ocations, or the inability to retrieve sufficient information for
maki ng a handoff decision [2].

A nunber of proposals have been put forth to inprove handoff
performance on different parts of the network stack, nostly focusing
on handoff performance. These include |ink-layer paraneter tuning
[49] and network-access authentication [18][2][32], as well as |IPv6
router discovery [11][12], address configuration [23], and novenent
detection [19][20]. It is uncertain how far this optimzation can be
taken by only | ooking at the different parts individually. An

i nt egrated approach nay eventually become necessary [4][53].

4.2. Experinentation and Measurenents

The nunber and diversity of nobility-related activities within a
typical network stack oftentines render theoretical analyses
insufficient and call for additional, extensive experinentation or
sinulation. The followi ng is a non-exhaustive list of areas where
practical experience is likely to yield val uabl e insight.

0 Conception of a set of standard scenarios that can be used as a
reference for conparabl e neasurenents and experinmentation
I deal |y, such standard scenarios ought to be derived fromreal -
wor |l d environnents, and they should include all features that
woul d i kely be needed in a comrercial deploynent. These features
i nclude link-1ayer access control, for instance.

o0 Measurenents of the performance inpacts that existing enhancenent
proposal s have on the different parts of the stack

o Conparisons of different inplenmentations that are based on the
same specification. For instance, it would be valuable to know
how rmuch inplenentations differ with regards to the use of
parall elismthat RFC 3775 allows in hone and correspondent
regi strations.
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Vog

0 Measurenents of the inpact that network conditions such as packet
| oss can have on existing and new optim zati ons.

0 Statistical data collection on the behavior of nobile nodes in
different networks. Several Route Optinmization techniques behave
differently depending on the degree of nobility.

0 Measurements of the performance that Route Optim zation schenes
show under different application scenarios, such as the use of
applications with symretric vs. asymmetric traffic patterns.

Future Research

Future research that goes beyond the techniques discussed in this
docunent may consider the follow ng itens.

0 Local nobility support or local route-repair nechanisns that do
not require expensive configuration. This includes
i nfrastructure-based Route Optinization like [48].

o0 Care-of-address verification nechanisnms that are based on Secure
Nei ghbor Di scovery.

0 The introduction of optimzations devel oped in the context of
Mobile IPv6 to other nobility protocols, such as the Host ldentity
Protocol, the Stream Control Transm ssion Protocol, the Datagram
Congestion Control Protocol, or link-layer nobility sol utions.

0 The extension of the devel oped nmobility techniques to full nulti-
addr essing, including nulti-hom ng.

o Further strategies that are based on "asymretric cost wars" [3],
such as Credit-Based Authorization

0 Integrated techniques taking into account both link- and | P-1ayer
mobi lity tasks.

Security Consi derations

St andard Route Optim zation enables nobile nodes to redirect IP
packets at a renote peer fromone |IP address to another |P address.
This ability introduces new security issues, which are expl ai ned and
discussed in depth in [46]. The alternative Route Optim zation
techni ques described in this docunment may introduce new security
threats that go beyond those identified in [46]. Were such new
threats exist, they are discussed and anal yzed along with the
description of the respective technique in Section 3.

t & Arkko I nf or mat i onal [ Page 24]



RFC 4651 M P6 Route QOptim zation Enhancenents February 2007

6. Concl usi ons

Mobile I Pv6 Route Optim zation reduces packet-propagation | atencies
so as to facilitate interactive and real-tine applications in nobile
environments. Unfortunately, the end-to-end protocol’s high handoff
| at enci es hinder exactly these applications. A large body of effort
has therefore recently been dedicated to Route Optim zation

i mprovenents. Sone of the proposed techniques operate on an end-to-
end basis, others require new or extended infrastructure in the
networ k; sonme need pre-configuration, others are zero-configurable.
Thi s docunent has conpared and eval uated the different strategies
based on a sel ected set of enhancement proposals. It stands out that
all proposal s nake a trade-off between effectiveness, on one hand --
be it in terns of reduced handoff |atency, increased security, or

| ower signaling overhead -- and pre-configuration costs or requisite
net wor k upgrades, on the other. An optimzation’s investnent
requirenents, in turn, are inrelation to its suitability for

wi despread depl oynent .

However, the real-life performance of end-to-end nobility does not
only depend on enhancenents of Route Optimzation, but ultimtely on
all parts of the protocol stack [2]. Related optim zation endeavors
are in fact gaining nonentum and a conprehensive approach towards
Route Optim zation nmust incorporate the nost suitable solutions
amongst them [4]. Whichever proposals will eventually reach a
maturity level sufficient for standardization, any effort should be
expended to arrive at that point within the foreseeable future.
Route Optim zation requires support fromboth peers and depends on a
solid basis of installed inplenentations in correspondent nodes.
Thi s shoul d hence be included in enmerging | Pv6 stacks early on

Al t hough 1 Pv6 depl oynment is yet far away from becom ng wi despread,
the sooner efficient Route Optim zation will be available, the nore
likely that it will in the end be ubiquitously supported.
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