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Abst ract

Thi s docunent describes a |ightweight point-to-point key managenent
protocol variant for the nultinmedia Internet keying (M KEY) protocol
M KEY, as defined in RFC 3830. In particular, this variant deploys
the classic Diffie-Hellman key agreenment protocol for key

establ i shnent featuring perfect forward secrecy in conjunction with a
keyed hash nmessage authentication code for achieving mutual

aut henti cation and nessage integrity of the key nanagement nessages
exchanged. This protocol addresses the security and performance
constraints of multinmedi a key managenment in M KEY.
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1. Introduction

There is work done in | ETF to devel op key managenent schemes. For
exanple, IKE [12] is a widely accepted unicast scheme for |Psec, and
the MSEC WG i s devel opi ng ot her schenes, addressed to group

communi cation [17], [18]. For reasons discussed below, there is,
however, a need for a scheme with |ow | atency, suitable for demandi ng
cases such as real -time data over heterogeneous networks and snal

i nteractive groups.

As pointed out in MKEY (see [2]), secure real-tinme nultinedia
applications demand a particul ar adequate |ightwei ght key nanagenent
schenme that takes care to establish dynanic session keys securely and
efficiently in a conversational multimedia scenario.

In general, MKEY scenari os cover peer-to-peer, sinple one-to-nmany,
and snal | -sized groups. MKEY in particul ar describes three key
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managenent schenes for the peer-to-peer case that all finish their
task within one roundtrip:

- a symetric key distribution protocol (M KEY-PS) based on pre-
shared master keys

- a public-key encryption-based key distribution protocol (M KEY-PK
and reverse-node M KEY-RSA-R [33]) assuming a public-key
infrastructure with RSA-based (Rivest, Shamir and Adl eman)
private/public keys and digital certificates

- a Diffie-Hell man key agreenent protocol (M KEY-DHSI GN) depl oyi ng
digital signatures and certificates.

Al of these three key managenent protocols are designed so that they
conplete their work within just one roundtrip. This requires
dependi ng on | oosely synchroni zed cl ocks and depl oyi ng ti mestanps

wi thin the key managenent protocols.

However, it is known [6] that each of the three key nanagenent
schenmes has its subtle constraints and limtations:

- The symmetric key distribution protocol (MKEY-PS) is sinple to
i mpl ement; however, it was not intended to scale to support any
configurations beyond peer-to-peer, sinple one-to-many, and
smal | -size (interactive) groups, due to the need for nutually
pre- assi gned shared naster secrets.

Mor eover, the security provi ded does not achieve the property of
perfect forward secrecy; i.e., conprom se of the shared naster
secret woul d render past and even future session keys susceptible
to conproni se.

Further, the generation of the session key happens just at the
initiator. Thus, the responder has to fully trust the initiator
to choose a good and secure session secret; the responder is able
neither to participate in the key generation nor to influence that
process. This is considered a specific limtation in less trusted
envi ronment s.

- The public-key encryption scheme (M KEY-PK and M KEY- RSA-R [33])
depends upon a public-key infrastructure that certifies the
private-public keys by issuing and naintaining digita
certificates. Wile such key management schenes provide ful
scalability in | arge networked configurations, public-key
infrastructures are still not widely available, and, in general,
i npl ementations are significantly nore conpl ex.
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Further, additional roundtrips and conputational processing m ght
be necessary for each end systemin order to ascertain
verification of the digital certificates. For exanple, typica
operations in the context of a public-key infrastructure may

i nvol ve extra network comuni cation handshakes with the public-key
infrastructure and with certification authorities and nmay
typically involve additional processing steps in the end systens.
These operations would include validating digital certificates
(RFC 3029, [24]), ascertaining the revocation status of digita
certificates (RFC 2560, [23]), asserting certificate policies,
construction of certification path(s) ([26]), requesting and
obt ai ni ng necessary certificates (RFC 2511, [25]), and managenent
of certificates for such purposes ([22]). Such steps and tasks
all result in further delay of the key agreenment or key

est abl i shnent phase anong the end systens, which negatively
affects setup tinme. Any extra PKI handshakes and processing are
not in the scope of MKEY, and since this docunent only depl oys
symetric security nechani sns, aspects of PKlI, digita
certificates, and rel ated processing are not further covered in
this docunent.

Finally, as in the symetric case, the responder depends
conpletely upon the initiator’s choosi ng good and secure session
keys.

- The third M KEY-DHSI GN key nanagemnent protocol deploys the
Diffie-Hell man key agreement schene and aut henticates the exchange
of the Diffie-Hellnman hal f-keys in each direction by using a
digital signature. This approach has the sane advantages and
deficiencies as described in the previous section in terns of a
public-key infrastructure.

However, the Diffie-Hell man key agreement protocol is known for
its subtle security strengths in that it is able to provide ful
perfect forward secrecy (PFS) and further have to both parties
actively involved in session key generation. This special
security property (despite the somewhat hi gher conputationa
costs) makes Diffie-Hellmn techniques attractive in practice.

In order to overcone sone of the limtations as outlined above, a
speci al need has been recogni zed for another efficient key agreenent
protocol variant in MKEY. This protocol variant ains to provide the
capability of perfect forward secrecy as part of a key agreement with
| ow | atency wi thout dependency on a public-key infrastructure.
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Thi s docunent describes a fourth Iightweight key managenment schene
for MKEY that coul d sonmrehow be seen as a synergetic optimzation

bet ween the pre-shared key distribution schenme and the Diffie-Hell man
key agreenent.

The idea of the protocol in this docunent is to apply the Diffie-
Hel | man key agreenent, but rather than deploy a digital signature for
authenticity of the exchanged keying material, it instead uses a
keyed- hash for symmetrically pre-assigned shared secrets. This

conbi nation of security nechanisns is called the HVAC aut henti cat ed
Diffie-Hell man (DH) key agreenment for M KEY (DHHVAC) .

The DHHMAC variant closely follows the design and phil osophy of M KEY
and reuses M KEY protocol payload components and M KEY mechani sns to
its maxi mum benefit and for best conpatibility.

Like the MKEY Diffie-Hellnman protocol, DHHVAC does not scal e beyond
a point-to-point constellation; thus, both MKEY D ffie-Hell man
protocol s do not support group-based keying for any group size |arger
than two entities.

1.1. Definitions

The definitions and notations in this docunment are aligned with
M KEY; see [2] sections 1.3 - 1.4.

Al'l large integer conmputations in this docunent shoul d be understood
as being nod p within sone fixed group G for sone large prine p; see
[2] section 3.3. However, the DHHMAC protocol is also applicable
generally to other appropriate finite, cyclical groups as well.

It is assuned that a pre-shared key s is known by both entities
(initiator and responder). The authentication key auth_key is
derived fromthe pre-shared secret s using the pseudo-random function
PRF; see [2] sections 4.1.3 and 4.1.5.

In this text, [X] represents an optional piece of infornation.
General |y throughout the text, X SHOULD be present unless certain
circunstances MAY allow X to be optional and not to be present,
thereby potentially resulting in weaker security. Likewi se, [X Y]
represents an optional conpound piece of information where the pieces
X and Y either SHOULD both be present or MAY optionally both be
absent. {X} denotes zero or nore occurrences of X
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1.3. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Scenario

The HVAC- aut henticated Diffie-Hell man key agreenent protocol (DHHVAC)
for MKEY addresses the sane scenari os and scope as the other three
key managenent schenes in M KEY address

DHHMAC is applicable in a peer-to-peer group where no access to a
public-key infrastructure can be assumed to be avail able. Rather,
pre- shared nmaster secrets are assunmed to be avail abl e anong t he
entities in such an environnent.

In a pair-wise group, it is assunmed that each client will be setting
up a session key for its outgoing links with its peer using the DH
MAC key agreenent protocol.

As is the case for the other three MKEY key nanagenent protocols,
DHHMAC assunes, at | east, |oosely synchronized cl ocks anong the
entities in the snmall group

To synchroni ze the clocks in a secure manner, sone operational or
procedural means are reconmended. M KEY-DHHMAC does not define any
secure tine synchroni zati on nmeasures; however, sections 5.4 and 9.3
of [2] provide inplenmentation guidance on cl ock synchronization and
ti mest anps.

2.1. Applicability

M KEY- DHHVAC and the other M KEY key managenent protocols are

i ntended for application-level key managenent and are optinized for
mul ti medi a applications with real-time session setup and session
managenent constraints.

As the M KEY- DHHVAC key nmmanagement protocol term nates in one
roundtrip, DHHVAC is applicable for integration into two-way
handshake session or call signaling protocols such as

a) SIP [13] and SDP, where the encoded M KEY nessages are
encapsul ated and transported in SDP contai ners of the SDP
of fer/answer see RFC 3264 [27]) handshake, as described in [4];
and
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b) H. 323 (see [15]), where the encoded M KEY nessages are transported
in the H 225.0 fast start call signaling handshake. Appendix A
outlines the usage of M KEY-DHHVAC wi thin H. 235.

M KEY- DHHVAC is offered as an option to the other MKEY key
managenent variants (M KEY-pre-shared, M KEY-public-key and M KEY-
DH SIGY) for all those cases where DHHVAC has its particul ar
strengths (see section 5).

2.2. Relation to GKMARCH

The Group key nmanagenent architecture (GKMARCH) [19] describes a
generic architecture for nulticast security group key nanagenent
protocols. In the context of this architecture, M KEY-DHHVAC nay
operate as a registration protocol; see also [2] section 2.4. The
main entities involved in the architecture are a group controller/key
server (GCKS), the receiver(s), and the sender(s). Due to the pair-
wi se nature of the Diffie-Hellman operation and the 1-roundtrip
constraint, usage of M KEY-DHHMAC rul es out any depl oynment as a group
key managenent protocol with nore than two group entities. Only the
degenerate case with two peers is possible where, for example, the
responder acts as the group controller.

Note that M KEY does not provide re-keying in the GKMARCH sense, only
updati ng of the keys by normal unicast nessages.

3. DHHMAC Security Protocol
The followi ng figure defines the security protocol for DHHVAC
Initiator Responder

| _nmessage = HDR, T, RAND, [IDi], IDr,
{SP}, DH , KEMAC
——————————————————————— > R _nmessage = HDR, T,
[ID], ID, DHr,
DHi , KEMAC

Figure 1. HMAC-authenticated Diffie-Hell man key-based exchange,
where xi and xr are (pseudo) randomy chosen, respectively,
by the initiator and the responder.

The DHHMAC key exchange SHALL be done according to Figure 1. The
initiator chooses a (pseudo) random val ue, xi, and sends an HVACed
message i ncluding gh(xi) and a tinestanp to the responder. It is
recomrended that the initiator SHOULD al ways i nclude the identity
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payl oads IDi and IDr within the | _message; unless the receiver can
defer the initiator’s identity by some other neans, |ID MAY
optionally be omtted. The initiator SHALL al ways i nclude the
recipient’s identity.

The group paraneters (e.g., the group G are a set of paraneters
chosen by the initiator. Note that like in the MKEY protocol, both
sender and receiver explicitly transmt the Diffie-Hellman group G
within the Diffie-Hell man payl oad DH or DHr through an encoding
(e.g., OAKLEY group nunbering; see [2] section 6.4). The actual
group paraneters g and p, however, are not explicitly transmtted but
can be deduced fromthe Diffie-Hellman group G The responder
chooses a (pseudo) random positive integer, xr, and sends an HMVACed
message including gh(xr) and the timestanp to the initiator. The
responder SHALL al ways include the initiator’s identity IDi

regardl ess of whether the | _nessage conveyed any IDi. It is
RECOMVENDED t hat the responder SHOULD al ways include the identity
payload IDr within the R nessage; unless the initiator can defer the
responder’s identity by some other nmeans, |Dr MAY optionally be |eft
out .

Both parties then calculate the T&K as g™(xi * xr).

The HVAC aut hentication provi des authentication of the DH hal f-keys
and is necessary to avoid man-in-the-mddle attacks.

Thi s approach is | ess expensive than digitally signed D ffie-Hellman
in that both sides conpute one exponentiation and one HVAC first,
then one HVAC verification, and finally another Diffie-Hell man
exponenti ati on.

Wth off-line pre-conputation, the initial Diffie-Hellman hal f-key
MAY be conputed before the key nmanagement transaction and thereby MAY
further reduce the overall roundtrip delay, as well as the risk of
deni al - of - servi ce attacks.

Processing of the TGK SHALL be acconplished as described in MKEY [2]
section 4.

The conputed HVAC result SHALL be conveyed in the KEMAC payl oad field
where the MAC fields holds the HVAC result. The HVAC SHALL be
conputed over the entire nmessage, excluding the MAC field using
auth_key; see al so section 4. 2.
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3.1. TG Re-keying

TAK re-keying for DHHVAC general |y proceeds as described in [2]
section 4.5. Specifically, Figure 2 provides the nessage exchange
for the DHHVAC updat e nessage.

Initiator Responder

| _nmessage = HDR, T, [ID], IDr,
{SP}, [DH ], KEMAC
——————————————————————— > R _nmessage = HDR, T,
[ID], ID,
[DHr, DHi], KEMAC

Fi gure 2: DHHMAC updat e nessage

TCK re-keying supports two procedures:

a) True re-keying by exchangi ng new and fresh Diffie-Hell man hal f -
keys. For this, the initiator SHALL provide a new, fresh DH, and
the responder SHALL respond with a new, fresh DH and the received
DHi .

b) Non-key related information update wi thout including any Diffie-
Hel | man hal f-keys in the exchange. Such a transaction does not
change the actual TGK but updates other information such as
security policy parameters. To update the non-key rel ated
information only, [DH] and [DHr, DHi] SHALL be left out.

4. DHHMAC Payl oad Fornmats
This section specifies the payload formats and data type val ues for

DHHMAC, see also [2] section 6, for a definition of the MKEY
payl oads.

Thi s docunent does not define new payl oad formats but re-uses M KEY
payl oads for DHHVMAC as referenced:

* Conmon header payload (HDR); see section 4.1 and [2] section 6.1.
* SRTP | D sub-payl oad; see [2] section 6.1.1.

* Key data transport payload (KEMAC); see section 4.2 and [2] section
6. 2.

* DH data payl oad; see [2] section 6.4.
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* Timestanp payl oad; see [2] section 6.6.

* | D payl oad; [2] section 6.7.

* Security Policy payload (SP); see [2] section 6.10.

* RAND payl oad (RAND); see [2] section 6.11.

* Error payload (ERR); see [2] section 6.12.

* General Extension Payl oad; see [2] section 6.15.
4.1. Commopn Header Payl oad (HDR)

Referring to [2] section 6.1, the followi ng data types SHALL be used
for DHHVAC:

Data type | Value | Coment

DHHMAC i ni t | 7] Initiator’s DHHVAC exchange nessage
DHHMAC r esp | 8 | Responder’s DHHVAC exchange nessage
Error | 6 | Error nessage; see [2] section 6.12

Table 4.1. a
Note: A responder is able to recognize the M KEY DHHVMAC protocol by
evaluating the data type field as 7 or 8. This is how the responder
can differentiate between M KEY and M KEY DHHVAC

The next payload field SHALL be one of the foll owi ng val ues:

Next payl oad| Val ue | Secti on

Last payl oad| 0| -

KEMAC | 1| section 4.2 and [2] section 6.2
DH | 3] [2] section 6.4

T | 5] [2] section 6.6

I D | 6 | [2] section 6.7

SP | 10 | [2] section 6.10

RAND | 11 | [2] section 6.11

ERR | 12 | [2] section 6.12

General Ext.| 21 | [2] section 6.15

Table 4.1.b

O her defined next payload values defined in [2] SHALL not be applied
t o DHHMAC.

Euchner St andards Track [ Page 11]



RFC 4650 HVAC- Aut henticated Diffie-Hellman for M KEY Septenber 2006

In case of a decoding error or of a failed HVAC aut hentication
verification, the responder SHALL apply the Error payl oad data type.

4.2. Key Data Transport Payl oad ( KEMAC)

DHHVAC SHALL apply this payl oad for conveying the HVAC result al ong
with the indicated authentication algorithm Wen used in
conjunction with DHHVAC, KEMAC SHALL not convey any encrypted data;
thus, Encr alg SHALL be set to 2 (NULL), Encr data | en SHALL be set
to 0, and Encr data SHALL be left enpty. The AES key wap nethod
(see [16]) SHALL not be applied for DHHVAC.

For DHHVAC, this key data transport payload SHALL be the |ast payl oad
in the nessage. Note that the Next payload field SHALL be set to
Last payload. The HVAC is then cal cul ated over the entire M KEY
message, excluding the MAC field using auth_key as described in [2]
section 5.2, and then stored within the MAC fi el d.

MAC al g | Val ue | Comment s
HVAC- SHA- 1 | 0 | Mandatory, Default (see [3])
NULL | 1| Very restricted use; see

| [2] section 4.2.4
Table 4.2.a

HVAC-SHA-1 is the default hash function that MJST be inplenmented as
part of the DHHVMAC. The length of the HVAC-SHA-1 result is 160 bits.

4.3. 1D Payload (1D)

For DHHVAC, this payload SHALL only hold a non-certificate-based
identity.

4.4. Ceneral Extension Payl oad

For DHHVAC, to avoid biddi ng-down attacks, this payload SHALL |i st
al | key managenent protocol identifiers of a surrounding

encapsul ati on protocol, such as SDP [4]. The General Extension
Payl oad SHALL be integrity protected with the HVAC using the shared

secret.
Type | Value | Comments
SDP | Ds | 1| List of SDP key managenent |IDs (allocated for

use in [4]); see also [2] section 6.15.

Table 4.4.a
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5.

5.

5.

Security Considerations

Thi s docunent addresses key managenent security issues throughout.
For a conprehensive explanation of MKEY security considerations,
pl ease refer to MKEY [2] section 9.

In addition, this docunment addresses security issues according to
[7], where the follow ng security considerations apply in particul ar
to this docunent:

1. Security Environnent

The DHHMAC security protocol described in this docunment focuses
primarily on conmunication security; i.e., the security issues
concerned with the M KEY DHHVMAC protocol. Neverthel ess, sonme system
security issues are also of interest that are not explicitly defined
by the DHHVAC protocol, but that should be provided locally in

practi ce.

The systemthat runs the DHHMAC protocol entity SHALL provide the
capability to generate (pseudo) random numbers as input to the
Diffie-Hell man operation (see [8]). Furthernore, the system SHALL be
capabl e of storing the generated (pseudo) random data, secret data,
keys, and other secret security paraneters securely (i.e.,
confidential and safe from unauthorized tanpering).

2. Threat Nbdel

The threat nodel, to which this docunent adheres, covers the issues
of end-to-end security in the Internet generally, w thout ruling out
the possibility that M KEY DHHVAC can be depl oyed in a corporate,
closed I P environnent. This also includes the possibility that M KEY
DHHMAC can be depl oyed on a hop-by-hop basis with sone internediate
trusted "M KEY DHHVAC proxi es" invol ved.

Since DHHVAC i s a key managenent protocol, the follow ng security
threats are of concern:

* Unaut hori zed interception of plain TGKs: For DHHVAC, this threat
does not occur since the TGK is not actually transmtted on the
wire (not even in encrypted fashion).

* Eavesdroppi ng of other, transnmitted keying information: DHHVAC
protocol does not explicitly transmt the T&K at all. |nstead, by
using the Diffie-Hell man "encryption" operation, which conceals the
secret (pseudo) random val ues, only partial information (i.e., the
DH hal f-key) for construction of the T&K is transmtted. It is
fundanental |y assumed that availability of such Diffie-Hellman
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hal f - keys to an eavesdropper does not result in any substanti al
security risk; see 5.4. Furthernore, the DHHVAC carries other data
such as timestanps, (pseudo) random val ues, identification
informati on or security policy paraneters; eavesdroppi ng of any
such data is not considered to yield any significant security risk

* Masquerade of either entity: This security threat nmust be avoi ded,
and if a masquerade attack would be attenpted, appropriate
detecti on means nmust be in place. DHHMAC addresses this threat by
provi ding nutual peer entity authentication

* Man-in-the-middle attacks: Such attacks threaten the security of
exchanged, non-authenticated nessages. Man-in-the-mniddle attacks
usual Iy conme with masquerade and or |oss of nessage integrity (see
below). Man-in-the-m ddle attacks nust be avoided and, if present
or attenpted, nust be detected appropriately. DHHVAC addresses
this threat by providing nutual peer entity authentication and
message integrity.

* Loss of integrity: This security threat relates to unauthorized
replay, deletion, insertion, and manipul ati on of nessages.
Al t hough any such attacks cannot be avoi ded, they nust at |east be
detected. DHHVAC addresses this threat by providing nessage
integrity.

* Bi ddi ng-down attacks: Wen nultiple key managenent protocols, each
of a distinct security level, are offered (such as those made
possi ble by SDP [4]), avoiding biddi ng-down attacks is of concern
DHHMAC addresses this threat by reusing the MKEY General Extension
Payl oad nechani sm where all key managenent protocol identifiers
are to be listed within the MKEY General Extension Payl oad.

Sone potential threats are not within the scope of this threat nodel

* Passive and off-line cryptanalysis of the Diffie-Hellnmn al gorithm
Under certain reasonabl e assunptions (see 5.4, below), it is widely
believed that DHHVAC is sufficiently secure and that such attacks
are infeasible, although the possibility of a successful attack
cannot be rul ed out.

* Non-repudi ation of the receipt or of the origin of the nessage:
These are not requirenments within the context of DHHVAC in this
environnment, and thus rel ated counternmeasures are not provided at
all.
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5

*

3.

Deni al - of -service or distributed denial-of-service attacks: Sone
consi derations are given on sone of those attacks, but DHHVAC does
not claimto provide full counterneasure agai nst any of those
attacks. For exanple, stressing the availability of the entities
is not thwarted by neans of the key nanagenment protocol; sone other
| ocal countermeasures should be applied. Further, sonme DoS attacks
are not countered, such as interception of a valid DH request and
its massive instant duplication. Such attacks mght at |east be
countered partially by sone | ocal nmeans that are outside the scope
of this docunent.

Identity protection: Like MKEY, identity protection is not a ngjor
design requirenent for MKEY-DHHVAC, either; see [2]. No security
protocol is known so far that is able to provide the objectives of
DHHMAC as stated in section 5.3, including identity protection
within just a single roundtrip. M KEY-DHHVAC trades identity
protection for better security for the keying material and shorter
roundtrip tine. Thus, M KEY-DHHVAC does not provide identity
protection on its own but may inherit such property froma security
protocol underneath that actually features identity protection

The DHHMAC security protocol (see section 3) and the TGK re-keying
security protocol (see section 3.1) provide the option not to
supply identity information. This option is only applicable if
some other neans are available to supply trustworthy identity
information; e.g., by relying on secured |inks underneath M KEY
that supply trustworthy identity information sone other way.
However, it is understood that without identity information, the
M KEY key managenent security protocols might be subject to
security weaknesses such as masquerade, inpersonation, and
reflection attacks, particularly in end-to-end scenarios where no
other secure nmeans of assured identity information are provided.

Leaving identity fields optional (if doing so is possible) thus
shoul d not be seen as a privacy nethod, either, but rather as a
protocol optimzation feature.

Security Features and Properties

Wth the security threats in mnd, this docunment provides the
followi ng security features and yields the follow ng properties:

*

Secure key agreenment with the establishment of a TGK at both peers:
This is achieved using an authenticated Diffie-Hellnmn key
managemnment protocol .
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* Peer-entity authentication (mutual): This authentication
corroborates that the host/user is authentic in that possession of
a pre-assigned secret key is proven using keyed HVAC.
Aut henti cation occurs on the request and on the response nessage;
thus authentication is nutual.

The HMAC conput ation corroborates for authentication and nessage
integrity of the exchanged Diffie-Hellman hal f-keys and associ at ed
messages. The authentication is absolutely necessary in order to
avoid man-in-the-niddl e attacks on the exchanged nmessages in
transit and, in particular, on the otherw se non-authenticated
exchanged Diffie-Hellman hal f-keys.

Not e: This docunent does not address issues regarding

aut hori zation; this feature is not provided explicitly. However,
DHHMAC aut henti cation neans support and facilitate realization of
aut hori zati on neans (local issue).

* Cryptographic integrity check: The cryptographic integrity check is
achi eved using a nessage digest (keyed HMAC). It includes the
exchanged Diffie-Hellman hal f-keys but covers the other parts of
the exchanged nessage as well. Both nutual peer entity
aut henti cation and nessage integrity provide effective
count er measur es agai nst man-in-the-m ddl e attacks.

The initiator nmay deploy a local tiner that fires when the awaited
response nessage did not arrive in a timely manner. This is
intended to detect deletion of entire nessages.

* Replay protection of the messages is achieved using enbedded
timestanps: In order to detect replayed nessages, it is essentia
that the clocks among initiator and sender be roughly synchronized.
The reader is referred to [2] section 5.4, and [2] section 9.3,
whi ch provide further considerations and give gui dance on cl ock
synchroni zati on and tinestanp usage. Should the clock
synchroni zati on be | ost, end systens cannot detect replayed
messages anynore, and the end systems cannot securely establish
keying material. This may result in a denial-of-service; see [2]
section 9.5.

* Limted DoS protection: Rapid checking of the nessage di gest allows
verifying the authenticity and integrity of a nessage before
| aunching CPU intensive Diffie-Hell man operations or starting other
resource consum ng tasks. This protects agai nst sone deni al - of -
service attacks: malicious nodification of nessages and spam
attacks with (replayed or masqueraded) nessages. DHHVAC probably
does not explicitly counter sophisticated distributed, |arge-scale
deni al -of -service attacks that conprom se systemavailability, for
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exanpl e. Sone DoS protection is provided by inclusion of the
initiator’s identity payload in the | _nessage. This allows the
recipient to filter out those (replayed) |I_nessages that are not
targeted for himand to avoid creating unnecessary M KEY sessi ons

* Perfect-forward secrecy (PFS): O her than the M KEY pre-shared and
publi c- key-based key distribution protocols, the Diffie-Hell man key
agreenment protocol features a security property called perfect
forward secrecy. That is, even if the long-termpre-shared key is
conprom sed at sone point in tinme, this does not conprom se past or
future session keys.

Nei ther the M KEY pre-shared nor the M KEY public-key protoco
variants are able to provide the security property of perfect-
forward secrecy. Thus, none of the other MKEY protocols is able
to substitute the Diffie-Hellman PFS property.

As such, DHHMAC and digitally signed DH provide a far superior
security level to that of the pre-shared or public-key-based key
distribution protocol in that respect.

* Fair, mutual key contribution: The Diffie-Hellmn key managenent
protocol is not a strict key distribution protocol per se, in which
the initiator distributes a key to its peers. Actually, both
parties involved in the protocol exchange are able to contribute to
the common Diffie-Hell man TEK traffic generating key equally. This
reduces the risk of either party cheating or unintentionally
generating a weak session key. This makes the DHHVAC a fair key
agreenent protocol. One nay view this property as an additiona
distributed security neasure that increases security robustness
over that of the case where all the security depends just on the
proper inplenentation of a single entity.

For Diffie-Hellmn key agreenent to be secure, each party SHALL
generate its xi or xr values using a strong, unpredictable pseudo-
random generator if a source of true randommess is not avail abl e.
Further, these values xi or xr SHALL be kept private. It is
RECOMVENDED t hat these secret val ues be destroyed once the comon
Diffie-Hell man shared secret key has been established.

* Efficiency and performance: Like the MKEY-public key protocol, the
M KEY DHHVAC key agreenent protocol securely establishes a T&K
within just one roundtrip. Qher existing key nanagenent
techni ques, such as |Psec-IKE [12], |Psec-IKEv2 [14], TLS [11], and
ot her schemes, are not deened adequate in addressing those real -
time and security requirenents sufficiently; they all use nore than
a single roundtrip. Al the MKEY key managenent protocols are
able to conplete their task of security policy paraneter
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negoti ation, including key-agreenment or key distribution, in one
roundtrip. However, the M KEY pre-shared and M KEY public-key
protocol are both able to conplete their task even in a half-
roundtrip when the confirmation nmessages are onitted.

Using HVAC in conjunction with a strong one-way hash function (such
as SHAl1l) nay be achieved nore efficiently in software than
expensi ve public-key operations. This yields a particul ar
performance benefit of DHHMAC over signed DH or the public-key
encryption protocol

If a very high security level is desired for |ong-term secrecy of
the negotiated Diffie-Hellman shared secret, |onger hash val ues may
be depl oyed, such as SHA256, SHA384, or SHA512 provide, possibly in
conjunction with stronger Diffie-Hellman groups. This is left as
for further study.

For the sake of inproved perfornmance and reduced roundtrip del ay,
either party may pre-conpute its public Diffie-Hellman half-key
of f-1ine.

On the other side and under reasonabl e conditions, DHHVAC consunes
nmore CPU cycles than the M KEY pre-shared key distribution
protocol. The sanme might hold true quite likely for the MKEY
public-key distribution protocol (depending on choice of the
private and public key lengths). As such, it can be said that
DHHMAC provi des sound performance when conpared with the other

M KEY protocol variants.

The use of optional identity information (with the constraints
stated in section 5.2) and optional Diffie-Hellman hal f-key fields
provi des a nmeans to increase performance and shorten the consuned
net wor k bandwi dt h.

* Security infrastructure: This docunment describes the HVAC
aut henticated Diffie-Hellman key agreenent protocol, which
compl etely avoids digital signatures and the associated public-key
infrastructure, as would be necessary for the X 509 RSA publi c-
key-based key distribution protocol or the digitally signed
Diffie-Hell man key agreenment protocol as described in M KEY.
Publ i c-key infrastructures may not al ways be available in certain
environnments, nor nmay they be deenmed adequate for real-tine
mul timedi a applications when additional steps are taken for
certificate validation and certificate revocati on nethods with
additional roundtrips into account.
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4.

DHHMAC does not depend on PKI, nor do inplenmentations require PK
standards. Thus, it is believed to be nmuch sinpler than the nore
complex PKI facilities.

DHHMAC is particularly attractive in those environnments where
provi sioning of a pre-shared key has al ready been acconplished.

NAT-friendliness: DHHVAC is able to operate smoothly through
firewal | / NAT devices as long as the protected identity informtion
of the end entity is not an |IP/transport address.

Scal ability: Like the MKEY signed Diffie-Hellman protocol, DHHVAC
does not scale to any larger configurations beyond peer-to-peer
groups.

Assunpt i ons

Thi s docunent states a couple of assunptions upon which the security
of DHHMAC significantly depends. The follow ng conditions are
assuned:

*

The paraneters xi, xr, s, and auth_key are to be kept secret.

The pre-shared key s has sufficient entropy and cannot be
ef fectively guessed.

The pseudo-random function (PRF) is secure, yields the pseudo-
random property, and mmintains the entropy.

A sufficiently large and secure Diffie-Hellman group is applied.

The Diffie-Hell man assunption hol ds saying basically that even with
know edge of the exchanged Diffie-Hellmn hal f-keys and know edge
of the Diffie-Hellman group, it is infeasible to conpute the TG or
to derive the secret paraneters xi or xr. The latter is also
called the discrete logarithm assunption. Please see [6], [9], or
[10] for nore background information regarding the Diffie-Hellnman
problem and its conputational conplexity assunptions.

The hash function (SHALl) is secure; i.e., it is conputationally

infeasible to find a nmessage that corresponds to a given nessage
digest, or to find two different nmessages that produce the sane

message di gest.

The HVAC al gorithmis secure and does not |eak the auth_key. In
particular, the security depends on the nessage authentication
property of the compression function of the hash function H when it
is applied to single blocks (see [5]).
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* A source capabl e of producing sufficiently nany bits of (pseudo)
randonmess i s avail abl e.

* The system upon which DHHVAC runs is sufficiently secure.
5.5. Residual Risk

Al t hough these detail ed assunptions are non-negligible, security
experts generally believe that all these assunptions are reasonabl e
and that the assunptions nmade can be fulfilled in practice with
little or no expenses.

The mat hemati cal and cryptographi c assunptions of the properties of
the PRF, the Diffie-Hellnman algorithm (discrete |og-assunption), the
HVAC al gorithm and the SHA1l al gorithms have been neither proven nor
di sproven at this tine.

Thus, a certain residual risk remains, which nmght threaten the
overall security at sone unforeseeable time in the future

The DHHMAC woul d be conprom sed as soon as any of the listed
assunptions no | onger hol d.

The Diffie-Hell man nechanismis a generic security technique that is
not only applicable to groups of prime order or of characteristic
two. This is because of the fundanental mathematical assunption that
the discrete logarithmproblemis also a very hard one in genera
groups. This enables Diffie-Hellman to be depl oyed al so for G-(p)*,
for sub-groups of sufficient size, and for groups upon elliptic
curves. RSA does not allow such generalization, as the core

mat hemati cal problemis a different one (large integer
factorization).

RSA asymmetric keys tend to beconme increasingly lengthy (1536 bits
and nore) and thus very conputationally intensive. Nevertheless,
Elliptic Curve Diffie-Hellnman (ECDH) all ows key lengths to be cut
down substantially (say 170 bits or nore) while maintaining at |east
the security level and providing even nore significant performance
benefits in practice. Mdyreover, it is believed that elliptic-curve
techni ques provide nuch better protection against side channe
attacks due to the inherent redundancy in the projective coordinates.
For all these reasons, one may view elliptic-curve-based Diffie-
Hel | man as being nore "future-proof" and robust agai nst potentia
threats than RSAis. Note that Elliptic Curve Diffie-Hellnmn
variants of MKEY are defined in [31].
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HVAC- SHAL is a key security nechani smw thin DHHVAC on which the
overall security of M KEY DHHVAC depends. M KEY DHHVAC uses HMAC
SHA1 in conmbination with the classic Diffie-Hellmn key agreenent
schene. HMAC-SHAL is a keyed one-way hash function that involves a
secret in its conputation. DHHVAC applies HVAC-SHALl for protection
of the MKEY payl oad. Likew se, the pseudo-random function PRF
within MKEY [2] uses the HVAC- SHAl nmechani sm as a key derivation
function. Wile certain attacks have been reported agai nst SHA1 and
MD5 (see [29]), with current know edge (see [29], [30]), no attacks
have been reported agai nst the HVAC- SHAL security mechanism In
fact, [32] proves that HVMAC possesses the property of a pseudo-random
function PRF assuming solely that the (SHAL) hash function is a
pseudo-random function. [32] al so provides evidence that HVAC i s
robust against collision attacks on the underlying hash function. It
is believed that M KEY DHHMAC shoul d be consi dered secure enough for
the time being. Thus, there is no need to change the underlying
security nechanismw thin the M KEY DHHMAC pr ot ocol

It is not recormended to depl oy DHHVAC for any other use than that
depicted in section 2. Any msapplication mght |ead to unknown,
undefi ned properties.

5.6. Authorization and Trust WMbdel

Basically, simlar remarks on authorization as those stated in [2]
section 4.3.2 hold also for DHHVAC. However, as noted before, this
key managenent protocol does not serve full groups.

One may view the pre-established shared secret as yielding sone pre-
established trust relationship between the initiator and the
responder. This results in a nuch sinpler trust nodel for DHHMAC
than woul d be the case for sone generic group key nanagenent protoco
and potential group entities w thout any pre-defined trust

relationship. 1In conjunction with the assunption of a shared key,
the conmon group controller sinplifies the communication setup of the
entities.

One may view the pre-established trust relationship through the pre-
shared secret as sone neans for pre-granted, inplied authorization
Thi s docunent does not define any particul ar authorization means but
| eaves this subject to the application
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7. | ANA Consi derati ons

Thi s docunent does not define its own new name spaces for DHHVAC,
beyond the | ANA nanme spaces that have been assigned for MKEY; see
[2] sections 10 and 10.1 and | ANA M KEY payl oad name spaces [37].

In order to align Table 4.1.a with Table 6.1.ain [2], IANAis
requested to add the following entries to their M KEY Payl oad Nane

Space:

Data Type Val ue Reference
DHHVAC i ni t 7 RFC 4650
DHHVAC resp 8 RFC 4650
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Appendi x A.  Usage of M KEY-DHHVAC in H. 235

Thi s appendi x provides informative overvi ew how M KEY- DHHMAC can be
applied in some H 323-based nmultinmedi a environments. Generally,

M KEY is applicable for multimedia applications including IP

tel ephony. [15] describes various use cases of the MKEY key
managenent protocols (M KEY-PS, M KEY-PK, M KEY-DHSI GN and M KEY-
DHHMAC) with the purpose to establish TGK keying material anmong H. 323
endpoints. The TGKs are then used for nmedia encryption by applying
SRTP [20]. Addressed scenarios include point-to-point with one or
nore internedi ate gatekeepers (trusted or partially trusted) in

bet ween.

One particul ar use case addresses M KEY-DHHVAC to establish a nedia
connection froman endpoint B calling (through a gatekeeper) to

anot her endpoint A that is |ocated within that sane gat ekeeper zone.
Wil e EP-A and EP-B typically do not share any auth _key a priori,
some separate protocol exchange neans are achi eved outside the actua
call setup procedure to establish an auth_key for the tine while
endpoints are being registered with the gatekeeper; such protocols
exi st [15] but are not shown in this document. The auth_key between
the endpoints is being used to authenticate and integrity protect the
M KEY- DHHVAC nessages.

To establish a call, it is assumed that endpoint B has obtained

perm ssion fromthe gatekeeper (not shown). Endpoint B as the caller
buil ds the M KEY-DHHMAC | _message (see section 3) and sends the

| _nmessage encapsul ated within the H 323-SETUP to endpoint A A
routing gat ekeeper (GK) would forward this nessage to endpoint B; in
case of a non-routing gatekeeper, endpoint B sends the SETUP directly
to endpoint A In either case, H 323 inherent security nechani sns
[21] are applied to protect the (encapsul ati on) message during
transfer. This is not depicted here. The receiving endpoint Ais
able to verify the conveyed | _nessage and can conpute a T&K

Assumi ng that endpoint A would accept the call, EP-A then builds the
M KEY- DHHVAC R nessage and sends the response as part of the

Cal | Proceedi ng-t o- Connect nessage back to the calling endpoint B
(possi bly through a routing gatekeeper). Endpoint B processes the
conveyed R nessage to conpute the same TGK as the call ed endpoint A

1.) EP-B -> (&) -> EP-A: SETUP(I _fwd nessage [, | _rev_nessage])
2.) EP-A -> (GK) -> EP-B: Call Proceedi ng-to- CONNECT(R fwd_nessage
[, Rrev_nessage])

Notes: If it is necessary to establish directional TGKs for full-
duplex links in both directions B->A and A->B, then the
calling endpoint B instantiates the DHHVAC protocol twice:
once in the direction B->A using | _fwd_nmessage and anot her run
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in parallel in the direction A->B using | _rev_nessage. In
that case, two M KEY-DHHMAC | _messages are encapsul ated within
SETUP (I _fwd_message and | _rev_nessage) and two M KEY- DHHVAC
R nessages (R fwd_nessage and R rev_nessage) are encapsul at ed
within Call Proceedi ng-to-CONNECT. The | _rev_nessage
corresponds with the | _fwd nessage. Alternatively, the called
endpoint A may instantiate the DHHVAC protocol in a separate
run with endpoint B (not shown); however, this requires a
third handshake to conpl ete.

For nore details on how the MKEY protocols nmay be depl oyed
with H 235, please refer to [15].

Aut hor’' s Addr ess

Martin Euchner
Hof mannstr. 51
81359 Muni ch, Germany

Phone:

Fax:

EMui | :

Euchner

+49 89 722 55790
+49 89 722 62366
martin_euchner @ot mai |l . com

St andards Track [ Page 26]



RFC 4650 HVAC- Aut henticated Diffie-Hellman for M KEY Septenber 2006

Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is provided by the | ETF
Admi ni strative Support Activity (1 ASA)

Euchner St andards Track [ Page 27]






