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Dynam ¢ Host Configuration Protocol for |Pv6 (DHCPv6)
Rel ay Agent Renpte-1D Option

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).

Abst ract
This meno defines a new Rel ay Agent Renote-1D option for the Dynamic
Host Configuration Protocol for IPv6 (DHCPv6). This option is the
DHCPv6 equi val ent for the Dynam c Host Configuration Protocol for
| Pv4 (DHCPv4) Relay Agent Option's Renpte-1D suboption as specified
in RFC 3046.
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1.

I nt roducti on

DHCPv6 [ 1] provides |IP addresses and configuration information for

IPv6 clients. It includes a relay agent capability, in which
processes within the network infrastructure receive multicast
messages fromclients and relay themto DHCPv6 servers. |n sone

network environnents, it will be useful for the relay agent to add
information to the DHCPv6 message before relaying it.

The information that relay agents supply can also be used in the
server’s decision nmaki ng about the addresses, del egated prefixes [4],
and configuration paraneters that the client is to receive.

The neno specifies the DHCPv6 equival ent of the DHCPv4 Rel ay Agent
option’s Renote-ID suboption as specified in [2]. The notivation and
usage scenarios are provided in [2].

Requi renent s Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [3].

The Rel ay Agent Renpte-1D Option

This option may be added by DHCPv6 rel ay agents that terninate
swi tched or permanent circuits and have nechanisns to identify the
remote host end of the circuit.

The format of the DHCPv6 Rel ay Agent Renote-1D option is shown bel ow

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| OPTI ON_REMOTE_| D | option-len |
I S i o T s S S S e s s T
| ent er pri se- nunber |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

remote-id
e e e e e e e e e e e e e e e e b e e e b e e e e e e e e e e e 4
opti on-code OPTI ON_REMOTE_I D (37)

option-len 4 + the length, in octets, of the renpte-id
field. The mininumoption-len is 5 octets.
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enterprise-nunber The vendor’s registered Enterprise Nunber as
registered with 1 ANA [5].

renote-id The opaque val ue for the renote-id.

The definition of the renpte-id carried in this option is vendor
specific. The vendor is indicated in the enterprise-nunber field.
The renote-id field may be used to encode, for instance:

a "caller D" tel ephone nunber for dial-up connection
a "user nane" pronpted for by a Renpte Access Server
a renote caller ATM address

a "mdem I D' of a cable data nodem

the renote | P address of a point-to-point |ink

a renote X 25 address for X. 25 connections

an interface or port identifier

OO0OO0OO0OO0OO0OO0o

Each vendor must ensure that the renote-id is unique for its
enterprise-nunber, as the octet sequence of enterprise-nunber

foll owed by rempte-id must be globally unique. One way to achieve
uni queness mght be to include the relay agent’s DHCP Uni que
Identifier (DUD) [1] in the renote-id.

4. DHCPv6 Rel ay Agent Behavi or

DHCPv6 relay agents may be configured to include a Rempte-1D option
in relayed (RELAY-FORW DHCPv6 nmessages

5. DHCPv6 Server Behavi or

This option provides additional information to the DHCPv6 server

The DHCPv6 server, if it is configured to support this option, may
use this information to sel ect paraneters specific to particul ar
users, hosts, or subscriber nbdens. The conbi ned enterprise-nunber
and renote-id SHOULD be consi dered an opaque value, with policies
based on exact string match only; that is, the renpte-id field SHOULD
NOT be internally parsed by the server

There is no requirenent that a server return this option and its data
in a RELAY- REPLY nessage.

6. Security Considerations
See [1l] section 21.1, on securing DHCPv6 nessages sent between
servers and relay agents, and section 23, on general DHCPv6 security

considerations. [2] discusses howthis information can be used to
enhance trust in sone environnents.
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9.

9.

Note that even if the DHCP server trusts the relay agent not to

modi fy information provided in this option, the confidence in that
information is no higher than the confidence that the relay agent has
inthe information it puts in the option. For exanple, in sone
protocols it may be possible for a DHCP client to spoof or otherw se
choose port identifiers, caller IDinformation, or other information
carried in this option. Sites should consider such possible spoofing
and how likely it is in their environnment when deci di ng what uses of
this option are appropriate.

| ANA Consi der ati ons

I ANA has assigned the DHCPv6 option code 37 for the Relay Agent
Renote-1 D Opti on.

Acknowl edgenent s

Thanks to M chael Patrick for [2], fromwhich |I’ve liberally borrowed
text.

Ref er ences
1. Normative References
[1] Dronms, R, Bound, J., Volz, B., Lenon, T., Perkins, C, and M
Carney, "Dynam c Host Configuration Protocol for |Pv6 (DHCPv6)",
RFC 3315, July 2003.

[2] Patrick, M, "DHCP Relay Agent Information Option", RFC 3046,
January 2001.

[3] Bradner, S., "Key words for use in RFCs to | ndicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

2. Informative References

[4] Troan, O and R Droms, "IPv6 Prefix Options for Dynam c Host
Configuration Protocol (DHCP) version 6", RFC 3633, Decenber
2003.

[5] IANA, "Private Enterprise Nunbers",
<http://ww.iana. org/ assi gnment s/ enterpri se-nunbers>.

Vol z St andards Track [ Page 4]



RFC 4649 Rel ay Agent Renpte-1D August 2006

Aut hor’ s Addr ess

Bernard Vol z

Cisco Systems, Inc.
1414 Massachusetts Ave.
Boxbor ough, MA 01719
USA

Phone: +1 978 936 0382
EMui | : vol z@i sco. com

Vol z St andards Track [ Page 5]



RFC 4649 Rel ay Agent Renpte-1D August 2006

Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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