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Abst r act
Thi s docunent describes the conmmonly used base 64, base 32, and base
16 encodi ng schemes. It also discusses the use of line-feeds in
encoded data, use of padding in encoded data, use of non-al phabet

characters in encoded data, use of different encodi ng al phabets, and
canoni cal encodi ngs.
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1.

I nt roducti on

Base encoding of data is used in many situations to store or transfer
data in environments that, perhaps for |egacy reasons, are restricted
to US-ASCI| [1] data. Base encoding can also be used in new
applications that do not have | egacy restrictions, sinply because it
makes it possible to mani pul ate objects with text editors.

In the past, different applications have had different requirenents
and t hus sonetines i npl enented base encodings in slightly different
ways. Today, protocol specifications sonetines use base encodings in
general, and "base64" in particular, without a precise description or
reference. Miltipurpose Internet Mail Extensions (MME) [4] is often
used as a reference for base64 w thout considering the consequences
for |ine-w apping or non-al phabet characters. The purpose of this
specification is to establish comobn al phabet and encodi ng
considerations. This will hopefully reduce anmbiguity in other
docunents, leading to better interoperability.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [2].

I mpl enent ati on Di screpanci es

Here we di scuss the discrepanci es between base encodi ng

i npl ementations in the past and, where appropriate, nandate a
speci fic recormended behavi or for the future.

1. Li ne Feeds in Encoded Dat a

MME [4] is often used as a reference for base 64 encoding. However,
M ME does not define "base 64" per se, but rather a "base 64 Content-
Transfer-Encodi ng" for use within MME. As such, MM enforces a
limt on line length of base 64-encoded data to 76 characters. M M
inherits the encoding fromPrivacy Enhanced Mail (PEM [3], stating
that it is "virtually identical"; however, PEMuses a line |ength of
64 characters. The MM and PEMIlimts are both due to limts within
SMTP.

I mpl enent ati ons MUST NOT add |ine feeds to base-encoded data unl ess
the specification referring to this docunent explicitly directs base
encoders to add line feeds after a specific nunber of characters.
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3.2. Paddi ng of Encoded Data

In sone circunstances, the use of padding ("=") in base-encoded data
is not required or used. |In the general case, when assunptions about
the size of transported data cannot be made, padding is required to
yi el d correct decoded dat a.

I mpl enent ati ons MJST i ncl ude appropriate pad characters at the end of
encoded data unless the specification referring to this docunent
explicitly states otherw se.

The base64 and base32 al phabets use paddi ng, as described below in
sections 4 and 6, but the basel6 al phabet does not need it; see
section 8.

3.3. Interpretation of Non-Al phabet Characters in Encoded Data

Base encodi ngs use a specific, reduced al phabet to encode binary
data. Non-al phabet characters could exist within base-encoded data,
caused by data corruption or by design. Non-al phabet characters may
be exploited as a "covert channel”, where non-protocol data can be
sent for nefarious purposes. Non-al phabet characters m ght al so be
sent in order to exploit inplenentation errors |leading to, e.g.,
buffer overfl ow attacks.

I mpl enent ati ons MJST reject the encoded data if it contains
characters outside the base al phabet when interpreting base-encoded
data, unless the specification referring to this docunent explicitly
states otherwi se. Such specifications nmay instead state, as MM
does, that characters outside the base encodi ng al phabet shoul d
sinmply be ignored when interpreting data ("be liberal in what you
accept”). Note that this means that any adjacent carriage return/
line feed (CRLF) characters constitute "non-al phabet characters"” and
are ignored. Furthernore, such specifications MAY ignore the pad
character, "=", treating it as non-al phabet data, if it is present
before the end of the encoded data. |If nmore than the all owed nunber
of pad characters is found at the end of the string (e.g., a base 64

string termnated with "==="), the excess pad characters MAY al so be
i gnor ed.

3.4. Choosing the Al phabet
Different applications have different requirenments on the characters

in the al phabet. Here are a few requirenents that determ ne which
al phabet shoul d be used:
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o Handl ed by humans. The characters "0" and "O' are easily
confused, as are "1", "I", and In the base32 al phabet bel ow,
where 0 (zero) and 1 (one) are not present, a decoder may
interpret 0 as O and 1 as | or L depending on case. (However, by
default it should not; see previous section.)

0 Encoded into structures that nandate other requirenents. For base
16 and base 32, this determ nes the use of upper- or |owercase
al phabets. For base 64, the non-al phanuneric characters (in
particular, "/") may be problematic in file nanes and URLs.

0 Used as identifiers. Certain characters, notably "+" and "/" in
the base 64 al phabet, are treated as word-breaks by | egacy text
sear ch/i ndex tools.

There is no universally accepted al phabet that fulfills all the
requirenents. For an exanple of a highly specialized variant, see
IMAP [8]. In this docunment, we docunent and nane sone currently used
al phabet s.

3.5. Canoni cal Encoding

The padding step in base 64 and base 32 encoding can, if inproperly
i npl emrented, lead to non-significant alterations of the encoded data.
For exanple, if the input is only one octet for a base 64 encoding,
then all six bits of the first synbol are used, but only the first
two bits of the next synbol are used. These pad bits MJST be set to
zero by conform ng encoders, which is described in the descriptions
on padding below. If this property do not hold, there is no
canoni cal representation of base-encoded data, and nultiple base-
encoded strings can be decoded to the sane binary data. |If this
property (and others discussed in this docunent) holds, a canonica
encodi ng i s guarant eed.

In some environments, the alteration is critical and therefore
decoders MAY chose to reject an encoding if the pad bits have not
been set to zero. The specification referring to this may nandate a
speci fi c behavi our.

4. Base 64 Encoding

The foll owi ng description of base 64 is derived from[3], [4], [5],
and [6]. This encoding may be referred to as "base64"

The Base 64 encoding is designed to represent arbitrary sequences of

octets in a formthat allows the use of both upper- and | owercase
letters but that need not be human readabl e.
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A 65-character subset of US-ASCI|l is used, enabling 6 bits to be

represented per printable character. (The extra 65th character, "=",
is used to signify a special processing function.)

The encodi ng process represents 24-bit groups of input bits as output
strings of 4 encoded characters. Proceeding fromleft to right, a
24-bit input group is forned by concatenating 3 8-bit input groups.
These 24 bits are then treated as 4 concatenated 6-bit groups, each
of which is translated into a single character in the base 64

al phabet .

Each 6-bit group is used as an index into an array of 64 printable
characters. The character referenced by the index is placed in the
out put string.

Table 1. The Base 64 Al phabet

Val ue Encodi ng Value Encoding Value Encoding Value Encodi ng

0 A 17 R 34 i 51 z
1B 18 S 35 j 52 0
2 C 19 T 36 k 53 1
3D 20 U 37 | 54 2
4 E 21 V 38 m 55 3
5F 22 W 39 n 56 4
6 G 23 X 40 o 57 5
7 H 24 Y 41 p 58 6
8 I 25 7 42 q 59 7
9 J 26 a 43 t 60 8
10 K 27 b 44 s 61 9
11 L 28 ¢ 45 t 62 +
12 M 29 d 46 u 63 /
13 N 30 e 47 v

14 O 31 f 48 w (pad) =
15 P 32 g 49 x

16 Q 33 h 50 vy

Speci al processing is perforned if fewer than 24 bits are avail able
at the end of the data being encoded. A full encoding quantumis

al ways conpleted at the end of a quantity. Wen fewer than 24 input
bits are available in an input group, bits with value zero are added
(on the right) to forman integral nunber of 6-bit groups. Padding
at the end of the data is perforned using the’ character. Since
all base 64 input is an integral nunmber of octets, only the follow ng
cases can arise

(1) The final quantum of encoding input is an integral nmultiple of 24
bits; here, the final unit of encoded output will be an integra
multiple of 4 characters with no "=" paddi ng.
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(2) The final quantum of encoding input is exactly 8 bits; here, the
final unit of encoded output will be two characters foll owed by
two "=" paddi ng characters.

(3) The final quantum of encoding input is exactly 16 bits; here, the
final unit of encoded output will be three characters followed by
one "=" paddi ng character

5. Base 64 Encoding with URL and Fil enane Safe Al phabet

The Base 64 encoding with an URL and fil enane safe al phabet has been
used in [12].

An alternative al phabet has been suggested that would use "~" as the
63rd character. Since the "~" character has special nmeaning in sone
file systemenvironnents, the encoding described in this sectionis

recomended i nstead. The renaining unreserved URI character is ".",

but some file systemenvironments do not permt multiple "." in a
filenanme, thus making the "." character unattractive as well.
The pad character "=" is typically percent-encoded when used in an

URI [9], but if the data length is known inplicitly, this can be
avoi ded by skipping the paddi ng; see section 3.2.

This encoding nmay be referred to as "base64url". This encoding
shoul d not be regarded as the sane as the "base64" encoding and
should not be referred to as only "base64”. Unless clarified

ot herwi se, "base64" refers to the base 64 in the previous section

This encoding is technically identical to the previous one, except
for the 62:nd and 63:rd al phabet character, as indicated in Table 2
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6

Table 2: The "URL and Fil ename safe" Base 64 Al phabet

Val ue Encoding Value Encoding Value Encoding Value Encoding
0 A 17 R 34 i 51 z
1B 18 S 35 j 52 0
2 C 19T 36 k 531
3D 20 U 37 1 54 2
4 E 21 Vv 38 m 55 3
5F 22 W 39 n 56 4
6 G 23 X 40 o 57 5
7 H 24 Y 41 p 58 6
8 1 25 Z 42 q 59 7
9J 26 a 43 r 60 8
10 K 27 b 44 s 61 9
11 L 28 ¢ 45 t 62 - (mnus)
12 M 29 d 46 u 63 _
13 N 30 e 47 v (underli ne)
14 O 31 f 48 w
15 P 32 ¢ 49 x
16 Q 33 h 50 y (pad) =

Base 32 Encoding

The foll owi ng description of base 32 is derived from[11l] (with
corrections). This encoding may be referred to as "base32"

The Base 32 encoding is designed to represent arbitrary sequences of
octets in a formthat needs to be case insensitive but that need not
be human readabl e.

A 33-character subset of US-ASCI|I is used, enabling 5 bits to be

represented per printable character. (The extra 33rd character, "=",
is used to signify a special processing function.)

The encodi ng process represents 40-bit groups of input bits as output
strings of 8 encoded characters. Proceeding fromleft to right, a
40-bit input group is forned by concatenating 5 8bit input groups.
These 40 bits are then treated as 8 concatenated 5-bit groups, each
of which is translated into a single character in the base 32

al phabet. When a bit streamis encoded via the base 32 encoding, the
bit stream nust be presuned to be ordered with the nost-significant-
bit first. That is, the first bit in the streamw ||l be the high-
order bit in the first 8bit byte, the eighth bit will be the | ow
order bit in the first 8bit byte, and so on
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Each 5-bit group is used as an index into an array of 32 printable

characters. The character referenced by the index is placed in the
output string. These characters, identified in Table 3, below, are
sel ected fromUS-ASCI| digits and uppercase |letters.

Tabl e 3: The Base 32 Al phabet

Val ue Encoding Value Encoding Value Encoding Value Encoding

0A 9 J 18 S 27 3
1B 10 K 19T 28 4
2 C 11 L 20 U 29 5
3D 12 M 21 V 30 6
4 E 13 N 22 W 317
5 F 14 O 23 X
6 G 15 P 24 Y (pad) =
7 H 16 Q 25 Z
8 | 17 R 26 2

Speci al processing is perforned if fewer than 40 bits are avail able
at the end of the data being encoded. A full encoding quantumis

al ways conpleted at the end of a body. When fewer than 40 input bits
are available in an input group, bits with value zero are added (on
the right) to forman integral nunber of 5-bit groups. Padding at
the end of the data is perforned using the "=" character. Since al
base 32 input is an integral nunber of octets, only the follow ng
cases can arise

(1) The final quantum of encoding input is an integral nultiple of 40
bits; here, the final unit of encoded output will be an integra
multiple of 8 characters with no "=" paddi ng.

(2) The final quantum of encoding input is exactly 8 bits; here, the
final unit of encoded output will be two characters foll owed by
six "=" paddi ng characters.

(3) The final quantum of encoding input is exactly 16 bits; here, the
final unit of encoded output will be four characters foll owed by
four "=" padding characters

(4) The final quantum of encoding input is exactly 24 bits; here, the
final unit of encoded output will be five characters foll owed by
three "=" paddi ng characters.

(5) The final quantum of encoding input is exactly 32 bits; here, the

final unit of encoded output will be seven characters followed by
one "=" paddi ng character
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Base 32 Encoding with Extended Hex Al phabet

The foll owi ng description of base 32 is derived from[7]. This

encoding nmay be referred to as "base32hex". This encodi ng shoul d not
be regarded as the same as the "base32" encodi ng and shoul d not be
referred to as only "base32". This encoding is used by, e.g.,

Next SECur e3 (NSEC3) [10].

One property with this al phabet, which the base64 and base32

al phabets lack, is that encoded data maintains its sort order when
the encoded data is conpared bit-w se

This encoding is identical to the previous one, except for the
al phabet. The new al phabet is found in Table 4.

Tabl e 4: The "Extended Hex" Base 32 Al phabet

Val ue Encodi ng Value Encoding Value Encoding Value Encodi ng

00 99 18 | 27 R
11 10 A 19 J 28 S
2 2 11 B 20 K 29 T
33 12 C 21 L 30 U
4 4 13 D 22 M 31V
55 14 E 23 N
6 6 15 F 24 O (pad) =
77 16 G 25 P
8 8 17 H 26 Q

Base 16 Encoding

The foll owi ng description is original but anal ogous to previous
descriptions. Essentially, Base 16 encoding is the standard case-
insensitive hex encoding and may be referred to as "basel6" or "hex".

A 16-character subset of US-ASCI| is used, enabling 4 bits to be
represented per printable character

The encodi ng process represents 8-bit groups (octets) of input bits
as output strings of 2 encoded characters. Proceeding fromleft to
right, an 8-bit input is taken fromthe input data. These 8 bits are
then treated as 2 concatenated 4-bit groups, each of which is
translated into a single character in the base 16 al phabet.

Each 4-bit group is used as an index into an array of 16 printable
characters. The character referenced by the index is placed in the
out put string.
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Table 5: The Base 16 Al phabet

Val ue Encoding Value Encoding Value Encoding Value Encoding

12 C
11 55 99 13 D
22 6 6 10 A 14 E
33 77 11 B 15 F

Unl i ke base 32 and base 64, no special padding is necessary since a
full code word is always avail abl e.

9. Illustrations and Exanples

To transl ate between binary and a base encoding, the input is stored
in a structure, and the output is extracted. The case for base 64 is
di splayed in the following figure, borrowed from|[5].

+--first octet--+-second octet--+--third octet--+
|76 543210/765432107654321DQ0|

|543210543210543210/543210|
+--1.index--+--2.index--+--3.index--+--4.index--+

The case for base 32 is shown in the followi ng figure, borrowed from
[7]. Each successive character in a base-32 value represents 5
successive bits of the underlying octet sequence. Thus, each group
of 8 characters represents a sequence of 5 octets (40 bits).

1 2 3
01234567 89012345 67890123 45678901 23456789
R R R R R +
[< 1> 2] >3 ><|.4>05.|>6><.|7 > 8 >
Fomm oo Fomm oo Fomm oo Fomm oo Fomm oo +

<===> 8t h char act er
<====> 7t h character
<===> 6t h character
<====> 5t h character
<====> 4t h character
<===> 3rd character
<====> 2nd char act er

<===> 1st character
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The foll owi ng exanpl e of Base64 data is from|[5],

I nput data: 0x14fb9c03d97e
Hex: 1 4 f b 9 c

8-bit: 00010100 11111011 10011100 |
6-bit: 000101 001111 101110 011100
Decimal: 5 15 46 28
Qutput: F P u o

I nput data: 0x214fb9c03d9

Hex: 1 4 f b 9 c

8-bit: 00010100 11111011 10011100 |
6-bit: 000101 001111 101110 011100
Decimal: 5 15 46 28
Qutput: F P u C

I nput data: 0x214fb9c03

Hex: 1 4 f b 9 c

8-bit: 00010100 11111011 10011100 |
6- bit: 000101 001111 101110 011100
Decimal: 5 15 46 28
Qutput: F P u o
Test Vectors
BASE64("") = ""
BASEG4("f") = "Zzg=="
BASE64("fo") = "ZnmB="
BASE64("foo0") = "ZnDv"
BASE64("foob") = "ZnPvYg=="
BASE64( " f ooba") = "zZnDvYnE="
BASEG4("foobar") = "ZmvYnFy"
BASE32("") = ""
BASE32("f") = "MY======"
BASE32("fo") = "MZXQ==="

St andards Track

Cct ober 2006

with corrections.

0 3 d 9 7 e
00000011 11011001 01111110
000000 111101 100101 111110
0 61 37 62
A 9 I +

0 3 d 9
00000011 11011001
pad with 00
000000 111101 100100
0 61 36
pad with
A 9 k

0 3
00000011

pad with 0000
000000 110000

0 48
pad with = =
A w = =
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BASE32("foo0") = "MXWs==="
BASE32("foob") = "MZXWBYQE"
BASE32("fooba") = "MZXW6YTB"
BASE32("foobar") = "MZXWYTBO ======"
BASE32- HEX("") = ""

BASE32- HEX("f") = "CO======"

BASE32- HEX("fo0") = "CPNG===="

BASE32- HEX("fo00") = "CPNMJ==="
BASE32- HEX("f oob") = " CPNMJOG="

BASE32- HEX("f ooba") = "CPNMUJQJ1"

BASE32- HEX( " f oobar") = "CPNMJQJ1E8======"

BASE16("") = ""

BASE16("f") = "66"
BASE16("f0") = "666F"
BASE16("f00") = "666F6F"
BASE16("foob") = "666F6F62"
BASE16("f ooba") = "666F6F6261"

BASE16("f oobar") = "666F6F626172"

Base- N Encodi ngs
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11.

12.

I SO C99 I mpl ement ati on of Base64

An | SO C99 i npl enentati on of Base64 encodi ng and decoding that is
believed to follow all recommendations in this RFC is available from

http://josefsson. org/ base- encodi ng/
This code is not normative.

The code could not be included in this RFC for procedural reasons
(RFC 3978 section 5.4).

Security Considerations

When base encodi ng and decoding is inplenented, care should be taken
not to introduce vulnerabilities to buffer overflow attacks, or other
attacks on the inplementation. A decoder should not break on invalid
i nput including, e.g., enbedded NUL characters (ASCI| 0).

I f non-al phabet characters are ignored, instead of causing rejection
of the entire encoding (as recommended), a covert channel that can be
used to "leak" information is made possible. The ignored characters
could al so be used for other nefarious purposes, such as to avoid a
string equality conparison or to trigger inplenentation bugs. The

i mpli cations of ignoring non-al phabet characters should be understood
in applications that do not foll ow the recomended practice.
Simlarly, when the base 16 and base 32 al phabets are handl ed case
insensitively, alteration of case can be used to |eak infornmation or
make string equality conparisons fail.

When padding is used, there are some non-significant bits that
warrant security concerns, as they may be abused to |l eak information
or used to bypass string equality comparisons or to trigger

i npl ement ati on probl ens.

Base encodi ng visually hides otherw se easily recognized information,
such as passwords, but does not provide any conputationa
confidentiality. This has been known to cause security incidents
when, e.g., a user reports details of a network protocol exchange
(perhaps to illustrate sone other problem and accidentally reveals
the password because she is unaware that the base encodi ng does not
protect the password.

Base encodi ng adds no entropy to the plaintext, but it does increase
the ampbunt of plaintext available and provide a signature for
cryptanalysis in the formof a characteristic probability

di stribution.
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13. Changes Since RFC 3548

Added t he "base32 extended hex al phabet”, needed to preserve sort
order of encoded data.

Ref erenced | MAP for the special Base64 encoding used there.
Fi xed the exanpl e copied from RFC 2440.

Added security consideration about providing a signature for
crypt oanal ysi s.

Added test vectors.
Fi xed typos.
14. Acknow edgenents

Several people offered coments and/ or suggestions, including John E
Hadst at e, Tony Hansen, Gordon Mohr, John Myers, Chris Newman, and
Andrew Sieber. Text used in this document are based on earlier RFCs
descri bi ng specific uses of various base encodings. The author
acknow edges the RSA Laboratories for supporting the work that led to
this docunent.

This revised version is based in parts on comments and/or suggestions
made by Roy Arends, Eric Blake, Brian E Carpenter, Elwn Davies, Bill
Fenner, Sam Hartman, Ted Hardie, Per Hygum Jelte Jansen, C enent
Kent, Tero Kivinen, Paul Kw atkowski, and Ben Lauri e.

15. Copyi ng Conditions
Copyright (c) 2000-2006 Sinmon Josefsson

Regardi ng the abstract and sections 1, 3, 8, 10, 12, 13, and 14 of
this docunent, that were witten by Sinmon Josefsson ("the author"”,
for the remai nder of this section), the author makes no guarantees
and is not responsible for any damage resulting fromits use. The
aut hor grants irrevocabl e perm ssion to anyone to use, nodify, and
distribute it in any way that does not dimnish the rights of anyone
else to use, nodify, and distribute it, provided that redistributed
derivative works do not contain msleading author or version

i nformati on and do not falsely purport to be | ETF RFC docunents.
Derivative works need not be licensed under simlar terns.

Josef sson St andards Track [ Page 15]



RFC 4648 Base- N Encodi ngs Cct ober 2006

16. References
16. 1. Nor mat i ve Ref erences

[ 1] Cerf, V., "ASCI| format for network interchange", RFC 20,
Cct ober 1969.

[ 2] Bradner, S., "Key words for use in RFCs to | ndicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

16.2. Informative References
[ 3] Linn, J., "Privacy Enhancenent for Internet El ectronic Mil:
Part |: Message Encryption and Authentication Procedures”, RFC

1421, February 1993.

[ 4] Freed, N. and N. Borenstein, "Miltipurpose Internet Mil
Extensions (M ME) Part One: Format of Internet Message Bodies",
RFC 2045, Novenber 1996.

[ 5] Callas, J., Donnerhacke, L., Finney, H, and R Thayer,
"OpenPGP Message Format", RFC 2440, Novenber 1998.

[ 6] Arends, R, Austein, R, Larson, M, Mssey, D, and S. Rose,
"DNS Security Introduction and Requirenments", RFC 4033, March
2005.

[ 7] Klyne, G and L. Masinter, "ldentifying Conposite Mudia
Features", RFC 2938, Septenber 2000.

[ 8] Crispin, M, "INTERNET MESSAGE ACCESS PROTOCCL - VERSION
4revl", RFC 3501, March 2003.

[ 9] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66, RFC 3986,
January 2005.

[10] Laurie, B., Sisson, G, Arends, R, and D. Blacka, "DNSSEC Hash
Aut henti cated Deni al of Existence", Wrk in Progress, June
2006.

[11] Mers, J., "SASL GSSAPI nechani snms", Work in Progress, My
2000.

[12] WIcox-O Hearn, B., "Post to P2P-hackers mailing list",

http://zgp. org/ pi permai |l / p2p- hacker s/ 2001- Sept enber/
000315. html, Septenber 2001.

Josef sson St andards Track [ Page 16]



RFC 4648 Base- N Encodi ngs Cct ober 2006

Aut hor’ s Addr ess
Si mon Josef sson

SJD
EMai | : sinon@ osef sson. org

Josef sson St andards Track [ Page 17]



RFC 4648 Base- N Encodi ngs Cct ober 2006

Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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