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Abst r act

The United States of Anerica has adopted a suite of Secure Hash

Al gorithms (SHAs), including four beyond SHA-1, as part of a Federal

I nformation Processing Standard (FIPS), specifically SHA-224 (RFC
3874), SHA-256, SHA-384, and SHA-512. The purpose of this docunent
is to make source code perform ng these hash functions conveniently
available to the Internet community. The sanpl e code supports input
strings of arbitrary bit length. SHA-1's sanple code from RFC 3174
has al so been updated to handle input strings of arbitrary bit

Il ength. Mst of the text herein was adapted by the authors from FI PS
180- 2.

Code to perform SHA-based HVACs, with arbitrary bit length text, is
al so i ncl uded.
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1.

Overvi ew of Contents

NOTE: Much of the text below is taken from[FIPS180-2] and assertions
therein of the security of the algorithns described are nmade by the
US Governnent, the author of [FIPS180-2], and not by the authors of
thi s docunent.

The text bel ow specifies Secure Hash Al gorithms, SHA-224 [RFC3874],
SHA- 256, SHA-384, and SHA-512, for conputing a condensed
representation of a nessage or a data file. (SHA-1 is specified in
[ RFC3174].) Wen a nessage of any length < 2764 bits (for SHA-224
and SHA-256) or < 272128 bits (for SHA-384 and SHA-512) is input to
one of these algorithms, the result is an output called a nessage
digest. The nmessage digests range in length from224 to 512 bits,
dependi ng on the algorithm Secure hash algorithnms are typically
used with other cryptographic algorithns, such as digital signature
al gorithms and keyed hash authentication codes, or in the generation
of random nunbers [ RFC4086] .

The four algorithns specified in this document are called secure
because it is conputationally infeasible to (1) find a message that
corresponds to a given nessage digest, or (2) find two different
messages that produce the sane nessage digest. Any change to a
message in transit will, with very high probability, result in a
different nessage digest. This will result in a verification failure
when the secure hash algorithmis used with a digital signature

al gorithmor a keyed-hash nmessage authentication algorithm

The code provided herein supports input strings of arbitrary bit
length. SHA-1's sanple code from [RFC3174] has al so been updated to
handl e i nput strings of arbitrary bit length. See Section 1.1 for
license information for this code.

Section 2 bel ow defines the term nol ogy and functions used as

buil ding blocks to formthese algorithns. Section 3 describes the
fundanental operations on words fromwhich these algorithns are
built. Section 4 describes how nessages are padded up to an integra
multiple of the required block size and then parsed into bl ocks.
Section 5 defines the constants and the conposite functions used to
specify these algorithns. Section 6 gives the actual specification
for the SHA-224, SHA-256, SHA-384, and SHA-512 functions. Section 7
provi des pointers to the specification of HVAC keyed nessage

aut henti cati on codes based on the SHA algorithns. Section 8 gives
sampl e code for the SHA al gorithns and Section 9 code for SHA-based
HVACs. The SHA-based HVACs will accept arbitrary bit length text.
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1.1. Li cense

Perm ssion is granted for all uses, commercial and non-commercial, of
the sanple code found in Section 8. Royalty free |license to use,
copy, nodify and distribute the software found in Section 8 is
granted, provided that this docunent is identified in all naterial
mentioning or referencing this software, and provided that

redi stributed derivative works do not contain m sleadi ng author or
version information.

The authors nmake no representations concerning either the
merchantability of this software or the suitability of this software
for any particular purpose. It is provided "as is" w thout express
or inplied warranty of any ki nd.

2. Notation for Bit Strings and Integers

The following terninology related to bit strings and integers will be
used:

a. Ahex digit is an elenent of the set {O, 1, ... , 9, A ...
F}. Ahex digit is the representation of a 4-bit string.
Examples: 7 = 0111, A = 1010.

b. A word equals a 32-bit or 64-bit string, which my be
represented as a sequence of 8 or 16 hex digits, respectively.
To convert a word to hex digits, each 4-bit string is converted
to its hex equival ent as described in (a) above. Exanpl e:

1010 0001 0000 0011 1111 1110 0010 0011 = A103FE23.

Thr oughout this document, the "big-endian" convention is used
when expressing both 32-bit and 64-bit words, so that within
each word the nost significant bit is shown in the left-nbst bit
posi tion.

c. An integer may be represented as a word or pair of words.

An integer between 0 and 2732 - 1 inclusive may be represented
as a 32-bit word. The least significant four bits of the
integer are represented by the right-nost hex digit of the word
representation. Exanple: the integer 291 = 278+2"5+271+2"0 =
256+32+2+1 is represented by the hex word 00000123.

The sane holds true for an integer between 0 and 2764-1
i nclusive, which may be represented as a 64-bit word.
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3.

If Zis an integer, 0 <= z < 2764, then z = (2*"32)x + y where O
<= x <2732 and 0 <=y < 2732. Since x and y can be represented
as words X and Y, respectively, z can be represented as the pair
of words (X, V).

d. block = 512-bit or 1024-bit string. A block (e.g., B) may be
represented as a sequence of 32-bit or 64-bit words.

Operations on Wrds

The followi ng | ogical operators will be applied to words in all four
hash operations specified herein. SHA-224 and SHA-256 operate on
32-bit words, while SHA-384 and SHA-512 operate on 64-bit words.

In the operations below, x<<n is obtained as foll ows: discard the
left-nmobst n bits of x and then pad the result with n zeroed bits on
the right (the result will still be the sane nunber of bits).

a. Bitwise logical word operations

X AND Y = bitwise logical "and" of X and Y.

XORY = bitwise logical "inclusive-or" of X and Y.
X XORY = bitwise logical "exclusive-or" of X and Y.
NOT X = bitw se |ogical "conplenment" of X

Exanpl e:

01101100101110011101001001111011
XOR  01100101110000010110100110110111

= 00001001011110001011101111001100
b. The operation X + Y is defined as follows: words X and Y
represent whit integers x and y, where 0 <= x < 2w and
0 <=y < 2*W. For positive integers n and m |et
n nod m
be the remai nder upon dividing n by m Conpute
z = (x +vy) nod 2"w.

Then 0 <= z < 2"w. Convert z to a word, Z, and define Z = X +
Y.
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4.

c. The right shift operation SHR*n(x), where x is a wbit word and
nis an integer with 0 <= n < w, is defined by

SHR*n(x) = x>>n

d. The rotate right (circular right shift) operation ROTR'n(Xx),
where x is a whit word and n is an integer with 0 <= n <w is
defined by

ROTR*n(x) = (x>>n) OR (x<<(wn))

e. The rotate left (circular left shift) operation ROTL"n(x), where
X is awbit word and nis an integer with 0 <= n <w is
defined by

ROTLAN(X) = (x<<n) OR (Xx>>W-n)

Note the follow ng equival ence rel ationshi ps, where wis fixed
in each rel ationshi p:

ROTLAn( x)

ROTRM (W X) ( X)
ROTR*n(x) = ROTL™(w n) (Xx)
Message Paddi ng and Parsing

The hash functions specified herein are used to conpute a nessage
digest for a nessage or data file that is provided as input. The
nmessage or data file should be considered to be a bit string. The

| ength of the nmessage is the nunber of bits in the nessage (the enpty
message has length 0). |If the nunber of bits in a nmessage is a
multiple of 8 for compactness we can represent the message in hex.
The purpose of message padding is to make the total length of a
padded nessage a nultiple of 512 for SHA-224 and SHA-256 or a

mul tiple of 1024 for SHA-384 and SHA-512

The foll owi ng specifies how this padding shall be perforned. As a
summary, a "1" followed by a number of "0"s followed by a 64-bit or
128-bit integer are appended to the end of the nessage to produce a
padded nessage of length 512*n or 1024*n. The m ni num nunber of "0"s
necessary to nmeet this criterion is used. The appended integer is
the length of the original nmessage. The padded nessage is then
processed by the hash function as n 512-bit or 1024-bit bl ocks.
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4.1. SHA-224 and SHA- 256

Suppose a nessage has length L < 2764. Before it is input to the
hash function, the nmessage is padded on the right as follows:

a. "1" is appended. Exanple: if the original nessage is
"01010000", this is padded to "010100001".

b. K "0"s are appended where Kis the smallest, non-negative
solution to the equation

L+1+ K =448 (nod 512)

c. Then append the 64-bit block that is L in binary representation
After appending this block, the Iength of the message will be a
multiple of 512 hits.

Exanpl e:  Suppose the original nessage is the bit string
01100001 01100010 01100011 01100100 01100101

After step (a), this gives
01100001 01100010 01100011 01100100 01100101 1

Since L = 40, the nunber of bits in the above is 41 and K = 407
"0"s are appended, nmaking the total now 448. This gives the
followi ng in hex:

61626364 65800000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000

The 64-bit representation of L = 40 i s hex 00000000 00000028.
Hence the final padded nessage is the follow ng hex:

61626364 65800000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000028

East| ake 3rd & Hansen I nf or mat i onal [ Page 7]



RFC 4634

SHAs and HVAC- SHAs

4.2. SHA-384 and SHA-512

Suppose a nessage has length L < 27128. Before it
hash function, the nmessage is padded on the right as follows:

a. "1" is appended.

Example: if t

July 2006

is input to the

he origi nal nessage is
"01010000", this is padded to "010100001".

b. K "0"s are appended where Kis the smallest,
solution to the equation

L+ 1+ K=2896 (nod 1024)

c. Then append the 128-bit block that is L in bi

representation.

After appending this bl ock,

message will be a multiple of 1024 bits.

Exanpl e:  Suppose the origina

non- negati ve

nary
the length of the

message is the bit string

01100001 01100010 01100011 01100100 01100101

After step (a) this gives

01100001 01100010 01100011 01100100 01100101 1

Since L = 40,

61626364
00000000
00000000
00000000
00000000
00000000
00000000

the nunber of bits in the above is 41 and K = 855
"0"s are appended, nmking the total now 896
followi ng in hex:

65800000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000

The 128-bit representation of L

00000000 00000028.

fol | owi ng hex:

61626364 65800000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000

East| ake 3rd & Hansen

00000000
00000000
00000000
00000000
00000000
00000000
00000000

This gives the

= 40 is hex 00000000 00000000

00000000
00000000
00000000
00000000
00000000

I nf or mat i onal

Hence the final padded nessage is the
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00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000028
5. Functions and Constants Used

The foll owi ng subsections give the six |ogical functions and the
tabl e of constants used in each of the hash functions.

5.1. SHA-224 and SHA- 256
SHA- 224 and SHA- 256 use six logical functions, where each function
operates on 32-bit words, which are represented as x, y, and z. The
result of each function is a new 32-bit word.

CH( x, vy, z) = (x ANDy) XOR ( (NOT x) AND z)

MAJ( X, vy, z) = (x AND y) XOR (x AND z) XOR (y AND 2z)

BSI Q(x) = ROTR*2(x) XOR ROTR*13(x) XOR ROTR*22(x)

BSI GL(x) = ROTR*6(x) XOR ROTR*11(x) XOR ROTR*25(x)

SSI O(x) = ROTR*7(x) XOR ROTR*18(x) XOR SHRM3( x)

SSIGL(x) = ROTRM17(x) XOR ROTRM19(x) XOR SHRM10( x)
SHA- 224 and SHA- 256 use the sane sequence of sixty-four constant
32-bit words, KO, K1, ..., K63. These words represent the first
thirty-two bits of the fractional parts of the cube roots of the
first sixty-four prinme nunbers. In hex, these constant words are as

follows (fromleft to right):

428a2f 98 71374491 b5cOf bcf e9b5dbab
3956¢25b 59f 111f1 923f 82a4 ablc5edb5
d807aa98 12835b01 243185be 550c7dc3
72be5d74 80deblfe 9bdc06a7 c19bf 174
e49b69c1 ef be4786 0Of c19dc6 240calcc
2de92c6f 4a7484aa 5cb0a9dc 76f 988da
983e5152 aB831c66d b00327c8 bf597fc7
c6e00bf 3 d5a79147 06cab6351 14292967
27b70a85 2e1b2138 4d2c6dfc 53380d13
650a7354 766a0abb 81c2c92e 92722c¢85
a2bf e8al a8la664b c24b8b70 c76c51a3
d192e819 d6990624 f 40e3585 106aa070
19a4c116 1e376¢08 2748774c 34b0bcb5
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391c0cb3 4ed8aada 5b9ccadf 682e6ff3
748f 82ee 78a5636f 84c87814 8cc70208
90bef ffa a4506ceb bef9a3f7 c67178f2

SHA- 384 and SHA-512 each use six |ogica
function operates on 64-bit words,

SHA- 384 and SHA-512

functi ons,

whi ch are represented as x,

July 2006

wher e each
y1

z. The result of each function is a new 64-bit word.

CH( x, vy, 2)

MAJ( X, Y,

BSI GO( x)

BSI G1( x)

SSI Q( x)

SSI GL( x)

z)
ROTR'28(x) XOR ROTR'34(x) XOR ROTR*39(X)

= (x AND y) XOR ( (NOT x) AND z)

= (X AND y) XOR (x AND z) XOR (y AND z)

ROTR*14(Xx) XOR ROTR'18(x) XOR ROTRM41(X)
ROTR'1(x) XOR ROTR'8(x) XOR SHRA7(x)

ROTR*19(X) XOR ROTR'61(x) XOR SHRA6(X)

SHA- 384 and SHA-512 use the sane sequence of eighty constant 64-bit

words, KO, Ki,
bits of the fract
pri me numbers. |
left to right):

428a2f 98d728ae22
3956¢25bf 348b538
d807aa98a3030242
72be5d74f 27b896f
e49b69c19ef 14ad2
2de92c6f 592b0275
983e5152ee66df ab
c6e00bf 33da88fc2
27b70a8546d22f f c
650a73548baf 63de
a2bf e8al4cf 10364
d192e819d6ef 5218
19a4c¢116b8d2d0c8
391c0cb3c5c95a63
748f 82ee5def b2f ¢
90bef f f 22363128
ca273eceea26619c
06f 067aa72176f ba
28db77f 523047d84
4cchd4becb3e42b6

K79.
i onal
n hex,

7137449123ef 65cd
59f 111f 1b605d019
12835b0145706f be
80debl1f e3b1696b1
ef be4786384f 25e3
4a7484aa6eabe483
a831c66d2db43210
d5a79147930aa725
2e1b21385c26¢c926
766a0abb3c77b2a8
a8la664bbc423001
d69906245565a910
1e376¢c085141ab53
4ed8aadae3418ach
78a5636f 43172f 60
a4506cebde82bde9
d186b8c721c0c207
0a637dc5a2c898a6
32caab7b40c72493
597f 299cf c657e2a

b5c0f bcf ec4d3b2f
923f 82a4af 194f 9b
243185bedeedb28c
9bdc06a725c71235
0f c19dc68b8cd5b5
5cb0a9dcbd41f bd4
b00327c898f b213f
06ca6351e003826f
4d2c6df c5ac42aed
81c2c92e47edaeeb
c24b8b70d0f 89791
f 40e35855771202a
2748774cdf 8eeb99
5b9cca4f 7763e373
84c87814alf 0ab72
bef 9a3f 7b2c67915
eada7dd6écdeOeble
113f 9804bef 90dae
3c9ebelal5c9bebe
5f cb6f ab3ad6f aec

I nf or mat i onal

These words represent the first sixty-four
parts of the cube roots of the first eighty
these constant words are as follows (from

e9b5dba58189dbbc
ablc5ed5da6d8118
550c7dc3d5f f b4e2
c19bf 174cf 692694
240calcc77ac9c65
76f 988da831153b5
bf 597f c7beef Oee4
142929670a0e6e70
53380d139d95b3df
92722c851482353b
c76¢c51a30654be30
106aa07032bbd1b8
34b0bcb5e19b48a8
682e6f f 3d6b2b8a3
8cc702081a6439ec
c67178f 2e372532b
f 57d4f 7f ee6ed178
1b710b35131c471b
431d67¢c49¢100d4c
6c44198c4a475817
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6

6

1.

2

Conputing the Message Di gest

The output of each of the secure hash functions, after being applied
to a nessage of N blocks, is the hash quantity H(N). For SHA-224 and
SHA- 256, H(i) can be considered to be eight 32-bit words, H(i)O,
Hi)l, ... H(i)7. For SHA-384 and SHA-512, it can be considered to
be eight 64-bit words, H(i)0, H(i)1, ..., Hi)7

As described below, the hash words are initialized, nodified as each
message bl ock is processed, and finally concatenated after processing
the last block to yield the output. For SHA-256 and SHA-512, all of
the H(N) variables are concatenated while the SHA-224 and SHA-384
hashes are produced by omitting sone fromthe final concatenation

SHA- 224 and SHA-256 Initialization

For SHA-224, the initial hash value, H(0), consists of the follow ng
32-bit words in hex:

H(0)0 = c1059ed8
H(0)1 = 367cd507
H(0)2 = 3070dd17
H(0)3 = f70e5939
H(0)4 = ffcO00b31
H(0)5 = 68581511
H(0) 6 = 64f98fa7
H(0) 7 = bef a4f a4

For SHA-256, the initial hash value, H(0), consists of the follow ng
eight 32-bit words, in hex. These words were obtained by taking the
first thirty-two bits of the fractional parts of the square roots of
the first eight prinme nunbers.

H(0) 0 = 6a09e667
H(0)1 = bb67ae85
H(0) 2 = 3c6ef 372
H(0) 3 = a54ff53a
H(0) 4 = 510e527f
H(0)5 = 9b05688c
H(0)6 = 1f83d9ab
H(0) 7 = 5be0cd19

SHA- 224 and SHA- 256 Processi ng

SHA- 224 and SHA- 256 performidentical processing on nmessages bl ocks
and differ only in how H0) is initialized and how they produce their
final output. They nmay be used to hash a nessage, M having a |l ength
of L bits, where 0 <= L < 2"64. The algorithmuses (1) a nessage
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schedul e of sixty-four 32-bit words, (2) eight working variabl es of
32 bits each, and (3) a hash value of eight 32-bit words.

The words of the nessage schedule are |abeled WO, W, ..., W3. The
ei ght working variables are |labeled a, b, ¢, d, e, f, g, and h. The
words of the hash value are labeled H(i)O0, H(i)1, ..., H(i)7, which
will hold the initial hash value, H(0), replaced by each successive

i ntermedi ate hash value (after each nessage block is processed),
H(i), and ending with the final hash value, H(N), after all N blocks
are processed. They also use two tenporary words, T1 and T2.

The input nmessage is padded as described in Section 4.1 above then
parsed into 512-bit bl ocks, which are considered to be conposed of 16
32-bit words Mi)0, Mi)l, ..., Mi)15. The follow ng conputations
are then performed for each of the N nessage blocks. Al addition is
performed nodul o 2732.

For i =1 to N

1. Prepare the nmessage schedule W
For t =0 to 15

W = Mi)t
For t = 16 to 63
W = SSIGL(Wt-2)) + Wt-7) + SSI0(t-15) + Wt-16)
2. Initialize the working vari abl es:
a=Hi-1)0
b =Hi-1)1
c =Hi-1)2
d =Hi-1)3
e = Hi-1)4
f =Hi-1)5
g =Hi-1)6
h = Hi-1)7

3. Performthe main hash conputation:

For t = 0 to 63
T1L = h + BSIGL(e) + CH(e,f,g) + Kt + W
T2 = BSIX(a) + MAJ(a, b, c)
h =g
g =f
f =e
e=d+ T1
d=c
c=b
b =a
a=T1 + T2
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4. Conpute the internedi ate hash value H(i):
H(i)0 = a + Hi-1)0
Hi)l =b + Hi-1)1
Hi)2 =c¢c + Hi-1)2
Hi)3 =d + Hi-1)3
Hi)4 = e + Hi-1)4
Hi)5 =f + Hi-1)5
Hi)6 =g + Hi-1)6
Hi)7 = h + Hi-1)7

After the above conputations have been sequentially perforned for al
of the blocks in the nessage, the final output is calculated. For
SHA- 256, this is the concatenation of all of H(N)O, H(N)1, through
H(N)7. For SHA-224, this is the concatenation of HN)O, H(N1

t hrough H(N) 6.

6.3. SHA-384 and SHA-512 Initialization

For SHA-384, the initial hash value, H(0), consists of the follow ng
ei ght 64-bit words, in hex. These words were obtained by taking the
first sixty-four bits of the fractional parts of the square roots of
the ninth through sixteenth prine nunbers.

H(0)0 = cbbb9d5dc1059ed8
H(0)1 = 629a292a367cd507
H(0)2 = 9159015a3070dd17
H(0)3 = 152f ecd8f 705939
H(0)4 = 67332667ff cO0b31
H(0)5 = 8eb44a8768581511
H(0) 6 = dbOc2e0d64f 98f a7
H(0) 7 = 47b5481dbef a4f a4

For SHA-512, the initial hash value, H(0), consists of the foll ow ng
eight 64-bit words, in hex. These words were obtained by taking the
first sixty-four bits of the fractional parts of the square roots of
the first eight prine nunbers.

H(0) 0 = 6a09e667f 3bcc908
H(0)1 = bb67ae8584caa73b
H(0) 2 = 3c6ef 372f e94f 82b
H(0) 3 = ab4ff53a5f 1d36f1
H(0)4 = 510e527f ade682d1
H(0)5 = 9b05688c2b3e6cif
H(0) 6 = 1f83d9abf b41bd6b
H(0) 7 = 5be0cd19137e2179
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6.4. SHA-384 and SHA-512 Processing

SHA- 384 and SHA-512 performidentical processing on message bl ocks
and differ only in how H0) is initialized and how they produce their
final output. They nmay be used to hash a nessage, M having a |l ength
of L bits, where 0 <= L < 27128. The algorithmuses (1) a nessage
schedul e of eighty 64-bit words, (2) eight working variables of 64
bits each, and (3) a hash value of eight 64-bit words.

The words of the nessage schedule are |abeled WO, W, ..., W9. The
ei ght working variables are |labeled a, b, ¢, d, e, f, g, and h. The
words of the hash value are labeled H(i)O, H(i)1, ..., H(i)7, which
will hold the initial hash value, H(0), replaced by each successive

i ntermedi ate hash value (after each nessage block is processed),
H(i), and ending with the final hash value, H(N) after all N bl ocks
are processed.

The input nmessage is padded as described in Section 4.2 above, then
parsed into 1024-bit bl ocks, which are considered to be conposed of
16 64-bit words Mi)0, Mi)l, ..., Mi)1l5. The follow ng

comput ations are then performed for each of the N nmessage bl ocks.
Al addition is performed nodul o 2"64.

For i = 1to N
1. Prepare the nmessage schedule W
For t =0 to 15
W = Mi)t
For t = 16 to 79
W = SSIGL(Wt-2)) + Wt-7) + SSI0(t-15) + Wt-16)

2. Initialize the working vari abl es:
a=Hi-1)0
b =Hi-1)1
c =Hi-1)2
d =Hi-1)3
e = Hi-1)4
f =Hi-1)5
g =Hi-1)6
h = Hi-1)7

3. Performthe main hash conputation:
For t = 0to 79

T1 = h + BSIGL(e) + CH(e,f,g) + Kt + W
T2 = BSIX(a) + MAJ(a, b, c)

h =g

g =f

f =e
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e=d+T1

d =c

c=Db

b =a

a=T1 + T2

4. Conpute the internedi ate hash value H(i):

H(i)0 = a + H(i-1)0
Hi)l =b + Hi-1)1
Hi)2 =c¢c + Hi-1)2
Hi)3 =d + Hi-1)3
Hi)4 = e + Hi-1)4
Hi)5 =f + Hi-1)5
Hi)6 =g + Hi-1)6
Hi)7 = h + Hi-1)7

After the above conputations have been sequentially perforned for all
of the blocks in the nessage, the final output is calculated. For
SHA-512, this is the concatenation of all of H(N)O, H(N)1, through
H(N)7. For SHA-384, this is the concatenation of H(N)O, H(N)1,

t hrough H(N) 5.

7. SHA-Based HVACs

HVAC is a nethod for conputing a keyed MAC (nessage authentication
code) using a hash function as described in [RFC2104]. It uses a key
tomx inwith the input text to produce the final hash.

Sanpl e code is also provided, in Section 8.3 below, to perform HVAC
based on any of the SHA al gorithnms described herein. The sanple code
found in [RFC2104] was witten in terns of a specified text size.
Since SHA is defined in terms of an arbitrary number of bits, the
sampl e HVAC code has been witten to allow the text input to HVAC to
have an arbitrary nunmber of octets and bits. A fixed-length
interface is al so provided.

8. C Code for SHAs

Bel ow i s a denonstration inplenmentation of these secure hash
functions in C  Section 8.1 contains the header file sha.h, which
decl ares all constants, structures, and functions used by the sha and
hmac functions. Section 8.2 contains the C code for shal.c,
sha224-256. c, sha384-512.c, and usha.c along with sha-private.h,

whi ch provides some declarations comon to all the sha functions.
Section 8.3 contains the C code for the hmac functions. Section 8.4
contains a test driver to exercise the code
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For each of the digest length $$$, there is the foll ow ng set of
constants, a structure, and functions:

Const ant s:

SHA$$$HashSi ze nunmber of octets in the hash

SHA$$$HashSi zeBits nunber of bits in the hash

SHA$$$ Message_ Bl ock_Si ze
nurmber of octets used in the internedi ate
message bl ocks

shaSuccess = 0 constant returned by each function on success

shaNull =1 constant returned by each functi on when
presented with a null pointer paraneter

shal nput TooLong = 2 constant returned by each function when the
input data is too |Iong

shaSt at eErr or constant returned by each function when
SHA$$S$I nput is called after SHA$$$Fi nal Bits or
SHA$$$Resul t .
Struct ure:

typedef SHA$$$Cont ext
an opaque structure holding the conplete state
for producing the hash

Functi ons:
i nt SHA$$$Reset (SHA$$$Cont ext *);
Reset the hash context state
i nt SHA$$$I nput (SHA$$$Cont ext *, const uint8_t *octets,
unsi gned i nt bytecount);
I ncorporate bytecount octets into the hash
i nt SHA$$$Fi nal Bi t s( SHA$$$Cont ext *, const uint8_t octet,
unsi gned int bitcount);
I ncorporate bitcount bits into the hash. The bits are in
the upper portion of the octet. SHA$$SI nput() cannot be
called after this.
int SHA$$$Resul t (SHA$$$Cont ext *,
uint8_t Message Di gest [ SHA$$$HashSi ze]) ;
Do the final calculations on the hash and copy the val ue
into Message_Di gest.

In addition, functions with the prefix USHA are provided that take a
SHAver si on val ue (SHA$$$) to select the SHA function suite. They add
the follow ng constants, structure, and functions:

Const ant s:
shaBadPar am constant returned by USHA functi ons when
presented with a bad SHAversion (SHA$$$)
par amet er
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SHA$$S SHAver si on enuneration val ues, used by usha
and hmac functions to select the SHA function
suite

Structure:

t ypedef USHACont ext
an opaque structure holding the conplete state
for producing the hash

Functi ons:
i nt USHAReset (USHACont ext *, SHAversi on whi chSha);
Reset the hash context state.
i nt USHAI nput (USHACont ext *,
const uint8_t *bytes, unsigned int bytecount);
I ncorporate bytecount octets into the hash.
i nt USHAFi nal Bi t s( USHACont ext *,
const uint8 t bits, unsigned int bitcount);
I ncorporate bitcount bits into the hash.
i nt USHAResul t (USHACont ext *,
uint8 t Message_Di gest [ USHAMaxHashSi ze]);
Do the final calcul ations on the hash and copy the val ue
into Message Digest. Cctets in Message Di gest beyond
USHAHashSi ze(whi chSha) are | eft untouched.
i nt USHAHashSi ze(enum SHAver si on whi chSha) ;
The nunber of octets in the given hash.
i nt USHAHashSi zeBi t s(enum SHAver si on whi chSha) ;
The nunber of bits in the given hash.
i nt USHABI ockSi ze( enum SHAver si on whi chSha) ;
The internal block size for the given hash.

The hmac functions follow the same pattern to allow any | ength of
text input to be used.

Structure:
typedef HMACCont ext an opaque structure holding the conplete state
for producing the hash

Functi ons:
i nt hmacReset (HMACCont ext *ctx, enum SHAversi on whi chSha,
const unsigned char *key, int key len);
Reset the hash context state.
i nt hmacl nput (HVACCont ext *ctx, const unsigned char *text,
int text_len);
I ncorporate text _len octets into the hash.
i nt hmacFi nal Bi t s( HVACCont ext *ctx, const uint8 t bits,
unsi gned int bitcount);
I ncorporate bitcount bits into the hash.
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i nt hmacResul t (HMACCont ext *ct x,
uint8 t Message_Di gest [ USHAMaxHashSi ze]);
Do the final calcul ations on the hash and copy the val ue
into Message Digest. Cctets in Message Di gest beyond
USHAHashSi ze(whi chSha) are | eft untouched.

In addition, a conbined interface is provided, simlar to that shown
in RFC 2104, that allows a fixed-length text input to be used.

8. 1.

i nt hmac(SHAver si on whi chSha,
const unsigned char *text, int text_|en,
const unsigned char *key, int key_len,
uint8 t Message_Di gest [ USHAMaxHashSi ze]);
Cal cul ate the given digest for the given text and key, and
return the resulting hash. OCctets in Message D gest beyond
USHAHashSi ze(whi chSha) are | eft untouched.

The .h File

/**************************** Sha h ****************************/

/******************* See RFC 4634 for det al I S ******************/
#i fndef SHA H_
#define SHA H_

/

L I R S R T T T I

/

Descri pti on:

This file inplements the Secure Hash Signature Standard
algorithms as defined in the National Institute of Standards
and Technol ogy Federal |nformation Processing Standards
Publication (FIPS PUB) 180-1 published on April 17, 1995, 180-2
publ i shed on August 1, 2002, and the FIPS PUB 180-2 Change

Noti ce published on February 28, 2004.

A conbi ned docunent showing all algorithns is avail able at
http://csrc.nist.gov/publications/fips/
fipsl180-2/fipsl80-2w t hchangenoti ce. pdf

The five hashes are defined in these sizes:

SHA- 1 20 byte / 160 bit
SHA- 224 28 byte / 224 bit
SHA- 256 32 byte / 256 bit
SHA- 384 48 byte / 384 bit
SHA- 512 64 byte / 512 bit

#i ncl ude <stdint. h>

/*

* |f you do not have the | SO standard stdint.h header file, then you
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* must typedef the foll ow ng:

* nane meani ng

* uint64_t unsi gned 64 bit integer

* uint32_t unsi gned 32 bit integer

* uint8_t unsigned 8 bit integer (i.e., unsigned char)
* int_|leastl6_t integer of >= 16 bhits

*

*

/

#i fndef _SHA enum_
#defi ne _SHA enum_

/*
* Al SHA functions return one of these val ues.
*/
enum {
shaSuccess = 0,
shalNul |, /* Null pointer paraneter */
shal nput ToolLong, /[* input data too long */
shaSt at eErr or, [* called Input after FinalBits or Result */
shaBadPar am /* passed a bad paraneter */

3
#endif /* _SHA enum_ */

/*
* These constants hold size information for each of the SHA
* hashi ng operations

*/
enum {
SHA1 Message Bl ock _Size = 64, SHA224 Message Bl ock_Si ze = 64,
SHA256 Message Bl ock _Size = 64, SHA384 Message Bl ock Size = 128,
SHA512 Message Bl ock_Size = 128,
USHA Max_Message_ Bl ock_Si ze = SHA512 Message_ Bl ock_Si ze,
SHAlHashSi ze = 20, SHA224HashSi ze = 28, SHA256HashSi ze = 32,
SHA384HashSi ze = 48, SHA512HashSi ze = 64,
USHAMaxHashSi ze = SHA512HashSi ze,
SHAlHashSi zeBits = 160, SHA224HashSi zeBits = 224,
SHA256HashSi zeBits = 256, SHA384HashSi zeBits = 384,
SHA512HashSi zeBits = 512, USHAMaxHashSi zeBits = SHA512HashSi zeBits
s
/*

* These constants are used in the USHA (unified sha) functions.
*/
typedef enum SHAversion {
SHAL1, SHA224, SHA256, SHA384, SHA512
} SHAversi on;
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/*

* This structure will hold context information for the SHA-1
* hashi ng operati on.

*/

typedef struct SHA1Context ({
uint32 t Internedi ate Hash[ SHA1HashSi ze/ 4]; /* Message Digest */

uint32_t Length_Low, /* Message length in bits */
uint32_t Length_Hi gh; /* Message length in bits */

int |eastl1l6 t Message Bl ock Index; [/* Message Block array index */
[* 512-bit nessage bl ocks */
uint8 t Message_ Bl ock[ SHA1 Message_ Bl ock_Si ze] ;

i nt Conput ed; /[* 1s the digest conputed? */
i nt Corrupted; /* I's the digest corrupted? */
} SHA1Cont ext;
/*
* This structure will hold context information for the SHA-256
* hashi ng operati on.
*
/

typedef struct SHA256Cont ext {
uint32_ t Internedi ate Hash[ SHA256HashSi ze/ 4] ; /* Message Digest */

uint32_t Length_Low, /* Message length in bits */
uint32_t Length_Hi gh; /* Message length in bits */

int |eastl1l6 t Message Bl ock Index; [/* Message Block array index */
[* 512-bit nessage bl ocks */
uint8 t Message_ Bl ock[ SHA256_Message_Bl ock_Si ze] ;

i nt Conput ed; /[* Is the digest conputed? */
i nt Corrupted; /* I's the digest corrupted? */
} SHA256Cont ext ;
/*
* This structure will hold context information for the SHA-512
* hashi ng operati on.
*/

typedef struct SHA512Context {
#i fdef USE_32BI T_ONLY
uint32_t Internmedi ate_Hash[ SHA512HashSi ze/ 4]; /* Message Digest */
uint32_t Length[4]; /* Message length in bits */
#el se /* 1 USE_32BI T_ONLY */
uint64_t Internedi ate Hash[ SHA512HashSi ze/ 8] ; /* Message Digest */
uint64_t Length_Low, Length_ Hi gh; /* Message length in bits */
#endi f /* USE 32BI T_ONLY */
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int _|leastl16_t Message_ Bl ock _Index; [/* Message Bl ock array index */
/* 1024-bit message bl ocks */
uint8 t Message_Bl ock[ SHA512 Message_Bl ock_Si ze] ;

i nt Conput ed; /* I's the digest conputed?*/
i nt Corrupted; /* Is the digest corrupted? */
} SHA512Cont ext ;
/*
* This structure will hold context information for the SHA-224

* hashing operation. It uses the SHA-256 structure for conputation.
*

/
typedef struct SHA256Cont ext SHA224Cont ext ;

/*

* This structure will hold context information for the SHA-384

* hashing operation. It uses the SHA-512 structure for conputation.
*/

typedef struct SHA512Cont ext SHA384Cont ext ;

/*
* This structure holds context information for all SHA
* hashi ng operati ons.
*/
typedef struct USHACont ext ({
i nt whi chSha; /* which SHA is being used */
uni on {
SHA1Cont ext shalCont ext ;
SHA224Cont ext sha224Cont ext; SHA256Cont ext sha256Cont ext ;
SHA384Cont ext sha384Cont ext; SHA512Cont ext sha512Cont ext ;
} ctx;
} USHACont ext ;

/*

* This structure will hold context information for the HVAC

* keyed hashi ng operation.

*/

typedef struct HMACCont ext ({
i nt whi chSha; /* which SHA is being used */
i nt hashSi ze; /* hash size of SHA being used */
i nt bl ockSi ze; /* bl ock size of SHA being used */
USHACont ext shaCont ext ; /* SHA context */

unsi gned char k_opad[ USHA Max_Message_ Bl ock_Si ze] ;
/* outer padding - key XORd with opad */
} HMACCont ext ;
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/*

* Function Prototypes
*/

/* SHA-1 */

extern int SHAlReset (SHA1Context *);
extern int SHALll nput (SHA1Context *, const uint8_t *bytes,
unsi gned int bytecount);
extern int SHALFi nal Bi t s(SHA1Context *, const uint8_ t bits,
unsi gned int bitcount);
extern int SHAlResul t (SHAlCont ext *,
uint8 t Message_ Di gest[ SHAlHashSi ze]);

[ * SHA-224 */
extern int SHA224Reset ( SHA224Cont ext *);
extern int SHA224I| nput (SHA224Cont ext *, const uint8_t *hytes,
unsi gned i nt bytecount);
extern int SHA224Fi nal Bi t s(SHA224Context *, const uint8 t bits,
unsi gned int bitcount);
extern int SHA224Resul t (SHA224Cont ext *,
uint8 t Message_Di gest[ SHA224HashSi ze] ) ;

/* SHA- 256 */
extern int SHA256Reset ( SHA256Cont ext *);
extern int SHA256I nput (SHA256Cont ext *, const uint8_t *bytes,
unsi gned int bytecount);
extern int SHA256Fi nal Bi t s( SHA256Cont ext *, const uint8_t bits,
unsi gned int bitcount);
extern int SHA256Resul t (SHA256Cont ext *,
uint8 t Message_ Di gest[ SHA256HashSi ze] ) ;

/* SHA-384 */
extern int SHA384Reset ( SHA384Cont ext *);
extern int SHA384l nput (SHA384Cont ext *, const uint8_ t *hytes,
unsi gned int bytecount);
extern int SHA384Fi nal Bi t s(SHA384Context *, const uint8 t bits,
unsi gned int bitcount);
extern int SHA384Resul t (SHA384Cont ext *,
uint8 t Message_Di gest[ SHA384HashSi ze] ) ;

/* SHA-512 */
extern int SHA512Reset (SHA512Cont ext *);
extern int SHA512I nput (SHA512Cont ext *, const uint8_t *bytes,
unsi gned int bytecount);
extern int SHA512Fi nal Bi t s(SHA512Cont ext *, const uint8_t bits,
unsi gned int bitcount);
extern int SHA512Resul t (SHA512Cont ext *,
uint8 t Message_ Di gest[ SHA512HashSi ze] ) ;
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/[* Unified SHA functions, chosen by whi chSha */
extern int USHAReset (USHACont ext *, SHAversion whi chSha);
extern int USHAI nput (USHACont ext *,

const uint8 t *bytes, unsigned int bytecount);
extern int USHAFi nal Bi t s( USHACont ext *,

const uint8 t bits, unsigned int bitcount);
extern int USHAResul t (USHACont ext *,
uint8 t Message_Di gest [ USHAMaxHashSi ze]) ;

extern int USHABI ockSi ze( enum SHAver si on whi chSha) ;
extern int USHAHashSi ze(enum SHAver si on whi chSha);
extern int USHAHashSi zeBi t s(enum SHAver si on whi chSha) ;

/*

* HMAC Keyed- Hashi ng for Message Authentication, RFC2104,

* for all SHAs.

* This interface allows a fixed-length text input to be used.

*/

extern int hmac(SHAversi on whichSha, /* which SHA algorithmto use */

const unsi gned char *text, /* pointer to data stream */

int text_len, /* length of data stream */

const unsi gned char *key, /* pointer to authentication key */
int key_|en, /* length of authentication key */
uint8_t digest[USHAVaxHashSi ze]); /* caller digest to fill in */

/*
* HMAC Keyed- Hashi ng for Message Authentication, RFC2104,
* for all SHAs.
* This interface allows any length of text input to be used.
*/
extern int hmacReset (HMACCont ext *ctx, enum SHAversi on whi chSha,
const unsigned char *key, int key_len);
extern int hmacl nput (HMACCont ext *ctx, const unsigned char *text,
int text_len);

extern int hmacFi nal Bi t s( HVACCont ext *ctx, const uint8 t bits,
unsi gned int bitcount);
extern int hmacResul t (HVACCont ext *ct X,
uint8 t di gest[ USHAMaxHashSi ze] ) ;

#endif /* _SHA H_ */
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8.2. The SHA Code

This code is primarily intended as expository and could be optim zed
further. For exanple, the assignnent rotations through the variabl es
a, b, ..., hcould be treated as a cycle and the | oop unroll ed,
rather than doing the explicit copying.

Note that there are alternative representations of the Ch() and Myj ()
functions controlled by an ifdef.

8.2.1. shal.c

/**************************** Shal Cc ****************************/

/******************** See RFC 4634 for det ai I S ******************/

/*

Descri ption:
This file inplenments the Secure Hash Signature Standard
algorithnms as defined in the National Institute of Standards
and Technol ogy Federal Information Processing Standards
Publication (FIPS PUB) 180-1 published on April 17, 1995, 180-2
publ i shed on August 1, 2002, and the FIPS PUB 180-2 Change
Noti ce published on February 28, 2004.

A conbi ned docunent showing all algorithns is avail abl e at
http://csrc.nist.gov/publications/fips/
fi ps180-2/fipsl180-2w t hchangenoti ce. pdf

The SHA-1 al gorithm produces a 160-bit nmessage digest for a
given data stream It should take about 2**n steps to find a
message with the sane digest as a given nessage and

2**(n/2) to find any two nessages with the sanme digest,

when n is the digest size in bits. Therefore, this

al gorithm can serve as a neans of providing a

"fingerprint" for a nmessage.

Portability |ssues:
SHA-1 is defined in terns of 32-bit "words". This code
uses <stdint.h> (included via "sha.h") to define 32 and 8
bit unsigned integer types. |If your C conpiler does not
support 32 bit unsigned integers, this code is not
appropri at e.

Caveats:
SHA-1 is designed to work with messages | ess than 2764 bits
long. This inplenmentation uses SHAll nput() to hash the bits
that are a nultiple of the size of an 8-bit character, and then
uses SHAlFinal Bits() to hash the final few bits of the input.

LR B R T T T S I R N R N N R N N N T N N R
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#i ncl ude "sha. h"
#i ncl ude "sha-private.h"

/*
* Define the SHAL circular left shift macro
*/
#defi ne SHA1L ROTL(bits,word) \
(((word) << (bits)) | ((word) >> (32-(bits))))

/*
* add "length" to the length
*/
static uint32_t addTenp;
#def i ne SHAlAddLengt h(cont ext, | ength) \
(addTenp = (context)->Lengt h_Low, \
(context)->Corrupted = \
(((context)->Length Low += (length)) < addTenp) && \
(++(context)->Length_H gh == 0) ? 1 : 0)

/* Local Function Prototypes */

static void SHALlFi nal i ze( SHA1Cont ext *context, uint8_t Pad_Byte);
static void SHAlPadMessage(SHAlContext *, uint8_t Pad _Byte);
static void SHAlProcessMessageBl ock( SHA1Cont ext *);

~

o EEE R R R R R S T T R

— ~

SHA1Reset

Descri ption:
This function will initialize the SHA1Context in preparation
for conputing a new SHA1 nessage di gest.

Par anet ers:
context: [in/out]
The context to reset.
Ret ur ns:
sha Error Code

SHA1Reset ( SHA1Cont ext *cont ext)

~—

if (!context)
return shalNul | ;

cont ext - >Lengt h_Low
cont ext - >Length_Hi gh
cont ext - >Message_ Bl ock_| ndex

TITIT]
eee
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/* Initial Hash Val ues: FIPS-180-2 section 5.3.1 */

cont ext - >l nt er nedi at e_Hash[ 0] = 0x67452301;
cont ext - >l nt er nedi at e_Hash[ 1] = OxEFCDAB39;
cont ext - >l nt er nedi at e_Hash[ 2] = 0x98BADCFE
cont ext - >l nt er nedi at e_Hash[ 3] = 0x10325476;
cont ext - >l nt er nedi at e_Hash[ 4] = OxC3D2E1FO;

cont ext - >Conput ed

= 0;
context->Corrupted = O;

return shaSuccess;

~

E R A R I R . S N N N N N N

SHALI nput

Descri pti on:
This function accepts an array of octets as the next portion
of the message.

Par amet er s:

context: [in/out]
The SHA context to update

message_array: [in]
An array of characters representing the next portion of
the message.

length: [in]
The I ength of the nessage in nessage_array

Ret ur ns:
sha Error Code

/
i nt SHALI nput (SHA1Cont ext *cont ext,

const uint8 t *message_array, unsigned |ength)
{

if (!length)
return shaSuccess;

if (!context || !message_array)
return shalNul | ;

i f (context->Conputed) {

cont ext->Corrupted = shaStateError
return shaStateError

}

i f (context->Corrupted)
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return context->Corrupt ed;

while (length-- && !context->Corrupted) {
cont ext - >Message_ Bl ock[ cont ext - >Message_Bl ock | ndex++] =
(*nessage_array & OxFF);

i f (!SHAlAddLengt h(context, 8) &&
(cont ext - >Message_Bl ock_| ndex == SHAl Message Bl ock_Si ze))
SHA1Pr ocessMessageBl ock(cont ext);

message_array++;

}

return shaSuccess;

}

~

L T N S I T S R R R

SHAlFi nal Bits

Descri pti on:
This function will add in any final bits of the nessage.

Par amet er s:

context: [in/out]
The SHA context to update

message_bits: [in]
The final bits of the nessage, in the upper portion of the
byte. (Use Ob###00000 i nstead of 0bOO0QO### to input the
three bits ###.)

I ength: [in]
The nunber of bits in nessage bits, between 1 and 7

Ret ur ns:
sha Error Code
/
nt SHA1Fi nal Bi t s(SHALCont ext *context, const uint8 t nessage bits,
unsi gned int |ength)

{
uint8 t masks[8] = {
/* 0 0b00000000 */ 0Ox00, /*
/* 2 0b11000000 */ OxCO, /*
/* 4 0b11110000 */ OxFO, /*
/* 6 0b11111100 */ OxFC, /*

0b10000000 */ 0x80,
0b11100000 */ OXxEO,
0b11111000 */ OxFS8,
0b11111110 */ OXFE

~NOwe

b

uint8 t markbit[8] = {

0 0b10000000 */ 0x80,

2 0b00100000 */ 0x20, /*
4 0b00001000 */ 0x08, /*

~
*

0b01000000 */ 0x40,
0b00010000 */ 0x10,
0b00000100 */ 0x04,

* % k|

/
/
/

g weE
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/* 6 0b00000010 */ 0x02, /* 7 0bOO0O00001 */ O0x01

b

if (!length)
return shaSuccess;

if (!context)
return shalNull;

if (context->Conputed || (length >=8) || (length ==

cont ext->Corrupted = shaStateError
return shaStat eError

}

i f (context->Corrupted)
return context->Corrupted;

SHA1AddLengt h(context, |ength);
SHA1Fi nal i ze( cont ext,

July 2006

0)) {

(uint8_t) ((nessage_bits & masks[length]) | markbit[length]));

return shaSuccess;

into the

}

/*
* SHAlResul t
*
* Description:
* This function will return the 160-bit nessage di gest
* Message Digest array provided by the caller
* NOTE: The first octet of hash is stored in the Oth el enent,
* the | ast octet of hash in the 19th el enent.
*
* Paraneters:
* context: [in/out]
* The context to use to calculate the SHA-1 hash
* Message Digest: [out]
* Where the digest is returned.
*
* Ret urns:
* sha Error Code
*
*

/

i nt SHAlResul t (SHA1Cont ext *cont ext,
uint8 t Message_ Di gest[ SHAlHashSi ze] )

{

int i;

East| ake 3rd & Hansen I nf or mati ona
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if (lcontext || !Message_Digest)
return shalNul | ;

i f (context->Corrupted)
return context->Corrupted;

i f (!context->Conput ed)
SHA1Fi nal i ze(cont ext, 0x80);

for (i = 0; i < SHAlHashSi ze; ++i)
Message Digest[i] = (uint8_t) (context->Internedi ate_Hash[i >>2]
> 8 * ((3- (i &0x03) ));

return shaSuccess;

~

L I R I S T T T T

SHAL1Fi nal i ze

Descri pti on:
Thi s hel per function finishes off the digest calculations.

Par amet er s:

context: [in/out]
The SHA context to update

Pad_Byte: [in]
The last byte to add to the digest before the 0-paddi ng
and length. This will contain the last bits of the nessage
foll owed by another single bit. If the nessage was an
exact nmultiple of 8-bits long, Pad_Byte will be 0x80.

Ret ur ns:
sha Error Code.

*

*/
static void SHALFi nal i ze( SHAL1Cont ext *context, uint8 t Pad_Byte)
{
int i;
SHA1PadMessage( cont ext, Pad_Byte);
/* message nay be sensitive, clear it out */
for (i = 0; i < SHAL Message Bl ock_Size; ++i)
cont ext - >Message Bl ock[i] = O0;
context->Length Low = 0; /* and clear length */
cont ext->Length_Hi gh = 0;
cont ext - >Conputed = 1

/*
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SHA1PadMessage

Descri pti on:
According to the standard, the nessage nust be padded to an
even 512 bits. The first padding bit nust be a 1. The | ast
64 bits represent the length of the original nessage. Al bits
in between should be 0. This hel per function will pad the
message according to those rules by filling the Message_ Bl ock
array accordingly. Wen it returns, it can be assuned that the
message di gest has been conput ed.

*
*
*
*
*
*
*
*
*
*
*
* Paraneters:

* context: [in/out]

* The context to pad

* Pad_Byte: [in]

* The | ast byte to add to the digest before the 0-paddi ng

* and length. This will contain the last bits of the nessage
* foll owed by another single bit. If the nessage was an

* exact nultiple of 8-bits long, Pad_Byte will be 0x80.

*

* Returns:

* Not hi ng.

*/

static void SHAlPadMessage( SHALCont ext *context, uint8 t Pad Byte)

/*

* Check to see if the current message block is too small to hold
* the initial padding bits and length. If so, we will pad the

* bl ock, process it, and then continue padding into a second

* bl ock.

*/

i f (context->Message_ Bl ock_I ndex >= (SHAl_Message Bl ock_Size - 8)) {
cont ext - >Message_BIl ock[ cont ext - >Message_Bl ock_I ndex++] = Pad_Byt e;
whi | e (cont ext->Message Bl ock | ndex < SHA1 Message Bl ock_Si ze)

cont ext - >Message_ Bl ock[ cont ext - >Message_ Bl ock | ndex++] = 0;

SHA1Pr ocessMessageBl ock(cont ext);
} else
cont ext - >Message_BIl ock[ cont ext - >Message_ Bl ock_I ndex++] = Pad_Byt e;

whi | e (cont ext->Message Bl ock | ndex < (SHAL Message Bl ock _Size - 8))
cont ext - >Message_ Bl ock[ cont ext - >Message_ Bl ock | ndex++] = 0;

/*
* Store the nmessage length as the |ast 8 octets
*/

cont ext - >Message_ Bl ock[ 56]

cont ext - >Message_Bl ock[ 57]

(uint8 t) (context->Length Hi gh >> 24);
(uint8_t) (context->Length_H gh >> 16);
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cont ext - >Message_BIl ock[ 58]
cont ext - >Message_BIl ock[ 59]
cont ext - >Message_BIl ock[ 60]
cont ext - >Message_ Bl ock[ 61]
cont ext - >Message_ Bl ock[ 62]
cont ext - >Message_ Bl ock[ 63]

(uint8_t) (context->Length_Hi gh >> 8);
(uint8_t) (context->Length_Hi gh);
(uint8_t) (context->Length_Low >> 24);
(uint8 t) (context->Length Low >> 16);
(uint8 t) (context->Length Low >> 8);
(uint8_t) (context->Length_Low);

SHA1Pr ocessMessageBl ock(cont ext);

~

L T I N N . N R I S N

SHA1Pr ocessMessageBl ock

Descri pti on:
Thi s hel per function will process the next 512 bits of the
message stored in the Message Bl ock array.

Par anet ers:
None.

Ret ur ns:
Not hi ng.

Comment s:
Many of the variable names in this code, especially the
singl e character nanes, were used because those were the
nanes used in the publication.

*

*/
static void SHALProcessMessageBl ock( SHA1Cont ext *cont ext)
{
/* Constants defined in FIPS-180-2, section 4.2.1 */
const uint32_t K 4] = {
0x5A827999, Ox6EDOEBAl, 0x8F1BBCDC, 0xCA62ClD6

s

i nt t; /* Loop counter */
uint32_t t enp; [* Tenporary word val ue */
ui nt 32_t W 80] ; /[* Wbrd sequence */
uint32_t A B C D E /* Word buffers */

/*

* |nitialize the first 16 words in the array W

*/

for (t =0; t < 16; t++) {

Wt] = ((uint32_t)context->Message Block[t * 4]) << 24;
Wt] |= ((uint32_t)context->Message_ Bl ock[t * 4 + 1]) << 16;
Wt] |= ((uint32_t)context->Message Block[t * 4 + 2]) << 8§;
Wt] |= ((uint32_t)context->Message Block[t * 4 + 3]);

}
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for (t = 16; t < 80;

Wt]

t++)

mooOw>
i

—
o
=

(t 0; t < 20; t++) {

©
' 3
S 1

G

SHA1 ROTL( 30, B);
A
tenp;

>mWOom
I

for

—~
—

20; t < 40; t++) {

0o

SHAL_ROTL( 30, B);
A

>moom=
I3
o
3

-

—_
o
— =
D
-gz-\
—
I

40; t < 60; t++) {

O

G

SHA1 ROTL( 30, B);
A
tenp;

>mWOom
I

for

—~
—

60; t < 80; t++) {

0o

SHA1_ ROTL( 30, B);
A
tenp;

I n Il_g

>tD()UFﬂm

}

cont ext - >l nt er nedi at e_Hash[ 0]
cont ext - >I nternedi at e_Hash[ 1]
cont ext - >l nt er nedi at e_Hash[ 2]
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cont ext - >l nt ernedi at e_Hash[ 0] ;
cont ext->I nternedi ate_Hash[ 1] ;
cont ext - >l nternedi at e_Hash[ 2] ;
cont ext - >l nt er nedi at e_Hash[ 3] ;
cont ext - >l nt er nedi at e_Hash[ 4] ;

SHAL ROTL(5,A) + SHA Parity(B,

SHAL ROTL(5,A) + SHA Maj (B, C,

SHAL ROTL(5,A) + SHA Parity(B,

+= A
+= B;
+= C

I nf or mat i onal
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SHAL ROTL(1, Wt-3] ~ Wt-8 ~ Wt-14] ~ Wt-16]);

SHA1 ROTL(5,A) + SHA Ch(B, C, D) + E + Wt] + K[0];

C D +E+ Wt] + K 1];

D + E+ Wt] + K 2];

C D +E+ Wt] + K 3];

[ Page 32]



RFC 4634 SHAs and HVAC- SHAs July 2006

cont ext - >l nt ernedi ate_Hash[ 3] += D
context->Internedi ate_Hash[4] += E

cont ext - >Message_ Bl ock_| ndex = 0;

}
8.2.2. sha224-256.c

/*************************** Sha224_ 256 c ***************************/

/********************* See RFC 4634 for detaI|S *********************/
/*

* Description:
This file inmplements the Secure Hash Signature Standard
algorithms as defined in the National Institute of Standards
and Technol ogy Federal |nformation Processing Standards
Publication (FIPS PUB) 180-1 published on April 17, 1995, 180-2
publ i shed on August 1, 2002, and the FIPS PUB 180-2 Change

Noti ce published on February 28, 2004.

A conbi ned docunment showing all algorithns is avail abl e at
http://csrc.nist.gov/publications/fips/
fi ps180-2/fipsl180-2wi t hchangenoti ce. pdf

The SHA-224 and SHA-256 al gorithns produce 224-bit and 256-bit
message digests for a given data stream It should take about
2**n steps to find a message with the same digest as a given
message and 2**(n/2) to find any two nmessages with the sane
digest, when n is the digest size in bits. Therefore, this

al gorithm can serve as a neans of providing a

"fingerprint" for a nmessage.

Portability |ssues:
SHA- 224 and SHA-256 are defined in terns of 32-bit "words"
Thi s code uses <stdint.h> (included via "sha.h") to define 32
and 8 bit unsigned integer types. |If your C conpiler does not
support 32 bit unsigned integers, this code is not
appropri at e.

Caveats:
SHA- 224 and SHA- 256 are designed to work with nessages |ess
than 2764 bits long. This inplenentation uses SHA224/ 2561 nput ()
to hash the bits that are a nmultiple of the size of an 8-bit
character, and then uses SHA224/256Fi nal Bits() to hash the
final few bits of the input.

E R T T R R R R N . TR N S I R R I N N S

/

#i ncl ude "sha. h"
#i ncl ude "sha-private. h"
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/* Define the SHA shift, rotate left and rotate right macro */
#defi ne SHA256_SHR( bi t s, wor d) ((word) >> (bits))
#def i ne SHA256_ROTL( bi ts, wor d) \
(((word) << (bits)) | ((word) >> (32-(bits))))
#def i ne SHA256 ROTR( bi ts, wor d)
(((word) >> (bits)) | ((word) << (32-(bits))))

/* Define the SHA SI GVA and sigma nmacros */
#def i ne SHA256_SI GVAO( wor d) \

(SHA256_ROTR( 2,word) "~ SHA256_ROTR(13, word) ~ SHA256_ROTR(22, word))
#def i ne SHA256_SI GVA1( wor d) \

(SHA256_ROTR( 6,word) ~ SHA256_ROTR(11, word) ~ SHA256_ROTR( 25, word))
#def i ne SHA256_si gma0( wor d) \

(SHA256_ROTR( 7,word) "~ SHA256_ROTR(18, word) ~ SHA256_SHR( 3, word))
#def i ne SHA256_si gmal( wor d) \

(SHA256_ROTR( 17, word) "~ SHA256_ROTR(19, word) ~ SHA256_SHR( 10, word))

/*

* add "length" to the length

*/

static uint32_t addTenp;

#def i ne SHA224 256AddLengt h(cont ext, | ength) \

(addTenmp = (context)->Length_Low, (context)->Corrupted =\

(((context)->Length Low += (length)) < addTenmp) && \
(++(context)->Length_Hi gh == 0) ? 1 : 0)

/* Local Function Prototypes */
static void SHA224 256Fi nal i ze( SHA256Cont ext *cont ext,

uint8 t Pad Byte);
static void SHA224 256PadMessage( SHA256Cont ext *cont ext,

uint8 t Pad Byte);
static void SHA224 256Pr ocessMessageBl ock( SHA256Cont ext *cont ext);
static int SHA224 256Reset (SHA256Cont ext *context, uint32_t *HO);
static int SHA224 256Resul t N( SHA256Cont ext *cont ext,

uint8 t Message Digest[], int HashSize);

[* Initial Hash Values: FIPS-180-2 Change Notice 1 */

static uint32_t SHA224 HO[ SHA256HashSi ze/ 4] = {
0xCl059ED8, 0x367CD507, 0x3070DD17, OxF70E5939,
OxFFCO0B31, 0x68581511, O0x64F98FA7, OxXBEFA4FA4

b

/* Initial Hash Val ues: FIPS-180-2 section 5.3.2 */
static uint32_t SHA256_HO[ SHA256HashSi ze/ 4] = {
Ox6A09E667, OxBB67AE85, Ox3C6EF372, OXAS54FF53A,
0x510E527F, 0x9B05688C, 0x1F83D9AB, O0x5BEOCD19

b
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/
SHA224Reset

Descri ption:
This function will initialize the SHA384Context in preparation
for computing a new SHA224 nessage di gest.

context: [in/out]
The context to reset.

*

*

*

*

*

*

*

* Paranet ers:

*

*

*

* Ret urns:

* sha Error Code
*/

nt SHA224Reset ( SHA224Cont ext *cont ext)

i

{
return SHA224 256Reset (cont ext, SHA224 HO);

}

/

SHA224| nput

Descri pti on:
This function accepts an array of octets as the next portion
of the message.

Par amet er s:

context: [in/out]
The SHA context to update

message_array: [in]
An array of characters representing the next portion of
t he message.

length: [in]
The I ength of the nessage in nessage_array

Ret ur ns:
sha Error Code

L B S . N T R R R

*

*/
i nt SHA2241 nput ( SHA224Cont ext *context, const uint8 t *nessage_array,
unsi gned int |ength)

return SHA2561 nput (cont ext, nessage_array, |ength);

}

/*
SHA224Fi nal Bit s

*
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Descri pti on:
This function will add in any final bits of the nessage.

Par anmet er s:

context: [in/out]
The SHA context to update

message_bits: [in]
The final bits of the nessage, in the upper portion of the
byte. (Use Ob###00000 i nstead of ObOOOOO### to i nput the
three bits ###.)

I ength: [in]
The nunber of bits in nessage bits, between 1 and 7

Ret ur ns:
sha Error Code.

0% kR ok %k % % % % X X X X X %

/
i nt SHA224Fi nal Bi t s( SHA224Cont ext *cont ext,
const uint8_t nessage_bits, unsigned int |ength)

{
return SHA256Fi nal Bit s(context, message_bits, |ength);
}

/
SHA224Resul t

Descri pti on:
This function will return the 224-bit nessage
digest into the Message Digest array provided by the caller
NOTE: The first octet of hash is stored in the Oth el ement,
the last octet of hash in the 28th el enent.

Par anet ers:
context: [in/out]
The context to use to cal culate the SHA hash.
Message Digest: [out]
Where the digest is returned.

Ret ur ns:
sha Error Code.

b T I S R I

/
nt SHA224Resul t (SHA224Cont ext *cont ext,
uint8 t Message_ Di gest[ SHA224HashSi ze] )

return SHA224 256Resul t N(cont ext, Message_Di gest, SHA224HashSi ze) ;
}

/*
* SHA256Reset
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Descri pti on:
This function will initialize the SHA256Context in preparation
for conputing a new SHA256 nessage di gest.

Par anet ers:
context: [in/out]
The context to reset.

Ret ur ns:
sha Error Code

L T T N I

/
nt SHA256Reset ( SHA256Cont ext *cont ext)

i

{
return SHA224 256Reset (cont ext, SHA256_HO);

}

/

SHA2561 nput

Descri pti on:
This function accepts an array of octets as the next portion
of the nmessage.

Par anmet ers:

context: [in/out]
The SHA context to update

message_array: [in]
An array of characters representing the next portion of
t he nmessage.

I ength: [in]
The I ength of the nmessage in nmessage_array

Ret ur ns:
sha Error Code

Lo S I T T R R T

/
i nt SHA2561 nput ( SHA256Cont ext *context, const uint8_t *message_array,
unsi gned int |ength)

if (!length)
return shaSuccess;

if (lcontext || !message_array)
return shalNul | ;

i f (context->Conputed) {

cont ext->Corrupted = shaStateError
return shaStat eError
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}

i f (context->Corrupted)
return context->Corrupted;

while (length-- && !context->Corrupted) {

cont ext - >Message_Bl ock[ cont ext - >Message_Bl ock_| ndex++]

(*nmessage_array & OxFF);

if (!SHA224 256AddLengt h(context, 8) &&

July 2006

(cont ext - >Message_Bl ock_| ndex == SHA256 Message_ Bl ock_Si ze))

SHA224 256Pr ocessMessageBl ock(cont ext);

nessage_array++,

}

return shaSuccess;

~

LB I S R N B . SN R N

SHA256Fi nal Bi t s

Descri pti on:

Par amet er s:
context: [in/out]
The SHA context to update
message_bits: [in]

three bits ###.)
I ength: [in]

Ret ur ns:
sha Error Code

*

*/
i nt SHA256Fi nal Bi t s( SHA256Cont ext *cont ext,

This function will add in any final bits of the nessage.

The nunber of bits in nessage bits, between 1 and 7

const uint8 t nessage bits, unsigned int |ength)

{
uint8 t masks[8] = {
/* 0 0b00000000 */ 0x00, /* 1 0b10000000
/* 2 0b11000000 */ OxCO, /* 3 0b11100000
/* 4 0b11110000 */ OxFO, /* 5 0b11111000
/* 6 0b11111100 */ OxFC, /* 7 0b11111110

b
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*/
*/
*/
*/

0x80,
OxEO,
OxF8,
OxFE

The final bits of the nessage, in the upper portion of the
byte. (Use Ob###00000 i nstead of 0ObOO0OO### to input the
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uint8 t markbit[8] = {
/* 0 0b10000000 */ 0x80, /* 1 0b01000000 */ 0x40,
/* 2 0b00100000 */ 0x20, /* 3 0b00010000 */ 0x10,
/* 4 0b00001000 */ 0x08, /* 5 0b00000100 */ 0x04,
/* 6 0b00000010 */ 0x02, /* 7 0b0O0O000001 */ 0x01

b

if (!length)
return shaSuccess;

if (!context)
return shaNul | ;

if ((context->Computed) || (length >= 8) || (length == 0)) {
cont ext->Corrupted = shaStateError;
return shaStateError;

}

i f (context->Corrupted)
return context->Corrupted,

SHA224 256AddLengt h(context, |ength);
SHA224 256Fi nal i ze(context, (uint8_t)
((message_bits & masks[length]) | markbit[length]));

return shaSuccess;

}
/*
* SHA256Resul t
*
* Description:
* This function will return the 256-bit nessage
* digest into the Message Digest array provided by the caller.
* NOTE: The first octet of hash is stored in the Oth el enent,
* the last octet of hash in the 32nd el enent.
*
* Paraneters:
* context: [in/out]
* The context to use to cal culate the SHA hash.
* Message Digest: [out]
* Where the digest is returned.
*
* Returns:
* sha Error Code.
*

/
i nt SHA256Resul t (SHA256Cont ext *context, uint8 t Message Digest[])

{
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return SHA224 256Resul t N(cont ext, Message_Di gest, SHA256HashSi ze) ;
}

~

L S T R I S

SHA224 256Fi nal i ze

Descri pti on:
Thi s hel per function finishes off the digest calculations.

Par anmet er s:

context: [in/out]
The SHA context to update

Pad_Byte: [in]
The last byte to add to the digest before the 0-paddi ng
and length. This will contain the last bits of the nessage
foll owed by another single bit. If the nessage was an
exact nmultiple of 8-bits long, Pad Byte will be 0x80.

Ret ur ns:
sha Error Code

*

*/
static void SHA224 256Fi nal i ze( SHA256Cont ext *cont ext,
uint8 t Pad Byte)
{

int i;

SHA224 256PadMessage(cont ext, Pad_Byte);

/* message may be sensitive, so clear it out */

for (i = 0; i < SHA256_Message_ Bl ock_Si ze; ++i)
cont ext - >Message Bl ock[i] = O0;

context->Length Low = 0; /* and clear length */

cont ext->Length_Hi gh = 0;

cont ext - >Conputed = 1;

}

/*
* SHA224 256PadMessage
*
* Description:
* According to the standard, the nmessage nust be padded to an
* even 512 bits. The first padding bit nmust be a '1'. The
* | ast 64 bits represent the length of the original nessage.
* Al bits in between should be 0. This hel per function will pad
* the message according to those rules by filling the
* Message Bl ock array accordingly. Wien it returns, it can be
* assuned that the nessage di gest has been conputed
*
* Paraneters:
*

context: [in/out]
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* The context to pad

* Pad_Byte: [in]

* The last byte to add to the digest before the 0-paddi ng

* and length. This will contain the last bits of the nessage
* foll owed by another single bit. If the nessage was an

* exact nmultiple of 8-bits long, Pad_Byte will be 0x80.

*

* Ret urns:

* Not hi ng.

*/

static void SHA224 256PadMessage( SHA256Cont ext *cont ext,

{

}
/

East| ake 3rd & Hansen I nf or mat i onal [ Page 41]

uint8 t Pad Byte)

/*

* Check to see if the current message block is too small to hold
* the initial padding bits and length. If so, we will pad the

* bl ock, process it, and then continue padding into a second

* bl ock.

*/

i f (context->Message_ Bl ock_I ndex >= (SHA256_Message_Bl ock_Si ze-8)) {
cont ext - >Message_BIl ock[ cont ext - >Message_Bl ock_I ndex++] = Pad_Byt e;
whi | e (cont ext->Message Bl ock | ndex < SHA256 Message Bl ock_Si ze)

cont ext - >Message_ Bl ock[ cont ext - >Message_Bl ock_| ndex++] = 0;
SHA224 256Pr ocessMessageBl ock( cont ext);
} else

cont ext - >Message_BIl ock[ cont ext - >Message_Bl ock_I| ndex++] = Pad_Byt e;

whi | e (cont ext->Message Bl ock | ndex < (SHA256 Message Bl ock_Si ze-8))
cont ext - >Message_ Bl ock[ cont ext - >Message Bl ock | ndex++] = 0;

/*
* Store the nmessage length as the last 8 octets
*/
cont ext - >Message_ Bl ock[ 56]
cont ext - >Message_ Bl ock[ 57]
cont ext - >Message_ Bl ock[ 58]

cont ext - >Message_BIl ock[ 59]

cont ext - >Message_BIl ock[ 60]

cont ext - >Message_BIl ock[ 61]

cont ext - >Message_ Bl ock[ 62]

cont ext - >Message_ Bl ock[ 63]

(uint8_t)(context->Length_Hi gh >> 24);
(uint8_ t)(context->Length_Hi gh >> 16);
(uint8_t)(context->Length_Hi gh >> 8);
(uint8_t)(context->Length_High);
(uint8_t)(context->Length_Low >> 24);
(uint8_t)(context->Length_Low >> 16);
(uint8_ t)(context->Length_Low >> 8);
(uint8_ t)(context->Length_Low);

SHA224 256Pr ocessMessageBl ock( cont ext);

*

* SHA224 256Pr ocessMessageBl ock

*



RFC 4634

*
*
*
*
*
*
*
*
*
*
*
*
*
*

*

*

static void SHA224 256Pr ocessMessageBl ock( SHA256Cont ext

East | ake

Descri pti on:

This function w !l

SHAs and HVAC- SHAs

stored in the Message Bl ock array.

Par anet ers:

cont ext:

[in/out]

The SHA context to update

Ret ur ns:

Not hi ng.

Comment s:

/

/*

Many of the variable names in this code,

singl e character nanes,
nanes used in the publication

Constants defined in FIPS-180-2,

static const uint32_t K[64]

}s

i nt

ui nt 32_t
ui nt 32_t
uint32_t

/*

0x428a2f 98,
0x59f 111f 1,
0x243185be,
0xc19bf 174,
0x2de92c6f
0xaB831c66d,
0x06ca6351,
0x53380d13,
Oxa2bf e8al,
0xd6990624,
0x2748774c,
0x682e6f f 3,
0x90bef ff a,

t ’

A1

0x71374491,
0x923f 82a4,
0x550c7dc3,
0xe49b69c1,
Ox4a7484aa,
0xb00327c8,
0x14292967,
0x650a7354,
0Oxa81a664b,
Oxf 40e3585,
0x34b0bcb5,
0x748f 82ee,
0xa4506ceb,

t 4,
tenpl,
W 64] ;
B, C D E F, G H

tenp2;

0xb5cOf bef,
Oxablc5ed5,
0x72be5d74,
Oxef bed4786,
0x5cb0a9dc,
Oxbf 597f c7,
0x27b70a85,
0x766a0abb,
0xc24b8b70,
0x106aa070,
0x391c0chb3,
0x78a5636f
Oxbef 9a3f 7,

/*

section 4.2.2 */

0xe9b5dbab,
0xd807aa98,
0x80deb1f e,
0x0f c19dc6,
0x76f 988da,
0xc6e00bf 3,
0x2e1b2138,
0x81c2c92e,
0Oxc76c51a3,
0x19a4c116,
Ox4ed8aa4a,
0x84c87814,
0xc67178f 2

Loop counter

July 2006

process the next 512 bits of the nessage

especially the
wer e used because those were the

*cont ext)

0x3956¢25D,
0x12835b01,
0x9bdc06a7,
0Ox240calcc,
0x983e5152,
0xd5a79147,
0x4d2c6df c,
0x92722c85,
0xd192e819,
0x1e376¢08,
0x5b9cca4f
0x8cc70208,

*/

[* Tenporary word val ue */
/[* Wbrd sequence */

/*

* |nitialize the first 16 words in the array W

*/

for (t
Wt]

:01
ui nt 32_t ) cont ext - >Message_Bl ock[t4]) << 24) |

t < 16;

t ++,

t4 += 4)

Word buffers */

ui nt 32_t ) cont ext - >Message_Bl ock[t4 + 2]) << 8)
ui nt 32_t) cont ext - >Message_Bl ock[t4 + 3]));

3rd & Hansen

I nf or mat i onal

t4
(((
(((uint32_t)context->Message_ Bl ock[t4 + 1]) << 16)
(((
(((
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for (t
Wt]

16; t < 64; t++)
SHA256_si gmal(Wt-2]) + Wt-7] +
SHA256_si gmaO(Wt-15]) + Wt-16];

cont ext - >l nternedi ate_Hash[ 0] ;
cont ext - >l nternedi at e_Hash[ 1] ;
cont ext - >l nt er nedi at e_Hash[ 2] ;
cont ext - >l nt er nedi at e_Hash[ 3] ;
cont ext - >l nt er nedi at e_Hash[ 4] ;
cont ext - >l nt ernedi at e_Hash[ 5] ;
cont ext - >l nt ernedi at e_Hash[ 6] ;
cont ext - >I nternedi ate_Hash[ 7] ;

IOTMMOO®T>

—
o
=

(t =0
tenp

;U < 64; t++4)
H + SHA256_SIGVAL1(E) + SHA Ch(E, F,G + K[t] + Wt];
SHA256 Sl GVAO(A) + SHA Maj (A, B, O ;

1
2
G
=

’

3

+ tenpl;
C

E
D
B

A
tenpl + tenmp2;

>WOO0OMTOI

}

cont ext - >l nternedi ate_Hash[ 0] +=
cont ext->I nternedi ate Hash[1l] +=
context->Internedi ate Hash[2] +=
context->Internedi ate Hash[3] +=
cont ext->I nternedi ate_Hash[ 4] +=
cont ext - >l nternedi ate_Hash[5] +=
cont ext - >l nternedi ate_Hash[ 6] +=
context->I nternedi ate Hash[7] +=

@ >

JmoOOl

IO

cont ext - >Message_ Bl ock_| ndex = 0;

~

L T . T

SHA224_256Reset

Descri pti on:
This hel per function will initialize the SHA256Cont ext in
preparation for conmputing a new SHA256 message di gest.

Par anet ers:

context: [in/out]
The context to reset.
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HO

f I

Ret ur ns:

The initial

* sha Error Code

*/

static int SHA224 256Reset ( SHA256Cont ext *cont ext,

if (!context)
return shaNul | ;

cont ext - >Lengt h_Low
cont ext - >Lengt h_Hi gh

cont ext - >I nt er nedi
cont ext - >l nt er nedi
cont ext - >| nt er nedi
cont ext - >I nt er nedi
cont ext - >l nt er nedi
cont ext - >I nt er nedi
cont ext - >I nt er nedi
cont ext - >l nt er nedi

cont ext - >Conput ed

SHAs and HVAC- SHAs

hash val ue to use

:O1
:01
cont ext - >Message_Bl ock_I ndex = 0;
ate Hash[ 0] = HO[O];
ate Hash[ 1] = HO[1];
ate Hash[2] = HO[2];
ate_Hash[ 3] = HO[3];
ate_Hash[4] = HO[4];
ate_Hash[5] = HO[5];
ate Hash[ 6] = HO[6];
ate Hash[7] = HO[7];
:01
:0,

cont ext - >Cor r upt ed

return shaSuccess;

~

L I . N N S R I

Par anet ers:
cont ext:

HashSi ze:

Ret ur ns:

SHA224 256Resul t N

Descri ption:
Thi s hel per function will

[in/out]

[in]

The size of the hash,

East| ake 3rd & Hansen

[out]

is returned.

I nf or mat i onal

either 28 or 32.

July 2006

uint32_t *Ho)

return the 224-bit or 256-bit nessage

digest into the Message Digest array provided by the caller

NOTE: The first octet of hash is stored in the Oth el enent,
the last octet of hash in the 28th/32nd el enment.

The context to use to cal cul ate the SHA hash.
Message Di gest:
VWere the digest
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* sha Error Code
*/
static int SHA224 256Resul t N( SHA256Cont ext *cont ext,
uint8_t Message_Digest[], int HashSize)
{

int i;

if (lcontext || !Message_Digest)
return shalNul | ;

i f (context->Corrupted)
return context->Corrupted;

i f (!context->Conmput ed)
SHA224 256Fi nal i ze(cont ext, 0x80);

for (i = 0; i < HashSize; ++i)
Message Digest[i] = (uint8_t)
(context->Internediate Hash[i>>2] >> 8 * ( 3 - (i & 0x03) ));

return shaSuccess;

}
8.2.3. sha384-512.c

ER R R S b S R I IR I R S R I R I R R I I I I b - EIR R R b 0 S R I IR A I S R I I I R R I b I b b
/ sha384-512.c /
ER R S S I IR R S R I I I b O 1 ER R S S 0 IR R I I I I b O
/ See RFC 4634 for details /

/*

* Description:
This file inmplements the Secure Hash Signature Standard
algorithnms as defined in the National Institute of Standards
and Technol ogy Federal |nformation Processing Standards
Publication (FIPS PUB) 180-1 published on April 17, 1995, 180-2
publ i shed on August 1, 2002, and the FIPS PUB 180-2 Change

Noti ce published on February 28, 2004.

A conbi ned docunment showing all algorithns is avail abl e at
http://csrc.nist.gov/publications/fips/
fi ps180-2/fi psl1l80-2w t hchangenoti ce. pdf

The SHA- 384 and SHA-512 al gorithns produce 384-bit and 512-bit
message digests for a given data stream It should take about
2**n steps to find a nmessage with the sanme digest as a given
message and 2**(n/2) to find any two nmessages with the sane
digest, when n is the digest size in bits. Therefore, this

al gorithmcan serve as a neans of providing a

"fingerprint" for a nmessage.

Lo S I TN N R R
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Portability |ssues:
SHA- 384 and SHA-512 are defined in terns of 64-bit "words",
but if USE 32BIT_ONLY is #defined, this code is inplenmented in
terns of 32-bit "words". This code uses <stdint.h> (included
via "sha.h") to define the 64, 32 and 8 bit unsigned integer
types. |If your C conpiler does not support 64 bit unsigned
i ntegers, and you do not #define USE _32BI T_ONLY, this code is
not appropriate.

Caveats:
SHA- 384 and SHA-512 are designed to work with nessages |ess
than 27128 bits long. This inplenmentation uses
SHA384/ 5121 nput () to hash the bits that are a nultiple of the
size of an 8-bit character, and then uses SHA384/256Fi nal Bits()
to hash the final few bits of the input.

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

/

#i ncl ude "sha. h"
#i ncl ude "sha-private.h”

#i fdef USE_32BI T_ONLY
/*

* Define 64-bit arithnetic in terns of 32-bit arithmetic.

* Each 64-bit nunber is represented in a 2-word array.

* Al macros are defined such that the result is the |ast paraneter.
*/

/*
* Define shift, rotate left and rotate right functions
*/
#defi ne SHA512 SHR(bits, word, ret)
[* (((uint64_t)((word))) >> (bits)) */
(ret)[0] = (((bits) < 32) & ((bits) >=0)) ?
((word)[0] >> (bits)) : O,
(ret)[1] = ((bits) > 32) ? ((word)[0] >> ((bits) - 32))
((bits) == 32) ? (word)[0] :
((bits) >=0) 2
(((word)[0] << (32 - (bits))) |
((word)[1] >> (bits))) : 0)

— -~ - —

#define SHA512 SHL(bits, word, ret) (
/* (((uint64_t)(word)) << (bits)) */
(ret)[0] = ((bits) > 32) ? ((word)[1] << ((bits) - 32))
((bits) == 32) ? (word)[1] :
((bits) >=0) ?
(((word)[0] << (bits)) |
((word)[1] >> (32 - (bits))))

— - -
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0, \
(ret)[1] = (((bits) < 32) & ((bits) >= 0)) ? \
((word)[1] << (bits)) : 0 )

/*

* Define 64-bit OR

*/

#def i ne SHA512 OR(wordl, word2, ret) ( \
(ret)[0] = (wordl)[0] | (word2)[O], \
(ret)[1] = (wordl)[1] | (word2)[1] )

/*

* Define 64-bit XOR

*/

#def i ne SHA512 XOR(wordl, word2, ret) ( \
(ret)[0] (wordl)[0] ™ (word2)[O0], \
(ret)[1] (word1)[1] ~ (word2)[1] )

/*

* Define 64-bit AND

*/

#defi ne SHA512 AND(wordl, word2, ret) ( \
(ret)[0] = (wordl)[0] & (word2)[O0], \
(ret)[1] = (wordl)[1] & (word2)[1] )

/*

* Define 64-bit TILDA

*/

#def i ne SHA512 TI LDA(word, ret) \
( (ret)[0] = ~(word)[O], (ret)[1] = ~(word)[1] )

/*

* Define 64-bit ADD

*/

#def i ne SHA512 ADD(wordl, word2, ret) ( \
(ret)[1] (word1)[ 1], (ret)[1] += (word2)[1], \
(ret)[0] (wordl1)[0] + (word2)[0] + ((ret)[1] < (wordl)[1])

/*
* Add the 4word value in word2 to wordl.
*/
static uint32_t ADDTO4_tenp, ADDTO4_tenp2;
#def i ne SHA512 ADDTO4(wordl, word2) (
ADDTOA_temp = (wordl)[ 3],
(wordl)[3] += (word2)[3],
ADDTO4 _tenmp2 = (wordl)[ 2],
(wordl)[2] += (word2)[2] + ((wordl)[3] < ADDTO4 tenp),
ADDTO4_tenp = (wordl)[1],

— = - — —
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(word1)[1] += (word2)[1] + ((wordl)[2] < ADDTO4_tenp2), \
(wordl1)[0] += (word2)[0] + ((wordl)[1l] < ADDTO4_tenp) )

/*

* Add the 2word value in word2 to wordl.

*/

static uint32_t ADDTQ2_tenp;

#def i ne SHA512 ADDTQ2(wordl, word2) ( \
ADDTQ2_temp = (wordl)[1], \
(wordl1)[1] += (word2)[1], \
(wordl1l)[0] += (word2)[0] + ((wordl)[1] < ADDTQ2_tenp) )

/*

* SHA rotate ((word >> bits) | (word << (64-bits)))

*/

static uint32_ t ROIR tenpl[2], ROTR tenp2[2];

#def i ne SHA512 ROTR(bits, word, ret) ( \
SHA512 SHR((bits), (word), ROTR tenpl), \
SHA512 SHL(64-(bits), (word), ROIR tenp2), \
SHA512 OR(ROTR_t enpl, ROIR temp2, (ret)) )

/*

* Define the SHA SI GVA and si gna nacros
*  SHA512_ROTR(28,word) ~ SHA512 ROTR(34,word) ~ SHA512 ROTR( 39, word)
*/
static uint32_t SIGVAO_tenpl[2], SIGVAO tenp2[?2],
S| GVAO_t enp3[ 2], SIGVAO_t enp4[2];
#def i ne SHA512 SI GvAO(word, ret) (
SHA512 ROTR(28, (word), SIGVAO tenpl),
SHA512 ROTR(34, (word), SIGVAO tenp2),
SHA512 ROTR(39, (word), SIGVAO_tenp3),
SHA512 XOR(SI GVAO_tenmp2, SIGVAO_tenp3, Sl GVAO_tenp4),
SHA512 XOR(SI GVAO_tenpl, SIGVAO_tenp4, (ret)) )

— — - — —

/*
* SHA512_ ROTR(14,word) ~ SHA512_ ROTR(18,word) ~ SHA512 ROTR(41, word)
*/
static uint32_t SIGVAl_tenmpl[2], SIGVWAl_tenp2[?2],
SI GVAl_tenp3[ 2], SIGVALl tenp4[2];
#def i ne SHA512 SI GvAl(word, ret) (
SHA512_ ROTR( 14, (word), SIGVAl_tenpl),
SHA512 ROTR(18, (word), SIGVAl tenp2),
SHA512 ROTR(41, (word), SIGVAl_tenp3),
SHA512 XOR(SI GVAl_temp2, SIGVAL tenp3, SIGVAl tenp4),
SHA512 XOR(SI GVAl_tenpl, SIGVAl tenp4, (ret)) )

— — - — —

/*
* (SHA512 ROTR( 1,word) ~ SHA512 ROTR( 8,word) " SHA512_ SHR( 7, word))
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*/
static uint32_t sigmaO_tenpl[2], sigma0_tenp2[?2],
sigma0_tenp3[ 2], sigma0_tenp4[2];

#def i ne SHA512 sigmaO(word, ret) (
SHA512 ROTR( 1, (word), sigmO_tenpl),
SHA512 ROTR( 8, (word), sigma0_tenp2),
SHA512 SHR( 7, (word), sigmaO_tenp3),
SHA512 XOR(si gma0_t enp2, signma0_tenp3, sigma0_tenp4),
SHA512 XOR(si gma0_tenpl, sigmaO_temp4, (ret)) )

— — - — —

/*
* (SHA512_ROTR(19,word) ~ SHA512 ROTR(61,word) ~ SHA512 SHR( 6, word))
*/
static uint32_t sigml_tenpl[2], sigmal_tenp2[2],
sigmal_tenp3[2], sigmal_tenp4[2];
#def i ne SHA512 sigmal(word, ret) (
SHA512 ROTR(19, (word), sigmal tenpl),
SHA512 ROTR(61, (word), sigmal tenp2),
SHA512 SHR( 6, (word), sigmal_tenp3),
SHA512 XOR(sigmal_tenp2, sigmal_tenp3, sigmal tenpd),
SHA512 XOR(sigmal_tenpl, sigml temp4, (ret)) )

— — - — —

#undef SHA Ch
#undef SHA Maj

#i f ndef USE_MODI FI ED_MACROS

/*
* These definitions are the ones used in FIPS-180-2, section 4.1.3
:/ Ch(x,y,z) ((x &y) "~ (~x & 2))

static uint32_t Ch_tenpl[2], Ch_tenp2[2], Ch_tenp3[2];

#define SHA Ch(x, vy, z, ret) ( \
SHA512 AND(x, y, Ch_tenpl), \
SHA512_TI LDA(x, Ch_tenp2), \
SHA512 AND( Ch_tenp2, z, Ch_tenp3), \
SHA512 XOR(Ch _tenpl, Ch_tenmp3, (ret)) )

/*

i/ Maj (x,y,2) (((x)&y)) ™ ((x)&z)) " ((Y)&(2)))

static uint32_ t M _tenpl[2], Mij tenp2[2],

Maj _tenp3[2], Maj _tenp4|?2];

#define SHA Maj (X, vy, z, ret) ( \
SHA512 AND(x, y, Maj_tenpl), \
SHA512 AND(x, z, Mj_tenp2), \
SHA512 AND(y, z, Maj _tenp3), \
SHA512 XOR(Maj _tenp2, Maj _tenp3, Mj _tenpd), \

SHA512 XOR(Maj _tenpl, Maj _tenp4d, (ret)) )
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#el se /* 1 USE_32BI T_ONLY */

/*
* These definitions are potentially faster equivalents for the ones
* used in FIPS-180-2, section 4.1.3.
* ((x &y) ™ (~x & z)) becones

* ((x &(y M 2)) M 2)

*/

#define SHA Ch(x, vy, z, ret) ( \
(ret)[0] = (((x)[0] & ((y)[O] ™~ (z)[0])) ™ (2)[0]), \
(ret)[1] = (((x)[1] & ((y)[1] ~ (2)[1])) ™ (2)[1]) )

/*

* ((x &y) M (x &z) » (y & z)) becones

i/ ((x &(y | 2)) | (y &2))

#define SHA Maj (x, vy, z, ret) ( \
ret[0] = (((x)[0] & ((y)[O] | (z)[0])) | ((y)[O] & (z)[0Q])). \
ret[1] = (((x)[1] & ((y)[1] | (2)[1])) | ((V[1] & (2)[1])) )

#endi f /* USE_MODI FI ED_MACROS */

/*

* add "length" to the length

*/

static uint32_t addTenmp[4] ={ 0, O, O, 0 };

#def i ne SHA384_512AddLengt h(context, |ength) ( \
addTenp[ 3] = (length), SHA512 ADDTO4((context)->Length, addTenp), \
(context)->Corrupted = (((context)->Length[3] == 0) && \

((context)->Length[2] == 0) && ((context)->Length[1l] == 0) && \

((context)->Length[0] <8)) ?21: 0)

/* Local Function Prototypes */
static void SHA384 512Fi nali ze( SHA512Cont ext *cont ext,

uint8 t Pad Byte);
static void SHA384 512PadMessage( SHA512Cont ext *cont ext,

uint8 t Pad Byte);
static void SHA384 512ProcessMessageBl ock( SHA512Cont ext *cont ext);
static int SHA384_512Reset (SHA512Cont ext *context, uint32_t HO[]);
static int SHA384 512Result N( SHA512Cont ext *cont ext,

uint8 t Message_Digest[], int HashSize);

/* Initial Hash Val ues: FIPS-180-2 sections 5.3.3 and 5.3.4 */
static uint32_t SHA384 HO[ SHA512HashSi ze/ 4] = {
OxCBBB9D5D, 0xC1059ED8, 0x629A292A, 0x367CD507, 0x9159015A,
0x3070DD17, Ox152FECD8, OxF70E5939, 0x67332667, OxFFC00B31,
Ox8EB44A87, 0x68581511, O0xDBOC2EOD, Ox64F98FA7, 0x47B5481D,
OxBEFA4AFA4

b
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static uint32_t SHA512 HO[ SHA512HashSi ze/ 4] = {
0xBA09E667, OxF3BCCO08, OxBBG7AES5, 0x84CAA73B, Ox3CBEF372,
OxFE94F82B, OxAS54FF53A, Ox5F1D36F1, 0x510E527F, OxADE682DL,
0x9B05688C, 0x2B3E6CLF, Ox1F83D9AB, OxFB41BD6B, O0x5BEOCDLO,
0x137E2179

b
#el se /* I USE_32BI T_ONLY */

/* Define the SHA shift, rotate left and rotate right macro */

#defi ne SHA512 SHR(bits,word) (((uint64_t)(word)) >> (bits))

#def i ne SHA512 ROTR(bits,word) ((((uint64 t)(word)) >> (bits)) | \
(((uint64_t)(word)) << (64-(bits))))

/* Define the SHA SI GVA and sigma nmacros */
#def i ne SHA512_ SI GVAO( wor d) \

(SHA512_ROTR(28, word) " SHA512_ROTR( 34, word) ~ SHA512_ROTR(39, word))
#def i ne SHA512 SI GVA1l( wor d) \

(SHA512_ROTR( 14, word) "~ SHA512 ROTR(18,word) ~ SHA512_ ROTR(41, word))
#def i ne SHA512 si gmaO( wor d) \

(SHA512_ROTR( 1,word) N SHA512_ROTR( 8,word) ~ SHA512_SHR( 7,word))
#def i ne SHA512 si gmal(word) \

(SHA512_ROTR( 19, word) "~ SHA512_ROTR(61, word) ~ SHA512_SHR( 6, word))

/*
* add "length" to the length
*/
static uint64_t addTenp;
#def i ne SHA384_512AddLengt h(context, | ength) \
(addTenp = context->Length Low, context->Corrupted = \
((context->Length_Low += | ength) < addTenp) && \
(++context->Length_ High == 0) ? 1 : 0)

/* Local Function Prototypes */
static void SHA384 512Fi nal i ze( SHA512Cont ext *cont ext,

uint8 t Pad Byte);
static void SHA384 512PadMessage( SHA512Cont ext *cont ext,

uint8 t Pad Byte);
static void SHA384 512ProcessMessageBl ock( SHA512Cont ext *cont ext);
static int SHA384 512Reset (SHA512Cont ext *context, uint64_t HO[]);
static int SHA384 512Resul t N(SHA512Cont ext *cont ext,

uint8 t Message Digest[], int HashSize);

/* Initial Hash Val ues: FIPS-180-2 sections 5.3.3 and 5.3.4 */

static uint64_t SHA384_HO[] = {
0xCBBB9D5DC1059ED8I | , 0x629A292A367CD5071 1, 0x9159015A3070DD171 1,
Ox152FECD8F70E59391 |, 0x67332667FFC00B31l |, Ox8EB44A8768581511l |,
OxDBOC2EODG64F98FA7I | , 0x47B5481DBEFA4FAA4I |
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oo
static uint64_t SHA512 HO[] = {
Ox6A09E667F3BCCI08I | , 0xBB67AE8584CAA73BI |, Ox3C6EF372FE94F82BI |
OxA54FF53A5F1D36F11 |, O0x510E527FADE682D11 |, 0x9B05688C2B3EGCLFI |,
Ox1F83D9ABFB41BD6BI |, Ox5BEOCD19137E2179I
H
#endi f /* USE_32BI T_ONLY */
/
SHA384Reset
Descri pti on:
This function will initialize the SHA384Context in preparation

for conputing a new SHA384 message di gest.

Par anet ers:
context: [in/out]
The context to reset.

Ret ur ns:
sha Error Code

L R R I N T N N N

~

nt SHA384Reset ( SHA384Cont ext *cont ext)

return SHA384_512Reset (context, SHA384_HO);

~

Lo S I TN N R R

SHA3841 nput
Descri pti on:
of the nmessage.
Par anmet ers:
context: [in/out]
The SHA context to update
message_array: [in]
t he nmessage.
I ength: [in]

Ret ur ns:
sha Error Code

East| ake 3rd & Hansen I nf or mati ona

This function accepts an array of octets as the next portion

An array of characters representing the next portion of

The I ength of the nmessage in nmessage_array
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*/
i nt SHA384I nput ( SHA384Cont ext *cont ext,
const uint8_t *message_array, unsigned int |ength)

{
return SHA512I nput (context, nessage array, |ength);
}

/
SHA384Fi nal Bits

Descri pti on:
This function will add in any final bits of the nessage.

Par anmet er s:

context: [in/out]
The SHA context to update

message_bits: [in]
The final bits of the nessage, in the upper portion of the
byte. (Use Ob###00000 i nstead of 0bOO0OO### to i nput the
three bits ###.)

length: [in]
The nunber of bits in nessage bits, between 1 and 7

Ret ur ns:
sha Error Code

L B S R N T R R

*

*/
i nt SHA384Fi nal Bi t s( SHA384Cont ext *cont ext,
const uint8 t nessage bits, unsigned int |ength)

{
return SHA512Fi nal Bit s(context, message_bits, length);
}

/
SHA384Resul t

Descri pti on:
This function will return the 384-bit nessage
digest into the Message_Di gest array provided by the caller
NOTE: The first octet of hash is stored in the Oth el ement,
the last octet of hash in the 48th el ement.

Par anet er s:
context: [in/out]
The context to use to cal cul ate the SHA hash.
Message Digest: [out]
Where the digest is returned.

Lo R R N I N T N N N
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* Returns:

* sha Error Code

*

*/

nt SHA384Resul t (SHA384Cont ext *cont ext,
uint8 t Message_ Di gest[ SHA384HashSi ze] )

{
return SHA384 512Resul t N(cont ext, Message_Di gest, SHA384HashSi ze);
}

/
SHA512Reset

Descri pti on:
This function will initialize the SHA512Context in preparation
for conputing a new SHA512 nessage di gest.

Par anet ers:
context: [in/out]
The context to reset.

Ret ur ns:
sha Error Code

E R B R R N S . N R N

/
nt SHA512Reset (SHA512Cont ext *cont ext)

return SHA384 512Reset (context, SHA512 HO);

— _——

~

L I . N N S R I

SHA5121 nput

Descri ption:
This function accepts an array of octets as the next portion
of the message.

Par anmet er s:

context: [in/out]
The SHA context to update

message_array: [in]
An array of characters representing the next portion of
t he message.

I ength: [in]
The I ength of the nessage in nessage_array

Ret ur ns:
sha Error Code
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}

~

L T R . T . N N N

*

*/

nt SHA512I nput ( SHA512Cont ext *cont ext,
const uint8 t *nmessage_array,
unsi gned int |ength)

if (!length)
return shaSuccess;

if (!context || !message_array)
return shalNul | ;

i f (context->Conputed) {
cont ext->Corrupted = shaStateError
return shaStateError

}

i f (context->Corrupted)
return context->Corrupted;

while (length-- && !context->Corrupted) {

cont ext - >Message_ Bl ock[ cont ext - >Message_ Bl ock | ndex++]

(*nessage_array & OxFF);

if (!SHA384 512AddLengt h(context, 8) &&

July 2006

(cont ext - >Message_Bl ock_| ndex == SHA512 Message_ Bl ock_Si ze))

SHA384 512Pr ocessMessageBl ock(cont ext);

message_array++;

}

return shaSuccess;

SHA512Fi nal Bits

Descri pti on:

Par amet er s:
context: [in/out]
The SHA context to update
message_bits: [in]

three bits ###.)
I ength: [in]

East| ake 3rd & Hansen I nf or mati ona

This function will add in any final bits of the nessage.

The final bits of the nessage, in the upper portion of the
byte. (Use Ob###00000 i nstead of 0bOO0QO### to input the
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* The nunber of bits in nessage bits, between 1 and 7
*

* Returns:

* sha Error Code

*

*/

nt SHA512Fi nal Bi t s( SHA512Cont ext *cont ext,
const uint8_t nessage bits, unsigned int |ength)

uint8 t masks[8] = {

/* 0 0b00000000 */ 0x00, /* 1 0b10000000 */ 0x80,
/* 2 0b11000000 */ OxCO, /* 3 0b11100000 */ OxEO,
/* 4 0b11110000 */ OxFO, /* 5 0b11111000 */ OxF8,
/* 6 0b11111100 */ OxFC, /* 7 0b11111110 */ OxFE
uint8 t markbit[8] = {
/* 0 0b10000000 */ 0x80, /* 1 0b01000000 */ 0x40,
/* 2 0b00100000 */ 0x20, /* 3 0b00010000 */ 0x10,
/* 4 0b00001000 */ 0x08, /* 5 0b00000100 */ 0x04,
/* 6 0b00000010 */ 0x02, /* 7 0b0O0O000001 */ 0x01
s
if (!length)

return shaSuccess;

if (!context)
return shalNul | ;

if ((context->Conputed) || (length >=8) || (length == 0)) {
cont ext->Corrupted = shaStateError
return shaStat eError

}

i f (context->Corrupted)
return context->Corrupted;

SHA384 512AddLengt h(context, |ength);
SHA384 512Fi nal i ze(context, (uint8_t)
((message_bits & masks[length]) | markbit[length]));

return shaSuccess;

}

/*
* SHA384_512Fi nal i ze

*

* Description:
* Thi s hel per function finishes off the digest calcul ations.
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*

* Paraneters:

* context: [in/out]

* The SHA context to update

* Pad Byte: [in]

* The last byte to add to the digest before the 0-padding
* and length. This will contain the last bits of the message
* foll owed by another single bit. If the message was an

* exact nmultiple of 8-bits long, Pad Byte will be 0x80.

*

* Returns:

* sha Error Code.

*

*/

static void SHA384 512Fi nal i ze( SHA512Cont ext *cont ext,
uint8 t Pad Byte)
{

int leastl6 t i;

SHA384 512PadMessage(cont ext, Pad_Byte);

/* message may be sensitive, clear it out */

for (i = 0; i < SHA512 Message_Bl ock_Si ze; ++i)
cont ext - >Message Bl ock[i] = 0;

#i fdef USE 32BI T_ONLY /* and clear length */
context->Length[ 0] = context->Length[1l] = O;
context->Length[2] = context->Length[3] = O;

#el se /* 1 USE_32BI T_ONLY */
cont ext->Length_Low = O;
context->Length Hi gh = 0;

#endi f /* USE_32BI T_ONLY */
cont ext - >Conputed = 1;

}
/*
* SHA512Resul t
*
* Description:
* This function will return the 512-bit nessage
* digest into the Message_Di gest array provided by the caller.
* NOTE: The first octet of hash is stored in the Oth el ement,
* the | ast octet of hash in the 64th el enent.
*
* Paraneters:
* context: [in/out]
* The context to use to cal cul ate the SHA hash.
* Message Digest: [out]
* Where the digest is returned.
*
*

Ret ur ns:
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* sha Error Code

*

*/

i nt SHA512Resul t (SHA512Cont ext *cont ext,
uint8 t Message_ Di gest[ SHA512HashSi ze] )

{
return SHA384 512Resul t N(cont ext, Message_Di gest, SHA512HashSi ze);
}

/
SHA384 512PadMessage

Descri pti on:
According to the standard, the message nust be padded to an
even 1024 bits. The first padding bit nmust be a '1’'. The
| ast 128 bits represent the I ength of the original nessage.
Al bits in between should be 0. This hel per function wll
pad the nmessage according to those rules by filling the
Message Bl ock array accordingly. Wien it returns, it can be
assuned that the nessage di gest has been conput ed.

Par anmet er s:

context: [in/out]
The context to pad

Pad_Byte: [in]
The last byte to add to the digest before the 0-paddi ng
and length. This will contain the last bits of the nessage
foll owed by another single bit. If the nessage was an
exact nmultiple of 8-bits long, Pad Byte will be 0x80.

Ret ur ns:
Not hi ng.

EE S T N N . S R S T R R

*

*/
static void SHA384 512PadMessage( SHA512Cont ext *cont ext,
uint8 t Pad Byte)
{

/*

* Check to see if the current message block is too small to hold
* the initial padding bits and length. If so, we will pad the

* bl ock, process it, and then continue padding into a second

* bl ock.

*/

i f (context->Message Bl ock_I ndex >= (SHA512_Message_Bl ock_Si ze-16)) {
cont ext - >Message_BIl ock[ cont ext - >Message_ Bl ock_I ndex++] = Pad_Byt e;
whi |l e (cont ext->Message Bl ock | ndex < SHA512 Message Bl ock_Si ze)

cont ext - >Message_ Bl ock[ cont ext - >Message_ Bl ock | ndex++] = 0;
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SHA384 512Pr ocessMessageBl ock(cont ext);
} else
cont ext - >Message_BIl ock[ cont ext - >Message_Bl ock_I ndex++] = Pad_Byt e;

whi |l e (cont ext->Message Bl ock | ndex < (SHA512 Message Bl ock_Si ze- 16))
cont ext - >Message_ Bl ock[ cont ext - >Message Bl ock | ndex++] = 0;

/*
* Store the nmessage length as the last 16 octets
*/

fdef USE_32BI T_ONLY

cont ext - >Message_Bl ock[ 112]

cont ext - >Message_BIl ock[ 113]

cont ext - >Message_BIl ock[ 114]

cont ext - >Message_BIl ock[ 115]

cont ext - >Message_ Bl ock[ 116]

cont ext - >Message_ Bl ock[ 117]

cont ext - >Message_ Bl ock[ 118]

cont ext - >Message_BIl ock[ 119]

#i

(uint8_ t)(context->Length[0] >> 24);
(uint8_t)(context->Length[0] >> 16);
(uint8_t)(context->Length[0] >> 8);
(uint8_t)(context->Length[0]);

(uint8_ t)(context->Length[ 1] >> 24);
(uint8_ t)(context->Length[ 1] >> 16);
(uint8 t)(context->Length[ 1] >> 8);
(uint8_t)(context->Length[1]);

cont ext - >Message_BIl ock[ 120]
cont ext - >Message_ Bl ock[ 121]
cont ext - >Message_ Bl ock[ 122]
cont ext - >Message_ Bl ock[ 123]
cont ext - >Message_ Bl ock[ 124]
cont ext - >Message_BIl ock[ 125]
cont ext - >Message_BIl ock[ 126]
cont ext - >Message_ Bl ock[ 127]
#el se /* 1 USE_32BI T_ONLY */
cont ext - >Message_Bl ock[ 112]
cont ext - >Message_BIl ock[ 113]
cont ext - >Message_BIl ock[ 114]
cont ext - >Message_BIl ock[ 115]
cont ext - >Message_ Bl ock[ 116]
cont ext - >Message_ Bl ock[ 117]
cont ext - >Message_ Bl ock[ 118]
cont ext - >Message_BIl ock[ 119]

(uint8_t)(context->Length[2] >> 24);
(uint8_ t)(context->Length[2] >> 16);
(uint8_ t)(context->Length[ 2] >> 8);
(uint8_ t)(context->Length[2]);

(uint8_t)(context->Length[3] >> 24);
(uint8_t)(context->Length[3] >> 16);
(uint8_t)(context->Length[3] >> 8);
(uint8_ t)(context->Length[3]);

(uint8_t)(context->Length_H gh >> 56);
(uint8_t)(context->Length_ H gh >> 48);
(uint8_t)(context->Length_Hi gh >> 40);
(uint8_t)(context->Length_H gh >> 32);
(uint8_t)(context->Length_Hi gh >> 24);
(uint8_t)(context->Length_Hi gh >> 16);
(uint8_t)(context->Length Hi gh >> 8);
(uint8_t)(context->Length_High);

cont ext - >Message_BIl ock[ 120]
cont ext - >Message_ Bl ock[ 121]
cont ext - >Message_ Bl ock[ 122]
cont ext - >Message_ Bl ock[ 123]
cont ext - >Message_Bl ock[ 124]
cont ext - >Message_BIl ock[ 125]
cont ext - >Message_BIl ock[ 126]
cont ext - >Message_ Bl ock[ 127]
#endi f /* USE_32BI T_ONLY */

(uint8_t)(context->Length_Low >> 56);
(uint8 t)(context->Length_Low >> 48);
(uint8_ t)(context->Length_Low >> 40);
(uint8_t)(context->Length_Low >> 32);
(uint8_t)(context->Length_Low >> 24);
(uint8_t)(context->Length_Low >> 16);
(uint8_t)(context->Length_Low >> 8);
(uint8_ t)(context->Length_Low);
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SHA384 512Pr ocessMessageBl ock(cont ext);

}

/*
* SHA384 512Pr ocessMessageBl ock
*
* Description:
* This hel per function will process the next 1024 bits of the
* message stored in the Message Bl ock array.
*
* Paraneters:
* context: [in/out]
* The SHA context to update
*
* Returns:
* Not hi ng.
*
* Conment s:
* Many of the variable names in this code, especially the
* singl e character nanes, were used because those were the
* nanes used in the publication
*

*

*/
static void SHA384 512ProcessMessageBl ock( SHA512Cont ext *cont ext)

/* Constants defined in FIPS-180-2, section 4.2.3 */
#i fdef USE 32BI T_ONLY
static const uint32_ t K 80*2] = {
0x428A2F98, O0xD728AE22, 0x71374491, 0x23EF65CD, 0xB5COFBCF
OxEC4D3B2F, O0xE9B5DBA5, 0x8189DBBC, 0x3956C25B, 0xF348B538,
Ox59F111F1, 0xB605D019, 0x923F82A4, O0xAF194F9B, O0xAB1C5ED5,
0xDA6D8118, 0xD807AA98, 0xA3030242, 0x12835B01, 0x45706FBE
0x243185BE, O0x4EE4B28C, 0x550C7DC3, OxD5FFB4E2, 0x72BE5D74,
OxF27B896F, O0x80DEB1FE, 0x3B1696B1, 0x9BDCO6A7, 0x25C71235,
OxCl1l9BF174, O0xCF692694, OxE49B69Cl1, Ox9EF14AD2, OxEFBE4786,
0x384F25E3, 0x0FC19DC6, 0x8B8CD5B5, 0x240CA1CC, 0x77AC9C65,
0x2DE92C6F, 0x592B0275, O0x4A7484AA, Ox6EA6E483, 0x5CBOA9DC
O0xBD41FBD4, 0x76F988DA, 0x831153B5, 0x983E5152, OxEE66DFAB,
0xA831C66D, 0x2DB43210, 0xB00327C8, 0x98FB213F, O0xBF597FC7,
OxBEEFOEE4, O0xC6EO0BF3, O0x3DA88FC2, 0xD5A79147, 0x930AA725,
0x06CA6351, OxE003826F, 0x14292967, OxOAOE6E70, 0x27B70A85,
0x46D22FFC, 0x2E1B2138, 0x5C26C926, 0x4D2C6DFC, O0x5ACA4A2AED,
0x53380D13, 0x9D95B3DF, 0x650A7354, O0x8BAF63DE, 0x766A0ABB,
0x3C77B2A8, 0x81C2C92E, 0x47EDAEE6, 0x92722C85, 0x1482353B,
OxA2BFE8A1, 0x4CF10364, O0xA81A664B, 0xBC423001, 0xC24B8B70,
OxDOF89791, 0xC76C51A3, 0x0654BE30, 0xD192E819, O0xD6EF5218,
0xD6990624, 0x5565A910, OxF40E3585, 0x5771202A, 0x106AA070,
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0x32BBD1BS8,
0x2748774C,
OxC5C95A63,
Ox682E6FF3,
0x43172F60,
0x90BEFFFA,
0xB2C67915,
0xD186B8C7,

SHAs and HVAC- SHAs

0x19A4Cl116,
OxDF8EEB99,
Ox4EDSAA4A,
OxD6B2B8AS,
0x84C87814,
0x23631E28,
0xC67178F2,
0x21C0C207,

0xB8D2D0CS8,
0x34B0OBCBS,
OxE3418ACB,
Ox748F82EE,
OxA1FOAB72,
0xA4506CEB,
0xE372532B,
Ox EADA7DD6,

0x1E376C08,
OxE19B48A8,
0x5B9CCA4F,
Ox5DEFB2FC,
0x8CCr0208,
OxDE82BDE9,
0xCA273ECE,
OxCDEOEBLE,

July 2006

0x5141AB53,
0x391C0CBS3,
Ox7763E373,
Ox78A5636F,
0x1A6439EC,
OxBEF9A3F7,
0xEA26619C,
OXF57DAFTF,

OXEEGED178,
0x113F9804,
0x23047D84,
0x431D67C4,
OxFCB657E2A,

O0x06F067AA,
OxBEF90DAE,
0x32CAAB7B,
0x9C100D4C,
0x5FCB6FAB,

0x72176FBA,
0x1B710B35,
0x40C72493,
0x4CC5D4BE,
O0x3ADGFAEC,

0x0A637DC5,
Ox131CA71B,
O0x3C9EBEOA,
OxCB3E42B6,
0x6C44198C,

0xA2CB898A6,

0x28DB77F5,

0x15C9BEBC,

0x597F299C,

0x4A475817

b

i nt t2, t8;

uint32 t tenpl[2], tenp2[2],
temp3[ 2], tenmp4[2], tenp5[2];

uint32_t W2*80];

uint32_t A 2], B2], 2], O2],

d2], HZ2];

E[2], F[2],

/[* Initialize the first 16 words in the array W=*/
for (t t2 8 0; t <16; t++ t8 += 8) {

Wt2++] = nt 32_t) cont ext - >Message_Bl ock[t 8
nt 32_t) cont ext - >Message_Bl ock[t 8
nt 32_t)cont ext - >Message_Bl ock[t 8
nt 32_t) cont ext - >Message_Bl ock[t 8
nt 32_t) cont ext - >Message_Bl ock[t 8
nt 32_t) cont ext - >Message_Bl ock[t 8
nt 32_t) cont ext - >Message_Bl ock[t 8
nt 32_t) cont ext - >Message_Bl ock[t 8

t, /* Loop counter */

[* Tenporary word val ues */
/* Wbrd sequence */
[* Word buffers */

ASEANAY
AN NN

T e Y Y Y Y Y e i [ |
AN AN AN A AN A

Nk
N

Wt 2++]

NegrwnNE
N N N N N N N
N N N N N N N
~ ~—
- N

N

++ 4+ + + + 4+

A
A

t
(
(
(
(
(
(
(
(

(ui
(ui
(ui
(ui
(ui
(ui
(ui
(ui

}

for (t 16; t < 80; t++, t2 += 2) {

/* Wt] = SHA512 sigmal(Wt-2]) + Wt-7] +
SHA512 sigmaO(Wt-15]) + Wt-16]; */

uint32_t *W2 = &Wt2-2*2];
uint32_t *W7 = &Wt2-7*2];
uint32_t *W15 = &WNt 2-15*2];
uint32_t *W16 = &Wt2-16*2];
SHA512 signmal(W 2, tenpl);
SHA512 ADD(templ, W7, tenp2);
SHA512_si gmaO(W 15, tenpl);
SHA512 ADD(templ, W16, tenp3);
SHA512_ ADD(tenp2, tenp3, &Wt2]);

}
AL 0]

cont ext - >l nternedi ate_Hash[ 0] ;
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A[ 1] = context->Internediate Hash[1];
B[ 0] = context->Internedi ate_Hash[ 2];
B[ 1] = context->Internedi ate_Hash[ 3] ;
C[ 0] = context->Internedi ate_Hash[ 4];
C 1] = context->Internedi ate_Hash[ 5] ;
D 0] = context->Internedi ate Hash[6];
D[ 1] = context->Intermediate_Hash[ 7] ;
E[ 0] = context->Internedi ate_Hash[ 8] ;
E[ 1] = context->Internedi ate_Hash[9];
F[ 0] = context->Internedi ate Hash[ 10];
F[ 1] = context->Internedi ate Hash[ 11];
G 0] = context->Internedi ate_Hash[12];
J 1] = context->Intermedi ate_Hash[ 13];
H 0] = context->Internedi ate_Hash[ 14] ;
H 1] = context->Internedi ate_Hash[ 15];
for (t =t2 =0; t < 80; t++,
/*

t2 += 2) {

July 2006

* tenpl = H + SHA512_SIGMAL(E) + SHA Ch(E F, O + K[t] + Wt];

SHA512_SI GVAL(E, tenpl);

SHA512 ADD(H, tenpl, temp2);

SHA Ch(E, F, Gtem3);
SHA512 ADD(tenp2, tenp3,
SHA512 ADD( &K[t2], &Wt2]
SHA512_ ADD(t enp4, tenp5,

tenmp4);

, tenpd);

tenpl);

* tenp2 = SHA512_SI GVAO(A) + SHA Maj (A B, O);

SHA512_SI GVAO( A, t enp3) ;
SHA_Maj (A B, C, tenp4);

SHA512 ADD(tenp3, tenp4, tenp2);

H O =do0]; H1] = d1];
go0] = F[0]; 1] = F[1];
F[O] = E[O]; F[1] = E[1];
SHA512_ADD(D, templ, E);
Do] = o], D1 = C1];
o] =B[0]; 1] = B[1];
B[O] = A[O]; B[1] = A[1];
SHA512 ADD(tenpl, tenp2, A);

}

SHA512_ ADDTQ2( &cont ext - >I nt er medi at e_Hash[ 0] ,
SHA512 ADDTQ2( &cont ext - >I nt er medi at e_Hash[ 2],
SHA512 ADDTO2( &cont ext - >I nt er medi at e_Hash[ 4] ,
SHA512 ADDTQ2( &cont ext - >| nt er medi at e_Hash[ 6] ,
SHA512 ADDTQ2( &cont ext - >| nt er nedi at e_Hash[ 8] ,
SHA512 ADDTQ2( &cont ext - >I nt er medi at e_Hash[ 10],

East| ake 3rd & Hansen
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A;
B);
0;
D);
E);
F;
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SHA512 ADDTQ2( &cont ext - >l nt er nedi at e_Hash[ 12], §;
SHA512_ ADDTQ2( &cont ext - >I nt er medi at e_Hash[ 14], H);

#el se /* T USE_32BI T_ONLY */
static const uint64_t K 80] = {

0x428A2F98D728AE221 | , 0x7137449123EF65CDI |, 0xB5COFBCFEC4AD3B2FI I,
OxE9B5DBA58189DBBCI |, 0x3956C25BF348B5381 1, 0Ox59F111F1B605D019I I,
0x923F82A4AF194F9BI | , 0xAB1C5ED5DA6D8118l1 1, 0xD807AA98A3030242I 1,
0x12835B0145706FBEl | , 0x243185BE4EE4B28CI |, 0x550C7DC3D5FFB4E2I |,
0x72BE5D74F27B896FI | , Ox80DEB1FE3B1696B1l 1, 0x9BDCO6A725C71235I 1,
0xCl9BF174CF6926941 | , OxE49B69C19EF14AD2] | , OXEFBE4786384F25E3I |,
0x0FC19DC68B8CD5B5I |, 0x240CA1CC77AC9C651 1, 0x2DE92C6F592B0275! I,
Ox4A7484AA6EAGEA4831 |, Ox5CBOASDCBDA1FBD4l |, 0x76F988DA831153B5I I,
0x983E5152EE66DFABI |, 0xA831C66D2DB432101 1, 0xB00327C898FB213FI I,
0xBF597FC7BEEFOEE4Il | , OxC6EOOBF33DA88FC2l |, OxD5A79147930AA725I |,
0x06CA6351E003826FI | , 0x142929670A0E6E70I |, 0x27B70A8546D22FFC |,
0x2E1B21385C26C9261 | , 0x4D2C6DFC5ACA2AEDI |, 0x53380D139D95B3DFI |,
0x650A73548BAF63DEl |, 0x766A0ABB3C77B2A81 1, 0x81C2C92EA47EDAEESI |,
0x92722C851482353BI |, OxA2BFE8A14CF1036411, 0xA81A664BBC423001I I,
0xC24B8B70D0OF897911 |, 0xC76C51A30654BE30l |, O0xD192E819D6EF5218I |,
0xD69906245565A9101 | , 0xF40E35855771202A1 |, 0x106AA07032BBD1BSI I,
0x19A4C116B8D2D0C8I | , 0x1E376C085141AB531 1, 0x2748774CDFS8EEB99I I,
0x34BOBCB5E19B48A8I | , 0x391COCB3C5C95A631 1, Ox4EDSBAA4AE3418ACHI |,
0x5B9CCA4F7763E3731 1, Ox682E6FF3D6B2B8A3I 1, 0x748F82EESDEFB2FC |,
0x78A5636F43172F601 | , 0x84C87814A1F0AB7211, 0x8CC702081A6439Ed I,
0x90BEFFFA23631E28l | , 0xA4506CEBDE82BDE9I | , OxBEF9A3F7B2C67915I |,
0xC67178F2E372532Bl | , OxCA273ECEEA26619CI |, 0xD186B8C721C0C207I I,
OxEADA7DD6CDEOEB1E! | , OxF57DAF7FEEGED178l 1, Ox06F067AA72176FBAl I,
0x0A637DC5A2C898A61 | , 0x113F9804BEF90DAEI | , 0x1B710B35131C4718BI I,
0x28DB77F523047D841 |, 0x32CAAB7B40C724931 |, Ox3C9EBEOA15CO9BEBC I,
0x431D67C49C100D4C |, Ox4CC5DABECB3E42B61 1, 0x597F299CFC657E2AI |,
Ox5FCB6FAB3ADGFAECI |, 0x6C44198C4A4758171 |

b

i nt t, t8; /* Loop counter */

ui nt 64 _t tenpl, tenp2; [* Tenporary word val ue */
ui nt 64 _t W 80] ; /* Wbrd sequence */

ui nt 64_t A B C D E F G H [/* Wrd buffers */

/*
* |nitialize the first 16 words in the array W
*/

for (t t8 = 0; t < 16; t++, t8 += 8)

Wt ((uint64_t)(context->Message Block[t8 ]) << 56) |
((uint64_t)(context->Message Bl ock[t8 + 1]) << 48) |
((uint64_t)(context->Message_ Bl ock[t8 + 2]) << 40) |
((uint64_t) (context->Message_Block[t8 + 3]) << 32) |
((uint64_t)(context->Message Block[t8 + 4]) << 24) |
((uint64_t)(context->Message Block[t8 + 5]) << 16) |

East| ake 3rd & Hansen I nf or mat i onal [ Page 63]



RFC 4634
((uint64_t)(context-
for (t = 16; t < 80; t++)
Wt] = SHA512 sigmal(Wt-2]

((uint64_t) (context->Message Bl ock[t8 + 6]) << 8)

SHA512 si gnmaO(Wt-15])

IOTMMOO®>
L VT Y T VR T A

for (t = 0; t < 80; t++) {

SHA512_SI GVAO(A) +

G
F;
E;
D + templ;
G
B;
A

>WO0OMTOI
I nn

tenpl + tenmp2;
}

cont ext - >l nt er nedi at e_Hash[ 0]
cont ext - >l nt er nedi at e_Hash[ 1]
cont ext - >l nt er nedi at e_Hash[ 2]
cont ext - >l nt er nedi at e_Hash[ 3]
cont ext - >l nt er nedi at e_Hash[ 4]
cont ext - >l nt er nedi at e_Hash[ 5]
cont ext - >l nt er nedi at e_Hash[ 6]
cont ext - >l nt er nedi at e_Hash[ 7]

#endi f /* USE_32BI T_ONLY */

}
/

* ok X X kX

East| ake 3rd & Hansen

cont ext - >Message_ Bl ock_| ndex

SHA384_512Reset

Descri ption:
Thi s hel per function will

SHAs and HVAC- SHAs

>Message_Bl ock[t8 + 7]));

) * Wt-7] +
+ Wt-16];

cont ext - >l nt er nedi at e_Hash[ 0] ;
cont ext - >l nternedi ate_Hash[ 1] ;
cont ext - >l nt ernedi at e_Hash[ 2] ;
cont ext - >l nternedi ate_Hash[ 3] ;
cont ext - >l nternedi at e_Hash[ 4] ;
cont ext - >l nt er nedi at e_Hash[ 5] ;
cont ext - >l nt er nedi at e_Hash[ 6] ;
cont ext - >l nt er nedi at e_Hash[ 7] ;

SHA Maj (A B, O);

+=

® >

+=
+=
+=

20

mm

+=
+=

I

= 0;

initialize the SHA512Cont ext

July 2006

H + SHA512 SIGVAL(E) + SHA Ch(E,F, § + K[t] + Wt];

in

preparation for conmputing a new SHA384 or SHA512 nessage

I nf or mat i onal
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di gest.

Par anet ers:
context: [in/out]
The context to reset.
HO
The initial hash value to use.

Ret ur ns:
sha Error Code

L T T N I

/
#i f def USE_32BI T_ONLY
static int SHA384_512Reset (SHA512Cont ext *context, uint32_t HO[])
#el se /* I USE_32BI T_ONLY */
static int SHA384 512Reset (SHA512Cont ext *context, uint64_t HO[])
#endi f /* USE_32BI T_ONLY */
t
int i;
if (!context)
return shalNul | ;

cont ext - >Message_ Bl ock_| ndex = 0;
#i fdef USE _32BI T_ONLY

cont ext - >Lengt h[ 0]
cont ext - >Lengt h[ 2]

cont ext - >Lengt h[ 1]
cont ext - >Lengt h[ 3]

for (i = 0; i < SHA512HashSi ze/ 4; i ++)
context->Internediate_Hash[i] = HO[i];
#el se /* 1 USE_32BI T_ONLY */
cont ext - >Lengt h_Hi gh = context->Length_Low = O;

for (i = 0; i < SHA512HashSi ze/ 8; i ++)
context->Internediate Hash[i] = HO[i];
#endi f /* USE 32BI T_ONLY */

cont ext - >Conput ed = 0;
cont ext->Corrupted = O;

return shaSuccess;

}

/*
* SHA384_512Resul t N

*

* Description:
* This hel per function will return the 384-bit or 512-bit message
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* digest into the Message_Digest array provided by the caller.
* NOTE: The first octet of hash is stored in the Oth el ement,
* the | ast octet of hash in the 48th/64th el enent.

*

* Paraneters:

* context: [in/out]

* The context to use to cal cul ate the SHA hash.

* Message Digest: [out]

* VWhere the digest is returned.

* HashSi ze: [in]

* The size of the hash, either 48 or 64.

*

* Returns:

* sha Error Code.

*

*/

static int SHA384 512Resul t N(SHA512Cont ext *cont ext,
uint8_t Message_Digest[], int HashSize)
{

int i;

#i fdef USE 32BI T_ONLY
int i?2;
#endi f /* USE 32BI T_ONLY */

if (lcontext || !Message_Digest)
return shalNul | ;

i f (context->Corrupted)
return context->Corrupted;

i f (!context->Comput ed)
SHA384 512Fi nal i ze(cont ext, 0x80);

#i fdef USE_32BI T_ONLY
for (i =i2 =0; i < HashSize; ) {
Message Digest[i++]=(uint8_t) (context->Internedi
Message Digest[i++]=(uint8_t)(context->Internedi
Message Digest[i++]=(uint8_t)(context->Internedi
Message Digest[i++]=(uint8_t)(context->Internedi
Message Digest[i++]=(uint8_t)(context->Internedi
Message Digest[i++]=(uint8_t)(context->Internedi
Message Digest[i++]=(uint8_t) (context->Internedi
Message Digest[i++]=(uint8_t)(context->Internedi

}
#el se /* I USE_32BI T_ONLY */

for (i = 0; i < HashSize; ++i)
Message Digest[i] = (uint8_t)

East| ake 3rd & Hansen I nf or mat i onal

ate_Hash[i 2] >>24);
ate_Hash[i 2] >>16) ;
ate_Hash[i 2] >>8) ;
ate Hash[i 2++]);
ate_ Hash[i 2] >>24);
ate_Hash[i 2] >>16) ;
ate_Hash[i 2] >>8) ;
ate_Hash[i 2++]);
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(context->Internediate Hash[i>>3] >> 8 * (7 - (i %8) ));
#endi f /* USE_32BI T_ONLY */

return shaSuccess;

}
8.2.4. usha.c

/**************************** usha c ****************************/

/******************** See RFC 4634 for detalls ******************/

/*

* Description:

* This file inplements a unified interface to the SHA al gorithns.
*/

#i ncl ude "sha. h"

/
USHAReset

Descri pti on:
This function will initialize the SHA Context in preparation
for conputing a new SHA nessage di gest.

Par amet er s:
context: [in/out]
The context to reset.
whi chSha: [in]
Sel ects which SHA reset to call

Ret ur ns:
sha Error Code.

0% kR ok %k % % X X X X X X X

/
i nt USHAReset (USHACont ext *ctx, enum SHAver si on whi chSha)

if (ctx) {

ct x- >whi chSha = whi chSha;

swi tch (whi chSha) {
case SHA1L: return SHAlReset (( SHA1Cont ext *) &t x- >ct Xx) ;
case SHA224: return SHA224Reset (( SHA224Cont ext *) &ct x- >ct X) ;
case SHA256: return SHA256Reset (( SHA256Cont ext *) &ct x- >ct X) ;
case SHA384: return SHA384Reset (( SHA384Cont ext *) &ct x- >ct x) ;
case SHA512: return SHA512Reset (( SHA512Cont ext *) &ct x- >ct X) ;
default: return shaBadParam

} else {
return shalNul | ;

East| ake 3rd & Hansen I nf or mat i onal [ Page 67]



RFC 4634 SHAs and HVAC- SHAs July 2006

~
L T R T I N N N S N N A

~

USHAI nput

Descri pti on:
This function accepts an array of octets as the next portion
of the message.

Par amet er s:

context: [in/out]
The SHA context to update

message_array: [in]
An array of characters representing the next portion of
t he nessage.

I ength: [in]
The I ength of the nessage in nessage_array

Ret ur ns:
sha Error Code.

i nt USHAI nput (USHACont ext *ct x,
const uint8_t *bytes, unsigned int bytecount)

if (ctx) {
swi tch (ctx->whi chSha) {
case SHA1L:
return SHALl nput (( SHA1Cont ext *) &t x- >ct x, bytes, bytecount);
case SHA224:
return SHA224I1 nput (( SHA224Cont ext *) &ct x- >ct x, bytes,
byt ecount) ;
case SHA256:
return SHA2561 nput (( SHA256Cont ext *) &ct x- >ct x, bytes,
byt ecount) ;
case SHA384
return SHA384I nput (( SHA384Cont ext *) &ct x- >ct x, bytes,
byt ecount) ;
case SHA512:
return SHA512I nput (( SHA512Cont ext *) &ct x- >ct x, bytes,
byt ecount) ;
default: return shaBadParam

} else {
return shaNul | ;
}

}
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USHAFi nal Bits

Descri ption:
This function will add in any final bits of the nessage.

Par anmet ers:

context: [in/out]
The SHA context to update

message_bits: [in]
The final bits of the nessage, in the upper portion of the
byte. (Use Ob###00000 i nstead of 0bOO00O### to i nput the
three bits ###.)

I ength: [in]
The nunber of bits in nessage bits, between 1 and 7

Ret ur ns:
sha Error Code

L T T T S T T T R R I

/
i nt USHAFi nal Bi t s( USHACont ext *ct X,
const uint8_t bits, unsigned int bitcount)

if (ctx) {
switch (ctx->whichSha) {
case SHAL:
return SHALFi nal Bi t s((SHA1Cont ext *) &t x->ctx, bits, bitcount);
case SHA224:
return SHA224Fi nal Bi t s( ( SHA224Cont ext *) &t x->ct x, bits,
bi tcount);
case SHA256:
return SHA256Fi nal Bi t s( ( SHA256Cont ext *) &t x->ctx, bits,
bi t count);
case SHA384
return SHA384Fi nal Bi t s( ( SHA384Cont ext *) &t x->ctx, bits,
bi tcount);
case SHA512:
return SHA512Fi nal Bi t s(( SHA512Cont ext *) &t x->ct x, bits,
bi t count);
defaul t: return shaBadParam

} else {
return shalNul | ;
}
}
/*
* USHAResul t

*
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Descri pti on:
This function will return the 160-bit nessage digest into the
Message Digest array provided by the caller.
NOTE: The first octet of hash is stored in the Oth el ement,
the last octet of hash in the 19th el ement.

*

*

*

*

*

*

* Paraneters:

* context: [in/out]
* The context to use to cal cul ate the SHA-1 hash.
* Message Digest: [out]

* Where the digest is returned.

*

*

*

*

*

Ret ur ns:
sha Error Code.

/
i nt USHAResul t (USHACont ext *ct x,
uint8 t Message_ Di gest[ USHAMaxHashSi ze])

if (ctx) {
swi tch (ctx->whi chSha) {

case SHAL:

return SHAlResul t (( SHAL1Cont ext *) &ct x- >ct x, Message_ Di gest);
case SHA224:

return SHA224Resul t (( SHA224Cont ext *) &t x- >ct x, Message_Di gest);
case SHA256:

return SHA256Resul t ( ( SHA256Cont ext *) &t x- >ct x, Message_Di gest);
case SHA384:

return SHA384Resul t (( SHA384Cont ext *) &t x- >ct x, Message_Di gest);
case SHA512:

return SHA512Resul t (( SHA512Cont ext *) &t x- >ct x, Message_Di gest);
default: return shaBadParam

} else {
return shaNul | ;
}

}

/
USHABI ockSi ze

Descri pti on:
This function will return the bl ocksize for the given SHA
al gorithm

Par anet er s:
whi chSha:
whi ch SHA algorithmto query

L T . T
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Ret ur ns:
bl ock size

L I R

/
nt USHABI ockSi ze( enum SHAver si on whi chSha)

~—

swi tch (whi chSha) {
case SHAL: return SHA1 Message Bl ock_Si ze;
case SHA224: return SHA224 Message Bl ock_Si ze;
case SHA256: return SHA256 Message Bl ock_Si ze;
case SHA384: return SHA384 Message Bl ock Size;
def aul t:
case SHA512: return SHA512 Message_ Bl ock_Si ze;

~

Lo T B T I N R R N

USHAHashSi ze

Descri pti on:
This function will return the hashsize for the given SHA
al gorithm

Par amet er s:
whi chSha
whi ch SHA al gorithmto query

Ret ur ns:
hash size

*

*/
nt USHAHashSi ze(enum SHAver si on whi chSha)

~—

swi tch (whi chSha) {
case SHA1: return SHAl1HashSi ze;
case SHA224: return SHA224HashSi ze;
case SHA256: return SHA256HashSi ze;
case SHA384: return SHA384HashSi ze;
def aul t:
case SHA512: return SHA512HashSi ze;

~

* ok X F

USHAHashSi zeBits

Descri pti on:
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This function will return the hashsize for the given SHA
al gorithm expressed in bits.

Par anet er s:
whi chSha:
whi ch SHA algorithmto query

Ret ur ns:
hash size in bits

L T R I

/
i nt USHAHashSi zeBi t s(enum SHAver si on whi chSha)
{
swi tch (whi chSha) {
case SHA1: return SHAl1HashSi zeBi t s;
case SHA224: return SHA224HashSi zeBits;
case SHA256: return SHA256HashSi zeBits;
case SHA384: return SHA384HashSi zeBits;
def aul t:
case SHA512: return SHA512HashSi zeBits;
}
}

8.2.5. sha-private.h

/*************************** Sha' prl Vate h ***************************/

/********************** See RFC 4634 for detalls *********************/
#i f ndef _SHA PRI VATE__H

#define _SHA PRI VATE__H

/*

* These definitions are defined in FIPS-180-2, section 4. 1.

Ch() and Maj () are defined identically in sections 4.1.1,

4.1.2 and 4.1.3.

The definitions used in FIPS-180-2 are as fol | ows:
/

* ok X Xk

#i f ndef USE_MODI FI ED_MACROS
#define SHA Ch(x,y, z) (((x) & (y)) ™ (
#define SHA Maj (X, Y, z) (((x) & (y)) "~ (

e

(y) &(2)))

#el se /* USE_MODI FI ED_MACRCS */

/*
* The followi ng definitions are equival ent and potentially faster.
*/

#defi ne SHA Ch(x, vy, 2z)

(((x) & z))
#define SHA Maj (X, vy, 2z) (((x) & (y) &(2)))
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#endi f /* USE_MODI FI ED_MACRCS */
#define SHA Parity(x, vy, z) ((x) ™ (y) ™ (2))
#endif /* _SHA PRI VATE__H */

8.3 The HVAC Code

/**************************** hITHCC ****************************/
/******************** See RFC 4634 for detalls ******************/
/*

* Description:

* This file inplements the HVAC al gorithm ( Keyed- Hashi ng for
* Message Aut hentication, RFC2104), expressed in terms of the
* various SHA al gorithms.

*/

#i ncl ude "sha. h"

/
hmac

Descri pti on:
This function will conmpute an HVAC nessage di gest.

Par anmet er s:

whi chSha: [in]

One of SHA1, SHA224, SHA256, SHA384, SHA512
key: [in]

The secret shared key.
key_len: [in]

The I ength of the secret shared key.
message_array: [in]

An array of characters representing the nessage.
I ength: [in]

The I ength of the nessage in nessage_array
digest: [out]

Where the digest is returned.

NOTE: The length of the digest is determ ned by

t he val ue of whichSha.

Ret ur ns:
sha Error Code

LR T T R B N N S N T

*

*/

i nt hmac(SHAver si on whi chSha, const unsigned char *text, int text_len,
const unsigned char *key, int key_ len,
uint8 t digest[ USHAMaxHashSi ze])
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{
HMACCont ext ct x;

return hmacReset (&ct x, whi chSha, key, key_len) |
hmacl nput (&ct x, text, text_len) |
hmacResul t (&ct x, di gest);

~

R T R S T B T N R

hmacReset

Descri pti on:
This function will initialize the hnacContext in preparation
for conputing a new HVAC nmessage di gest.

Par amet er s:
context: [in/out]
The context to reset.
whi chSha: [in]
One of SHA1, SHA224, SHA256, SHA384, SHA512
key: [in]
The secret shared key.
key len: [in]
The I ength of the secret shared key.

Ret ur ns:
sha Error Code

/

i nt hmacReset (HMACCont ext *ctx, enum SHAver si on whi chSha,
const unsigned char *key, int key_|en)

{

int i, blocksize, hashsize;

/[* inner padding - key XORd with ipad */
unsi gned char k_i pad] USHA Max_ Message Bl ock_Si ze] ;

[* tenporary buffer when keylen > bl ocksize */
unsi gned char tenmpkey[ USHAMaxHashSi ze] ;

if (lctx) return shaNull;

bl ocksi ze = ct x->bl ockSi ze = USHABI ockSi ze(whi chSha) ;
hashsi ze = ctx->hashSi ze = USHAHashSi ze(whi chSha) ;

ct x- >whi chSha = whi chSha;

/*
* |If key is longer than the hash bl ocksi ze,
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* reset it to key = HASH(key).
*/
if (key_len > blocksize) {
USHACont ext tct x;
int err = USHAReset (&t ct x, whi chSha) |
USHAI nput (&t ct x, key, key len) |
USHAResul t (&t ct x, tenpkey);
if (err !'= shaSuccess) return err;

key = tenpkey;
key | en = hashsi ze;

}

~

L T S I

The HVAC transform | ooks |ike:
SHA(K XOR opad, SHA(K XOR ipad, text))

where Kis an n byte key.
ipad is the byte 0x36 repeated bl ocksize tines
opad is the byte 0x5c repeated bl ocksize tines
and text is the data being protected.
/

/* store key into the pads, XOR d with ipad and opad val ues */
for (i =0; i < key_len; i++) {

k_ipad[i] = key[i] " 0x36;

ctx->k_opad[i] = key[i] ™ 0xbc;

}
/* remaining pad bytes are '\0" XOR d with ipad and opad val ues */
for ( ; i < blocksize; i++) {
k_ipad[i] = 0x36;
ctx->k_opad[i] = 0xbc;
}

[* performinner hash */
/[* init context for 1st pass */
return USHAReset (&ct x- >shaCont ext, whi chSha) |
/[* and start with inner pad */
USHAI nput ( &t x- >shaCont ext, k_i pad, bl ocksi ze);

~

* ok X X kX

hmacl nput
Descri ption:

This function accepts an array of octets as the next portion
of the message.
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Par anmet er s:

context: [in/out]
The HVAC context to update

message_array: [in]
An array of characters representing the next portion of
t he message.

I ength: [in]
The I ength of the nmessage in nessage_array

Ret ur ns:
sha Error Code

L T T N I

*

*/

i nt hmacl nput (HMACCont ext *ctx, const unsigned char *text,
int text _l|en)

{

if ('ctx) return shaNull;
/* then text of datagram */
return USHAI nput ( &t x- >shaCont ext, text, text_|en);

}

~

L T S I T S R

HMACFi nal Bits

Descri pti on:
This function will add in any final bits of the nessage.

Par amet er s:

context: [in/out]
The HVAC context to update

message_bits: [in]
The final bits of the nessage, in the upper portion of the
byte. (Use Ob###00000 i nstead of 0bOO0QO### to input the
three bits ###.)

I ength: [in]
The nunber of bits in nessage bits, between 1 and 7

Ret ur ns:
sha Error Code
/
i nt hmacFi nal Bi t s( HVACCont ext *ct X,
const uint8_t bits,
unsi gned int bitcount)

if (lctx) return shaNull;

/* then final bits of datagram*/
return USHAFi nal Bi t s(&ct x->shaContext, bits, bitcount);
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~

o T S T R N R N N N N N N N I

HVACResul t

Descri pti on:
This function will return the N-byte nmessage digest into the
Message Digest array provided by the caller.
NOTE: The first octet of hash is stored in the Oth el enent,
the last octet of hash in the Nth el enent.

Par anet ers:
context: [in/out]
The context to use to cal cul ate the HVAC hash.
di gest: [out]
Where the digest is returned.
NOTE 2: The length of the hash is determ ned by the val ue of
whi chSha that was passed to hnacReset ().

Ret ur ns:
sha Error Code.

/

i nt hmacResul t (HMACCont ext *ctx, uint8 t *digest)
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if (lctx) return shaNull;

[* finish up 1st pass */
/* (Use digest here as a tenporary buffer.) */
return USHAResul t (&ct x- >shaCont ext, digest) ||

[* performouter SHA */
[* init context for 2nd pass */
USHAReset ( &ct x- >shaCont ext, ctx->whi chSha) |

[* start with outer pad */
USHAI nput ( &t x- >shaCont ext, ctx->k_opad, ctx->bl ockSize) |

/* then results of 1st hash */
USHAI nput ( &ct x- >shaCont ext, di gest, ctx->hashSize) |

[* finish up 2nd pass */
USHAResul t ( &ct x- >shaCont ext, di gest);



RFC 4634

8.4. Th

The f
in sh
be us

SHAs and HVAC- SHAs July 2006

e Test Driver

ollowing code is a main programtest driver to exercise the code
al.c, sha224-256.c, and sha384-512.c. The test driver can also

ed as a stand-al one program for generating the hashes.

See al so [ RFC2202], [RFC4231], and [ SHAVS].

/*******

/*******

/*

*

Desc
Th

Th

To

o

Port
No

L A R S . TR T NN N N NN N N N I I

/

#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

static i

extern c
static i

East | ake

R R S R R O Shatest c ****************************/
*kkkkhkkkkhkkkhkkkx See RFC 4634 for detal | S ********************/

ription:
is file will exercise the SHA code performng
the three tests docunmented in FIPS PUB 180-2
(http://csrc.nist.gov/publications/fips/
fi ps180-2/fipsl1l80-2wi t hchangenoti ce. pdf)
one that calls SHAInput with an exact nultiple of 512 bits
the seven tests documented for each algorithmin
"The Secure Hash Al gorithm Validation System (SHAVS)",
three of which are bit-level tests
(http://csrc.nist.gov/cryptval /shs/ SHAVS. pdf)

is file will exercise the HVAC SHAl code perform ng
the seven tests docunented in RFCs 2202 and 4231

run the tests and just see PASSED FAI LED, use the -p option

her options exercise:

hashing an arbitrary string
hashing a file's contents

a few error test checks

printing the results in raw format

ability I|ssues:
ne.

<stdint. h>
<stdi 0. h>
<stdlib. h>
<string. h>
<ctype. h>
"sha. h"

nt xgetopt(int argc, char **argv, const char *optstring);
har *xoptarg;
nt scasecnp(const char *sl, const char *s2);
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/*

* Define patterns for testing
*/

#define TEST1 "abc"

#define TEST2_1 \

"abcdbcdecdef def gef ghf ghi ghi j hi j ki j kI j kl nkl nrml mmomopnopq"
#def i ne TEST2_2a \

"abcdef ghbcdef ghi cdef ghi j def ghi j kef ghi j kI f ghi j kl nghi j kI "
#define TEST2 2b \

"hi j kl moi j kl mopj kl mopgkl mopgr | mopgr smopqr st nopgr st u"
#defi ne TEST2_2 TEST2 2a TEST2_ 2b
#defi ne TEST3 "a" /* tinmes 1000000 */
#define TEST4a  "01234567012345670123456701234567"
#define TEST4b  "01234567012345670123456701234567"

/* an exact multiple of 512 bits */

#define TEST4  TEST4a TEST4b /[* times 10 */

#define TEST7_1 \
"\ x49\ xb2\ xae\ xc2\ x59\ x4b\ xbe\ x3a\ x3b\ x11\ x75\ x42\ xd9\ x4a\ xc8"
#define TEST8 1 \
"\ x9a\ x7d\ xf d\ xf 1\ xec\ xea\ xdO\ x6e\ xd6\ x46\ xaa\ x55\ xf e\ x75\ x71\ x46"
#define TEST9 1 \
"\ x65\ xf 9\ x32\ x99\ x5b\ xa4\ xce\ x2c\ xb1\ xb4\ xa2\ xe7\ x1a\ xe7\ x02\ x20"
"\ xaa\ xce\ xc8\ x96\ x2d\ xd4\ x49\ x9c\ xbd\ x7c\ x88\ x7a\ x94\ xea\ xaa\ x10"
"\ x1e\ xa5\ xaa\ xbc\ x52\ x9b\ x4e\ x7e\ x43\ x66\ x5a\ x5a\ xf 2\ xcd\ x03\ xf e"
"\ x67\ x8e\ xab\ xa5\ x00\ x5b\ xba\ x3b\ x08\ x22\ x04\ xc2\ x8b\ x91\ x09\ xf 4"
"\ x69\ xda\ xc9\ x2a\ xaa\ xb3\ xaa\ x7c\ x11\ xal\ xb3\ x2a"
#define TEST10_ 1 \
"\ xf 7\ x8f \ x92\ x14\ x1b\ xcd\ x17\ x0a\ xe8\ x9b\ x4f \ xba\ x15\ xal\ xd5\ x9f " \
"\ x3f\ xd8\ x4d\ x22\ x3c\ x92\ x51\ xbd\ xac\ xbb\ xae\ x61\ xdO\ x5e\ xd1\ x15" \
"\ xa0\ x6a\ x7c\ xel\ x17\ xb7\ xbe\ xea\ xd2\ x44\ x21\ xde\ xd9\ xc3\ x25\ x92" \
"\ xbd\ x57\ xed\ xea\ xe3\ x9c\ x39\ xf a\ x1f \ xe8\ x94\ x6a\ x84\ xdO\ xcf\ x1f" \
"\ x7b\ xee\ xad\ x17\ x13\ xe2\ xe0\ x95\ x98\ x97\ x34\ x7f\ x67\ xc8\ x0b\ x04" \
"\ x00\ xc2\ x09\ x81\ x5d\ x6b\ x10\ xa6\ x83\ x83\ x6f \ xd5\ x56\ x2a\ x56\ xca" \
\
\
\
\

—— -

"\ xb1\ xa2\ x8e\ x81\ xb6\ x57\ x66\ x54\ x63\ x1c\ xf 1\ x65\ x66\ xb8\ x6e\ x3b"
"\ x33\ xal\ x08\ xb0\ x53\ x07\ xcO\ x0a\ xf f\ x14\ xa7\ x68\ xed\ x73\ x50\ x60"
"\ x6a\ x0f \ x85\ xeb6\ xa9\ x1d\ x39\ x6f \ x5b\ x5¢c\ xbe\ x57\ x7f \ x9b\ x38\ x80"
"\ x7c\ x7d\ x52\ x3d\ x6d\ x79\ x2f \ x6e\ xbc\ x24\ xa4d\ xec\ xf 2\ xb3\ xa4\ x27"
"\ xcd\ xbb\ xf b"
#defi ne TEST7_224 \
"\ xf 0\ x70\ x06\ xf 2\ x5a\ x0b\ xea\ x68\ xcd\ x76\ xa2\ x95\ x87\ xc2\ x8d"
#def i ne TEST8 224 \
"\ x18\ x80\ x40\ x05\ xdd\ x4f \ xbd\ x15\ x56\ x29\ x9d\ x6f \ x9d\ x93\ xdf \ x62"
#defi ne TEST9 224 \
"\ xa2\ xbe\ x6e\ x46\ x32\ x81\ x09\ x02\ x94\ xd9\ xce\ x94\ x82\ x65\ x69\ x42"
"\ x3a\ x3a\ x30\ x5e\ xd5\ xe2\ x11\ x6¢\ xd4\ xa4\ xc9\ x87\ xf c\ x06\ x57\ x00"
"\ x64\ x91\ xb1\ x49\ xcc\ xd4\ xb5\ x11\ x30\ xac\ x62\ xb1\ x9d\ xc2\ x48\ xc7"
"\ x44\ x54\ x3d\ x20\ xcd\ x39\ x52\ xdc\ xed\ x1f\ x06\ xcc\ x3b\ x18\ xb9\ x1f"

— -
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"\ x3f\ x55\ x63\ x3e\ xcc\ x30\ x85\ xf 4\ x90\ x70\ x60\ xd2"
#defi ne TEST10 224 \
"\ x55\ xb2\ x10\ x07\ x9c\ x61\ xb5\ x3a\ xdd\ x52\ x06\ x22\ xd1\ xac\ x97\ xd5"
"\ xcd\ xbe\ x8c\ xb3\ x3a\ xa0\ xae\ x34\ x45\ x17\ xbe\ xe4\ xd7\ xba\ x09\ xab"
"\ xc8\ x53\ x3c\ x52\ x50\ x88\ x7a\ x43\ xbe\ xbb\ xac\ x90\ x6¢c\ x2e\ x18\ x37"
"\ xf 2\ x6b\ x36\ xa5\ x9a\ xe3\ xbe\ x78\ x14\ xd5\ x06\ x89\ x6b\ x71\ x8b\ x2a"
"\ x38\ x3e\ xcd\ xac\ x16\ xb9\ x61\ x25\ x55\ x3f \ x41\ x6f\ xf 3\ x2c\ x66\ x74"
"\ xc7\ x45\ x99\ xa9\ x00\ x53\ x86\ xd9\ xce\ x11\ x12\ x24\ x5f\ x48\ xee\ x47"
"\ x0d\ x39\ x6¢\ x1e\ xd6\ x3b\ x92\ x67\ xO0c\ xab\ x6e\ xc8\ x4d\ xee\ xa8\ x14"
"\ xb6\ x13\ x5e\ xca\ x54\ x39\ x2b\ xde\ xdb\ x94\ x89\ xbc\ x9b\ x87\ x5a\ x8b"
"\ xaf \ x0d\ xc1\ xae\ x78\ x57\ x36\ x91\ x4a\ xb7\ xda\ xa2\ x64\ xbc\ x07\ x9d"
"\ x26\ x9f \ x2¢c\ x0d\ x7e\ xdd\ xd8\ x10\ xa4\ x26\ x14\ x5a\ x07\ x76\ xf 6\ x7c"
"\ x87\ x82\ x73"
#defi ne TEST7_256 \
"\ xbe\ x27\ x46\ xc6\ xdb\ x52\ x76\ x5f \ xdb\ x2f \ x88\ x70\ xOf \ x9a\ x73"
#defi ne TEST8 256 \
"\ xe3\ xd7\ x25\ x70\ xdc\ xdd\ x78\ x7c\ xe3\ x88\ x7a\ xb2\ xcd\ x68\ x46\ x52"
#def i ne TEST9 256 \
"\ x3e\ x74\ x03\ x71\ xc8\ x10\ xc2\ xb9\ x9f \ xcO\ x4e\ x80\ x49\ x07\ xef \ x7c"
"\ xf 2\ x6b\ xe2\ x8b\ x57\ xcbh\ x58\ xa3\ xe2\ xf 3\ xc0\ x07\ x16\ x6e\ x49\ xc1"
"\ x2e\ x9b\ xa3\ x4c\ x01\ x04\ x06\ x91\ x29\ xea\ x76\ x15\ x64\ x25\ x45\ x70"
"\ x3a\ x2b\ xd9\ x01\ xel\ x6e\ xb0\ xe0\ x5d\ xeb\ xa0\ x14\ xeb\ xf f \ x64\ x06"
"\ xa0\ x7d\ x54\ x36\ x4e\ xf f\ x74\ x2d\ xa7\ x79\ xb0\ xb3"
#def i ne TEST10_ 256 \
"\ x83\ x26\ x75\ x4e\ x22\ x77\ x37\ x2f \ x4f \ xc1\ x2b\ x20\ x52\ x7a\ xf e\ xf 0"
"\ x4d\ x8a\ x05\ x69\ x71\ xb1\ x1a\ xd5\ x71\ x23\ xa7\ xc1\ x37\ x76\ x00\ x00"
"\ xd7\ xbe\ xf 6\ xf 3\ xc1\ xf 7\ xa9\ x08\ x3a\ xa3\ x9d\ x81\ x0d\ xb3\ x10\ x77"
"\ x7d\ xab\ x8b\ x1e\ x7f \ x02\ xb8\ x4a\ x26\ xc7\ x73\ x32\ x5f \ x8b\ x23\ x74"
"\ xde\ x7a\ x4b\ x5a\ x58\ xcb\ x5c\ x5¢c\ xf 3\ x5b\ xce\ xe6\ xf b\ x94\ x6e\ x5b"
"\ xd6\ x94\ xf a\ x59\ x3a\ x8b\ xeb\ x3f \ x9d\ x65\ x92\ xec\ xed\ xaa\ x66\ xca"
"\ x82\ xa2\ x9d\ x0c\ x51\ xbc\ xf 9\ x33\ x62\ x30\ xe5\ xd7\ x84\ xe4\ xc0\ xa4"
"\ x3f \ x8d\ x79\ xa3\ x0a\ x16\ x5c\ xba\ xbe\ x45\ x2b\ x77\ x4b\ x9c\ x71\ x09"
"\ xa9\ x7d\ x13\ x8f \ x12\ x92\ x28\ x96\ x6f \ x6¢c\ x0a\ xdc\ x10\ x6a\ xad\ x5a"
"\ x9f \ xdd\ x30\ x82\ x57\ x69\ xb2\ xc6\ x71\ xaf \ x67\ x59\ xdf \ x28\ xeb\ x39"
"\ x3d\ x54\ xd6"
#def i ne TEST7_384 \
"\ x8b\ xc5\ x00\ xc7\ x7c\ xee\ xd9\ x87\ x9d\ xa9\ x89\ x10\ x7c\ xe0\ xaa"
#defi ne TEST8 384 \
"\ xa4\ x1c\ x49\ x77\ x79\ xcO0\ x37\ x5f \ xf 1\ x0a\ x7f \ x4e\ x08\ x59\ x17\ x39"
#defi ne TEST9 384 \
"\ x68\ xf 5\ x01\ x79\ x2d\ xea\ x97\ x96\ x76\ x70\ x22\ xd9\ x3d\ xa7\ x16\ x79"
"\ x30\ x99\ x20\ xf a\ x10\ x12\ xae\ xa3\ x57\ xb2\ xb1\ x33\ x1d\ x40\ xal\ xd0"
"\ x3c\ x41\ xc2\ x40\ xb3\ xc9\ xa7\ x5b\ x48\ x92\ xf 4\ xcO\ x72\ x4b\ x68\ xc8"
"\ x75\ x32\ x1a\ xb8\ xcf \ xe5\ x02\ x3b\ xd3\ x75\ xbc\ x0f \ x94\ xbd\ x89\ xf e"
"\ x04\ xf 2\ x97\ x10\ x5d\ x7b\ x82\ xf f \ xcO\ x02\ x1a\ xeb\ x1c\ xcb\ x67\ x4f "
"\ x52\ x44\ xea\ x34\ x97\ xde\ x26\ xa4\ x19\ x1c\ x5f \ x62\ xe5\ xe9\ xa2\ xd8"
"\ x08\ x2f \ x05\ x51\ xf 4\ xa5\ x30\ x68\ x26\ xe9\ x1c\ xcO0\ x06\ xce\ x1b\ xf 6"
"\ xOf \ xf 7\ x19\ xd4\ x2f \ xa5\ x21\ xc8\ x71\ xcd\ x23\ x94\ xd9\ x6e\ xf 4\ x46"

— - -

—— -

— -
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"\ x8f\ x21\ x96\ x6b\ x41\ xf 2\ xba\ x80\ xc2\ x6e\ x83\ xa9"

#defi ne TEST10 384 \
"\ x39\ x96\ x69\ xe2\ x8f \ x6b\ x9c\ x6d\ xbc\ xbb\ x69\ x12\ xec\ x10\ xf f \ xcf "
"\ x74\ x79\ x03\ x49\ xb7\ xdc\ x8f \ xbe\ x4a\ x8e\ x7b\ x3b\ x56\ x21\ xdb\ xOf "
"\ x3e\ x7d\ xc8\ x7f\ x82\ x32\ x64\ xbb\ xe4\ x0d\ x18\ x11\ xc9\ xea\ x20\ x61"
"\ xel\ xc8\ x4a\ xd1\ x0a\ x23\ xf a\ xc1\ x72\ x7e\ x72\ x02\ xf c\ x3f \ x50\ x42"
"\ xe6\ xbf \ x58\ xcb\ xa8\ xa2\ x74\ x6e\ x1f \ x64\ xf 9\ xb9\ xea\ x35\ x2¢c\ x71"
"\ x15\ x07\ x05\ x3c\ xf 4\ xe5\ x33\ x9d\ x52\ x86\ x5f \ x25\ xcc\ x22\ xb5\ xe8"
"\ x77\ x84\ xal\ x2f \ xc9\ x61\ xd6\ x6¢c\ xb6\ xe8\ x95\ x73\ x19\ x9a\ x2c\ xe6"
"\ x56\ x5¢c\ xbd\ xf 1\ x3d\ xca\ x40\ x38\ x32\ xcf \ xcb\ x0e\ x8b\ x72\ x11\ xe8"
"\ x3a\ xf 3\ x2a\ x11\ xac\ x17\ x92\ x9f \ xf 1\ xcO0\ x73\ xa5\ x1c\ xc0\ x27\ xaa"
"\ xed\ xef \ xf 8\ x5a\ xad\ x7c\ x2b\ x7c\ x5a\ x80\ x3e\ x24\ x04\ xd9\ x6d\ x2a"
"\ x77\ x35\ x7b\ xda\ x1a\ x6d\ xae\ xed\ x17\ x15\ x1c\ xb9\ xbc\ x51\ x25\ xa4"
"\ x22\ xe9\ x41\ xde\ x0c\ xa0\ xf c\ x50\ x11\ xc2\ x3e\ xcf \ xf e\ xf d\ xdO\ x96"
"\ x76\ x71\ x1c\ xf 3\ xdb\ x0a\ x34\ x40\ x72\ x0e\ x16\ x15\ xc1\ xf 2\ x2f \ xbc"
"\ x3c\ x72\ x1d\ xe5\ x21\ xel\ xb9\ x9b\ xal\ xbd\ x55\ x77\ x40\ x86\ x42\ x14"
"\ x7e\ xd0\ x96"

#defi ne TEST7_512 \
"\ x08\ xec\ xb5\ x2e\ xba\ xel\ xf 7\ x42\ x2d\ xb6\ x2b\ xcd\ x54\ x26\ x70"

#defi ne TEST8 512 \
"\ x8d\ x4e\ x3c\ x0e\ x38\ x89\ x19\ x14\ x91\ x81\ x6e\ x9d\ x98\ xbf \ xf 0\ xa0"

#defi ne TEST9 512 \
"\ x3a\ xdd\ xec\ x85\ x59\ x32\ x16\ xd1\ x61\ x9a\ xa0\ x2d\ x97\ x56\ x97\ x0b"
"\ xf c\ x70\ xac\ xe2\ x74\ x4f \ x7c\ x6b\ x27\ x88\ x15\ x10\ x28\ xf 7\ xb6\ xa2"
"\ x55\ x0f \ xd7\ x4a\ x7e\ x6e\ x69\ xc2\ xc9\ xb4\ x5f \ xc4\ x54\ x96\ x6d\ xc3"
"\ x1d\ x2e\ x10\ xda\ x1f \ x95\ xce\ x02\ xbe\ xb4\ xbf \ x87\ x65\ x57\ x4c\ xbd"
"\ x6e\ x83\ x37\ xef \ x42\ x0a\ xdc\ x98\ xc1\ x5¢c\ xb6\ xd5\ xe4\ xa0\ x24\ x1b"
"\ xa0\ x04\ x6d\ x25\ x0e\ x51\ x02\ x31\ xca\ xc2\ x04\ x6¢c\ x99\ x16\ x06\ xab"
"\ x4e\ xe4\ x14\ x5b\ xee\ x2f \ xf 4\ xbb\ x12\ x3a\ xab\ x49\ x8d\ x9d\ x44\ x79"
"\ x4f\ x99\ xcc\ xad\ x89\ xa9\ xal\l x62\ x12\ x59\ xed\ xa7\ x0a\ x5b\ x6d\ xd4"
"\ xbd\ xd8\ x77\ x78\ xc9\ x04\ x3b\ x93\ x84\ xf 5\ x49\ x06"

#defi ne TEST10 512 \
"\ xab\ x5f\ x20\ xc4\ x11\ xaa\ xd1\ x32\ x80\ x7a\ x50\ x2d\ x65\ x82\ x4e\ x31"
"\ xa2\ x30\ x54\ x32\ xaa\ x3d\ x06\ xd3\ xe2\ x82\ xa8\ xd8\ x4e\ x0d\ xel\ xde"
"\ x69\ x74\ xbf \ x49\ x54\ x69\ xf c\ x7f\ x33\ x8f \ x80\ x54\ xd5\ x8c\ x26\ xc4"
"\ x93\ x60\ xc3\ xe8\ x7a\ xf 5\ x65\ x23\ xac\ xf 6\ xd8\ x9d\ x03\ xe5\ x6f \ xf 2"
"\ xf 8\ x68\ x00\ x2b\ xc3\ xe4d\ x31\ xed\ xc4\ x4d\ xf 2\ xf 0\ x22\ x3d\ x4b\ xb3"
"\ xb2\ x43\ x58\ x6e\ x1la\ x7d\ x92\ x49\ x36\ x69\ x4f \ xcb\ xba\ xf 8\ x8d\ x95"
"\ x19\ xe4\ xeb\ x50\ xa6\ x44\ xf 8\ xe4\ xf 9\ x5e\ xb0O\ xea\ x95\ xbc\ x44\ x65"
"\ xc8\ x82\ x1la\ xac\ xd2\ xf e\ x15\ xab\ x49\ x81\ x16\ x4b\ xbb\ x6d\ xc3\ x2f "
"\ x96\ x90\ x87\ xal\ x45\ xb0\ xd9\ xcc\ x9c\ x67\ xc2\ x2b\ x76\ x32\ x99\ x41"
"\ x9c\ xc4\ x12\ x8b\ xe9\ xa0\ x77\ xb3\ xac\ xe6\ x34\ x06\ x4e\ x6d\ x99\ x28"
"\ x35\ x13\ xdc\ x06\ xe7\ x51\ x5d\ x0d\ x73\ x13\ x2e\ x9a\ x0d\ xc6\ xd3\ xb1"
"\ xf 8\ xb2\ x46\ xf 1\ xa9\ x8a\ x3f \ xc7\ x29\ x41\ xb1\ xe3\ xbb\ x20\ x98\ xe8"
"\ xbf \ x16\ xf 2\ x68\ xd6\ x4f\ x0b\ x0f \ x47\ x07\ xf e\ x1le\ xal\ xal\ x79\ x1b"
"\ xa2\ xf 3\ xcO\ xc7\ x58\ xe5\ xf 5\ x51\ x86\ x3a\ x96\ xc9\ x49\ xad\ x47\ xd7"
"\ xf b\ x40\ xd2"

#defi ne SHA1_SEED "\ xdO\ x56\ x9c\ xb3\ x66\ x5a\ x8a\ x43\ xeb\ x6e\ xa2\ x3d"

e e e - -
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"\ x75\ xa3\ xc4\ xd2\ x05\ x4a\ x0d\ x7d"

#defi ne SHA224 SEED "\ xdO\ x56\ x9c\ xb3\ x66\ x5a\ x8a\ x43\ xeb\ x6e\ xa2" \
"\ x3d\ x75\ xa3\ xc4\ xd2\ x05\ x4a\ x0d\ x7d\ x66\ xa9\ xca\ x99\ xc9\ xce\ xb0" \
"\ x27"

#def i ne SHA256_SEED "\ xf 4\ x1e\ xce\ x26\ x13\ xe4\ x57\ x39\ x15\ x69\ x6b" \
"\ x5a\ xdc\ xd5\ x1c\ xa3\ x28\ xbe\ x3b\ xf 5\ x66\ xa9\ xca\ x99\ xc9\ xce\ xb0" \
"\ x27\ x9c\ x1c\ xb0\ xa7"

#defi ne SHA384 SEED "\ x82\ x40\ xbc\ x51\ xe4d\ xec\ x7e\ xf 7\ x6d\ x18\ xe3" \
"\ x52\ x04\ xal\ x9f \ x51\ xa5\ x21\ x3a\ x73\ xa8\ x1d\ x6f \ x94\ x46\ x80\ xd3" \
"\ x07\ x59\ x48\ xb7\ xe4\ x63\ x80\ x4e\ xa3\ xd2\ x6e\ x13\ xea\ x82\ x0d\ x65" \
"\ xa4\ x84\ xbe\ x74\ x53"

#define SHA512 SEED "\ x47\ x3f\ xf 1\ xb9\ xb3\ xf f \ xdf \ xall x26\ x69\ x9a" \
"\ xc7\ xef \ x9e\ x8e\ x78\ x77\ x73\ x09\ x58\ x24\ xc6\ x42\ x55\ x7c\ x13\ x99" \
"\ xd9\ x8e\ x42\ x20\ x44\ x8d\ xc3\ x5b\ x99\ xbf \ xdd\ x44\ x77\ x95\ x43\ x92" \
"\ x4c\ x1c\ xe9\ x3b\ xc5\ x94\ x15\ x38\ x89\ x5d\ xb9\ x88\ x26\ x1b\ x00\ x77" \
"\ x4b\ x12\ x27\ x20\ x39"

#defi ne TESTCOUNT 10
#def i ne HASHCOUNT 5
#def i ne RANDOMCOUNT 4
#def i ne HVACTESTCOUNT 7

#def i ne PRI NTNONE O
#defi ne PRI NTTEXT 1
#defi ne PRI NTRAW 2
#defi ne PRI NTHEX 3
#def i ne PRI NTBASE64 4

#def i ne PRI NTPASSFAIL 1
#define PRINTFAIL 2

#define | ength(x) (sizeof(x)-1)

/* Test arrays for hashes. */
struct hash {
const char *nane;
SHAver si on whi chSha;
i nt hashsi ze;

struct {
const char *testarray;
int |ength;

| ong repeat count;
int extrabits;
int nunberExtrabits;
const char *resultarray;
} tests[ TESTCOUNT] ;
const char *randontest;
const char *randonresul t s| RANDOMCOUNT] ;
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} hashes[ HASHCOUNT] = {
{ "SHA1", SHAl, SHAlHashSi ze,
{
/* 1 */ { TEST1, length(TEST1), 1, 0, O,
" A9993E364706816ABA3E25717850C26C9CDOD89D"
/* 2 */ { TEST2_1, length(TEST2_1), 1, 0, O,
" 84983E441C3BD26 EBAAEAAALIF95129E5E54670F1" 1},
/* 3 */ { TEST3, |ength(TEST3), 1000000, 0, O,
" 34AA973CDACADAA4F61EEB2BDBAD27316534016F"
/* 4 *| { TEST4, |ength(TEST4), 10, 0, O,
" DEA356A2CDDD90C7 A7ECEDCSEBB563934F460452"
[* 5 * {"", 0, 0, 0x98, 5,
"29826B003B906E660EFF4027 CE98AF3531AC75BA"
/* 6 */ { "\xbe", 1, 1, 0, O,
" 5E6F80A34A9798CAFC6A5DB96CC57BA4CADB59C2"
[* 7 */ { TEST7_1, length(TEST7_1), 1, 0x80,
"6239781E03729919C01955B3FFA8ACB60B988340"
/* 8 */ { TEST8_1, length(TEST8 1), 1, 0, O,
" 82ABFF6605DBELC17DEF12A394FA22A82B544A35"
[* 9 */ { TEST9_ 1, length(TEST9 1), 1, OxEO,
" 8C5B2A5DDAESA97FC7FI9D85661C672ADBF7933D4"
/* 10 */ { TEST10_1, |ength(TEST10_1), 1, O,
" CB0O082C8F197D260991BA6A460E76E202BAD27B3"
}, SHA1 SEED, { "E216836819477C7F78E0D843FE4FF1B6D6C14CD4",
" A2DBC7A5B1C6COABBCB7AAA41252 A6 A7D0690DBC"
" DB1F9050BB863DFEF4CE37186044E2EEB17EE013"
" 127FDEDF43D372A51D5747CA8FBFFE38EF6CDF7B"

bl
{ "SHA224", SHA224, SHA224HashSi ze,

{

/* 1 */ { TESTL, length(TEST1), 1, 0, O,

" 23097D22340508228642A477BDA255B32 AADBCE4BDAOB3F7E36CODAT7"
/* 2 */ { TEST2_1, length(TEST2_1), 1, 0, O,

" 75388B16512776CC5DBASDA1FDB90150B0C6455CB4F58B1952522525"
/* 3 */ { TEST3, |ength(TEST3), 1000000, 0, O,

" 20794655980C91D8BBB4C1EA97618A4BF03F42581948B2EE4EE7ADG 7"
/* 4 */ { TEST4, |ength(TEST4), 10, 0, O,

" 567F69F168CD7844E65259CE658FE7 AADFA25216E68ECAOEB7AB8262"
/* 5% { " 0, 0, Ox68, 5,

" E3B048552C3C387BCAB37F6EB06BB79BI6A4AEESFF27F51531A9551C"
/* 6 */ { "\x07", 1, 1, 0, O,

" 00ECD5F138422B8AD74C9799FD826C531BAD2FCABC7 450BEE2AASC2A"
/* 7 *| { TEST7_224, |ength(TEST7_224), 1, OxAO, 3,

" 1B01DB6CB4A9E43DEDL516BEB3DBOBS7B6D1EA43187462C608137150"
/* 8 */ { TEST8_224, |ength(TEST8 224), 1, 0, O,

" DF90D78AA78821C99B40BA4C966921ACCDSFFB1EI8AC388E56191DB1"
/* 9 */ { TEST9 224, |ength(TEST9 224), 1, OxEO, 3,

" 54BEAGEABS195A2 EBOA7906A4B4AS76666300EEFBDLF3B8474F9CD57"

—-— =
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/* 10 */ { TEST10_224, |ength(TEST10_224), 1, 0, O,
" 0B31894EC8937ADIB91BDFBCBA294 DIADEFAALSE09305E9F20D5C3A4" )
}, SHA224 SEED, { "100966A5B4FDEOB42E2A6C5953D4D7F41BA7CF79FD"
" 2DF431416734BE", " 1DCA396B0CA17715DEFAAE9641E10A2E99D55A"
" BCB8AD0061EB3BESBD', "1864E627BDB2319973CD5ED7D68DA71D8B"
" FOF983D8DIAB32C34ADB34", " A2406481FC1BCAF24DDOSE6752E844"
" 709563FB916227FED598EB621F"

bl
{ "SHA256", SHA256, SHA256HashSi ze,

{

/* 1 */ { TEST1, length(TEST1), 1, 0, 0, "BA7816BFS8FOLCFEA4141"
" 40DESDAE2223B00361A396177A9CB410FF61F20015AD" },

/* 2 */ { TEST2_1, length(TEST2_1), 1, 0, 0, "248D6A61D20638B8"
" E5C026930C3E6039A33CE45964FF2167F6ECEDD419DBO6CL" 1},

/* 3 */ { TEST3, |ength(TEST3), 1000000, 0, 0, "CDC76E5C9914FB92"
" 81A1C7E284D73E67F1809A48A497200E046D39CCC7112CD0" 1,

/* 4 */ { TEST4, length(TEST4), 10, 0, 0, "594847328451BDFA"
" 85056225462CC1D867D877FB388DFOCE35F25AB5562BFBB5"  },

[* 5% { "" 0, 0, Ox68, 5, "DB6D3E02A31A84A8CAA9718ED6C2057BE"
" 09DB45E7823EB5079CE7A573A3760F95" },

/* 6 */ { "\x19", 1, 1, 0, 0, "G6SAA2E2EE5DFF96E3355E6C7EE373E3D"
" 6A4E17F75F9518D843709C0COBC3E3DA" },

/* 7 */ { TEST7_256, |ength(TEST7_256), 1, Ox60, 3, "77ECLDC8"
" 9C821FF2A1279089FA091B35B8CD960BCAF7DE01C6A7680756BEBI72" },

/* 8 */ { TEST8_256, |ength(TEST8 256), 1, 0, 0, "175EE69B02BA"
" 9B58E2BOA5FD13819CEAS 73F3940A94F825128CF4209BEABB4ES" },

/* 9 */ { TEST9 256, |ength(TEST9_256), 1, OxAO, 3, "3E9AD646"
" 8BBBAD2AC3C2CDC292E018BA5FD70B960CF1679777FCE708FDBO66ES" },

/* 10 */ { TEST10_256, |ength(TEST10_256), 1, 0, 0, "97DBCA7D'
" F46D62C8A422C941DD7ES35B8AD3361763F7E9B2D95FAFODAGELCCBC! },

}, SHA256_SEED, { "83D28614D49C3ADCLD6FCO5DB5F48037C056F8D2A4CE4A4"

" EC6457DEA5DD797CDL", " 99DBE3127EF2E93DD9322D6A07909EB33B6399"
" 5E529B3F954B8581621BB74D39", " 8D4BE295BB64661CA3C7EFDL29A2F7"
" 25B33072DBDDE32385B9A87BIAFSSEAT6F", " 40AF5D3F9716B040DF9408"
" E31536B70FF906EC51B00447CA97D7DD97C12411F4"

Iy
{ "SHA384", SHA384, SHA384HashSi ze,
{
/* 1 */ { TESTL, length(TEST1), 1, 0, O,
" CB00753F45A35E8BB5A03D699ACE5007272C32AB0EDEDL 63"
" 1A8B605A43FF5BED8086072BA1E7 CC2358BAECAL34C825A7"  },
/* 2 */ { TEST2_2, length(TEST2_2), 1, 0, O,
" 09330C33F71147E83D192FC782CD1B4753111B173B3B05D2"
" 2FA08086E3BOF712FCC7C71A557E2DBI966C3EOFA91746039" 1},
/* 3 */ { TEST3, |ength(TEST3), 1000000, 0, O,
" 9DOE1809716474CBO86E834E310A4A1CED149E9CO0F24852"
" 7972CEC5704C2A5B07B8B3DC38ECCAEBAE9 7 DDD87F3D8985"  },
/* 4 */ { TEST4, |ength(TEST4), 10, 0, O,
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" 2FC64A4F500DDB6828F6A3430B8DD72A368EB7F3A8322A70"

" BC84275B9COB3AB00D27A5CC3C2D224AA6B61A0D79FBA596" },

/* 5%/ { " 0, 0, 0x10, 5,
" 8D17BE79E32B6718E07DBAG603EB84BA0478F7FCFD1BB9I399"
" 5F7D1149E09143AC1FFCFC56820E469F3878D957A15A3FEA" },

/* 6 */ { "\xb9", 1, 1, 0, O,
" BCB089A19007C0B14195F4ECC74094FEC64F01F90929282C"
" 2FB392881578208AD466828B106C28302722CFOAD1IAB6938" 1},

/* 7 */ { TEST7_384, |ength(TEST7_384), 1, OxAO0, 3,
" DBCA3B38E12E7C42A7C9B810299FD6A770BEF30920F17532"
" AB98DE62C7A07E4293449C0B5FA70109F0783211CFCABCE3" 1},

/* 8 */ { TEST8_384, |ength(TEST8_384), 1, 0, O,
" C9A68443A005812256B8EC76B00516F0DBB74FAB26D66591"
" 3F194B6FFBOE91EA9967566B58109CBC675CC208E4C823F7" },

/* 9 */ { TEST9_384, |ength(TEST9 384), 1, OxEO, 3,
" 5860E8DE91C21578BB4174D227898A98E0BA5CAC760F0095"
" 49495614 DAEDCO775D92D11D9F8CE9B064EEACBDAFC3A297" },

/* 10 */ { TEST10_384, |ength(TEST10_384), 1, 0, O,
" 4F440DB1E6EDD2899FA335F09515AA025EEL77A79FABAAAF"
" 38E42B5C4DE660F5 DESFB2A5B2FBD2A3CBFFD20CFF1288C0"  }

}, SHA384_ SEED, { "CE44D7D63AE0C91482998CF662A51EC80BF6FC68661A3C!

" 57F87566112BD635A743EA904DEB7 D7A42AC808CABE6O7F38F", " FOCBD2"
" 61881FEE41ACD39E67AASDOBAD507C7363EB67E2B81F45759F9COFD7B503"
" DF1A0BOESOBDE7BC333D75B804197D", " D96512D8CIF4A7A4967A366C01"
" 0BFD97384225B58343A88264847C18E4EF8AB7 AEE4765FFBC3E30BD485D3"
"638A01418F", "0CA76BDO813AF1509E170907A96005938BC985628290B2"
" 5FEF73CF6FAD68 DDBAOAC8920C94E0541607B0915A7B4457F7"

bl
{ "SHA512", SHA512, SHA512HashSi ze,

/* 1 */ { TESTL, length(TEST1), 1, 0, O,
" DDAF35A193617ABACCA17349AE20413112E6FA4E89A97EA2"
" 0A9EEEE64B55D39A2192992A274FC1A836BA3C23A3FEEBBD"
" 454D4423643CE80E2A9ACIAFASACALOF" },

/* 2 *| { TEST2_2, length(TEST2_2), 1, 0, O,
" 8E959B75DAE313DASCFAF72814FCL43F8F7779C6EBIF7FAL"
" 7299AEADB6889018501D289E4900F7E4331B99DECAB5433A"
" C7D329EEB6DD26545E96E55B874BE909" },

/* 3 */ { TEST3, |ength(TEST3), 1000000, 0, O,
" E718483D0CE769644E2E42C7BC15B4638E1F98B13B204428"
" 5632A803AFA973EBDEOFF244877EA60A4CB0432CE577C31B"
" EBO09C5C2CA9AA2E4AEADB217ADBCCO9B"  },

/* 4 */ { TEST4, |ength(TEST4), 10, 0, O,
" 89D05BA6320699C31231DED4FFC127D5A894DADA12C0E024"
" DB872D1ABD2BA8141A0F85072A9BE1E2AA04CF33C765CB51"
" 0813A39CD5A84CAACAA64D3F3FB7BAEY" },

[* 5%/ { " 0, 0, OxBO, 5,
" D4EE29A9E90985446B913CF1D1376C836F4BE2CLCF3CADAD"
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b

}
}
}s

" 720A6BF4857D886A7ECB3CAE4COFA8C7F95214E41DC1BOD2"
" 1B22A84CCO3BF8CE4845F34DD5BDBADA" },

/* 6 */ { "\xD0", 1, 1, 0, O,
" 9992202938E882E73E20F6B69E68A0A7149090423D93C81B"
" AB3F21678D4ACEEEE50E4E8 CAFADAA CB85A54EA8306826CAA"
" DBE74CECE9631BFASA549B4AB3FBBALS" },

/* 7 */ { TEST7_512, |ength(TEST7_512), 1, O0x80, 3,
" ED8DC78E8B01B69750053DBB7 A0AIEDAOFBIEID292B1ED71"
" 5EB0A7FE290A4E16664FD913E85854400C5AF05E6 DAD316B"
" 7359B43E64F8BEC3C1F237119986BBB6" },

/* 8 */ { TEST8_512, |ength(TEST8 512), 1, O, O,
" CBOB67A4B8712CD73CIAABCOB199E9269B20844AFB75ACBD"
" D1C153C9828924C3DDEDAAFE669C5FDDOBC66F630F677398"
" 8213EB1B16F517ADODE4B2FOCI5CO0F8" },

/* 9 */ { TEST9 512, |ength(TEST9 512), 1, 0x80, 3,
" 32BA76FC30EAA0208AEB50FFB5AF1864FDBF17902A4DC0AG"
" 82C61FCEA6D92B783267B21080301837F59DE79C6B337DB2"
" 526F8A0A510E5E53CAFED4355FE7C2F1" },

/* 10 */ { TEST10 512, |ength(TEST10 _512), 1, 0, O,
" 0665BEFB36DA189D78822D10528 CBF3B12B3EEF726039909"
" C1A16A270D48719377966B957A878E720584779A62825C18"
" DA26415E49A7176A894E7510FD1451F5" }

July 2006

SHA512_SEED, { "2FBB1E7EOO0F746BA514FBC8C421F36792ECOE11FF5EFC3"
" 78E1ABOCO79AASFOF66 A1E3EDBAEBAF9984BE14437123038A452004A5576"
" 8C1FDSEEDA9EAA21BEDCDO", " 25CBES5A4F2C7B1D7EF07011705D50C62C5"
"000594243EAFD1241FCOF3D22B58184AE2FEE38E171CF8129E29459COBC2"
"EF461AF5708887315F15419D8D17FE7949", "5B8B1F2687555CE2D7182B"
"92E5C3F6C36547DA1C13DBBOEAAF73EA4CBBAF89411527906D35B1B06C1B"

" 6A8007DO5EC66DF0A406066829EAB618BDE3976515AAFC

"46E36B007D"

"19876CDBOB29AD074FE3C08CDD174D42169D6ABESA1414B6E79707DF5877"
"6A98091CF431854147BB6D3C66D43BFBC108FD715BDE6AAL27C2BOE79F"

[* Test arrays for HVAC. */
struct hmachash {
const char *keyarray|[5];
i nt keyl engt h[ 5];
const char *dataarray[5];
i nt datal ength[5];
const char *resultarray[5];
int resultlength[5];
} hmachashes[ HMACTESTCOUNT] = {
{1*1*
"\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b\ x0b"

b

"\ x0b\ x0b\ x0Ob\ x0b\ x0b"
{ 201}, {
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"\ x48\ x69\ x20\ x54\ x68\ x65\ x72\ x65" /* "Hi There" */

{8}, A
/* HVAC-SHA-1 */
"B617318655057264E28BCOB6FB378C38EF146BE0Q"
/* HVAC- SHA- 224 */
"896FB1128ABBDF196832107CD49DF33F47B4B1169912BA4F53684B22" ,
/* HWVAC- SHA- 256 */
" B0344C61D8DB38535CA8AFCEAFOBF12B881DC200C9833DA726E9376C2E32"
" CFF7",
/* HVAC- SHA- 384 */
" AFD03944D84895626B0825F4AB46907F15F9DADBE4101EC682AA034C7 CEB"
" C59CFAEA9EA9076EDE7F4AF152E8B2FA9CB6"
/* HWVAC- SHA-512 */
" 87AA7CDEASEF619D4FFOB4241A1D6CB02379F4E2CEAEC2787ADOB30545E1"
" 7CDEDAA833B7D6B8A702038B274EAEA3F4EABE9D914EEB61F1702E696C20"
"3A126854"

}, { SHAlHashSi ze, SHA224HashSi ze, SHA256HashSi ze,
SHA384HashSi ze, SHA512HashSi ze }

}1
{ 1% 2%
"\ x4a\ x65\ x66\ x65" /* "Jefe" */
boo{ 4}

"\ X77\ x68\ x61\ x74\ x20\ x64\ x6f\ x20\ x79\ x61\ x20\ x77\ x61\ x6e\ x74"
"\ x20\ x66\ x6f\ x72\ x20\ x6e\ x6f\ x74\ x68\ x69\ x6e\ x67\ x3f "
[* "what do ya want for nothing?" */

{ 28}, {
/* HVAC- SHA-1 */
" EFFCDF6 AESEB2FA2D27416D5F184DF9C259A7C79"
[ * HWVAC- SHA- 224 */
" A30E01098BC6DBBF45690F3A7E9E6DOFSBBEA2A39E6148008FDO5E44"
[ * HWVAC- SHA- 256 */
" 5BDCC146BF60754E6A042426089575C75A003F089D2739839DEC58B964EC!
"3843",
/* HWVAC- SHA- 384 */
" AFA5D2E376484031617F78D2B58A6B1BOC7EF464F5A01B47E42EC3736322"
"445E8E2240CA5E69E2C78B3239ECFAB21649"
/[ * HVAC- SHA- 512 */
"164B7A7BFCF819E2E395FBE73B56E0A387BD64222E831FD610270CD7 EA25"
" 05549758BF75C05A994A6 D034F65F8FOEG6 FDCAEAB1A34D4A6B4B636E070A"
" 38BCE737"
}, { SHAlHashSi ze, SHA224HashSi ze, SHA256HashSi ze,

SHA384HashSi ze, SHA512HashSi ze }

-

}1
{ 1* 3 *

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa"

boo{ 20}, |

East| ake 3rd & Hansen I nf or mat i onal [ Page 87]



RFC 4634 SHAs and HVAC- SHAs July 2006

"\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd"
"\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd"
"\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd\ xdd"
"\ xdd\ xdd\ xdd\ xdd\ xdd"

b {50}, |
/* HVAC- SHA-1 */
"125D7342B9AC11CD91A39AF48AA17BAF63F175D3" ,
/* HVAC- SHA- 224 */
" 7FB3CB3588C6C1F6FFA9694D7D6AD2649365BOCLF65D69D1EC8333EA" ,
/* HVAC- SHA- 256 */
" 773EA91E36800E46854DB8EBD09181A72959098B3EF8C122D9635514CEDS”
"B65FE",
/* HVAC- SHA- 384 */
" 88062608D3E6AD3BA0AA2ACE014C8AB6FO0AAG635D947 ACOFEBES3EF4E55966"
"144B2A5AB39DC13814B94E3AB6EL101A34F27",
/* HVAC- SHA-512 */
" FA73B0089D56A284EFBOF0756C890BE9B1B5DBDDSEE81A3655F83E33B227"
" 9OD39BF3E848279A722C806B485A47E67C807B946A337BEE8942674278859"
"E13292FB"

}, { SHAlHashSi ze, SHA224HashSi ze, SHA256HashSi ze,
SHA384HashSi ze, SHA512HashSi ze }

b,
{I* 4*

"\ x01\ x02\ x03\ x04\ x05\ x06\ x07\ x08\ x09\ x0a\ x0b\ x0c\ x0d\ x0e\ xOf "
"\ x10\ x11\ x12\ x13\ x14\ x15\ x16\ x17\ x18\ x19"

}7 { 25 }1
"\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd"
"\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd"
"\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd\ xcd"
"\ xcd\ xcd\ xcd\ xcd\ xcd"

oo {50}, {
/* HVAC-SHA-1 */
"4C9007F4026250C6BC38414F9BF50C86C2D7235DA",
/* HVAC- SHA- 224 */
"6C11506874013CAC6A2ABC1BB382627CEC6A90D86EFC012DE7 AFEC5A"
/* HWVAC- SHA- 256 */
" 82558A389A443COEA4CC819899F2083A85F0FAA3ES78F8077A2E3FF46729"
"665B",
/* HVAC- SHA- 384 */
" 3E8A69B7783C25851933AB6290AF6CA77A9981480850009CC5577C6ELFS57"
" 3B4E6801DD23C4A7D679CCF8A386C674CFFB"
/* HVAC- SHA- 512 */
" BOBA465637458C6990E5A8C5F61D4AAF7ES76D97FF94B872DE76F8050361E"
" ESDBA91CA5C11AA25EB4D679275CC5788063A5F19741120C4F2DE2 ADEBEB"
"10A298DD"

}, { SHAlHashSi ze, SHA224HashSi ze, SHA256HashSi ze,
SHA384HashSi ze, SHA512HashSi ze }

b
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{1*5* {
"\ x0c\ x0c\ x0c\ x0c\ x0c\ x0c\ x0c\ x0c\ x0c\ x0c\ x0c\ x0c\ x0Oc\ xOc\ x0c"
"\ x0c\ x0c\ x0c\ x0c\ x0c"

}oo{ 20}, {
"Test Wth Truncation"
boo{ 20}, {

/* HVAC- SHA-1 */

" 4C1A03424B55E07FE7F27BEL"

/* HVAC- SHA- 224 */

" 0E2AEA68A90C8D37CO88BCDBIFCAGFAS" ,

/* HVAC- SHA- 256 */

" A3B6167473100EEO6E0C796C2955552B"

/* HVAC- SHA- 384 */

" 3ABF34C3503B2A23A46EFC619BAEF897"

/* HVAC- SHA-512 */

" 415FAD6271580A531D4179BC891D87A6"
}, { 12, 16, 16, 16, 16 }

b,

{1*6* {
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"
"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

}, { 80, 131}, {
"Test Using Larger Than Bl ock-Size Key - Hash Key First"
{54}, |

/* HVAC- SHA-1 */
" AAMAES5E15272D00E95705637CESA3B55ED402112"
/* HVAC- SHA- 224 */
" 95E9A0DB962095ADAEBE9B2D6 FODBCE2D499F112F2D2B7273FA6870E"
/* HWVAC- SHA- 256 */
"60E431591EE0B67FODBA26 AACBF5B77F8E0BC6213728C5140546040F0EE3"
" 7F54",
/* HVAC- SHA- 384 */
" 4ECE084485813E9088D2C63A041BC5B44F9EF1012A2B588F3CD11F05033A"
" CAC60C2EF6AB4030FE8296248DF163F44952" ,
/* HWVAC- SHA-512 */
"80B24263C7C1A3EBB71493C1DD7BES8B49B46D1F41B4AEEC1121B013783F8"
" F3526B56D037E05F2598BD0FD2215D6 A1E5295E64F73F63F0AEC8B915A98"
"5D786598"

}, { SHAlHashSi ze, SHA224HashSi ze, SHA256HashSi ze,
SHA384HashSi ze, SHA512HashSi ze }

b
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/*
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{ 1% 7%

—

—

b

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

"\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa\ xaa"

{ 80, 131}, {

"Test Using Larger Than Bl ock-Size Key and "

"Larger Than One Bl ock-Si ze Data",

"\ x54\ x68\ x69\ x73\ x20\ x69\ x73\ x20\ x61\ x20\ x74\ x65\ x73\ x74\ x20"

"\ x75\ x73\ x69\ x6e\ x67\ x20\ x61\ x20\ x6¢c\ x61\ x72\ x67\ x65\ x72\ x20"

"\ x74\ x68\ x61\ x6e\ x20\ x62\ x6c\ x6f \ x63\ x6b\ x2d\ x73\ x69\ x7a\ x65"

"\ x20\ x6b\ x65\ x79\ x20\ x61\ x6e\ x64\ x20\ x61\ x20\ x6¢\ x61\ x72\ x67"

"\ x65\ x72\ x20\ x74\ x68\ x61\ x6e\ x20\ x62\ x6¢c\ x6f \ x63\ x6b\ x2d\ x73"

"\ x69\ x7a\ x65\ x20\ x64\ x61\ x74\ x61\ x2e\ x20\ x54\ x68\ x65\ x20\ x6b"

"\ x65\ x79\ x20\ x6e\ x65\ x65\ x64\ x73\ x20\ x74\ x6f \ x20\ x62\ x65\ x20"

"\ x68\ x61\ x73\ x68\ x65\ x64\ x20\ x62\ x65\ x66\ x6f \ x72\ x65\ x20\ x62"

"\ x65\ x69\ x6e\ x67\ x20\ x75\ x73\ x65\ x64\ x20\ x62\ x79\ x20\ x74\ x68"

"\ x65\ x20\ x48\ x4d\ x41\ x43\ x20\ x61\ x6¢c\ x67\ x6f \ x72\ x69\ x74\ x68"

"\ x6d\ x2e"

[* "This is a test using a larger than bl ock-size key and a "
"l arger than bl ock-size data. The key needs to be hashed "
"before being used by the HVAC al gorithm™" */

{ 73, 152 }, {

/* HVAC-SHA-1 */

" ESE99D0F45237D786 D6 BBAA7965C7808BBFF1A91"

[ * HVAC- SHA- 224 */

" 3A854166 AC5D9F023F54D517D0B39DBD946770DB9C2B95COF6F565D1"

/* HVAC- SHA- 256 */

"9B09FFA71B942FCB27635FBCD5BOE944BFDC63644F0713938A7F51535C3A"

"35E2",

/* HVAC- SHA- 384 */

"6617178E941F020D351E2F254E8FD32C602420FEBOBSFB9ADCCEBBS2461E"

"99C5A678CC31E799176D3860E6110C46523E",

/* HVAC- SHA-512 */

" E37B6A775DC87 DBAA4ADFA9F96 ESE3FFDDEBD71F8867289865DF5A32D20CD"!

" C944B6022CAC3C4982B10D5EEBS55C3E4DEL15134676FB6DE0446065C97440"

" FABC6A58"

{ SHAlHashSi ze, SHA224HashSi ze, SHA256HashSi ze,

SHA384HashSi ze, SHA512HashSi ze }
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* Check the hash val ue agai nst the expected string, expressed in hex
*/
static const char hexdigits[] = "0123456789ABCDEF";
i nt checkmat ch(const unsi gned char *hashval ue,
const char *hexstr, int hashsize)

t
int i;
for (i = 0; i < hashsize; ++i)
if (*hexstr++ !'= hexdigits[(hashvalue[i] >> 4) & O0xF])
return O,
if (*hexstr++ != hexdigits[hashvalue[i] & OxF]) return O;
}
return 1,
}
/*

* Print the string, converting non-printable characters to
*/
void printstr(const char *str, int |en)
{
for (; len-- > 0; str++)
put char (i sprint((unsigned char)*str) ? *str : '.");

/*

* Print the string, converting non-printable characters to hex "## "
*/
void printxstr(const char *str, int |len)

for (; len-- > 0; str++)
printf("%% ", hexdigits[(*str >> 4) & OxF],
hexdi gits[*str & OxF]);
}

/*

* Print a usage nessage

*/
voi d usage(const char *argv0)

fprintf(stderr,
"Usage: \n"
"Common options: [-h hash] [-wW-x] [-H\n"
"Standard tests:\n"

"\t% [-m [-] loopcount] [-t test#] [-e]\n"
"\t\t[-r randonseed] [-R randoni oop-count] "
“[-p] [-PI-X\n"

"Hash a string:\n"
"\t% [-S expectedresult] -s hashstr [-k key]\n"
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"Hash a file:\n"

"\t% [-S expectedresult] -f file [-k key]\n"
"Hash a file, ignoring whitespace:\n"

"\t% [-S expectedresult] -F file [-k key]\n"
"Additional bits to add in: [-B bitcount -b bits]\n"
"-h\thash to test: "

"0| SHA1, 1| SHA224, 2| SHA256, 3| SHA384, 4| SHA512\n"
"-mtperformhnmac test\n"

"-k\tkey for hmac test\n”

"-t\ttest case to run, 1-10\n"

"-1\thow nany tinmes to run the test\n"
"-e\ttest error returns\n"

"-p\tdo not print results\n"

"-P\tdo not print PASSED/ FAI LED\ n"

"-X\tprint FAILED, but not PASSED n"

"-r\tseed for randomtest\n"

"-Rthow nany tinmes to run randomtest\n"
"-s\tstring to hash\n"

"-S\texpected result of hashed string, in hex\n
"-wW\tout put hash in raw format\n"

"-x\tout put hash in hex format\n"

"-B\t# extra bits to add in after string or file input\n"
"-b\textra bits to add (high order bits of #, 0# or Ox#)\n"
"-Htinput hashstr or randonseed is in hex\n"

, argv0, argv0, argv0O, argvO0);

exit(1);
/*

* Print the results and PASS/ FAI L.
*/

void printResult(uint8 t *Message_Di gest, int hashsi ze,
const char *hashname, const char *testtype, const char *testname,
const char *resultarray, int printResults, int printPassFail)

int i, k;
if (printResults == PRI NTTEXT) {
putchar(’\t’);
for (i = 0; i < hashsize ; ++i)
put char (hexdi gi t s[ (Message_Digest[i] >> 4) & OxF]);
put char (hexdi gi t s[ Message_Digest[i] & OxF]);
putchar(’ ');

}
putchar(’\n');
} else if (printResults == PRI NTRAW ({
fwite(Message Digest, 1, hashsize, stdout);
} else if (printResults == PRI NTHEX) ({
for (i =0; i < hashsize ; ++i) {
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put char (hexdi gi t s[ (Message_Di gest[i] >> 4) & OxF]);
put char (hexdi gi t s[ Message_Digest[i] & OxF]);

}
putchar(’'\n");

if (printResults && resultarray) {
printf(" Shoul d match:\n\t");
for (i =0, k =0; i < hashsize; i++, k += 2) {
put char(resultarray[Kk]);
put char(resul tarray[ k+1]);
putchar(’ ');

putchar(’\n');

if (printPassFail && resultarray) {
int ret = checkmatch(Message_Di gest, resultarray, hashsize);

if ((printPassFail == PRI NTPASSFAIL) || !'ret)
printf("% % %: %\n", hashname, testtype, testnane,
ret ? "PASSED' : "FAlILED");
}
}
/*

* Exercise a hash series of functions. The input is the testarray,
* repeated repeatcount times, followed by the extrabits. If the
* result is known, it is in resultarray in uppercase hex.
*/
nt hash(int testno, int |oopno, int hashno,
const char *testarray, int length, |ong repeatcount,
int nunmberExtrabits, int extrabits, const unsigned char *keyarray,
int keylen, const char *resultarray, int hashsize, int printResults,
int printPassFail)

USHACont ext sha;

HMACCont ext hmac;

int err, i;

uint8 t Message_Di gest [ USHAMaxHashSi ze] ;
char buf[20];

if (printResults == PRI NTTEXT) {
printf("\nTest %: Iteration %, Repeat %@ d\n\t’'", testno+l
| oopno, repeatcount);
printstr(testarray, |ength);
printf(" " \n\t'");
printxstr(testarray, |ength);
printf("’ \n");
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printf(" Lengt h=% bytes (% bits), ", length, length * 8);
printf("ExtraBits %l: %.2x\n", nunberExtrabits, extrabits);
}

nenset (&sha, '\343, sizeof(sha)); /* force bad data into struct */
menset (&hmac, '\343', sizeof (hmac));
err = keyarray ? hmacReset (&hmac, hashes[ hashno] . whi chSha,
keyarray, keylen) :
USHAReset ( &sha, hashes[ hashno]. whi chSha);

if (err !'= shaSuccess) {

fprintf(stderr, "hash(): %Reset Error %d.\n",

keyarray ? "hmac" : "sha", err);
return err;

}

for (i = 0; i < repeatcount; ++i) {
err = keyarray ? hmacl nput (&nmac, (const uint8 t *) testarray,
| ength) :
USHAI nput (&sha, (const uint8_t *) testarray,
| engt h);
if (err !'= shaSuccess) {
fprintf(stderr, "hash(): %lnput Error %d.\n",
keyarray ? "hmac" : "sha", err);
return err;
}
}

if (nunmberExtrabits > 0) {
err = keyarray ? hmacFinal Bits(&mac, (uint8 t) extrabits,
nunber Extrabits) :
USHAFi nal Bi ts(&sha, (uint8_ t) extrabits,
nunber Extrabits);

if (err !'= shaSuccess) {
fprintf(stderr, "hash(): %FinalBits Error %d.\n",
keyarray ? "hmac" : "sha", err);
return err;
}

}

err = keyarray ? hmacResul t (&nac, Message Di gest)
USHAResul t (&sha, Message Di gest);

if (err !'= shaSuccess) {
fprintf(stderr, "hash(): % Result Error %, could not "
"conmput e nessage digest.\n", keyarray ? "hmac" : "sha", err);

return err;

}

sprintf(buf, "%", testno+l);
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print Resul t (Message_Di gest, hashsi ze, hashes[ hashno] . namne,

keyarray ?

"hmac standard test” : "sha standard test", buf,

resultarray, printResults, printPassFail);

return err;

*

* Exercise a

hash series of functions. The input is a fil enane.

* |f the result is known, it is in resultarray in uppercase hex.

*/

int hashfile(int hashno, const char *hashfilenane, int bits,
int bitcount, int skipSpaces, const unsigned char *keyarray,

{

i nt keyl en,

const char *resultarray, int hashsize,

int printResults, int printPassFail)

USHACont ext
HMACCont ext

sha;
hmac;

int err, nread, c;

unsi gned char buf[4096];

uint8 t Message_Di gest [ USHAMaxHashSi ze] ;

unsi gned char cc;

FI LE *hashfp = (strcnp(hashfil enane, "-") == 0) ? stdin :
fopen(hashfil enane, "r");

if (!'hashfp) {
fprintf(stderr, "cannot open file '%’\n", hashfil ename);
return shaStateError

}

menset ( &sha,

'\ 343, sizeof(sha)); /* force bad data into struct */

menset (&hmac, '\343', sizeof (hmac));
err = keyarray ? hmacReset (&mac, hashes[ hashno] . whi chSha,

keyarray, keyl en)
USHAReset ( &sha, hashes[ hashno]. whi chSha);

if (err !'= shaSuccess) {
fprintf(stderr, "hashfile(): %Reset Error %d.\n",
keyarray ? "hmac" : "sha", err);

return err;

}

i f (skipSpaces)

while ((c

= getc(hashfp)) !'= EOF) {

if (lisspace(c)) {
cc = (unsigned char)c;

err =

keyarray ? hmacl nput (&nac, &cc, 1)
USHAI nput (&sha, &cc, 1);
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if (err !'= shaSuccess) {
fprintf(stderr, "hashfile(): %lnput Error %d.\n",
keyarray ? "hmac" : "sha", err);
if (hashfp !'= stdin) fclose(hashfp);
return err;
}
}
}
el se

while ((nread = fread(buf, 1, sizeof(buf), hashfp)) > 0) {
err = keyarray ? hmacl nput (&nmac, buf, nread) :
USHAI nput ( &sha, buf, nread);
if (err !'= shaSuccess) {
fprintf(stderr, "hashfile(): % Error %.\n",
keyarray ? "hmaclnput” : "shalnput”, err);
if (hashfp !'= stdin) fclose(hashfp);
return err;
}
}

if (bitcount > 0)
err = keyarray ? hmacFi nal Bits(&mac, bits, bitcount)
USHAFi nal Bi ts(&sha, bits, bitcount);

if (err !'= shaSuccess) {
fprintf(stderr, "hashfile(): % Error %l.\n",
keyarray ? "hmacResult" : "shaResult", err);

if (hashfp !'= stdin) fclose(hashfp);
return err;

}

err = keyarray ? hmacResult (&nac, Message Di gest)
USHAResul t (&sha, Message_Di gest);

if (err !'= shaSuccess) {
fprintf(stderr, "hashfile(): % Error %d.\n",
keyarray ? "hmacResult" : "shaResult", err);

if (hashfp !'= stdin) fclose(hashfp);
return err;

}

print Resul t (Message_Di gest, hashsi ze, hashes[ hashno]. name, "file",
hashfil enane, resultarray, printResults, printPassFail);

if (hashfp != stdin) fclose(hashfp);
return err;

}

/*
* Exercise a hash series of functions through nultiple pernutations.
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The input is an initial seed. That seed is replicated 3 tines.

For 1000 rounds, the previous three results are used as the input.
This result is then checked, and used to seed the next cycle.

If the result is known, it is in resultarrays in uppercase hex.

/

voi d randomt est (i nt hashno, const char *seed, int hashsize,

const char **resultarrays, int randontount,

int printResults, int printPassFail)

L I R

int i, j; char buf[20];
unsi gned char SEED[ USHAMaxHashSi ze], MDD 1003] [ USHAMaxHashSi ze] ;

[* INPUT: Seed - A randomseed n bits long */

mencpy( SEED, seed, hashsize);

if (printResults == PRINTTEXT) {
printf("% randomtest seed= '", hashes[hashno]. nane);
printxstr(seed, hashsize);
printf("'\n");

for (j = 0; j < randontount; j++) {
/* MDO = MDL = MD2 = Seed; */
mencpy(MJ 0], SEED, hashsi ze);
mencpy (M) 1], SEED, hashsi ze);
mencpy (M) 2], SEED, hashsize);
for (i=3; i<1003; i++) {
/* M = MI-3 || MO-2 ]| MD-1; */
USHACont ext M ;
menset (&M, '\ 343, sizeof(M)); /* force bad data into struct */
USHAReset (&M, hashes[ hashno] . whi chSha) ;
USHAI nput (&M, M i-3], hashsize);
USHAI nput (&M, MJi-2], hashsi ze);
USHAI nput (&M, MJi-1], hashsi ze);
/* MDI = SHA(M); */
USHAResul t (&M, MJi]);
}

[* M) = Seed = MDIi; */
mencpy(SEED, MJi-1], hashsize);

/* OUTPUT: M) */

sprintf(buf, "9%", j);

print Resul t (SEED, hashsi ze, hashes[ hashno]. nanme, "randomtest",
buf, resultarrays ? resultarrays[j] : O, printResults,
(] < RANDOMCOUNT) ? printPassFail : 0);
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/*
* Look up a hash nane.
*/
int findhash(const char *argv0, const char *opt)
{
int i;

const char *nanes[ HASHCOUNT] [ 2] = {
{ "0", "sha1" }, { "1", "sha224" }, { "2", "sha256" },
{ "3", "sha384" }, { "4", "shab12" }

b

for (i = 0; i < HASHCOUNT; i ++)
if ((strcnp(opt, nanmes[i][0]) == 0) |
(scasecnp(opt, nanes[i][1]) == 0))
return i;

fprintf(stderr, "%: Unknown hash nane: '%’'\n", argv0, opt);
usage(argv0);
return O;

}

/*
* Run sone tests that should invoke errors.
*/
void testErrors(int hashnol ow, int hashnohigh, int printResults,
int printPassFail)
{

USHACont ext usha;
uint8 t Message_ Di gest[ USHAMaxHashSi ze] ;
i nt hashno, err;

for (hashno = hashnol ow; hashno <= hashnohi gh; hashno++) {
menset (&usha, '\343', sizeof(usha)); /* force bad data */
USHAReset ( &usha, hashno);
USHAResul t (&usha, Message Di gest);
err = USHAI nput (&usha, (const unsigned char *)"foo", 3);
if (printResults == PRI NTTEXT)
printf ("\nError %. Should be %l.\n", err, shaStateError);

if ((printPassFail == PRI NTPASSFAIL) ||
((printPassFail == PRINTFAIL) && (err != shaStateError)))
printf("% se: %\n", hashes[hashno]. naneg,
(err == shaStateError) ? "PASSED' : "FAILED");

err = USHAFi nal Bi t s(&usha, 0x80, 3);
if (printResults == PRI NTTEXT)
printf ("\nError %. Should be %l.\n", err, shaStateError);
if ((printPassFail == PRI NTPASSFAIL) |
((printPassFail == PRINTFAIL) && (err != shaStateError)))
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}

printf("% se: %\n", hashes[hashno]. name,
(err == shaStateError) ? "PASSED' : "FAILED");

err = USHAReset (0, hashes[ hashno]. whi chSha);
if (printResults == PRI NTTEXT)
printf("\nError %l. Should be %.\n", err, shaNull);

if ((printPassFail == PRI NTPASSFAIL) |
((printPassFail == PRINTFAIL) && (err !'= shaNull)))
printf("% usha null: %\n", hashes[hashno]. nane,
(err == shaNull) ? "PASSED' : "FAl LED");

swi tch (hashno) {
case SHA1: err = SHAlReset (0); break;
case SHA224: err SHA224Reset (0); break;
case SHA256: err SHA256Reset (0) ; break;
case SHA384: err SHA384Reset (0); break;
case SHA512: err SHA512Reset (0); break;

}
if (printResults == PRI NTTEXT)
printf("\nError %. Should be %.\n", err, shalNull);

if ((printPassFail == PRI NTPASSFAIL) ||
((printPassFail == PRINTFAIL) && (err !'= shaNull)))
printf("% sha null: %\n", hashes[hashno]. nane,
(err == shaNull) ? "PASSED' : "FAILED");

/* replace a hex string in place with its value */
i nt unhexStr(char *hexstr)

{

char *o = hexstr
int len =
if (lhexstr) return O;

for ( ; *hexstr; hexstr++) {

0, nibblel = 0, nibble2 = 0;

if (isalpha((int)(unsigned char)(*hexstr))) {

ni bbl el = tol ower(*hexstr) - "a' + 10;

else if (isdigit((int)(unsigned char)(*hexstr))) {

ni bbl el = *hexstr - '0’;

el se {

printf("\nError: bad hex character "%’\n", *hexstr);

f (!*++hexstr) break;
i f (isalpha((int)(unsigned char)(*hexstr))) {
ni bbl e2 = tol ower(*hexstr) - ’'a’
} else if (isdigit((int)(unsigned char)(*hexstr))) {
ni bbl e2 = *hexstr - '0’;
} else {

printf("\nError: bad hex character '%’'\n", *hexstr);

—_———— — —
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}
*o++ = (char) ((nibblel
| en++;

return | en;

SHAs and HVAC- SHAs

<< 4) | nibble2);

t est nohi gh;

}
int main(int argc, char **argv)
t
int i, err;
int |oopno, |oopnohigh =1
i nt hashno, hashnol ow = 0,
int testno, testnolow = 0,
i nt ntestnohigh = 0;
int printResults = PRI NTTEXT;
int printPassFail =1
int checkErrors = 0;
char *hashstr = 0O;

int hashlen = 0O;

const char *resultstr
char *randonseedstr =
int runHmcTests = 0;
char *hmacKey = 0O;

int hmaclen = O;

:0,

i nt randontount = RANDOMCOUNT;

const char *hashfil enane
const char *hashFil enane
int extrabits = 0,
int strlsHex = 0;

while ((i = xgetopt(argc, argv,
= -1)
switch (i) {
case 'b’: extrabits = strtol (xoptarg, 0, 0);
case 'B': nunberExtrabits = atoi (xoptarg);
case 'e': checkErrors = 1; break
case 'f’': hashfil enanme = xoptarg; break
case 'F' : hashFil ename = xoptarg; break;
case 'h’: hashnol ow = hashnohi gh = fi ndhash(argv[O0],
br eak;
case 'H: strlsHex = 1; break;
case 'k': hmacKey = xoptarg; hnmaclen = strlen(xoptarg);
case '|’': 1l oopnohigh = atoi (xoptarg); break;
case 'm: runHmacTests = 1; break;
case 'P': printPassFail = 0; break;
case 'p’: printResults = PRI NTNONE; break;
case 'R : randontount = atoi (xoptarg); break;
case 'r’': randonseedstr = xoptarg; break;
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case hashstr = xoptarg; hashlen = strlen(hashstr); break;
case 'S : resultstr = xoptarg; break;

case 't’: testnol ow = ntestnohigh = atoi (xoptarg) - 1; break;
case 'W: printResults = PRI NTRAW break;

case 'x': printResults = PRI NTHEX; break;
case 'X : printPassFail = 2; break;
defaul t: usage(argv[0]);

}

if (strlsHex) {
hashl en = unhexStr (hashstr);
unhexStr (randonseedstr) ;
hmacl en = unhexSt r (hmacKey) ;

testnohigh = (ntestnohigh = 0) ? ntestnohigh
runHracTests ? (HVACTESTCOUNT-1) : (TESTCOUNT-1);

if ((testnolow < 0) ||

(testnohi gh >= (runHracTests ? HMACTESTCOUNT : TESTCOUNT)) |

(hashnolow < 0) || (hashnohi gh >= HASHCOUNT) |

(hashstr && (testnol ow == testnohigh)) ||

(randontount < 0) |

(resultstr && (!hashstr && !hashfil enane && !hashFil enane)) ||

((runHmacTests || hmacKey) && randonseedstr) ||

(hashfil enanme && hashFi | enane))

usage(argv[0]);

/*
*  Perform SHA/ HVAC tests
*/
for (hashno = hashnol ow; hashno <= hashnohi gh; ++hashno) {
if (printResults == PRI NTTEXT)
printf("Hash %\ n", hashes[hashno]. nane);
err = shaSuccess;

for (loopno = 1; (loopno <= | oopnohigh) && (err == shaSuccess);
++l oopno) {
i f (hashstr)
err = hash(0, |oopno, hashno, hashstr, hashlen, 1
nunber Extrabits, extrabits, (const unsigned char *)hmacKey,
hrmacl en, resultstr, hashes[hashno]. hashsize, printResults,
print PassFail);

el se if (randonseedstr)
randont est (hashno, randonseedstr, hashes[ hashno]. hashsize, 0,
randonctount, printResults, printPassFail);

el se if (hashfil enane)
err = hashfil e(hashno, hashfil enane, extrabits,
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nunmber Extrabits, O,

(const unsigned char *)hmacKey, hnmacl en,
resultstr, hashes[hashno]. hashsi ze,
printResults, printPassFail);

el se if (hashFil enane)
err = hashfil e(hashno, hashFil enane, extrabits,
nunber Extrabits, 1,
(const unsigned char *)hmacKey, hmacl en,
resul tstr, hashes[ hashno]. hashsi ze,
printResults, printPassFail);

el se /* standard tests */ {
for (testno = testnol ow,
(testno <= testnohigh) && (err == shaSuccess); ++testno) {
if (runHracTests) {
err = hash(testno, |oopno, hashno,

hmachashes[t est no] . dat aarr ay[ hashno] ?
hmachashes[t est no] . dat aar r ay[ hashno]
hmachashes[t est no] . dataarray[ 1] ?

hmachashes[t est no] . dat aar r ay[ 1]

hmachashes[ t est no] . dat aarray[ 0],

hmachashes[ t est no] . dat al engt h[ hashno] ?

hmachashes[ t est no] . dat al engt h[ hashno]
hmachashes[testno] . datal ength[ 1] ?

hmachashes[t est no] . dat al engt h[ 1]

hmachashes[t est no] . dat al engt h[ 0],

1, 0, O,

(const unsigned char *)(
hmachashes[ t est no] . keyarray[ hashno] ?
hmachashes[t est no] . keyarray[ hashno]
hmachashes[t est no] . keyarray[1] ?
hmachashes[t est no] . keyarray[ 1]
hmachashes|[t est no] . keyarray[0]),

hmachashes[ t est no] . keyl engt h[ hashno] ?

hmachashes[t est no] . keyl engt h[ hashno]
hmachashes[t est no] . keyl engt h[ 1] ?

hmachashes[t est no] . keyl engt h[ 1]

hmachashes[t est no] . keyl engt h[ 0] ,

hmachashes|[t est no] . resul t array[ hashno],

hmachashes[t est no] . resul t1 engt h[ hashno],
printResults, printPassFail);
} else {
err = hash(testno, |oopno, hashno,

hashes[ hashno] . tests[testno].testarray,

hashes[ hashno] . test s[testno]. | engt h,

hashes[ hashno] .t est s[t est no] . r epeat count,

hashes[ hashno] . test s[test no] . nunber Extrabits,
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}

/*

*

*

*

hashes[ hashno] .tests[testno].extrabits, 0, O,
hashes[ hashno] . tests[testno].resul tarray,
hashes[ hashno] . hashsi ze,
printResults, printPassFail);
}
}

if (!runHmacTests) {
randont est (hashno, hashes[ hashno].randont est,

hashes[ hashno] . hashsi ze, hashes[ hashno] . randonresul ts,
RANDOMCOUNT, printResults, printPassFail);

}

}
}
}

/* Test some error returns */
if (checkErrors) {

test Errors(hashnol ow, hashnohi gh, printResults, printPassFail);
}

return O;

Conpare two strings, case independently.
Equi val ent to strcasecnp() found on sonme systens.
/

i nt scasecnp(const char *sl1l, const char *s2)

~

Lo T R T

for (55) {
char ul = tol ower(*sl++);
char u2 = tol ower(*s2++);
if (ul !'= u2)
return ul - u2;
if (ul =="'\0")
return O,

This is a copy of getopt provided for those systens that do not
have it. The nane was changed to xgetopt to not conflict on those
systens that do have it. Simlarly, optarg, optind and opterr
were renamed to xoptarg, xoptind and xopterr

Copyright 1990, 1991, 1992 by the Massachusetts Institute of
Technol ogy and Uni Soft Group Linited.
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L I SR I I

Perm ssion to use, copy, nodify, distribute, and sell this software
and its docunentation for any purpose is hereby granted w thout fee,
provi ded that the above copyright notice appear in all copies and
that both that copyright notice and this perm ssion notice appear in
supporting docunentation, and that the names of MT and Uni Soft not
be used in advertising or publicity pertaining to distribution of
the software without specific, witten prior permssion. MT and
Uni Soft make no representations about the suitability of this
software for any purpose. It is provided "as is" w thout express

or inplied warranty.

$XConsortium getopt.c,v 1.2 92/07/01 11:59:04 rws Exp $
NB: Reformatted to match above style.
/

char *xopt ar g;
i nt xoptind = 1;
int xopterr = 1,

static int xgetopt(int argc, char **argv, const char *optstring)

{

static int avpl ace;

char *ap;
char *cp;
i nt c;

if (xoptind >= argc)
return ECF

ap = argv[xoptind] + avpl ace;

/* At beginning of arg but not an option */
if (avplace == 0) {
it (ap[0] !="-")
return ECF
else if (ap[1l] == "-") {
/* Special end of options option */
xopti nd++;
return ECF
} else if (ap[1l] == "'\0")
return EOF; /* single '-' is not allowed */

}

[* Get next letter */
avpl ace++
C = *++ap;
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= strchr(optstring, c);
(cp == NULL || ¢ ==":") {
if (xopterr)

cp
i f

fprintf(stderr, "Unrecognised option -- %\n",

return '?";

}

if (epfl1] ==":") {
[* There should be an option arg */
avpl ace = 0;
if (ap[1] =="\0") {
/[* It is a separate arg */
if (++xoptind >= argc) {
if (xopterr)

fprintf(stderr, "Option requires an argunent\n");

return ' ?;
}
xoptarg = argv[ xoptind++];
} else {
/* is attached to option letter */
xoptarg = ap + 1,
++xopti nd;

} else {

c);

[* If we are out of letters then go to next arg */

if (ap[1] =="\0") {
++xopt i nd;
avpl ace = 0;

}

xoptarg = NULL;
}

return c;

}
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9.

10.

11.

Security Considerations

Thi s docunent is intended to provides the Internet comunity

conveni ent access to source code that inplenents the United States of
America Federal Information Processing Standard Secure Hash

Al gorithns (SHAs) [FIPS180-2] and HMACs based upon these one-way hash
functions. See license in Section 1.1. No independent assertion of

the security of this hash function by the authors for any particul ar

use is intended.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.
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assurances of licenses to be nade available, or the result of an
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http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
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