Net wor k Wor ki ng G oup T. Kivinen

Request for Comments: 4621 Saf enet, Inc.
Cat egory: I nfornmational H. Tschofenig
Si enens

August 2006

Design of the IKEv2 Mbility and Miltihom ng (MOBIKE) Protoco
Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2006).
Abst r act

The 1 KEv2 Mobility and Multihonming (MOBIKE) protocol is an extension
of the Internet Key Exchange Protocol version 2 (IKEv2). These

ext ensi ons shoul d enabl e an efficient nanagement of |KE and | Psec
Security Associ ati ons when a host possesses nmultiple | P addresses
and/ or where | P addresses of an | Psec host change over tine (for
exanple, due to nmobility).

Thi s document di scusses the involved network entities and the

rel ati onshi p between | KEv2 signaling and information provided by

ot her protocols. Design decisions for the MOBIKE protocol,
background information, and di scussions within the working group are
recor ded.
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1.

I nt roducti on

The purpose of IKEv2 is to nutually authenticate two hosts, to
establish one or nore | Psec Security Associations (SAs) between them
and subsequently to manage these SAs (for exanple, by rekeying or
deleting). |KEv2 enables the hosts to share information that is

rel evant to both the usage of the cryptographic algorithms that
shoul d be enployed (e.g., paraneters required by cryptographic

al gorithms and session keys) and to the usage of |ocal security
policies, such as information about the traffic that should
experience protection

| KEv2 assunes that an |IKE SA is created inplicitly between the IP
address pair that is used during the protocol execution when
establishing the I KEv2 SA. This neans that, in each host, only one
| P address pair is stored for the I KEv2 SA as part of a single | KEv2
protocol session, and, for tunnel node SAs, the host places this
single pair in the outer IP headers. Existing |IPsec docunents make
no provision to change this pair after an |KE SA is created (except
for dynam c address update of Network Address Transl ation Traversa
(NAT-T)).

There are scenarios where one or both of the IP addresses of this
pair may change during an |IPsec session. |In principle, the IKE SA
and all corresponding | Psec SAs could be re-established after the IP
address has changed. However, this is a relatively expensive
operation, and it can be problemati c when such changes are frequent.
Mor eover, manual user interaction (for exanple, when using human-
operated token cards (SecurlD)) mght be required as part of the

| KEv2 aut hentication procedure. Therefore, an automatic mechanismis
needed that updates the | P addresses associated with the I KE SA and
the I Psec SAs. The MOBI KE protocol provides such a mechani sm

The MOBI KE protocol is assuned to work on top of |KEv2 [ RFC4306]. As
IKEv2 is built on the I Psec architecture [ RFC4301], all protocols
devel oped within the MOBI KE working group rmust be conpatible with
both I KEv2 and the architecture described in RFC 4301. This docunent
does not discuss nobility and nulti-hom ng support for |KEvl

[ RFC2409] or the obsoleted | Psec architecture described in RFC 2401

[ RFC2401] .

Thi s docunent is structured as follows: After sone inportant terns
are introduced in Section 2, a nunber of relevant usage scenarios are
di scussed in Section 3. Section 4 describes the scope of the MBI KE

protocol. Section 5 discusses design considerations affecting the
MBI KE protocol. Section 6 investigates details regarding the MBI KE
protocol. Finally, this docunent concludes in Section 7 with

security considerations.
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2. Term nol ogy

This section introduces the termnology that is used in this
docunent .

Peer

A peer is an I KEv2 endpoint. |In addition, a peer inplenents the
MOBI KE ext ensi ons, defined in [ RFC4555].

Avai | abl e address

An address is said to be available if the followi ng conditions are
net :

* The address has been assigned to an interface.

* |f the address is an |Pv6 address, we additionally require (a)
that the address is valid as defined in RFC 2461 [ RFC2461], and
(b) that the address is not tentative as defined in RFC 2462
[ RFC2462]. In other words, we require the address assignnent
to be conplete.

Note that this explicitly allows an address to be optimstic as
defined in [ RFC4429].

* |f the address is an I Pv6 address, it is a global unicast or
uni que site-local address, as defined in [ RFC4193]. That is,
it is not an | Pv6 |ink-local address.

* The address and interface is acceptable for sending and
receiving traffic according to a local policy.

This definition is taken from|[WP-Ark06] and adapted for the
MOBI KE cont ext .

Local |y operational address
An address is said to be locally operational if it is available
and its use is locally known to be possible and permitted. This
definition is taken from [ W P-ArkO06].

Qperational address pair
A pair of operational addresses are said to be an operationa
address pair if and only if bidirectional connectivity can be

shown between the two addresses. Note that sonetines it is
necessary to consider connectivity on a per-flow | evel between two
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endpoints. This differentiation mght be necessary to address
certain Network Address Translation types or specific firewalls.
This definition is taken from|[WP-Ark06] and adapted for the
MBI KE context. Although it is possible to further differentiate
uni directional and bidirectional operational address pairs, only
bi directional connectivity is relevant to this docunent, and

uni directional connectivity is out of scope.

Pat h

The sequence of routers traversed by the MOBIKE and | Psec packets
exchanged between the two peers. Note that this path may be
affected not only by the invol ved source and destination IP
addresses, but also by the transport protocol. Since MOBIKE and

| Psec packets have a different appearance on the wire, they night
be routed along a different path, for exanple, due to |oad

bal ancing. This definition is taken from[RFC2960] and adapted to
t he MOBI KE cont ext .

Current path

The sequence of routers traversed by an | P packet that carries the
default source and destination addresses is said to be the Current
Path. This definition is taken from[RFC2960] and adapted to the
MOBI KE cont ext .

Preferred address

The | P address of a peer to which MOBIKE and | Psec traffic should
be sent by default. A given peer has only one active preferred
address at a given point in tine, except for the small time period
where it switches froman old to a new preferred address. This
definition is taken from [W P-N kO6] and adapted to the MOBIKE
cont ext .

Peer address set

We denote the two peers of a MOBI KE session by peer A and peer B
A peer address set is the subset of |ocally operational addresses
of peer Athat is sent to peer B. A policy available at peer A

i ndi cates which addresses are included in the peer address set.
Such a policy mght be created either nmanually or autonatically
through interaction with other nmechanisns that indicate new
avai | abl e addresses.
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Bi di recti onal address pair

The address pair, where traffic can be sent to both directions,
sinmply by reversing the I P addresses. Note that the path of the
packets going to each direction mght be different.

Uni directional address pair

The address pair, where traffic can only be sent in one direction,
and reversing the | P addresses and sending reply back does not
wor k.

For nmobility-related term nology (e.g., Make-before-break or Break-
bef ore- nake), see [ RFC3753].

3. Scenarios

In this section, we discuss three typical usage scenarios for the
MOBI KE pr ot ocol

3.1. Mbility Scenario

Figure 1 shows a break-before-make nobility scenari o where a nobile
node (MN) changes its point of network attachment. Prior to the
change, the nobile node had established an | Psec connection with a
security gateway that offered, for exanple, access to a corporate
network. The | KEv2 exchange that facilitated the setup of the |IPsec
SA(s) took place over the path |abeled as "old path’. The involved
packets carried the MNs "ol d" |IP address and were forwarded by the
"ol d" access router (QAR) to the security gateway (GW.

When the MN changes its point of network attachnent, it obtains a new
| P address using stateful or statel ess address configuration. The
goal of MOBIKE, in this scenario, is to enable the MN and the GWNto
continue using the existing SAs and to avoid setting up a new | KE SA
A protocol exchange, denoted by ' MOBI KE Address Update', enables the
peers to update their state as necessary.

Note that in a break-before-make scenario the MN obtains the new | P
address after it can no |longer be reached at the old IP address. In
a make- before-break scenario, the MNis, for a given period of tineg,
reachabl e at both the old and the new | P address. MBI KE shoul d wor k
in both of the above scenari os.
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(I'nitial I KEv2 Exchange)
S>S>SSSSS>>SSSSSSSSSSSSSSSSSSSSSS>>Y

adlIP +- -+ +---+ Vv
address | M\ ------ > |OAR| ------------- v v
t--t +---+ A d path \Y, %

: +----+ V>>>>> +- -+

. nove | R | ------- > | GW

| | >>>>> ||

Vv +----+ N +- -+
t--t +---+ New path n A
New [P [ MN[------ > |NAR| -------------- N N
address +--+ foo o4 A

D S S S S I Sl
(MOBI KE Addr ess Updat e)

---> = Path taken by data packets
>>>> = Sjignaling traffic (I KEv2 and MOBI KE)
.> = End host novenent

Figure 1: Mbility Scenario
3.2. Miltihomng Scenario

Anot her MOBI KE usage scenario is depicted in Figure 2. In this
scenario, the MOBIKE peers are equipped with nultiple interfaces (and
multiple I P addresses). Peer A has two interface cards with two IP
addresses, IP_Al and I P_A2, and peer B has two | P addresses, |P_Bl1
and | P_B2. Each peer selects one of its |IP addresses as the
preferred address, which is used for subsequent comunication

Various reasons (e.g., hardware or network link failures) may require
a peer to switch fromone interface to another.

R + R +
| Peer A | F o * | Peer B
| | >>>>>>>>>> * Net wor k *>>>>>>>>>>| |
| IP AL +-------- >+ S I >+ | P_Bl |
I IP A2 +********>+ L*********>+ IP BZ I
| | * * | |
I + R et * Fom e o e - +

---> = Path taken by data packets

>>>> = Sjgnaling traffic (I KEv2 and MOBI KE)

***> = Potential future path through the network

(if Peer A and Peer B change their preferred
addr ess)

Figure 2: Multihonming Scenario
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Not e that MOBI KE does not aimto support |oad bal anci ng between
multiple P addresses. That is, each peer uses only one of the
avai l abl e address pairs at a given point in tinme.

3.3. Miltihonmed Laptop Scenario

The third scenario we consider is about a laptop that has multiple
interface cards and therefore several ways to connect to the network.
It may, for exanple, have a fixed Ethernet card, a W.AN interface, a
General Packet Radi o Service (GPRS) adaptor, a Bluetooth interface,
or USB hardware. Not all interfaces are used for comunication al
the tinme for a nunber of reasons (e.g., cost, network availability,
user convenience). The policies that determ ne which interfaces are
connected to the network at any given point in time is outside the
scope of the MOBIKE protocol and, as such, this document. However,
as the | aptop changes its point of attachment to the network, the set
of | P addresses under which the laptop is reachabl e changes too.

In all of these scenarios, even if |IP addresses change due to
interface switching or nobility, the I P address obtained via the
configuration payloads within I KEv2 remain unaffected. The IP
address obtained via the I KEv2 configuration payl oads allow the
configuration of the inner |IP address of the IPsec tunnel. As such,
appl i cations mght not detect any change at all

4. Scope of MOBI KE

Getting nmobility and nmulti homi ng actually working requires many
different conponents to work together, including coordinating

deci sions between different |ayers, different nobility mechani sms,
and | Psec/| KEv2. Mbdst of those aspects are beyond the scope of

MOBI KE: MOBI KE focuses only on what two peers need in order to agree
at the 1KEv2 level (like new nessage formats and sone aspects of
their processing) required for interoperability.

The MOBI KE protocol is not trying to be a full nobility protocol;
there is no support for sinmultaneous novenent or rendezvous
mechani sm and there is no support for route optinization, etc. The
desi gn docunent focuses on tunnel node; everything going inside the
tunnel is unaffected by the changes in the tunnel header |P address,
and this is the nmobility feature provided by the MBIKE. That is,
applications running inside the MBI KE-controlled | Psec tunnel m ght
not detect the novenent since their |IP addresses renmain constant.
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The MOBI KE protocol should be able to performthe foll ow ng
operations (not all of which are done explicitly by the current
pr ot ocol ):

o Informthe other peer about the peer address set
o Informthe other peer about the preferred address

o0 Test connectivity along a path and thereby detect an outage
situation

0 Change the preferred address
o Change the peer address set
0 Ability to deal with Network Address Transl ati on devi ces

Figure 3 shows an exanpl e protocol interaction between a pair of

MBI KE peers. MOBIKE interacts with the packet processing nodul e of
the I Psec inplenmentation using an internal APl (such as those based
on PF_KEY [RFC2367]). Using this API, the MOBI KE nodul e can create
entries in the Security Association (SAD) and Security Policy

Dat abases (SPD). The packet processing nodul e of the |Psec

i mpl ementation nay also interact with | KEv2 and MOBI KE nodul e using
this API. The content of the Security Policy and Security
Associ ati on Dat abases determi nes what traffic is protected with | Psec
in which fashion. MOBIKE, on the other hand, receives information
froma nunber of sources that may run both in kernel-node and in
user-node. These sources formthe basis on which MBI KE rmakes

deci sions regarding the set of avail abl e addresses, the peer address
set, and the preferred address. Policies may also affect the

sel ecti on process.

The peer address set and the preferred address needs to be nmade
available to the other peer. In order to address certain failure
cases, MBI KE shoul d performconnectivity tests between the peers
(potentially over a nunmber of different paths). Although a nunber of
address pairs may be available for such tests, the nbst inmportant is
the pair (source address, destination address) of the current path.
This is because this pair is selected for sending and receiving

MBI KE signhaling and | Psec traffic. |If a problemalong this current
path is detected (e.g., due to a router failure), it is necessary to
switch to a new current path. 1In order to be able to do so quickly,
it may be hel pful to performconnectivity tests of other paths
periodically. Such a technique would also help identify previously
di sconnect ed paths that beconme operational again.
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User - space |
| MOBI KE and

I I I
| Pr ot ocol s and | |
| Functions Relevant |<---------- > | KEv2 Modul e

| MOBIKE (e.g., DHCP, | | |
| pol i ci es) | R +
S + A

| | User space
++++++++++APl ++++++++++H++H+ PR KEY

| | Ker nel space

| v
| . +
v I
Fom - + | I1Psec engine |
| Ker nel - space | <----mmmm-- >| (and dat abases)
| Pr ot ocol s | | |
| Rel evant for | R LT +
| MOBIKE (e.g., ND, | A
| DNA, L2) I +
R + Y, Y,
| ] R T +
\/ | |
| nt er- :::::::::::::::::::::>| | P forwardi ng, |
f aces <:::::::::::::::::::::| i nput and out put |
I I
o e +
===> = | P packets arriving/leaving a MBI KE node
<-> = control and configuration operations
Figure 3: Franmework
Pl ease note that Figure 3 illustrates an exanple of how a MBI KE
i npl ementation could work. It serves illustrative purposes only.

5. Design Considerations

Thi s section discusses aspects affecting the design of the MOBIKE
pr ot ocol

5.1. Choosi ng Addresses

One of the core aspects of the MOBIKE protocol is the selection of
the address for the | Psec packets we send. Choosing addresses for
the I KEv2 request is a sonewhat separate problem |In many cases,
they will be the sane (and in sone design choice they will always be
the sane and could be forced to be the sanme by design).
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5.1.1. Inputs and Triggers

How address changes are triggered is |largely beyond the scope of

MBI KE. The triggers can include changes in the set of addresses,
various |ink-layer indications, failing dead peer detection, and
changes in preferences and policies. Furthernore, there nay be |ess
reliable sources of information (such as lack of |IPsec packets and
incom ng | CMP packets) that do not trigger any changes directly, but
rat her cause Dead Peer Detection (DPD) to be schedul ed earlier and,
if it fails, it mght cause a change of the preferred address.

These triggers are largely the same as for other nobility protocols
such as Mbile IP, and they are beyond the scope of MOBIKE

5.1.2. Connectivity

There can be two kinds of connectivity "failures": local failures and
path failures. Local failures are problens |ocally at a MBI KE peer
(e.g., an interface error). Path failures are a property of an
address pair and failures of nodes and links along this path. MOBIKE
does not support unidirectional address pairs. Supporting them would
requi re abandoning the principle of sending an IKEv2 reply to the
address from whi ch the request cane. MBI KE decided to deal only

with bidirectional address pairs. It does consider unidirectiona
address pairs as broken and does not use them but the connection
bet ween peers will not break even if unidirectional address pairs are

present, provided there is at |east one bidirectional address pair
MBI KE can use.

Note that MOBIKE is not concerned about the actual path used; it
cannot even detect if some path is unidirectionally operational if
the sane address pair has sonme other unidirectional path back

Ingress filters mght still cause such path pairs to be unusable, and
in that case MBIKE will detect that there is no operational address
pair.

In a sense having both an IPv4 and an | Pv6 address is basically a
case of partial connectivity (putting both an IPv4 and an | Pv6
address in the sane | P header does not work). The main difference is
that it is known beforehand; there is no need to discover that an

| Pv4/ | Pv6 conbi nation does not work.
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5.

5

5

5

5.

1.3. Discovering Connectivity

To detect connectivity, the MOBIKE protocol needs to have a mechani sm
to test connectivity. |If a MOBIKE peer receives a reply, it can be
sure about the existence of a working (bidirectional) address pair.

If a MOBIKE peer does not see a reply after nultiple retransm ssions,
it may assunme that the tested address pair is broken

The connectivity tests require congestion problens to be taken into
account because the connection failure mght be caused by congesti on.
The MBI KE protocol should not nmake the congestion probl em worse by
sendi ng many DPD packets.

1.4. Decision Mking

One of the main questions in designing the MOBIKE protocol was who
makes the decisions howto fix a situation when failure is detected,
e.g., symetry vs. asynmetry in decision making. Symetric decision
making (i.e., both peers can nmake decisions) may cause the different
peers to make different decisions, thus causing asymretric upstream
downstreamtraffic. In the mobility case, it is desirable that the
nmobi | e peer can nove both upstream and downstreamtraffic to sone
particular interface, and this requires asymmetric decision nmaking
(i.e. only one peer makes deci sions).

Wirking with stateful packet filters and NATs is easier if the same
address pair is used in both upstream and downstream directi ons.

Al so, in conmon cases, only the peer behind NAT can actually perform
actions to recover fromthe connectivity problens, as the other peer
m ght not be able to initiate any connections to the peer behind NAT

1.5. Suggested Approach

The working group decided to select a nethod whereby the initiator

wi || decide which addresses are used. As a consequence, the outcone
is always the same for both parties. It also works best w th NATs,
as the initiator is nmost likely the node that is |ocated behind a
NAT.

2.  NAT Traversal (NAT-T)
2.1. Background and Constraints

Anot her core aspect of MOBIKE is the treatnent of different NATs and
Net wor k Address Port Translations (NAPTs). In IKEv2 the tunne

header | P addresses are not sent inside the | KEv2 payl oads, and thus
there is no need to do unilateral self-address fixing (UNSAF
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[ RFC3424]). The tunnel header |P addresses are taken fromthe outer
| P header of the |IKE packets; thus, they are already processed by the
NAT.

The NAT detection payl oads are used to determni ne whether the
addresses in the I P header were nodified by a NAT al ong the path.
Detecting a NAT typically requires UDP encapsul ation of |Psec ESP
packets to be enabled, if desired. MBIKE is not to change how | KEv2
NAT-T works in particular, any kind of UNSAF or explicit interaction
with NATs (e.g., M DCOM [RFC3303] or NSI'S NATFWNSLP [WP-Sti06]) is
beyond t he scope of the MOBIKE protocol. The MBI KE protocol will
need to define how MOBIKE and NAT-T are used together

The NAT-T support should also be optional. |If the |IKEv2

i mpl ement ati on does not inplement NAT-T, as it is not required in
sonme particular environnment, inplenenting MOBIKE should not require
addi ng support for NAT-T either.

The property of being behind NAT is actually a property of the
address pair and thereby of the path taken by a packet. Thus, one
peer can have multiple |IP addresses, and sone of those m ght be
behi nd NAT and sone m ght not.

5.2.2. Fundamental Restrictions

There are sone cases that cannot be carried out within MOBIKE. One
of those cases is when the party "outside” a symmetric NAT changes
its address to sonething not known by the other peer (and the old
address has stopped working). |t cannot send a packet containing the
new addresses to the peer because the NAT does not contain the
necessary state. Furthernore, since the party behind the NAT does
not know the new I P address, it cannot cause the NAT state to be
creat ed.

Thi s case could be solved using sone rendezvous nechani sm outsi de
| KEv2, but that is beyond the scope of MBI KE.

5.2.3. Moving behind a NAT and Back

The MOBI KE protocol should provide a nechani smwhereby a peer that is
initially not behind a NAT can nove behi nd NAT when a new preferred
address is selected. The sanme effect m ght be acconplished with the
change of the address pair if nore than one path is available (e.qg.,
in the case of a multi-honed host). An inpact for the MOBIKE
protocol is only caused when the currently sel ected address pair
causes MBI KE packets to traverse a NAT.
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Similarly, the MOBIKE protocol provides a mechanismto detect when a
NATed path is changed to a non-NATed path with the change of the
address pair.

As we only use one address pair at tine, effectively the MOBIKE peer
is either behind NAT or not behind NAT, but each address change can
change this situation. Because of this, and because the initiator
al ways chooses the addresses, it is enough to send keepalive packets
only to that one address pair.

Enabling NAT-T involves a few different things. One is to enable the
UDP encapsul ati on of ESP packets. Another is to change the | KE SA
ports fromport 500 to port 4500. W do not want to do unnecessary
UDP encapsul ati on unless there is really a NAT between peers, i.e.,
UDP encapsul ati on should only be enabl ed when we actual |y detect NAT
On the other hand, as all inplenentations supporting NAT-T nust be
able to respond to port 4500 all the tine, it is sinpler fromthe
protocol point of viewto change the port nunbers from 500 to 4500

i medi atel y upon detecting that the other end supports NAT-T. This
way it is not necessary to change ports after we |later detected NAT
whi ch woul d have caused conplications to the protocol

If we changed the port only after we detected NAT, then the responder
woul d not be able to use the IKE and | Psec SAs inmedi ately after
their address is changed to be behind NAT. Instead, it would need to
wait for the next packet fromthe initiator to see what |IP and port
nunbers are used after the initiator changed its port from500 to
4500. The responder would al so not be able to send anything to the
initiator before the initiator sent sonething to the responder. |If
we do the port nunber changing imediately after the IKESAINT and
bef ore | KE_AUTH phase, then we get the rid of this problem

5.2.4. Responder behind a NAT

MBI KE can work in cases where the responder is behind a static NAT,
but the initiator would need to know all the possible addresses to
whi ch the responder can nove. That is, the responder cannot nove to
an address which is not known by the initiator, in case initiator

al so noves behi nd NAT.

If the responder is behind a NAPT, then it mght need to comunicate
with the NAT to create a mapping so the initiator can connect to it.
Those external firewall pinhole opening nechani sns are beyond the
scope of MOBI KE.

In case the responder is behind NAPT, then finding the port nunbers
used by the responder is outside the scope of MBI KE.
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5.2.5. NAT Prevention

One new feature created by MOBIKE is NAT prevention. |If we detect
NAT between the peers, we do not allow that address pair to be used.
This can be used to protect |IP addresses in cases where the
configuration knows that there is no NAT between the nodes (for
exampl e I Pv6, or fixed site-to-site VPN). This avoids any
possibility of on-path attackers nodifying addresses in headers.
This feature nmeans that we authenticate the I P address and detect if
they were changed. As this is done on purpose to break the
connectivity if NAT is detected, and decided by the configuration,
there is no need to do UNSAF processing.

5.2.6. Suggested Approach

The wor ki ng group decided that MOBI KE uses NAT-T mechani sns fromthe
| KEv2 protocol as nuch as possible, but decided to change the dynanic
address update (see [ RFC4306], Section 2.23, second to |ast

par agraph) for |KEv2 packets to "MJST NOT" (it would break path
testing using | KEv2 packets; see Section 6.2). The working group

al so decided only to send keepalives to the current address pair.

5.3. Scope of SA Changes

Most sections of this docunent discuss design considerations for
updati ng and mai ntai ni ng addresses in the database entries that
relate to an | KE SA. However, changing the preferred address al so
affects the entries of the | Psec SA database. The outer tunne

header addresses (source and destination |P addresses) need to be
nmodi fi ed according to the current path to allow the | Psec protected
data traffic to travel along the sane path as the MOBI KE packets. |If
the MOBI KE nessages and the | Psec protected data traffic travel along
a different path, then NAT handling is severely conplicated.

The basic question is then how the | Psec SAs are changed to use the
new address pair (the sane address pair as the MBI KE signaling
traffic). One option is that when the | KE SA address is changed, all
| Psec SAs associated with it are automatically noved along with it to
a new address pair. Another option is to have a separate exchange to
nmove the | Psec SAs separately.

If I Psec SAs should be updated separately, then a nore efficient
format than the Notify payload is needed to preserve bandwi dth. A
Notify payl oad can only store one Security Paraneter |ndex (SPl) per
payl oad. A separate payload could have a list of |IPsec SA SPIs and

the new preferred address. |If there is a |arge nunber of |Psec SAs,
those payl oads can be quite large unless |list of ranges of SPlI val ues
are supported. |If we automatically nove all |Psec SAs when the | KE
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SA noves, then we only need to keep track of which I KE SA was used to
create the I Psec SA, and fetch the |IP addresses fromthe | KE SA,

i.e., there is no need to store | P addresses per |IPsec SA. Note that
| KEv2 [ RFC4306] already requires the inplenentations to keep track of
whi ch I Psec SAs are created using which | KE SA

If we do allow the address set of each IPsec SA to be updated
separately, then we can support scenarios where the machi ne has fast
and/ or cheap connections and sl ow and/ or expensive connections and
wants to all ow noving sone of the SAs to the sl ower and/or nore
expensi ve connection, and prevent the nove, for exanple, of the news
video streamfromthe WLAN to the GPRS |i nk.

On the other hand, even if we tie the I KE SA update to the | Psec SA
update, we can create separate IKE SAs for this scenario. For
exanpl e, we create one |KE SA that has both |links as endpoints, and
it is used for inportant traffic; then we create another |KE SA which
has only the fast and/or cheap connection, which is used for that
kind of bulk traffic.

The working group decided to nove all IPsec SAs inmplicitly when the
| KE SA address pair changes. |f nore granular handling of the |Psec
SA is required, then multiple | KE SAs can be created one for each set
of |1 Psec SAs needed.

5.4. Zero Address Set Functionality

One of the features that is potentially useful is for the peer to

announce that it will now di sconnect for some time, i.e., it will not
be reachable at all. For instance, a |laptop nmight go to suspend

mode. In this case, it could send address notification with zero new
addresses, which would mean that it will not have any valid addresses

anynmore. The responder woul d then acknowl edge that notification and
could then tenporarily disable all SAs and therefore stop sending
traffic. |If any of the SAs get any packets, they are sinply dropped.
This could also include sone kind of ACK spoofing to keep the TCP/IP
sessions alive (or sinply setting the TCP/IP keepalives and timeouts
| arge enough not to cause problens), or it could sinply be left to
the applications, e.g., allow TCP/IP sessions to notice if the |link

i s broken.

The local policy could then indicate how |l ong the peer should allow
renote peers to remain di sconnect ed.

From a technical point of view, this would provide follow ng two
f eat ures:
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o0 There is no need to transmit |Psec data traffic. |Psec-protected
data can be dropped, which saves bandwi dth. This does not provide
a functional benefit, i.e., nothing breaks if this feature is not
provi ded.

o MBI KE signaling nessages are al so ignored. The |KE SA nmust not
be del eted, and the suspend functionality (realized with the zero
address set) may require the |KE SA to be tagged with a lifetime
val ue since the I KE SA should not be kept alive for an undefined
period of tine. Note that |KEv2 does not require that the | KE SA
has a lifetinme associated with it. In order to prevent the | KE SA
from being del eted, the dead-peer detection nechani smneeds to be
suspended as wel | .

Due to its conplexity and no clear requirenent for it, it was decided
that MOBI KE does not support this feature.

5.5. Return Routability Check

Changi ng the preferred address and subsequently using it for

communi cation is associated with an authorization decision: |Is a peer
all owed to use this address? Does this peer own this address? Two
mechani snms have been proposed in the past to allow a peer to
determ ne the answer to these questions:

0 The addresses a peer is using are part of a certificate.
[ RFC3554] introduced this approach. |If the other peer is, for
exanple, a security gateway with a limted set of fixed IP
addresses, then the security gateway may have a certificate with
all the I P addresses appearing in the certificate.

0 Areturn routability check is performed by the renpte peer before
the address is updated in that peer’s Security Associ ation
Dat abase. This is done in order to provide a certain degree of
confidence to the renpote peer that the |l ocal peer is reachable at
the indi cated address.

Wt hout taking an authorization decision, a malicious peer can
redirect traffic towards a third party or a black hole.

A MOBI KE peer should not use an | P address provi ded by anot her MOBI KE
peer as a current address w thout conputing the authorization
decision. |If the addresses are part of the certificate, then it is
not necessary to execute the return routability check. The return
routability check is a formof authorization check, although it

provi des weaker guarantees than the inclusion of the |P address as a
part of a certificate. |If multiple addresses are comrunicated to the
renote peer, then sone of these addresses nmay be already verified.
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Finally, it would be possible not to execute return routability
checks at all. |In case of indirect change notifications (i.e.,

somet hing we notice fromthe network, not fromthe peer directly), we
only nove to the new preferred address after successful dead-peer
detection (i.e., a response to a DPD test) on the new address, which
is already a return routability check. Wth a direct notification
(i.e., notification fromthe other end directly) the authenticated
peer may have provided an authenticated |P address (i.e., inside |IKE
encrypted and aut henticated payl oad; see Section 5.2.5). Thus, it is
woul d be possible sinply to trust the MOBI KE peer to provide a proper
I P address. In this case, a protection against an internal attacker
(i.e., the authenticated peer forwarding its traffic to the new
address) would not provided. On the other hand, we know the identity
of the peer in that case. There m ght be probl ens when extensions
are added to | KEv2 that do not require authentication of end points
(e.g., opportunistic security using anonynous Diffie-Hell man).

There is also a policy issue of when to schedule a return routability
check. Before moving traffic? After noving traffic?

The basic format of the return routability check could be simlar to
dead- peer detection, but potential attacks are possible if a return
routability check does not include sone kind of a nonce. |In these
attacks, the valid end point could send an address update
notification for a third party, trying to get all the traffic to be
sent there, causing a denial-of-service attack. |If the return
routability check does not contain any nonce or other random

i nformati on not known to the other peer, then the other peer could
reply to the return routability checks even when it cannot see the
request. This might cause a peer to nove the traffic to a |ocation
where the original recipient cannot be reached.

The |1 KEv2 NAT-T mechani sm does not performreturn routability checks.
It sinply uses the | ast seen source | P address used by the other peer
as the destination address to which response packets are to be sent.
An adversary can change those | P addresses and can cause the response
packets to be sent to a wong | P address. The situation is self-
fixing when the adversary is no | onger able to nodify packets and the
first packet with an unnodified |IP address reaches the other peer
Mobility environments nake this attack nore difficult for an
adversary since the attack requires the adversary to be | ocated
somewhere on the individual paths ({CoAl, ..., CoAn} towards the
destination I P address), to have a shared path, or, if the adversary
is located near the MBIKE client, to follow the user nobility
patterns. Wth I KEv2 NAT-T, the genuine client can cause third-party
bonbing by redirecting all the traffic pointed to himto a third
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party. As the MOBIKE protocol tries to provide equal or better
security than | KEv2 NAT-T mechanism it shoul d protect against these
att acks.

There may be return routability information available fromthe other
parts of the systemtoo (as shown in Figure 3), but the checks done
may have a different quality. There are nultiple levels for return
routability checks:

0o None; no tests.

0o Aparty willing to answer the return routability check is |ocated
along the path to the clainmed address. This is the basic form of
return routability check

o There is an answer fromthe tested address, and that answer was
authenticated and integrity- and repl ay- protected.

o There was an authenticated and integrity- and replay-protected
answer fromthe peer, but it is not guaranteed to originate at the
tested address or path to it (because the peer can construct a
response without seeing the request).

The return routability checks do not protect against third-party
bonbing if the attacker is along the path, as the attacker can
forward the return routability checks to the real peer (even if those
packets are cryptographically authenticated).

If the address to be tested is carried inside the MBI KE payl oad,
then the adversary cannot forward packets. Thus, third-party
bonbi ngs are prevented (see Section 5.2.5).

If the reply packet can be constructed w thout seeing the request
packet (for exanple, if there is no nonce, challenge, or simlar
mechani smto show | iveness), then the genui ne peer can cause third-
party bonbing, by replying to those requests w thout seeing them at
all.

O her levels mght only provide a guarantee that there is a node at
the I P address that replied to the request. There is no indication
as to whether or not the reply is fresh or whether or not the request
may have been transmitted froma different source address.

5.5.1. Enploying MBIKE Results in Oher Protocols
I f MBI KE has | earned about new | ocations or verified the validity of

a renote address through a return routability check, can this
i nformati on be useful for other protocol s?
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When the basic MOBIKE VPN scenario is considered, the answer is no.
Transport and application |ayer protocols running inside the VPN
tunnel are unaware of the outer addresses or their status.

Simlarly, IP-layer tunnel term nation at a gateway rather than a
host endpoint limts the benefits for "other protocols" that could be
informed -- all application protocols at the other side are unaware
of IPsec, IKE, or MOBIKE

However, it is conceivable that future uses or extensions of the

MBI KE protocol make such information distribution useful. For
instance, if transport node MBI KE and SCTP were nade to work
together, it would potentially be useful for SCTP dynami c address
reconfiguration [WP-Ste06] to | earn about the new addresses at the
same time as MOBIKE. Simlarly, various |P-layer nechanisns may make
use of the fact that a return routability check of a specific type
has been perforned. However, care should be exercised in all these
situations.

[ WP-Cro04] discusses the use of common | ocator information pools in
a |Pv6 multi-hom ng context; it assumes that both transport and I P-

| ayer solutions are used in order to support multi-hom ng, and that
it would be beneficial for different protocols to coordinate their
results in some way, for instance, by sharing throughput infornation
of address pairs. This may apply to MOBIKE as well, assuming it
coexi sts with non-1Psec protocols that are faced with the sanme or
simlar multi-hom ng choices.

Neverthel ess, all of this is outside the scope of the current MOBIKE
base protocol design and nmay be addressed in future work.

5.5.2. Return Routability Failures

If the return routability check fails, we need to tear down the |KE
SAif we are using | KEv2 | NFORMATI ONAL exchanges to send return
routability checks. On the other hand, return routability checks can
only fail permanently if there was an attack by the other end; thus,
tearing down the IKE SAis a suitable action in that case

There are sonme cases, where the return routability check tenporarily
fails, that need to be considered here. 1In the first case, there is
no attacker, but the selected address pair stops working i mediately
after the address update, before the return routability check.

VWhat happens is that the initiator perfornms the normal address
update; it succeeds, and then the responder starts a return
routability check. |If the address pair has broken down before that,
the responder will never get back the reply to the return routability
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check. The responder mght still be using the old I P address pair,
which could still work.
The initiator m ght be still seeing traffic fromthe responder, but

using the old address pair. The initiator should detect that this
traffic is not using the |atest address pair, and after a while it
shoul d start dead peer detection on the current address pair. |If
that fails, then it should find a new worki ng address pair and update
addresses to that. The responder should notice that the address pair
was updated after the return routability check was started and change
the ongoing return routability check to use the new address pair.

The result of that return routability check needs to be discarded as
it cannot be trusted; the packets were retransmtted to a different

I P address. So normally the responder starts a new return
routability check afterward with the new address pair.

The second case is where there is an attacker along the path

nmodi fying the | P addresses. The peers will detect this as NAT and

wi Il enabl e NAT-T recovery of changes in the NAT mappings. |If the
attacker is along the path | ong enough for the return routability
check to succeed, then the normal recovery of changes in the NAT
mappings will take care of the problem If the attacker disappears
before return routability check is finished, but after the update, we
have a case sinmilar to the last. The only difference is that now the
dead peer detection started by the initiator will succeed because the
responder will reply to the addresses in the headers, not the current
address pair. The initiator will then detect that the NAT mappi ngs
are changed, and it will fix the situation by doing an address
updat e.

The inmportant thing for both of these cases is that the initiator
needs to see that the responder is both alive and synchronized with
initiator address pair updates. That is, it is not enough that the
responder is sending traffic to an initiator; it nust also be using
the correct |IP addresses before the initiator can believe it is alive
and synchroni zed. Fromthe inplenmentation point of view, this neans
that the initiator nust not consider packets having wong |IP
addresses as packets that prove the other end is alive, i.e., they do
not reset the dead peer detection tiners.

5.5.3. Suggested Approach

The working group selected to use | KEv2 | NFORVATI ONAL exchanges as a
return routability check, but included a random cookie to prevent
redirection by an authenticated attacker. Return routability checks
are perforned by default before noving the traffic. However, these
tests are optional. Nodes may al so performthese tests upon their
own initiative at other tines.
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It is worth noting that the return routability check in MOBIKE is
different from Mbile I Pv6 [ RFC3775], which does not performreturn
routability operations between the nobile node and its hone agent at
all.

5.6. I Psec Tunnel or Transport Mde

The current MOBI KE design is focused only on the VPN type usage and
tunnel node. Transport node behavi or would al so be useful and ni ght
be di scussed in future docunents.

6. Protocol Details
6.1. Indicating Support for MOBIKE

In order for MBIKE to function, both peers nust inplenent the MBI KE
extension of IKEv2. |f one of the peers does not support MOBIKE

t hen, whenever an | P address changes, IKEv2 will have to be re-run in
order to create a new | KE SA and the respective IPsec SAs. In

MOBI KE, a peer needs to be confident that its address change nmessages
are understood by the other peer. |If these nessages are not
understood, it is possible that connectivity between the peers is

| ost.

One way to ensure that a peer receives feedback on whether its
messages are understood by the other peer is to use | KEv2 nmessagi ng
for MOBIKE and to mark some nessages as “"critical". According to the
| KEv2 specification, either such nessages have to be understood by
the receiver, or an error nessage has to be returned to the sender

A second way to ensure receipt of the above-nentioned feedback is by
usi ng Vendor |D payl oads that are exchanged during the initial |KEv2
exchange. These payl oads woul d then indicate whether or not a given
peer supports the MOBI KE protocol

A third approach would use the Notify payload to indicate support of
MBI KE ext ension. Such Notify payl oads are al so used for indicating
NAT traversal support (via NAT_DETECTI ON_SOURCE | P and

NAT_DETECTI ON_DESTI NATI ON_I P payl oads)

Both a Vendor ID and a Notify payload nmay be used to indicate the
support of certain extensions.

Note that a MOBI KE peer could also attenpt to execute MOBIKE
opportunistically with the critical bit set when an address change
has occurred. The drawback of this approach is, however, that an
unnecessary nessage exchange is introduced.
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Al t hough Vendor | D payl oads and Notify payl oads are technically
equi val ent, Notify payloads are already used in | KEv2 as a capability
negoti ati on nechanism Hence, Notify payloads are used in MOBIKE to
i ndi cate support of MOBIKE protocol

Al so, as the information of the support of MOBIKE is not needed
during the KE_SA INIT exchange, the indication of the support is
done inside the | KE_AUTH exchange. The reason for this is the need
to keep the KE_SA INIT nessages as snall as possible so that they do
not get fragnented. |KEv2 allows that the responder can do stateless
processing of the first IKE SA INT packet and request a cookie from
the other end if it is under attack. To nmandate the responder to be
able to reassenble initial IKE_SA INIT packets would not allow fully
statel ess processing of the initial IKE_ SA INT packets.

6.2. Path Testing and W ndow si ze

As | KEv2 has a wi ndow of outgoi ng nessages, and the sender is not
allowed to violate that wi ndow (nmeaning that if the windowis full
then the sender cannot send packets), it can cause sone conplications
to path testing. Another conplication created by IKEv2 is that once
the nmessage is created and sent to the other end, it cannot be
nmodified inits future retransm ssions. This nakes it inpossible to
know what packet actually reached the other end first. W cannot use
I P headers to find out which packet reached the other end first
because if the responder gets retransm ssions of the packet it has

al ready processed and replied to (and those replies mght have been

| ost due unidirectional address pair), it will retransmt the
previous reply using the new address pair of the request. Because of
this, it mght be possible that the responder has already used the IP
address information fromthe header of the previous packet, and the
reply packet ending up at the initiator has a different address pair.

Anot her conplication comes from NAT-T. The current |KEv2 docunent
says that if NAT-T is enabled, the node not behind NAT SHOULD det ect
if the | P address changes in the incomng authenticated packets and
update the rempte peers’ addresses accordingly. This works fine with
NAT-T, but it causes sone conplications in MOBIKE, as MBI KE needs
the ability to probe other address pairs w thout breaking the old
one.

One approach to fix this would be to add a conpl etely new protocol
that is outside the |KE SA nessage id limtations (w ndow code),
outside identical retransm ssion requirenents, and outside the
dynani ¢ address updating of NAT-T.
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Anot her approach is to make the protocol so that it does not violate
wi ndow restrictions and does not require changing the packet on
retransm ssions, and change the dynanm c address updating of NAT-T to
"MUST NOT" for |IKE SA packets if MBIKE is used. In order not to
violate wi ndow restrictions, the addresses of the currently ongoing
exchange need to be changed to test different paths. |In order not to
require that the packet be changed after it is first sent requires
that the protocol restart fromthe beginning in case the packet was
retransmtted to different addresses (because the sender does not
know whi ch packet the responder got first, i.e., which |IP addresses
it used).

The wor ki ng group decided to use normal | KEv2 exchanges for path
testing and decided to change the dynam c address updating of NAT-T
to MUST NOT for | KE SA packets; a new protocol outside of |KEv2 was
not adopt ed.

6.3. Message Presentation

The | P address change notifications can be sent either via an

i nformati onal exchange already specified in | KEv2, or via a MBI KE-
speci fic nessage exchange. Using an informational exchange has the
mai n advantage that it is already specified in the | KEv2 protocol and
i npl ementations can already incorporate the functionality.

Anot her question is the format of the address update notifications.
The address update notifications can include nultiple addresses, of
whi ch sone nay be | Pv4 and sone | Pv6 addresses. The nunber of
addresses is nost likely going to be limted in typical environnents
(with less than 10 addresses). The format nay need to indicate a
preference value for each address. The format could either contain a
pref erence number that determines the relative order of the addresses
or could sinply be an ordered list of IP addresses. |If using
preference nunbers, then two addresses can have the sane preference
val ue; an ordered list avoids this situation

Load balancing is currently outside the scope of MIBIKE, however,
future work mght include support for it. The selected format needs
to be flexible enough to include additional information in future
versions of the protocol (e.g., to enable |load balancing). This may
be realized with an reserved field, which can |ater be used to store
additional information. As other information may arise that may have
to be tied to an address in the future, a reserved field seens |like a
prudent design in any case.

There are two basic formats that place | P address lists into a

message. One includes each | P address as separate payl oad (where the
payl oad order indicates the preference order, or the payload itself
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m ght include the preference nunber). Alternatively, we can put the
| P address list as one payload to the exchange, and that one payl oad
will then have an internal format that includes the list of IP

addr esses.

Havi ng mul ti pl e payl oads, each one carrying one | P address, nakes the
protocol probably easier to parse, as we can al ready use the nornal

| KEv2 payl oad parsing procedures. It also offers an easy way for the
ext ensi ons, as the payl oad probably contains only the type of the IP
address (or the type is encoded to the payload type), and the IP
address itself. As each payload already has a length field
associated to it, we can detect if there is any extra data after the
| P address. Sone inplenentations night have probl ems parsing nore
than a certain nunber of |KEv2 payl oads, but if the sender sends them
in the nost preferred first, the receiver can only use the first
addresses it was willing to parse.

Having all | P addresses in one big MOBIKE-specified internal fornmat
provi des nore conpact encodi ng and keeps the MOBIKE inpl enmentation
nmore concentrated to one nodul e.

Anot her choice is which type of payloads to use. |KEv2 already
specifies a Notify payload. It includes sone extra fields (SPl size,
SPI, protocol, etc.), which gives 4 bytes of the extra overhead, and
there is the notification data field, which could include the

MOBI KE- speci fi ¢ dat a.

Anot her option would be to have a custom payl oad type, which woul d
then include the informati on needed for the MOBIKE protocol

The working group decided to use | KEv2 Notify payl oads, and put only
one data itemper notify. There will be one Notify payload for each
itemto be sent.

6.4. Updating Address Set

Because the initiator decides all address updates, the initiator
needs to know all the addresses used by the responder. The responder
al so needs that list in case it happens to nove to an address not
known by the initiator, and it needs to send an address update
notification to the initiator. It mght need to try different
addresses for the initiator.

MOBI KE coul d send the whol e peer address list every tine any of the
| P addresses change (addresses are added or renoved, the order
changes, or the preferred address is updated) or an increnenta
update. Sending increnental updates provides nore conpact packets
(meani ng we can support nore | P addresses), but on the other hand
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thi s approach has nore problens in the synchronizati on and packet
reordering cases. That is, increnental updates nmust be processed in
order, but for full updates we can sinply use the nost recent one and
ignore old ones, even if they arrive after the npbst recent one (I KEv2
packets have a nessage ID that is incremented for each packet; thus,
it is easy to know the sending order).

The working group decided to use a protocol format where both ends
send a full list of their addresses to the other end, and that |ist
overwites the previous list. To support NAT-T, the |IP addresses of
the received packet are considered as one address of the peer, even
when they are not present in the list.

7. Security Considerations

As all the packets are already authenticated by I KEv2, there is no
risk that any attackers would undetectedly nodify the contents of the
packets. The |P addresses in the |IP header of the packets are not
aut henti cated; thus, the protocol defined nust take care that they
are only used as an indication that sonething mght be different, and
that they do not cause any direct actions, except when doi ng NAT
traversal

An attacker can al so spoof |ICMP error messages in an effort to
confuse the peers about which addresses are not working. At worst,
this causes denial of service and/or the use of non-preferred

addr esses.

One type of attack that needs to be taken care of in the MBI KE
protocol is the bonbing attack type. See [RFC4225] and [Aur02] for
nmore i nformati on about flooding attacks.

See the security considerations section of [RFC4555] for nore
i nformati on about security considerations of the actual protocol
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