Net wor k Wor ki ng G oup P. Jones
Request for Comments: 4612 Cisco Systens, Inc.
Category: Historic H. Tanura
R coh Conpany, LTD.

August 2006

Real -Time Facsimle (T.38) - audio/t38
M ME Sub-type Registration

Status of This Meno
This meno defines a Historic Docunment for the Internet comunity. It
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2006).

Abst r act
Thi s docunent defines the M ME sub-type audio/t38. The usage of this
M ME type, which is intended for use within Session Description
Protocol (SDP), is specified within I TUT Recormendati on T. 38.
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1. Introduction

| TUT Reconmendation T.38 [1] defines the Internet Facsimle Protoco
(IFP) for carriage of facsimle data over | P networks. As one
option, |FP packets may be carried within an RTP [3] stream either
as the only content within the nmedia streamor switched with other
audi o payl oad types.

This menmo provides rationale for using RTP as a transport for fax
signaling and specifies the MME type associated with said signaling.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [4].

3. Mechanisns for Transporting T.38 over an | P Network

VWhen T.38 was first approved in 1998, it allowed for the transport of
T.38 via UDP (using UDP Transport Layer (UDPTL), rather than RTP) or
TCP. As of the tinme of this publication, UDPTL is the predon nant
means for transporting T.38 data over an I P network. In support of
that, RFC 3362 [11] was published in order to all ow devices to signa
their desire to use UDPTL to transport T. 38.

A nunber of issues were raised with respect to the usage of UDPTL for
the long-term though. Specifically, there were concerns over the
fact that UDPTL does not provide the sanme kind of statistics
reporting as RTP Control Protocol (RTCP). Further, there are no
procedures in place for encrypting and protecting the integrity of
the UDPTL stream \Wile the latter could be addressed in UDPTL,
doing so would require a lot of effort and would largely be a
duplication of the security work already conpleted within the |IETF;
e.g., Secure RTP (SRTP) [10].

There are clear advantages in using RTP for T.38 today. For exanple,
using RTP all ows one to take advantage of the redundancy [12], header
compression [13][14], and other RTP-related work within the | ETF.
Usi ng RTP, as opposed to UDPTL, for transport provides better
interoperability with a wi der range of devices that know and
understand RTP. This includes applications such as firewalls,

Net wor k Address Transl ati on (NAT) devi ces, and gateways that bridge
two | P networks, which generally support RTP before nost other real-
time nmedia.
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Lastly, since today nost T.38 data is generated by gateways that
bridge two Public Switched Tel ephone Network (PSTN) networks, it is
quite natural to expect that the transition fromaudio to fax should
happen within the sanme nedia stream The reason is that the T.38
data is sinply an alternative representation of information received
on the PSTN circuit. |If the T.38 data is encapsulated in RTP, the
gateways can easily transition fromaudio to fax and back agai n and
can sinply use the payload type to indicate the type of nedia that it
is currently transmtting.

Wth these considerations in mnd, the ITUT anended T.38 [1] to
all ow RTP to be used to transport T.38. Wth that, a new M M
registration (audio/t38) is needed to allow for T.38 to be sw tched
along with audio within the sane RTP sessi on.

4. | ANA Consi derati ons

One new M ME type and associ ated RTP payl oad format has been
regi stered, by the | ANA as described bel ow

To: ietf-types@ana.org Subject: Registration of Standard M ME nedi a
type audi o/t 38

M ME nedia type nane: audio
M ME subtype nane: t 38
Requi red paraneters:

rate: The RTP tinestanp clock rate, which SHOULD be 8000Hz. The
cl ock frequency MAY be set to any value, but it SHOULD be set to
the sane value as that for any audi o packets in the same RTP
streamin order to avoid RTP tinmestanp rate swi tching.

T38FaxRat eManagenent: Indicates the fax rate managenent nodel as
defined in T.38. Values nmay be "l ocal TCF" or "transferredTCF".
This paranmeter is defined in I TU T Recommendati on T. 38.

Opti onal parameters:

T38FaxFi || Bit Renoval : Indicates the capability to renpove and
insert fill bits in Phase C (refer to [6]), non-ECM data to reduce
bandwi dth. This is a bool ean parameter (inclusion = true,
exclusion = false). This paraneter is defined in ITUT
Recomendati on T. 38.
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T38FaxTranscodi ngMVR: I ndicates the ability to convert to/from MVR
fromto the line format for increasing the conpression of the data
and reducing the bandwidth in the packet network. This is a

bool ean paraneter (inclusion = true, exclusion = false). This
paraneter is defined in | TU-T Recomrendati on T. 38.

T38FaxTranscodi ngJBI G Indicates the ability to convert to/from
JBI G to reduce bandwidth. This is a bool ean paraneter (inclusion
= true, exclusion = false). This paraneter is defined in ITUT
Recomrendation T. 38.

T38FaxVersion: This is the version number of ITUT Rec. T.38. New
versions shall be conpatible with previous versions. Absence of
this parameter indicates version 0. The version is expressed as
an integer value. This parameter is defined in ITUT
Recomrendation T. 38.

T38FaxMaxBuf fer: Indicates the maxi mum nunber of octets that can
be stored on the renote device before an overflow condition
occurs. It is the responsibility of the transnmitting application
tolimt the transfer rate to prevent an overflow. The negoti ated
data rate should be used to determine the rate at which data is
bei ng renoved fromthe buffer. Value is an integer. This
paraneter is defined in | TU-T Recomrendati on T. 38.

T38FaxMaxDat agram The maxi num size of the payload within an RTP
packet that can be accepted by the renote device. This is an
integer value. This paraneter is defined in | TU-T Recomrendati on
T. 38.

Encodi ng consi derati ons:
The encoding of the IFP RTP packets is defined in ITUT
Recomendation T.38. This sub-type is not intended for use with
e-mail.

Security considerations:
See Section 6 of RFC 4612

I nteroperability considerations:
| TUT Recomrendation T.38 defines the procedures, syntax, and

paraneters for the carriage of T.38 over RTP within the context of
H 323 [8], SIP [9], and H 248 [7] systens.
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Publ i shed specification:

| TU-T Reconmendation T.38, "Procedures for real-time Goup 3
facsimle comunication over |P networks", Septenber 2005

Applications which use this nedia type:
Real -tinme facsimle (fax)
Addi tional information:
Magi ¢ nunber(s): File extension(s): Mcintosh File Type Code(s):
Person & emmil address to contact for further infornation:
Paul E. Jones paul ej @acketi zer.com
I nt ended usage: COVMON
Aut hor/ Change controller: Paul E. Jones
5. SDP Mapping of M ME Paraneters

The M ME information described in Section 4 is utilized in SDP in
order to establish T.38 nedia streanms. Specifically:

o The M ME type ("audio") goes in SDP "n¥" as the nedia nane.

o The M ME subtype ("t38") goes in SDP "a=rtpnap" as the encodi ng
nane.

0 The paraneter "rate" also goes in "a=rtpmap" as clock rate.

The M ME type defines several required and optional paraneters to
qualify the operation of T.38; these are to be used as defined in RFC
3555 [5], Section 2. The paraneters are provided as a sem -col on
separated list of "parameter" or "paraneter=value" pairs using the
"a=fnt p" paranmeter defined in SDP [2]; the "paraneter"” formis used
for bool ean val ues, where presence equals "true" and absence "fal se"

Consi der the followi ng exanple, which describes a nedia streamthat
all ows the transport of G 711 audio and T.38 fax information:

mraudi o 6800 RTP/ AVP 0 98 a=rt pmap: 98 t 38/ 8000 a=fntp: 98
T38FaxVer si on=2; T38FaxRat eManagenent =t r ansf err edTCF
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6.

Security Considerations

T.38 is vulnerable to attacks that are common to other types of RTP
and SRTP payl oads. However, unlike audio, T.38 data may be

mani pul ated in ways that are nore obtrusive than audio. For exanple,
rogue packets may cause transm ssion failure, and mani pul ated packets
may alter ternminal identity.

The security considerations discussed in the RTP specification and
any applicable RTP profile (for exanple, [10]) are applicable to
T.38. Regarding SRTP configuration, fax payl oads SHOULD NOT use an
HVAC- SHA1 aut hentication tag that is shorter than 80 bits.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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