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Abst ract

This meno describes security threats for the larger (intra-domain or
inter-domain) multicast routing infrastructures. Only Protocol

I ndependent Multicast - Sparse Mbde (PIMSM is analyzed, inits
three main operational nodes: the traditional Any-Source Milticast
(ASM nodel, the source-specific nulticast (SSM nodel, and the ASM
nmodel enhanced by the Enbedded Rendezvous Point (Enbedded- RP)
group-to- RP mappi ng mechanism This nmeno al so descri bes enhancenents
to the protocol operations that nmitigate the identified threats.
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1.

I nt roducti on

Thi s docunent describes security threats to the Protocol |ndependent
Mul ticast - Sparse Mode (PIMSM nmulticast routing infrastructures
and suggests ways to nmake these architectures nore resistant to the
descri bed threats.

Only attacks that have an effect on the multicast routing
infrastructures (whether intra- or inter-domain) are considered.

"On-link" attacks where the hosts specifically target the Designated
Router (DR) or other routers on the link, or where hosts disrupt

ot her hosts on the sane |ink, possibly using group managenent
protocol s, are discussed el sewhere (e.g., [10] and [12]). These
attacks are not discussed further in this docunent.

Simlar to unicast, the nmulticast payl oads may need end-to-end
security. Security mechanisnms to provide confidentiality,

aut hentication, and integrity are described in other docunments (e.g.,
[9]). Attacks that these security mechani snms protect agai nst are not
di scussed further in this docunent.

PI M bui |l ds on a nodel where Reverse Path Forwardi ng (RPF) checking
is, anmong other things, used to ensure |oop-free properties of the
mul ticast distribution trees. As a side effect, this limts the

i npact of an attacker using a forged source address, which is often
used as a conponent in unicast-based attacks. However, a host can
still spoof an address within the sanme subnet, or spoof the source of
a uni cast-encapsul ated PI M Regi ster nessage, which a host may send on
its own.

We consider PIMSM [1] operating in the traditional Any Source

Mul ticast (ASM nodel (including the use of Milticast Source

Di scovery Protocol (MSDP) [2] for source discovery), in Source-
Specific Miulticast [3] (SSM nodel, and the Enbedded-RP [ 4]
group-to- RP nmappi ng nmechanismin ASM nodel. Bidirectional-PlM]J15]
is typically deployed only in intra-domain and is sinmilar to ASM but
wi t hout register messages. Bidirectional-PIMis not finished as of
this witing, and its considerations are not discussed further in

t hi s docunent.
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2. Term nol ogy
ASM

"ASM' [6] is used to refer to the traditional Any Source Milticast
nmodel with nultiple PIMdonmains and a signalling mechani sm ( MSDP)
to exchange informati on about active sources between them

SSM
"SSM' [7] is used to refer to Source-Specific Milticast.
SSM channe

SSM channel (S, G identifies the multicast delivery tree
associated with a source address S and a SSM desti nati on address
G

Enbedded- RP

"Enbedded- RP" refers to the ASM nodel where the Enbedded- RP
mappi ng nmechanismis used to find the Rendezvous Point (RP) for a
group, and MSDP i s not used.

Target Router

"Target Router"” is used to refer to either the RP processing a
packet (ASM or Enbedded-RP) or the DR that is receiving (Source,
Group) (or (S,Q) joins (in all nodels).

3. Threats to Multicast Routing

We nake the broad assunption that the multicast routing networks are
reasonably trusted. That is, we assune that the nulticast routers

t hensel ves are wel | -behaved, in the same sense that unicast routers
are expected to behave well. While this assunption is not entirely
correct, it sinplifies the analysis of threat nodels. The threats
caused by m sbehaving nulticast routers (including fake nulticast
routers) are not considered in this neno; the generic threat node
would be simlar to [5]. RP discovery nechanisns |ike Bootstrap
Router (BSR) and Auto-RP are al so considered out of scope.

As the threats described in this meno are nainly Denial -of -Service
(DoS) attacks, it may be useful to note that the attackers will try
to find a scarce resource anywhere in the control or data plane, as
described in [5].
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There are nultiple threats relating to the use of host-to-router
signalling protocols -- such as Internet G oup Managenent Protocol
(IGw) or Multicast Listener Discovery (MD) -- but these are outside
the scope of this neno.

Pl M SM can be abused in the cases where RPF checks are not applicable
(in particular, in the stub LAN networks), as spoofing the on-Ilink
traffic is very sinple. For exanple, a host could get elected to
becone DR for the subnet, but not performany of its functions. A
host can also easily nmake PIMrouters on the link stop forwarding

mul ticast by sending PIM Assert nessages. This inplies that a
willful attacker will be able to circumvent many of the potential
rate-limting functions perforned at the DR (as one can al ways send
the messages hinself). The PIM SM specification, however, states
that these nessages should only be accepted from known PI M nei ghbors;
if this is perforned, the hosts would first have to establish a PIM
adj acency with the router. Typically, adjacencies are formed with
anyone on the link, so a willful attacker would have a high
probability of success in formng a protocol adjacency. These are
described at some length in [1], but are also considered out of the
scope of this neno.

3.1. Receiver-Based Attacks

These attacks are often referred to as control plane attacks, and the
aimof the attacker is usually to increase the anount of multicast
state information in routers above a manageabl e | evel

3.1.1. Joins to Different G oups (Join Flooding)

Join flooding occurs when a host tries to join, once or a couple of
times, to a group or an SSM channel, and the DR generates a PIM Join
to the Target Router. The group/ SSM channel or the Target Router may
or may not exist.

An exanple of this is a host trying to join different, non-existent
groups at a very rapid pace, trying to overload the routers on the
path with an excessive anmount of (*/S, G state (also referred to as
"PIM State"), or the Target Router with an excessive nunmber of
packets.

Note that even if a host joins to a group nultiple times, the DR only
sends one PIM Join nessage, wthout waiting for any acknow edgenent;
the next message is only sent after the PIMJoin timer expires or the
state changes at the DR
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This kind of joining causes PIMstate to be created, but this state
is relatively short-lived (260 seconds by default, which is the
default time that the state is active at DR in the absence of | GW/
M.D Reports/Leaves). Note that the host can join a nunber of

di fferent ASM groups or SSM channels with only one | GwWv3 [11] or
M.Dv2 [12] Report as the protocol allows multiple sources to be
included in the same nmessage, resulting in nultiple PIMJoins from
one | GWv3/ M.Dv2 nessage.

However, even short-lived state may be harnful when the intent is to
cause as nuch state as possible. The host can continue to send

| GW/ MLD Reports to these groups to nake the state attack nore
long-lived. This results in:

0 ASM An (*,G join is sent to an intra-domain RP, causing state on
that path; in turn, that RP joins to the DR of the source if the
source is active. |If the source address was specified by the host
in the | GWv3/ M.Dv2 Report, a (S,G Join is sent directly to the
DR of the source, as with SSM bel ow.

0 SSM An (S,G join is sent inter-domain to the DR of the source S,
causing state on that path. |[If the source S does not exist, the
join goes to the closest router using |longest prefix matching on
the path to S as possible.

0 Enbedded-RP: An (*,G join is sent towards an inter/intra-domain
RP enbedded in the group G causing state on that path. |If the RP
does not exist, the join goes to the router that is closest to the
RP address. Simlarly, an explicit (S,G join goes to the DR as
with SSM above.

That is, SSM and Enbedded-RP al ways enabl e "inter-domai n" state
creation. ASMdefaults to intra-domain, but can be used for inter-
domain state creation as well.

If the source or RP (only in case of Enbedded-RP) does not exist, the
mul ticast routing protocol does not have any nmeans to renove the
distribution tree if the joining host remains active. The worst case
attack could be a host remaining active to many different groups
(containing either inmaginary source or RP). Please note that the

i maginary RP problemis related to only Enbedded-RP, where the RP
address is extracted fromthe group address, G

For exanple, if the host is able to generate 100 IGWv3 (S, G joins a
second, each carrying 10 sources, the anmount of state after 260
seconds woul d be 260 000 state entries -- and 100 packets per second
is still a rather easily achievabl e nunber.
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3.2. Source-Based Attacks

These attacks are often referred to as "data pl ane" attacks; however,
with traditional ASM and MSDP, these al so include an MSDP contro
pl ane threat.

3.2.1. Sending Miulticast to Enpty G oups (Data Fl oodi ng)

Data fl oodi ng occurs when a host sends data packets to a nulticast
group or SSM channel for which there are no real subscribers.

Note that since register encapsulation is not subject to RPF checks,
the hosts can also craft and send these packets thensel ves, also
spoofing the source address of the register nmessages unl ess ingress
filtering [13] has been deployed [14]. That is, as the initial data
registering is not subject to the same RPF checks as many ot her

mul ticast routing procedures, naking control decisions based on that
data |l eads to nmany potential threats.

Exanpl es of this threat are a virus/wormtrying to propagate to
mul ti cast addresses, an attacker trying to crash routers with
excessive MSDP state, or an attacker wishing to overload the RP with
encapsul at ed packets of different groups. This results in:

0 ASM The DR register-encapsul ates the packets in Regi ster nessages
to the intra-domain RP, which may join to the source and issue a
Regi ster-Stop, but which continues to get the data. A
notification about the active source is sent (unless the group or
source is configured to be local) inter-domain with MSDP and
propagat ed gl obal |l vy.

0 SSM The DR receives the data, but the data does not propagate
fromthe DR unl ess soneone joins the (S, G channel

0 Enbedded-RP: The DR register-encapsul ates the packets to the
intra/inter-domain RP, which may join to the source and issue a
Regi ster-Stop. Data continues to be encapsulated if different
groups are used.

This yields many potential attacks, especially if at |east parts of
the multicast forwarding functions are inplenented on a "slow' path
or CPU in the routers:

o The MSDP control plane traffic generated can cause a significant
anount of control and data traffic, which may overload the routers
receiving it. A thorough analysis of MSDP vulnerabilities can be
found in [16] and is only related to the ASM However, this is
the nost serious threat at the nonent, because MSDP will flood the
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3.

2

mul ticast group information to all multicast domains in Internet

including the multicast packet encapsul ated to MSDP source-active
message. This creates a |lot of data and state to be shared by al
mul ti cast-enabled routers, and if the source remains active, the

flooding will be repeated every 60 seconds by default.

0 As a large amount of data is forwarded on the nmulticast tree, if
mul ticast forwarding is perfornmed on CPU, it may be a serious
performance bottl eneck, and a way to perform DoS on the path.
Simlarly, the DR nust always be capabl e of processing (and
di scarding, if necessary) the nulticast packets received fromthe
source. These are potentially present in every nodel.

o If the encapsulation is performed on software, it may be a
performance bottl eneck, and a way to perform DoS on the DR
Simlarly, if the decapsulation is perforned on software, it may
be a performance bottl eneck, and a way to perform DoS on the RP
Not e: the decapsul ator may know (based on access configuration, a
rate limt, or sonething else) that it doesn’'t need to decapsul ate
the packet, avoiding bottl enecks. These threats are related to
ASM and Enbedded- RP

2. Disturbing Existing Goup by Sending to It (Goup Integrity
Vi ol ati on)

Goup integrity violation occurs when a host sends packets to a group
or SSM channel, which already exists, to disturb the users of the
exi sting group/ SSM channel

The SSM service nodel prevents injection of packets to (S, G
channel s, avoiding this problem However, if the source address can
be spoofed to be a topologically-correct address, it’'s possible to
get the packet into the distribution tree. Typically only hosts that
are on-link with the source are able to performthis, so it is not
really relevant in the scope of this neno.

Wth ASM and Enbedded- RP, sources can inject forged traffic through
RPs, which provide the source discovery for the group. The RPs send
the traffic over the shared tree towards receivers (routers with
(*,G state). DR then forwards the forged traffic to receivers
unless the legitimte recipients are able to filter out unwanted
sources, e.g., using Milticast Source Filters (MSF) APl [8].
Typically this is not used or supported by the applications using

t hese protocol s.
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Note that with ASM and Enbedded-RP, the RP may exert some form of
control on who can send to a group, as the first packets are

regi ster-encapsul ated in register packets to the RP. If the RP drops
the packet based on an access list, arate limt, or sonething else,

it doesn't get injected to an existing group. However, if the DR has
existing (*, G state, the data will also be forwarded on those
i nterfaces.

Wth ASM this "source control" is distributed across all the PIM
domai ns, which significantly decreases its applicability.
Enbedded- RP enabl es easier control because source di scovery is done
through a single RP per group.

As a result, in addition to possible |ocal disturbance, the RP
decapsul ates the register packets and forwards themto the receivers
inthe nulticast distribution tree, resulting in an integrity

vi ol ati on.

3.3. Aggravating Factors to the Threats

This section describes a few factors that aggravate the threats
described in Sections 3.1 and 3.2. These could al so be viewed as
i ndi vidual threats on their own.

3.3.1. Di stant RP/ Source Probl em

In the shared tree nodel, if the RP or a source is distant
(topologically), then joins will travel to the distant RP or source
and keep the state information in the path active, even if the data
is being delivered |ocally.

Note that this problemw || be exacerbated if the RP/source space is
global; if a router is registering to a RP/source that is not in the
| ocal dommin (say, fielded by the site’'s direct provider), then the
routing domain is flat.

Al so note that PIM assunmes that the addresses used in Pl M nessages
are valid. However, there is no way to ensure this, and using non-
existent Sor Gin (*,G or (S, G nessages will cause the signalling
to be set up, even though one cannot reach the address.

This will be analyzed at nore length in Section 5.1
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3.3. 2. No Receiver Information in PIM Joins

Only DRs, which are directly connected to receivers, know the exact
receiver information (e.g., |IP address). PIMdoes not forward that
information further in the nulticast distribution tree. Therefore,
i ndividual routers (e.g., donmain edge routers) are not able to nmake
pol i cy decisions on who can be connected to the distribution tree.

4. Threat Analysis
4.1. Sumary of the Threats
Trying to sunmarize the severity of the mjor classes of threats with

respect to each nmulticast usage nodel, we have a matrix of resistance
to different kinds of threats:

o a o o e e e oo o e e e oo +

| Forged Join | Being a Source | Goup Integrity |
R o a o Fom e e e oo o +
| ASM | bad 1) | very bad | bad/ nedi ocre |
S o e o e e e e oo oo o e e e oo +
| SSM | bad | very good | very good |
Fom e o - o a o o e e e oo o e e e oo +
| Enbedded- RP | bad 1), 2) | good/ nediocre 3) | good |
R o a o Fom e e e oo o +

Not es:

1) In ASM the host can directly join also (S,G groups with
| GWv3/ M.Dv2 and thus have the same characteristics as SSM (al so
all ows inter-domain state to be created).

2) allows inter-domain shared state to be created.

3) Enbedded-RP allows a host to determine the RP for a given group
(or set of groups), which in turn allows that host to nount a PIM
register attack. 1In this case, the host can nount the attack
wi t hout inplenenting any of the PIMregister machinery.

4.2. Enhancenents for Threat Mtigation
There are several desirable actions ("requirenents") that could be
considered to mtigate these threats; these are listed below A few
nmore concrete suggestions are presented later in the section.
0 Inter-domain MSDP (ASM should be retired to avoid attacks; or, if

this is not reasonable, the DRs should rate-linit the register
encapsul ati on (note that the hosts can circunvent this). Mre
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importantly, the RPs should rate-limt the register decapsul ation
especially fromdifferent sources, or MSDP nust rate-limt the
MSDP data generation for new sources

0 DRs should rate-limt PIMJoins and Prunes sonmehow, there are
mul ti ple ways this should be considered (i.e., depending on which
vari abl es are taken into consideration).

0o DRs could rate-limt register encapsul ati on somehow, there are
multiple ways to performthis. Note that the hosts can avoid this
by perform ng the regi ster encapsul ation thenselves if so
i nclined.

0 RPs could rate-limt register decapsul ati on somehow, there are
multiple ways to performthis. Note that if the source of the
uni cast packets is spoofed by the host, this may have an effect on
how (for exanple) rate-limters behave

0 RPs should rate-limt the MSDP SA nessages coming from MSDP peers.

0 RPs could limt or even disable the SA cache size. However, this
coul d have negative effects on normal operation

0 RPs should provide good interfaces to reject packets that are not
interesting; for exanple, if an Enbedded-RP group is not
configured to be allowed in the RP, the register encapsul ated
packets woul d not even be decapsul at ed.

o0 DRs could rate-linmt the nulticast traffic somehow to reduce the
di sturbing possibilities; there are nmultiple possibilities how
exactly this should be considered.

0 DRs should rate-limt the nunber of groups/SSM channels that can
be created by a given source, S

5. PIM Security Enhancenents
This section includes nore in-depth description of the above-
menti oned functions for rate-limting, etc., as well as a description
of the renpte routability signalling issue.

5.1. Renote Routability Signalling
As described in Section 3.3.1, non-existent DRs or RPs may cause somne
probl enrs when setting up nulticast state. There seemto be a couple

of different approaches to mtigate this, especially if rate-limting
is not extensively depl oyed.
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Wth ASM and Enbedded- RP, Regi ster nessage delivery could be ensured
somehow. For exanpl e:

1) At the very least, receiving an | CVP unreachabl e nessage (of
any flavor) should cause the DR to stop the Regi ster packets,
as the RP will not be receiving themanyway. (However, one
shoul d note that easy spoofing of such | CMP nmessages coul d
cause a DoS on legitimate traffic.)

2) An additional nethod could be inplenenting a tinmer on the DRs
so that unless nothing is heard back fromthe RP within a
defined tinme period, the flow of Register nessages woul d stop
(Currently, the RPs are not required to answer back, unless
they want to join to the source.)

3) An extrene case would be performng some formof return
routability check prior to starting the regi ster nessages:
first, a packet would be sent to the RP, testing its existence
and willingness to serve, and also proving to the RP that the
sender of the "bubble" and the sender of the registers are the
same and the source address is not forged. (That is, the RP
woul d insert a cookie in the bubble, and it would have to be
present in the register nessage.)

It would be desirable to have sone kind of state managenent for PIM
Joins (and other messages) as well; for example, a "Join Ack" that
could be used to ensure that the path to the source/RP actually

exi sts. However, this is very difficult, if not inpossible, with the
current architecture: PI M nessages are sent hop-by-hop, and there is
not enough information to trace back the replies, for exanple, to
notify the routers in the mddle to rel ease the corresponding state
or to notify the DR that the path did not exist.

Appendi x B di scusses this receiver-based renpote routability
signalling in nore detail.

5.2. Rate-Limting Possibilities
There seemto be many ways to inplenent rate-limting (for
signalling, data encapsulation, and nulticast traffic) at the DRs or
RPs. The best approach |ikely depends on the threat nodel; for
exampl e, factors in the eval uation may include:

o \Whether the host is willfully malicious, uncontrolled (e.g.,
virus/worm, or a regular user just doing something w ong.
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o0 Whiether the threat is aimed towards a single group, a single RP
handl ing the group, or the (nulticast) routing infrastructure in
gener al

0 \Whether the host on a subnet is spoofing its address (but still as
one that fulfills the RPF checks of the DR).

o0 \Whether the host may generate the PIMjoin (and simlar) messages
itself to avoid rate-limters at the DR if possible.

0 \Whether unicast RPF checks are applied on the link (i.e., whether
the host can send register-encapsul ated regi ster-nessages on its
own) .

o \Whether bl ocking the m sbehaving host on a subnet is allowed to
al so block other, legitimte hosts on the sane subnet.

0 \Whether these nechani sns woul d cause fal se positives on links with
only properly working hosts if many of them are receivers or
senders.

As shoul d be obvious, there are nany different scenarios here that
seemto call for different kinds of solutions.

For exanple, the rate-limting could be perfornmed based on
1. multicast address, or the RP where the nmulticast address maps to
2. source address

3. the (source address, nulticast address) pair (or the RP that maps
to the multicast address)

4. data rate, in case of rate-limting the source

5. everything (nulticast groups and sources woul d not be
di stinguished at all)

In the above, we assune that rate-limting would be performed per-
interface (on DRs) if a nore fine-grained filter is not being used.

It should be noted that sone of the rate-limting functions can be
used as a tool for DoS against legitimte multicast users.
Therefore, several parameters for rate-limting should be used to
prevent such operation.
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5.3. Specific Rate-limting Suggestions

These suggestions take two forns: limters designed to be run on al
the edge networks, preventing or limting an attack in the first

pl ace, and the limters designed to be run at the border of PIM
domai ns or at the RPs, which should provide protection in case edge-
based limting fails or was not inplenmented, or when additiona
control is required.

Al nost none of the suggested rate-limters take legitinmate users into
account. That is, being able to allow sone hosts on a link to
transmt/receive, while disallow ng others, is very challenging to do
ri ght, because the attackers can easily circunvent such systens.
Therefore, the intent is to linit the danage to only one |link, one
DR, or one RP -- and avoid the nore gl obal effects on the Internet
mul ti cast architecture.

Also, it is possible to performwhite-listing of groups, sources, or
(S, G pairs fromthe rate-liniters so that packets related to these
are not counted towards the linmts. This is useful for handling an
aggressive but legitimte source without nmodifying the limting
paraneters for all the traffic, for exanple

5.3.1. Goup Managenent Protocol Rate-Linmiter

A Group Managenent Protocol rate-limter is a token-bucket-based
rate-limter to all G oup Managenent Protocols (IGwW, MD) that would
limt the average rate of accepted groups or sources on the specific
interface, with a bucket of depth of G DEPTH, refilling at G RATE

t okens per second. Exanple values could be G RATE=1 and G DEPTH=20.
Note that, e.g., an |GWv3 join with two included sources for one
group woul d count as two groups/sources.

This would be the first-order defense against state-creation attacks
fromthe hosts. However, as it cannot be guaranteed that all the
routers would inplenment sonmething like this, other kinds of
protections woul d be useful as well. This harns legitimte receivers
on the same |link as an attacker.

5.3.2. Source Transm ssion Rate-Limter

A source transnmission rate-limter is a token-bucket-based rate-
limter that would limt the nulticast data transnission (excluding
Iink-1ocal groups) on a specific interface with a bucket of depth of
GSEND DEPTH, refilling at GSEND RATE t okens per second. Example

val ues coul d be GSEND RATE=10 and GSEND DEPTH=20.
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This would be the first-order defense against data flooding attacks.
However, as it cannot be guaranteed that all routers would inplenment
something like this, and as the RP (if SSMis not used) could be

| oaded fromnmnmultiple senders, additional protections are needed as

well. This harns legitinate senders on the sane |link as an attacker
This does not prevent a host fromsending a lot of traffic to the
same group -- an action that would harmonly the DR and the RP of the

group, is simlar to unicast DoS attacks agai nst one source, and is
not considered critical to the overall security.

5.3.3. PIMSignalling Rate-Limter

A PIMsignalling rate-limter is a token-bucket-based rate-liniter
that would Iimt all nulticast PlIM messaging, either through a
specific interface or globally on the router, with a bucket of depth
of PIMDEPTH, refilling at PI M RATE tokens per second. Exanple

val ues could be PI M RATE=1000 and PI M DEPTH=10000.

This woul d be second-order defense against PIMstate attacks when
|GW/ M.D rate-linmiters haven't been inplemented or haven't been
effective. This Iimter mght not need to be active by default, as

|l ong as the values are configurable. The mamin applicability for this
filter would be at a border of PIMdomain in case PIMstate attacks
are detected. This harns legitinmate receivers as well.

5.3.4. Unicast-Decapsul ation Rate-Limter

A uni cast-decapsul ation rate-limter is a sinple decapsul ation rate-
limter that would protect the CPU usage in the router by linmiting
the packets per second (depending on the router architecture) and

di sregarding the source of the registers. This could also be an
addi tional check to be used before decapsul ati on and checking the
group to throttle the worst of the decapsul ati on CPU consunpti on
This limt should have to be quite high, and woul d hanper the
existing legitimte sessions as well.

5.3.5. PIMRegister Rate-Liniter

A PIM Register rate-limter is a token-bucket-based rate-limter that
would Iimt register decapsul ation of PIM Register nmessages with a
bucket of depth of REG DEPTH, refilling at REG RATE t okens per
second. If the router has restarted recently, a larger initia

bucket should be used. Exanple values could be REG RATE=1 and

REG DEPTH=10 (or REG DEPTH=500 after restart).

This woul d be second-order defense against data flooding: if the DRs

woul d not inplenent appropriate limters, or if the total nunber of
fl ooded groups rises too high, the RP should be able to limt the
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rate with which new groups are created. This does not harm
legitimate senders, as long as their groups have already been
created.

5.3.6. MSDP Source-Active Rate-Limter

A MSDP source-active rate-limter is a token-bucket-based, source-
based rate-limter, that would Iimt new groups per source with a
bucket of depth of SAG DEPTH, refilling at SAG RATE t okens per
second. Exanpl e values coul d be SAG RATE=1 and SAG DEPTH=10.

This woul d be second-order defense, at both the MSDP SA sendi ng and
receiving sites, against data fl ooding and MSDP vul nerabilities in
particular. The specific threat being addressed here is a source (or
multiple different sources) trying to "probe" (e.g., virus or worm
different nulticast addresses. [16] discusses different MSDP attack
prevention nmechani sms at | ength.

5. 4. Passi ve Mode for PIM

As described in the |ast paragraph of Section 3, hosts are also able
to form PI M adj acenci es and send disrupting traffic unless great care
is observed at the routers. This stems fromthe fact that nost

i npl ementations require that stub LANs with only one PIMrouter mnust
al so have PI M enabled (to enable PI M processing of the sourced data,
etc.) Such stub networks however do not require to actually run the
PI M protocol on the link. Therefore, such inplenentations should
provide an option to specify that the interface is "passive" with
regard to PIM no PI M packets are sent or processed (if received),

but hosts can still send and receive nulticast on that interface.

6. Security Considerations

This nmeno anal yzes the security of PIMrouting infrastructures in
sonme detail and proposes enhancenents to nmitigate the observed
threats.

Thi s docunent does not discuss adding (strong) authentication to the
mul ti cast protocols. The PIM SM specification [1] describes the
application of IPsec for routing authentication; note that being able
to authenticate the register nessages and to prevent illegitimate
users from establishing PIM adjacencies seemto be the two nost

i mportant goals. The I GWv3 specification [11] describes the use of

| Psec for group managenent (IPsec for M.Dv2 nay be applied
simlarly), which is out of scope for this neno. However, note that
being able to control the group nenbershi ps nmight reduce the

recei ver-based attacks.
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8.

8.

8.

However, one should keep in mnd two caveats: authentication al one
m ght not be sufficient, especially if the user or the host stack
(consi der a worm propagati on scenari o) cannot be expected to "behave
wel | "; and addi ng such authentication likely provides new attack
vectors, e.g., in the formof a CPU DoS attack with an excessive
anount of cryptographi c operations.
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Appendi x A.  RPF Considers Interface, Not Nei ghbor

In nmost current inplenentations, the RPF check considers only the
incomng interface, and not the upstream nei ghbor (RPF nei ghbor).

This can result in accepting packets fromthe "wong" RPF nei ghbor
(the neighbor is "wong" since, while the RPF check succeeds and the
packet is forwarded, the unicast policy would not have forwarded the
packet) .

This is a problemin the media where nore than two routers can
connect to, in particular, Ethernet-based |Internet Exchanges.
Therefore, any neighbor on such a link could inject any PIM
signalling as long as a route matching the address used in the
signalling is going through the interface.

Note that for PIMsignalling to be accepted, a Pl M adj acency nust
have been established. However, typically, this does not hel p nuch
against willful attackers, as PI M adjacencies are usually forned with
anyone on the link. Still, the requirenment is that the nei ghbor has
enabled PIMin the concerned interface. That is, in nost cases, the
threat is limted to attackers within the operators in the exchange,
not third parties. On the other hand, data plane forwardi ng has no
such checks -- and having such checks woul d require that one | ook at
the link-layer addresses used. That is, this checking is not as
feasi bl e as one m ght hope.
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Appendi x B. Return Routability Extensions

The nmulticast state information is built fromthe receiver side, and
it can be currently pruned only by the receiver-side DR If the RP
or the source for the group is non-existent, the state can’t be
pruned by the DR without return routability extensions to provide
such information. There night also be a need to renove the state in
some cases when there is no multicast traffic sent to that group
Thi s section discusses the alternative ways to rempove the unused
state information in the routers, so that it can't be used in state-
based DoS attacks. Note that rate-linmting PIMJoins gives sone
protection against the state attacks.

B.1. Sending Pl M Prune Messages Down the Tree

Wien a router discovers the non-existence of the RP or the source, it
can create a Pl M Prune nessage and send it back to the join
originator. However, since it does not know the unicast |P address
of join originator DR, it cannot directly unicast it to that router

A possible alternative is to use a link-local multicast group address
(e.g., all-pimrouters local nulticast address) to pass this

i nformati on back toward the joining DR.  Since the routers fromthis
current router all the way back to the joining DR have forwarding
state entry for the group, they can use this state information to see
how to forward the Pl M Prune nessage back

Each on-tree router, in addition to forwarding the PI M Prune nessage,
can also prune the state fromits state tables. This way, the PIM
Prune nmessage will go back to the DR by followi ng the multicast
forwarding state information created so far. 1In addition, if we use
some sort of RPF checks during this process, we can also nmake it nore
difficult to inject such Pl M Prune nessages maliciously.

A potential abuse scenario nay involve an attacker that has access to
a router on the direct path and can send such PI M Prune nmessages down
the tree branch so as to prune the branch fromthe tree. But such an
attacker can currently achieve the sane effect by sending a Pl M Prune
message toward the source fromthe sanme point on the tree. So, the
proposed nechani sm does not really aggravate the situation

One visible overhead in this new scenari o nmight be that sonmeone can

send bogus join nmessages to create redundant Pl M Join and Pl M Prune
messages i n the network.
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B.2. Analyzing Miulticast Goup Traffic at DR

Anot her possible way to renove the unused state information would be
to analyze individual group traffic at the DR and if there is no

mul ticast traffic for a certain group within a certaintine limt,
the state should be removed. 1In here, if the receiver is malicious
and wants to create states in the network, then it can send joins to
different groups and create states on routers for each of these
different groups until the DR decides that the groups are inactive
and initiates the prune process. |In addition, during the prune
process, the routers will again process all these prune nessages and
therefore will be spending tine.

B.3. Conparison of the Above Approaches

Bot h of these solutions have the sane problem of renew ng the

mul ticast state information. The DR shouldn’'t permanently bl ock the
state building for that group, but should restrict the PIMJoins if
it notices that the receiver is abusing the system One additiona
option is to block the PIM Joins to the non-existent source/RP for a
certain tinme.

In the first approach (sending PIMPrunes down the tree), part of the
goal was to prune the states in the routers nmuch sooner than in the
second approach. (That is, the goal is to nake sure that the routers
wi Il not be keeping unnecessary states for long tine.)

The second approach works al so for DoS attacks related to the

exi sting source/ RP addresses, could be nore quickly inplenented and
depl oyed in the network, and does not have any relationship with the
ot her deploynents (no need to change all PIMrouters).
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