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Abst ract

Thi s docunent describes a Real-time Transport Protocol (RTP) payl oad
format for transporting Enhanced AC-3 (E-AC-3) encoded audi o dat a.
E-AC-3 is a high-quality, nultichannel audio coding format and is an
extension of the AC-3 audio coding format, which is used in US Hi gh-
Definition Tel evision (HDTV), DVD, cable and satellite television,
and other nedia. E-AC-3 is an optional audio format in US and world
wi de digital television and high-definition DVD formats. The RTP
payl oad format as presented in this document includes support for
data fragnentation.
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1. Introduction

The Enhanced AC-3 (E-AC-3) [ETSI] audio coding systemis built on a
foundation of AC-3. It is an enhancenent and extension to AC 3,
which is an existing audio codi ng standard conmonly used for DVD,
broadcast, cable, and satellite television content. E-AC-3 is
designed to enabl e operation at both higher and | ower data rates than
AC- 3, provide expanded channel configurations, and provide greater
flexibility for carriage of multiple audio program el enments. The
rel ati onship between E-AC-3 and AC-3 provides for |owloss, |owcost
conversi on between the two and nmakes E-AC-3 especially suitable in
applications that require conpatibility with the existing broadcast-
recepti on and audi o/ vi deo decoding infrastructure. Dolby Digital
Plus is a branded version of Enhanced AC- 3.

E- AC-3 has been standardi zed within both the European

Tel ecommuni cations Standards Institute (ETSI) and the Advanced

Tel evision Systenms Cormittee (ATSC). It is an optional audio fornmat
for use in US (ATSC) and Digital Video Broadcasting (DVB) television
transmssion. It is also a required audio format for use in the High
Definition (HD)-DVD optical -storage nedia format and included in the
Blu-ray Disc format.
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There is a need to stream E-AC-3 content over |IP networks. E-AC-3 is
primarily used in audio-for-video applications, so RTP serves well as
a transport solution with its nechani smfor synchronizing streans.
Applications for stream ng E-AC-3 include Internet Protoco

television (I PTV), video on demand, interactive features of next
generation DVD formats, and transfer of novies across a hone network.

Section 2 gives a brief overview of the E-AC-3 algorithm Section 3
specifies values for fields in the RTP header, and Section 4
specifies the E-AC-3 payload format, itself. Section 5 discusses
medi a types and Session Description Protocol (SDP) usage. Security
consi derations are covered in Section 6, congestion control in
Section 7, and | ANA considerations in Section 8.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Overvi ew of Enhanced- AC- 3

Enhanced AC-3 (E-AC-3) is a frequency-domai n perceptual audi o coding
system Tine bl ocks of an audio signal are converted fromthe tine
domain to the frequency donmain by a transform (the Mdified Discrete
Cosi ne Transform (MDCT)) so that a nodel of the human auditory
perceptual systemcan be applied. In this domain, quantization noise
can be constrained to specific frequency regions. The perceptua
nmodel predicts in which frequency regions the auditory systemw || be
| east able to detect the quantization noise fromdata rate reduction
A nore detail ed technical description of E-AC-3 can be found in

[ 2004AES] .

E-AC-3 is built upon a foundation of AC-3. Mre background on AC 3
can be found in the AC-3 specification [ETSI], a technical paper

[ 1994AES], and the AC-3 RTP payl oad format [RFC4184]. The frane
structure and neta-data of AC-3 are mamintained. E-AC-3 content is
not directly conpatible with AC-3 decoders, but it can be converted
to the AC-3 format to provide conpatibility with existing decoders.
Because AC-3 is the foundation of E-AC-3, conversion between the two
formats can be done in a way that mnimzes the degradations
associated with tandemcoding. In addition, the conputational cost
of the conversion is reduced conpared to a full decode and re-encode.

E- AC-3 expl oits psychoacousti c phenonena that cause a significant
fraction of the information contained in a typical audio signal to be
i naudi bl e. Substantial data reduction occurs via the renoval of

i naudi bl e information contained in an audio stream Source codi ng
techni ques are further used to reduce the data rate.
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Li ke nost perceptual coders, E-AC-3 operates in the frequency domain
A 512-point MDCT transformis taken with 50% overl ap, providing 256
new frequency sanples. Frequency sanples are then converted to
exponents and nmantissas. Exponents are differentially encoded.

Manti ssas are allocated a varying nunber of bits depending on the
audibility of the spectral conmponents associated with them
Audibility is deternined via a nmasking curve. Bits for nmantissas are
all ocated froma global bit pool

E- AC-3 adds new coding tools, such as a |longer filter bank, vector
quanti zation, and spectral extension, to provide greater data
efficiency and to operate at |lower data rates than AC-3. In the
other direction, an expanded bit stream syntax and new frane
constraints permt operation at higher data rates than AC-3. The

E- AC-3 syntax also allows a | arger number of audio channels in one
bit stream E-AC-3 operates at data rates from 32 kbps to 6.144 Mops
and at three sanmpling rates: 32 kHz, 44.1 kHz, and 48 kHz.

E- AC-3 supports the carriage of multiple prograns and the carriage of
progranms with nmore than a baseline of 5.1 audio channels. Both of
these extensions beyond AC-3 are acconplished by time multipl exing
additional data with baseline data. In the case of nultiple
programs, frames with data for the prograns are interleaved. 1In the
case of nore than 5.1 channels, frames from substreans carrying the
extra channels are interleaved with the i ndependent substreamthat
carries a 5.1-channel conpatible mx. Both of these forns of

mul ti pl exi ng can occur in the same bit stream In other words,

m xing nultiple prograns, sone or all with nore than 5.1 channels, is
permtted.

Addi tional channel capacity is enabled by adding substreans to a
program One primary substream called the "independent substreant,
is required for each program This substreamcarries a self-

contai ned m x of the audio, using a maxi numof 5.1 channels, which
makes its channel configuration conpatible with AC-3. Then
additional, optional substreanms are used in the programto carry

addi tional channels. The data for each additional channel carries an
i ndi cation of whether that channel provides data for an additiona
speaker | ocation or replacenent data for one of the speaker |ocations
al ready defined by a previous substream For exanple, one comon
7.1-channel format uses three front channels and four surround
channels. It is packaged with a primary substream which contains a
5. 1-channel downmi x of the 7.1-channel content, using left, center,
right, left surround, right surround, and | ow frequency effects
channel s. One dependent substream supplies four channels:

repl acenents for left surround and right surround, along with two
addi tional surround channels (left back and right back).
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The specification for E-AC-3 [ETSI] requires that all E-AC 3 decoders
be capabl e of decoding at | east a baseline portion of any E-AC-3 bit
stream which consists of the first independent substream of the
first program and of ignoring the other elenments of the bit stream
This baseline is limted to 5.1 channels, and a systemis also able
to convert to configurations with fewer channels for a presentation
that matches its output capabilities, if needed. Mre capable
decoders can optionally choose anong and mix nultiple programs, and
al so decode configurations with nore channels than the baseline by
decodi ng dependent substreans.

2.1. E-AC-3 Bit Stream
2.1.1. Sync Frames and Audi o Bl ocks

The basic organi zational building block in an E-AC-3 bit streamis
the sync frane (also called a franme in this docunent). A sync frane
contains the data necessary to decode tine domain audio sanples for
one or nore channels over a tine of one or nore audi o bl ocks, so a
frane is an Application Data Unit (ADU). Each E-AC-3 frane contains
a Sync Information (SlI) field, a Bit StreamInformation (BSI) field,
an Audio Frame (AF) field, and up to six audio blocks (ABs). Each AB
represents 256 Pul se Code Modul ation (PCM sanpl es for each channel
The frame ends with an optional auxiliary data field (AUX) and an
error correction field (CRC). Figure 1 shows the structure of an
E-AC-3 frame, where N is the nunber of blocks in the frame.

e R O
|SI |BSI|AF | AB(O) | ... | AB(N |AUXH CRC
i o e —e oo R

Figure 1. E-AC-3 frane format with nore than one bl ock

The SI field contains information needed to acquire and naintain
codec synchronization. The BSI field contains paraneters that

descri be the coded audio service. It carries an indication of the
size of the frame in 16-bit words ('frnsiz’, Section E. 1.3 of [ETSI])
and an indication of the sanpling rate ('fscod’). It also carries an

i ndi cation of the nunber of blocks in the frame (' nunbl kscod’);
permtted values are one, two, three, or six blocks. The AF field
contains information about coding tools that applies to the entire
franme. Each block has a duration of 256 sanples, so a frane's
duration is the corresponding nultiple of 256 sanples. The tine
duration of the frane is al so dependent on the sampling rate, as
shown in Table 1.
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Table 1. Tinme duration of E-AC-3 frane (nunmber of bl ocks vs.
sampling rate)

o e e e e oo oo S SRR o e e e e oo o e e e e oo +
| blocks per franme | 32 kHz | 44.1 kHz | 48 kHz |
e S R R +
| 1 8 ms | approx. 5.8 ms | approx. 5.3 ns |
| 2| 16 ms | approx. 11.6 ms | approx. 10.7 ns |
| 3] 24 nms | approx. 17.4 ns | 16 ns

| 6| 48 ms | approx. 34.8 ns | 32 s |
S I +

Each audi o bl ock contains header fields that indicate the use of
various coding tools: block switching, dither, coupling, spectra
ext ensi on, and exponent strategy. They al so contain netadata,
optionally used to enhance pl ayback, such as dynami c range control
Finally, the exponents and bit allocation data needed to decode the
manti ssas into audi o data, and the mantissas thensel ves, are
included. The format of audio blocks is described in detail in
[ETSI].

2.1.2. Prograns and Substreans

An E-AC-3 bit streamis logically arranged into progranms. A bit
stream contai ns one or nore progranms, up to a maxi num of eight. Wen
multiple prograns are present in a bit stream the franes that
constitute themare interleaved in tine.

oo +- e oo oo +- oo +-
I

| Progran(1) | .. | Program(N) | Progran(1) | .. | Progran(N)
| Frane 0 | | Frane 0 | Franme 1 | | Frane 1 |

Figure 2. Interleaving of nultiple prograns in an E-AC-3 bit stream

Each program contai ns one i ndependent substream and optionally
contains up to eight dependent substreams. The independent substream
carries a soundtrack of up to 5.1 channels, the nultichannel format
that matches the capabilities of AC- 3, and can be neani ngfully
decoded and presented without any of the associ ated dependent
substreans. The dependent substreans are used to provide alternate
channel data that enable different channel configurations, for
exampl e, to increase the number of channels beyond 5.1. A frame of a
dependent substream can be decoded by itself, but its content can
only be nmeaningfully presented in conjunction with the correspondi ng
i ndependent substream The type and identity of the substreamto
which a frane bel ongs can be determ ned from paraneters in the
frame’s BSI (strmyp and substreamid, in Section E. 1.3.1 of [ETSI]).
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When a program contains nore than one substream the frames bel ongi ng
to those substreams are interleaved in tinme, and taken together, the
franes of a programthat correspond to the sane tine period are
called a "programset’. Figure 3 shows the interleaving of
substreans for a single program

R programset for frame O ------- \

S S +- me e e e oo - S +-

| Program(1l) | Program(1l) | | Program(1l) | Program(l) |

| I'ndependent | Dependent | ... | Dependent | Independent |

| Substream | Substrean(0)| | Substreanm(n)| Substream |

| Frame O | Frame O | | Frame O | Frame 1 |

o m e e e oo - o m e e e oo - +- cm e e e e e o m e e e oo - +-
Figure 3. Interleaving of nultiple substreans in an E-AC- 3 program

2.1. 3. Frame Sets

A further |ogical organization of the E-AC-3 bit streamis applied to
facilitate conversion of E-AC-3 bit streanms to AC-3 bit streans. In
this organization, the franmes carrying six consecutive audi o bl ocks
are treated as a group, called a '"frane set’, regardl ess of the
number of frames needed to carry six audi o blocks. This grouping
extends across all prograns and substreans that cover the time period
of the six blocks. Since E-AC-3 frames may carry one, two, three, or
six blocks, a frame set will consist of six, three, two, or one
franmes. AC- 3 franmes always carry six blocks, so the frane set

provi des fram ng synchroni zati on between an E-AC-3 bit stream and an
AC-3 bit stream Metadata that indicates the alignment is carried in
the first frame (which will be part of an independent substream of
each frame set in an E-AC-3 stream This first frane can be
identified by a paraneter in the BSI field of the bit stream the
Converter Synchroni zation flag (convsync, in Section E.1.3.1.34 of
[ETSI]) is set to true (1).

3. RTP E-AC-3 Header Fields

The RTP header is defined in the RTP specification [RFC3550]. This
section defines how a nunber of fields in the header are used.

o Payload Type (PT): The assignnent of an RTP payload type for this
packet format is outside the scope of this document; it is
specified by the RTP profile under which this payload format is
used, or signaled dynam cally out-of-band (e.g., using SDP).
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4.

4.

o Mrker (M bit: The Mbit is set to one to indicate that the RTP
packet payl oad contains at |east one conplete E-AC- 3 franme or
contains the final fragment of an E-AC- 3 frane.

0 Extension (X) bit: Defined by the RTP profile used.

o Timestanp: A 32-bit word that corresponds to the sanpling instant
for the first E-FAC-3 frane in the RTP packet. Packets containing
fragments of the sane frame MJST have the sane tinmestanp. The
timestanp of the first RTP packet sent SHOULD be sel ected at
random thereafter, it increases |linearly according to the nunber
of sanples included in each frame. Note that the nunber of
samples in a frame depends on the nunmber of blocks in the frane,
with 256 sanples in each block. Also note that nore than one
frame might correspond to the sane tine period when multiple

channel configurations or prograns are present. |If these franes
occupy multiple packets, it is possible that the resulting packets
wi Il have the sane tinestanp val ue.

RTP E- AC-3 Payl oad For mat

This payload format is defined for E-AC-3, as defined in Annex E of
[ETSI]. Note that E-AC-3 decoders are required to be capabl e of
decoding AC-3 bit streans, so a receiver capable of receiving the

E- AC-3 payl oad format defined in this docunment MJUST al so receive the
payl oad format for AC-3 defined in [ RFC4184].

According to [ RFC2736], RTP payl oad formats should contain an

i ntegral nunber of application data units (ADUs). The E-AC-3 frane
corresponds to an ADU in the context of this payload format. Each
RTP payl oad MJST start with the two-byte payl oad specific header

foll owed by an integral number of conplete E-AC-3 franes, or a single
fragment of an E-AC- 3 frane.

If an E-AC-3 frane exceeds the MIU for a network, it SHOULD be
fragmented for transmission within an RTP packet. Section 4.2
provi des guidelines for creating frane fragnents.

1. Payl oad Specific Header

There is a two-octet Payl oad header at the begi nning of each payl oad.
Each E- AC-3 RTP payl oad MJST begin with the foll owi ng Payl oad header.
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0 1
0123456789012345
T
| vBZ | F| NF |
i S s

Figure 4. E-AC- 3 RTP Payl oad header

o Mist Be Zero (MBZ): Bits marked MBZ SHALL be set to the value zero
and SHALL be ignored by receivers. The bits are reserved for
future extensions.

o0 Frane Type (F): This one-bit field indicates the type of frane(s)
present in the payload. It takes the follow ng values: 0 - One
or nore conplete frames. 1 - Fragnent of frane. (Note that the M
bit in the RTP header is set for the final fragnent.)

0 Nunber of frames/fragnents (NF): An 8-bit field whose neaning
depends on the Frame Type (F) in this payload. For conplete
franmes (F of 0), it is used to indicate the nunmber of E-AC 3
franes in the RTP payload. For frame fragnents (F of 1), it is
used to indicate the nunber of fragments (and therefore packets)
that make up the current frame. NF MJST be identical for packets
containing fragments of the sane frane.

When receiving E-AC- 3 payloads with F = 0 and nore than a single
frame (NF > 1), a receiver needs to use the "frnsiz" field in the BS
header in each E-AC-3 frane to determne the frane’s length if the
recei ver needs to deternine the boundary of the next frame. Note
that the frame length varies fromfrane to frame in some

ci rcunst ances

4.2. Fragmentation of E-AC 3 Frames

The size of an E-AC-3 frane is signaled in the Frane Size (frnsiz)
field in a frame’s BSI header. The value of this field is one |ess
than the nunber of 16-bit words in the frane. |If the size of an

E- AC-3 frane exceeds the MIU size, the franme SHOULD be fragnmented at
the RTP level. The fragnentati on MAY be perfornmed at any byte
boundary in the frame. RTP packets containing fragnents of the sane
E-AC-3 frame SHALL be sent in consecutive order, fromfirst to |ast
fragment. This enables a receiver to assenble the fragments in the
correct order.

4.3. Concatenation of E-AC 3 Franes

There are cases where E-AC-3 frane sizes are smaller than the MU
size and it is advantageous to include multiple frames in a packet.
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It is useful to take into account the |ogical arrangement of the bit
streaminto programsets and frane sets to constrain the effects of
the loss of a packet. It is desirable for a conplete programset or
a conplete frane set to be included in one packet. Also, it is
undesirable for frames fromnore than one programset or frame set to
be in the sane packet, unless the sets are conplete. In this way,
the 1 oss of a packet is kept from causing the contents of another
packet to be unusable.

Frames from nore than one program set SHOULD NOT be included in the
same packet unless all programsets in the packet are conplete.
Frames fromnore than one frane set SHOULD NOT be included in the
same packet unless all frame sets in the packet are conplete.

4.4. Carriage of AC 3 Franes

5

5.

The E-AC-3 specification [ETSI] requires that E-AC 3 decoders be
capabl e of decoding AC-3 frames. That specification also supports
carriage of ACG-3 frames in an E-AC-3 bit stream Due to differences
between E-AC-3 and AC-3 franmes, there are restrictions placed on the
use of AC-3 franes: they are only used for the independent substream
of the first (or only) programin an E-AC-3 bit stream Note that
carriage of only E-AC-3 franes, only AC-3 franes, and a m xture of
E-AC-3 and AC-3 frames are all |egal configurations. It is legal to
change anong the configurations in a bit stream The AC- 3 frane
format is described in [RFC4184] and specified in [ETSI].

Types and Nanes
1. Media Type Registration

This registration uses the tenplate defined in [ RFC4288] and fol |l ows
[ RFC3555] .

To: ietf-types@ana.org
Subj ect: Registration of nedia type audi o/ eac3

Type name: audio
Subt ype nane: eac3
Requi red paraneter:

0 rate: The RTP tinestanp clock rate that is equal to the audio
sampling rate. Permtted rates are 32000, 44100, and 48000.
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Opti onal paraneter:

0 bitStreanConfig: The configuration of programs and substreans in
the bit stream expressed as a sequence of ASCI| characters. This
paraneter can serve two purposes. First, during the creation of a
session, the bitStreamConfig parameter might be used to negotiate
a match between the requirenents of a bit streamand the
capabilities of a receiver to avoid using network bandw dth for
data that cannot be used. Second, it nmakes the configuration of
the bit streamexplicit to the receiver so that whenever a packet
is lost, the receiver can identify which kind of frame(s) has been
lost to aid error mitigation

The format for the value for this paraneter is to represent each
substream of the bit streamby a single character indicating its
type, imediately followed by the nunber of audi o channels
resulting if a frame of that substream (plus any other required
substreans) is decoded. Note that even though Low Frequency

Ef fects (LFE) channels are often described as "fractional"
channels (e.g., the ".1" in 5.1), for this paranmeter, an LFE
channel is counted as one (e.g., a 5.1-channel configuration is
indicated as 6). The configuration of the bit stream MUST match
the value of this parameter for the duration of the session

Al l oned val ues for the substreamtype are as foll ows:

i - Independent substream
d - Dependent substream

The E-AC-3 specification [ETSI] defines which configurations of bit
streanms are |egal, which constrains the values the bitStreanConfig
paraneter will take. Each programstarts with, and contains exactly
one, independent substream ('i’). Each independent substreamis
foll owed by between 0 and 8 dependent substreans ('d’ ), which bel ong
to the same program See Section 2.1.2 for nore discussion of
progranms and substreans.

For exanple, consider a bit stream containing two prograns:
* the first programwth
+ a six-channel independent substream
+ a dependent substream containing the additional channels needed
for eight channels

+ a second dependent substream containing the further channels
needed for 14 channel s
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* along with a second programwith
+ anot her six-channel independent substream
+ a dependent substream containing the additional channels needed
for eight channels
Then the configuration of the bit streamis indicated as foll ows:
bit StreamConfig = i 6d8d14i 6d8
When the bitStreanConfig paraneter is being used in an offer/answer
exchange, zero (0) for the nunber of channels for a substreamin an
answer is used to indicate a substreamthat the answerer desires not
to receive.
Encodi ng consi derati ons:
This media type is franed and contains binary data.
Security considerations:
See Section 6 of RFC 4598.
Interoperability considerations:
To maintain interoperability with AC 3-capable end-points, in cases
where negotiation is possible, an E-AC 3 end-point SHOULD decl are
itself also as AC-3 capable (i.e., supporting also "audi o/ac3" as
specified in RFC 4184 [ RFC4184]). Note that all E-AC 3 end-points
are required to be AC-3 capable.
Publ i shed specification:
RFC 4598 and ETSI TS 102.366 [ETSI].
Applications that use this nedia type:
Mul ti channel audi o conpression of audio, and audi o for video.
Addi tional information:
Magi ¢ nunber(s): The first two octets of an E-AC-3 frane are
al ways the synchronizati on word, which has the hex val ue
0x0B77.

Person & email address to contact for further information:

Bri an Li nk <bdl @ol by. conr | ETF AVT wor ki ng group.

Li nk St andards Track [ Page 12]



RFC 4598 RTP Payl oad Format for E-AC 3-Audio July 2006

I nt ended usage:
COMMON
Restrictions on usage:

This media type depends on RTP fram ng, and hence is only defined
for transfer via RTP [ RFC3550]. Transport w thin other fram ng
protocols is not defined at this tine.

Aut hor/ Change control |l er
| ETF Audi o/ Vi deo Transport Working Group del egated fromthe | ESG
5.2. SDP Usage

The information carried in the nedia type specification has a
specific mapping to fields in the Session Description Protocol (SDP)

[ RFC2327], which is commopnly used to describe RTP sessions. Wen SDP
is used to specify sessions enmploying E-AC-3, the mapping is as
fol | ows:

0 The Media type ("audi 0") goes in SDP "m=" as the nedi a nane.

0 The Media subtype ("eac3") goes in SDP "a=rtpnap" as the encodi ng
nane.

o0 The required parameter "rate" also goes in "a=rtpmap" as the clock
rate. (The optional "channels" rtpmap encodi ng paraneter is not
used. Instead, the information is included in the optiona
parameter bitStreanmConfig.)

o The optional paranmeter "bitStreanConfig" goes in the SDP "a=fntp"
attribute.

The following is an exanple of the SDP data for E-AC 3:
mraudi o 49111 RTP/ AVP 100
a=rt pmap: 100 eac3/ 48000
a=fm p: 100 bitStreanConfig i 6d8d14i 6d8

Certain considerations are needed when SDP is used to perform
of fer/ answer exchanges [ RFC3264] .

0o The "rate" is a symetric paraneter, and the answer MJST use the
sanme val ue or the answerer renpves the payl oad type
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The "bit StreamConfig" paraneter is declarative and indicates, for
sendonly, the intended arrangenent of substreans in the bit

stream along with the channel configuration, to transmt, and for
recvonly or sendrecv, the desired bit stream arrangenent and
channel configuration to receive. The format of the

bit StreamConfig value in an answer MAY differ fromthe offer val ue
by replacing the nunber of channels for any undesired substreans
with "0". It is valid to zero out dependent substreans contai ni ng
undesi red channel configurations and to zero out all the
substreans of an undesired program Then the sender MAY reoffer
the streamin the receiver’'s preferred configuration if it is
capabl e of providing that configuration. Note that all receivers
are capabl e of receiving, and all decoders are capabl e of

decodi ng, any of the legal bit stream configurations, so the

par anet er exchange is not needed for interoperability. The

par anet er exchange m ght be used to help optim ze the transm ssion
to the nunber of programs or channels the receiver requests.

Since an AC-3 bit streamis a special case of an E-AC-3 bit
stream it is pernmissible for an AG3 bit streamto be carried in
the E-AC-3 payload format. To ensure interoperability with
receivers that support the AC-3 payload format but not the E-AC 3
payl oad format, a sender that desires to send an AC-3 bit stream
in the E-AC-3 payl oad format SHOULD al so offer the session in the
AC- 3 payl oad format by including payload types for both nmedia
subtypes: 'ac3’ and 'eac3d’

Security Considerations

The payl oad format described in this docunment is subject to the
security considerations defined in RTP [ RFC3550] and in any
applicable RTP profile (e.g., [RFC3551]). To protect the user’s
privacy and any copyrighted material, confidentiality protection
woul d have to be applied. To also protect against nodification by
intermedi ate entities and ensure the authenticity of the stream
integrity protection and authenticati on woul d be required.
Confidentiality, integrity protection, and authentication have to be
sol ved by a nechani smexternal to this payload format, for exanple,
Secure Real -tinme Transport Protocol (SRTP) [ RFC3711].

The E-AC-3 format is designed so that the validity of data frames can
be determ ned by decoders. The required decoder response to a

mal formed frame is to discard the nal formed data and conceal the
errors in the audio output until a valid frame is detected and
decoded. This is expected to prevent crashes and ot her abnorma
decoder behavior in response to errors or attacks.

Li nk
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7.

9.

9.

Congesti on Control

The general congestion control considerations for transporting RTP
data apply to E-AC-3 audio over RTP as well; see RTP [ RFC3550], and
any applicable RTP profile (e.g., [RFC3551]).

E-AC-3 is a variable bit rate coding systemso it is possible to use
a variety of techniques to adapt to network bandw dt h.

| ANA Consi der ati ons

The |1 ANA has regi stered a new nedi a subtype for E-AC-3 (see Section
5).
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