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Abst ract

Thi s docunent describes service classes configured with Diffserv and
recomrends how t hey can be used and how to construct them using
Differentiated Services Code Points (DSCPs), traffic conditioners,
Per - Hop Behaviors (PHBs), and Active Queue Managenent (AQW

mechani sns. There is no intrinsic requirenent that particul ar DSCPs,
traffic conditioners, PHBs, and AQMV be used for a certain service
class, but as a policy and for interoperability it is useful to apply
them consi stently.
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I nt roducti on

To aid in understanding the role of this docunent, we use an anal ogy:
the Differentiated Services specifications are fundanentally a
toolkit. The specifications provide the equival ent of band saws,

pl aners, drill presses, and other tools. In the hands of an expert,
there is no limt to what can be built, but such a toolkit can be
intimdating to the point of being inaccessible to a non-expert who
just wants to build a bookcase. This docunent should be viewed as a
set of "project plans" for building all the (diffserv) furniture that
one nmight want. The user nmay choose what to build (e.g., perhaps our
non- expert doesn’'t need a china cabinet right now), and how to go
about building it (e.g., plans for a non-expert probably won't enpl oy
nmorti se/tenon construction, but that absence does not inply that

norti se/tenon construction is forbidden or unsound). The authors
hope that these diffserv "project plans" will provide a useful guide
to Network Administrators in the use of diffserv techniques to

i mpl ement qual ity-of-service nmeasures appropriate for their network’s
traffic.

Thi s docunent describes service classes configured with Diffserv and
recomends how t hey can be used and how to construct them using
Differentiated Services Code Points (DSCPs), traffic conditioners,
Per - Hop Behaviors (PHBs), and Active Queue Managenent (AQV

mechani sms. There is no intrinsic requirement that particul ar DSCPs,
traffic conditioners, PHBs, and AQM be used for a certain service
class, but as a policy and for interoperability it is useful to apply
them consi stently.

Service class definitions are based on the different traffic
characteristics and required perfornmance of the
applications/services. This approach allows us to map current and
future applications/services of simlar traffic characteristics and
performance requirenents into the sane service class. Since the
applications’/services' characteristics and required perfornance are
end to end, the service class notion needs to be preserved end to
end. Wth this approach, a linted set of service classes is
required. For conpl eteness, we have defined twelve different service
classes, two for network operation/admnistration and ten for
user/subscri ber applications/services. However, we expect that
network adninistrators will inplenent a subset of these cl asses
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relevant to their custoners and their service offerings. Network
Admi ni strators may also find it of value to add | ocally defined
service classes, although these will not necessarily enjoy end-to-end
properties of the sane type.

Section 1 provides an introduction and overvi ew of technol ogi es that
are used for service differentiation in I P networks. Section 2 is an
overvi ew of how service classes are constructed to provide service
differentiation, with exanpl es of deploynent scenarios. Section 3
provi des configuration guidelines of service classes that are used
for stable operation and adm nistration of the network. Section 4
provi des configuration guidelines of service classes that are used
for differentiation of user/subscriber traffic. Section 5 provides
addi ti onal gui dance on mapping different applications/protocols to
service classes. Section 6 addresses security considerations.

1.1. Requirenents Notation

The key words "SHOULD', "SHOULD NOT", "REQU RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in
this document are to be interpreted as described in [ RFC2119].

1.2. Expected Use in the Network

In the Internet today, corporate LANs and | SP WANs are general ly not
heavily utilized. They are commonly 10%utilized at nmost. For this
reason, congestion, loss, and variation in delay within corporate
LANs and | SP backbones is virtually unknown. This clashes with user
perceptions, for three very good reasons.

0 The industry noves through cycles of bandw dth boom and bandwi dth
bust, depending on prevailing market conditions and the periodic
depl oynent of new bandw dt h-hungry applicati ons.

0 In access networks, the state is often different. This may be
because throughput rates are artificially linmted or over-
subscri bed, or because of access network design trade-offs.

o0 Oher characteristics, such as database design on web servers
(that may create contention points, e.g., in filestore) and
configuration of firewalls and routers, often | ook externally Iike
a bandwidth limtation.

The intent of this document is to provide a consistent marking,

condi tioning, and packet treatnent strategy so that it can be
configured and put into service on any link that is itself congested.
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1.3. Service Cass Definition

A "service class" represents a set of traffic that requires specific
delay, loss, and jitter characteristics fromthe network
Conceptual ly, a service class pertains to applications with simlar
characteristics and performance requirenents, such as a "Hi gh-
Throughput Data" service class for applications |like the web and
electronic mail, or a "Tel ephony” service class for real-tinme traffic
such as voice and other tel ephony services. Such a service class may
be defined locally in a Differentiated Services (DS) donmin, or
across multiple DS donmins, possibly extending end to end.

A service class as defined here is essentially a statement of the
required characteristics of a traffic aggregate. The required
characteristics of these traffic aggregates can be realized by the
use of defined per-hop behavior (PHB) [ RFC2474]. The actua
specification of the expected treatnent of a traffic aggregate within
a domain may al so be defined as a per-donain behavi or (PDB)

[ RFC3086] .

Each domain may choose to inplenent different service classes or to
use different behaviors to inplenment the service classes or to
aggregate different kinds of traffic into the aggregates and stil
achieve their required characteristics. For exanple, |ow delay,
loss, and jitter may be realized using the EF PHB, or with an over-
provi sioned AF PHB. This must be done with care as it may disrupt
the end-to-end performance required by the applications/services.
Thi s docunent provides recomendati ons on usage of PHBs for specific
service classes for their consistent inplenentation. These
recommendations are not to be construed as prohibiting use of other
PHBs that realize behaviors sufficient for the relevant class of
traffic.

The Default Forwarding "Standard" service class is REQU RED; all
other service classes are OPTIONAL. It is expected that network

adm nistrators will base their choice of the level of service
differentiation that they will support on their need, starting off
with three or four service classes for user traffic and addi ng others
as the need ari ses.

1.4. Key Differentiated Services Concepts
The reader SHOULD be familiar with the principles of the
Differentiated Services Architecture [ RFC2474]. We recapitul ate key

concepts here only to provide convenience for the reader, the
referenced RFCs providing the authoritative definitions.
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1.4.1. Queuing

A queue is a data structure that hol ds packets that are awaiting
transm ssion. The packets may be del ayed while in the queue,

possi bly due to lack of bandwi dth, or because it is lowin priority.
There are a nunber of ways to inplenent a queue. A sinple nodel of a
queui ng system however, is a set of data structures for packet data,
which we will call queues, and a mechani smfor selecting the next
packet from among them which we call a schedul er

1.4.1.1. Priority Queuing

A priority queuing systemis a conbination of a set of queues and a
schedul er that enpties themin priority sequence. Wen asked for a
packet, the schedul er inspects the highest priority queue and, if
there is data present, returns a packet fromthat queue. Failing
that, it inspects the next highest priority queue, and so on. A
freeway onranp with a stoplight for one lane that allows vehicles in
t he hi gh-occupancy-vehicle lane to pass is an exanple of a priority
queui ng system the high-occupancy-vehicle | ane represents the
"queue"” having priority.

In a priority queuing system a packet in the highest priority queue
will experience a readily calculated delay. This is proportional to
the anount of data remaining to be serialized when the packet arrived
pl us the volume of the data already queued ahead of it in the sane
queue. The technical reason for using a priority queue rel ates
exactly to this fact: it limts delay and variations in delay and
shoul d be used for traffic that has that requirenent.

A priority queue or queuing system needs to avoid starvation of

|l ower-priority queues. This may be achi eved through a variety of
means, such as admission control, rate control, or network

engi neeri ng.

1.4.1.2. Rate Queuing

Simlarly, a rate-based queuing systemis a conbination of a set of
queues and a schedul er that enpties each at a specified rate. An
exanpl e of a rate-based queuing systemis a road intersection with a
stoplight. The stoplight acts as a schedul er, giving each | ane a
certain opportunity to pass traffic through the intersection

In a rate-based queui ng system such as Wi ghted Fair Queui ng (WFQ
or Weighted Round Robin (WRR), the delay that a packet in any given
queue will experience depends on the parameters and occupancy of its
queue and the paraneters and occupancy of the queues it is conpeting
with. A queue whose traffic arrival rate is nuch less than the rate
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at which it lets traffic depart will tend to be enpty, and packets in
it will experience nom nal delays. A queue whose traffic arriva

rate approxi mates or exceeds its departure rate will tend not to be
enpty, and packets in it will experience greater delay. Such a
schedul er can inpose a mininumrate, a maxinumrate, or both, on any
queue it touches.

1.4.2. Active Queue Managenent

Active Queue Managenent, or AQM is a generic name for any of a

vari ety of procedures that use packet dropping or marking to nmanage
the depth of a queue. The canonical exanple of such a procedure is
Random Early Detection (RED), in that a queue is assigned a nininmm
and maxi mum t hreshol d, and the queuing al gorithm mai ntains a noving
average of the queue depth. While the mean queue depth exceeds the
maxi mum threshold, all arriving traffic is dropped. While the nean
queue depth exceeds the m ni mumthreshold but not the maxi num
threshold, a randomy sel ected subset of arriving traffic is nmarked
or dropped. This marking or dropping of traffic is intended to
communi cate with the sending system causing its congestion avoi dance
algorithms to kick in. As aresult of this behavior, it is
reasonabl e to expect that TCP's cyclic behavior is desynchronized and
that the nmean queue depth (and therefore delay) should nornally
approxi mate the m ni mum t hreshol d.

A variation of the algorithmis applied in Assured Forwardi ng PHB

[ RFC2597], in that the behavi or aggregate consists of traffic with
mul tiple DSCP marks, which are internmingled in a combn queue.
Different mninma and naxi ma are configured for the several DSCPs
separately, such that traffic that exceeds a stated rate at ingress
is nore likely to be dropped or marked than traffic that is within
its contracted rate.

1.4.3. Traffic Conditioning

In addition, at the first router in a network that a packet crosses,
arriving traffic may be nmeasured and dropped or narked according to a
policy, or perhaps shaped on network ingress, as in "A Rate Adaptive
Shaper for Differentiated Services" [RFC2963]. This may be used to
bi as feedback | oops, as is done in "Assured Forwardi ng PHB"

[ RFC2597], or to limt the anpbunt of traffic in a system as is done
in "Expedited Forwardi ng PHB" [ RFC3246]. Such neasurenent procedures
are collectively referred to as "traffic conditioners". Traffic
conditioners are normally built using token bucket neters, for
exanple with a conmtted rate and burst size, as in Section 1.5.3 of
the DiffServ Mbdel [RFC3290]. The Assured Forwardi ng PHB [ RFC2597]
uses a variation on a neter with nultiple rate and burst size
measurenents to test and identify multiple |evels of confornmance
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Mul tiple rates and burst sizes can be realized using nultiple levels
of token buckets or nore conpl ex token buckets; these are
i mpl ementation details. The following are sone traffic conditioners
that may be used in deploynent of differentiated services:

o0 For Class Selector (CS) PHBs, a single token bucket neter to
provide a rate plus burst size control

0 For Expedited Forwarding (EF) PHB, a single token bucket meter to
provide a rate plus burst size control

0 For Assured Forwarding (AF) PHBs, usually two token bucket neters
configured to provide behavior as outlined in "Two Rate Three
Col or Marker (trTCM" [RFC2698] or "Single Rate Three Col or Marker
(srTCM" [RFC2697]. The two-rate, three-color marker is used to
enforce two rates, whereas the single-rate, three-color marker is
used to enforce a conmtted rate with two burst |engths.

1.4.4. Differentiated Services Code Point (DSCP)

The DSCP is a nunber in the range 0..63 that is placed into an IP
packet to mark it according to the class of traffic it belongs in.
Hal f of these values are earmarked for standardi zed services, and the
other half of them are avail able for local definition

1.4.5. Per-Hop Behavior (PHB)

In the end, the mechani snms descri bed above are conbined to forma
specified set of characteristics for handling different kinds of
traffic, depending on the needs of the application. This docunent
seeks to identify useful traffic aggregates and to specify what PHB
shoul d be applied to them

1.5. Key Service Concepts

While Differentiated Services is a general architecture that may be
used to inplenment a variety of services, three fundanmental forwarding
behavi ors have been defined and characterized for general use. These
are basic Default Forwarding (DF) behavior for elastic traffic, the
Assured Forwardi ng (AF) behavior, and the Expedited Forwardi ng (EF)
behavior for real-tine (inelastic) traffic. The facts that four code
poi nts are reconmended for AF and that one code point is recomended
for EF are arbitrary choices, and the architecture all ows any
reasonabl e nunber of AF and EF cl asses sinultaneously. The choice of
four AF classes and one EF class in the current docunment is al so
arbitrary, and operators MAY choose to operate nore or fewer of

ei t her.
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The terms "elastic" and "real -time" are defined in [ RFC1633], Section
3.1, as a way of understandi ng broad-brush application requirements.
Thi s docunent should be reviewed to obtain a broad understandi ng of
the issues in quality of service, just as [ RFC2475] shoul d be
reviewed to understand the data plane architecture used in today's

I nternet.

1.5.1. Default Forwarding (DF)

The basic forwardi ng behaviors applied to any class of traffic are
those described in [ RFC2474] and [ RFC2309]. Best-effort service may
be summarized as "I will accept your packets" and is typically
configured with some bandwi dt h guarantee. Packets in transit may be
| ost, reordered, duplicated, or delayed at random Generally,
networ ks are engineered to limt this behavior, but changing traffic
| oads can push any network into such a state.

Application traffic in the internet that uses default forwarding is
expected to be "elastic" in nature. By this, we mean that the sender
of traffic will adjust its transm ssion rate in response to changes
in available rate, |oss, or delay.

For the basic best-effort service, a single DSCP value is provided to
identify the traffic, a queue to store it, and active queue
managenment to protect the network fromit and to limt del ays.

1.5.2. Assured Forwarding (AF)

The Assured Forwardi ng PHB [ RFC2597] behavior is explicitly nodel ed
on Frane Relay’'s Discard Eligible (DE) flag or ATMs Cell Loss
Priority (CLP) capability. It is intended for networks that offer
average-rate Service Level Agreenents (SLAs) (as FR and ATM networ ks
do). This is an enhanced best-effort service; traffic is expected to
be "elastic" in nature. The receiver will detect |oss or variation
in delay in the network and provi de feedback such that the sender
adjusts its transnission rate to approxi mate avail abl e capacity.

For such behaviors, multiple DSCP val ues are provided (two or three,
per haps nmore using local values) to identify the traffic, a common
queue to store the aggregate, and active queue managenent to protect
the network fromit and to limt delays. Traffic is netered as it
enters the network, and traffic is variously marked dependi ng on the
arrival rate of the aggregate. The prenmise is that it is normal for
users occasionally to use nmore capacity than their contract

stipul ates, perhaps up to some bound. However, if traffic should be
mar ked or | ost to manage the queue, this excess traffic will be
marked or lost first.

Babi arz, et al. I nf or mat i onal [ Page 9]



RFC 4594 Guidelines for DiffServ Service O asses August 2006

1.5.3. Expedited Forwardi ng (EF)

The intent of Expedited Forwarding PHB [ RFC3246] is to provide a

buil ding block for lowloss, |lowdelay, and lowjitter services. It
can be used to build an enhanced best-effort service: traffic remains
subject to loss due to line errors and reordering during routing
changes. However, using queuing techniques, the probability of delay
or variation in delay is mnimzed. For this reason, it is generally
used to carry voice and for transport of data information that
requires "wire |ike" behavior through the IP network. Voice is an
inelastic "real-time" application that sends packets at the rate the
codec produces them regardl ess of availability of capacity. As
such, this service has the potential to disrupt or congest a network
if not controlled. It also has the potential for abuse.

To protect the network, at m ni rum one SHOULD police traffic at
various points to ensure that the design of a queue is not overrun,
and then the traffic SHOULD be given a | owdel ay queue (often using
priority, although it is asserted that a rate-based queue can do
this) to ensure that variation in delay is not an issue, to neet
appl i cation needs.

1.5.4. dCass Selector (CS)

Cl ass Sel ector provides support for historical codepoint definitions
and PHB requirement. The C ass Selector DS field provides a limted
backward conpatibility with | egacy (pre DiffServ) practice, as
described in [ RFC2474], Section 4. Backward conpatibility is
addressed in two ways. First, there are per-hop behaviors that are
al ready in wi despread use (e.g., those satisfying the | Pv4d Precedence
queui ng requirements specified in [ RFC1812]), and we wi sh to pernit
their continued use in DS-conpliant networks. In addition, there are
some codepoi nts that correspond to historical use of the IP
Precedence field, and we reserve these codepoints to map to PHBs that
meet the general requirenents specified in [ RFC2474], Section
4.2.2.2.

No attenpt is made to maintain backward conmpatibility with the "DIR'
or Type of Service (TOS) bits of the IPv4 TGOS octet, as defined in
[ RFC0791] and [ RFC1349].

A DS-conpliant network can be deployed with a set of one or nore
Class Sel ector-conpliant PHB groups. Also, a network adm nistrator
may configure the network nodes to map codepoints to PHBs,
irrespective of bits 3-5 of the DSCP field, to yield a network that
is conpatible with historical |IP Precedence use. Thus, for exanple,
codepoint '011000° would map to the same PHB as codepoint '011010’
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1.5.5. Adm ssion Contro

Adm ssion control (including refusal when policy thresholds are
crossed) can ensure high-quality conmunication by ensuring the
availability of bandwidth to carry a load. Inelastic real-tine flows
such as Voice over Internet Protocol (VolP) (telephony) or video
conferenci ng services can benefit fromuse of an adnission contro
mechani sm as generally the tel ephony service is configured with
over-subscription, neaning that some users may not be able to make a
call during peak peri ods.

For Vol P (tel ephony) service, a conmon approach is to use signaling
protocol s such as SIP, H 323, H 248, MEGACO and Resource Reservation
Protocol (RSVP) to negotiate adm ttance and use of network transport
capabilities. Wen a user has been authorized to send voice traffic,
this adm ssion procedure has verified that data rates will be within
the capacity of the network that it will use. Many RTP voice

payl oads are inelastic and cannot react to loss or delay in any
substantive way. For these voice payl oads, the network SHOULD police
at ingress to ensure that the voice traffic stays within its

negoti ated bounds. Having thus assured a predictable input rate, the
network nmay use a priority queue to ensure nom nal delay and
variation in del ay.

Anot her approach that may be used in small and bandw dt h- constrai ned
networks for limted nunber of flows is RSVP [ RFC2205] [ RFC2996].
However, there is concern with the scalability of this solution in

| arge networ ks where aggregati on of reservations [ RFC3175] is
considered to be required.

2. Service Differentiation

There are practical Iimts on the level of service differentiation
that should be offered in the I P networks. W believe we have
defined a practical approach in delivering service differentiation by
defining different service classes that networks nmay choose to
support in order to provide the appropriate | evel of behaviors and
performance needed by current and future applications and services.
The defined structure for providing services allows severa
applications having simlar traffic characteristics and performance
requirenents to be grouped into the sane service class. This
approach provides a lot of flexibility in providing the appropriate
| evel of service differentiation for current and new, yet unknown
applications w thout introducing significant changes to routers or
networ k configurati ons when a new traffic type is added to the

net wor k.
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2.1. Service C asses

Traffic flowing in a network can be classified in many different
ways. We have chosen to divide it into two groupi ngs, network
control and user/subscriber traffic. To provide service
differentiation, different service classes are defined in each
grouping. The network control traffic group can further be divided
into two service classes (see Section 3 for detailed definition of
each service cl ass)

0 "Network Control" for routing and network control function
o "OAM' (Qperations, Adm nistration, and Managenent) for network
configurati on and managenent functions.

The user/subscriber traffic group is broken down into ten service
classes to provide service differentiation for all the different
types of applications/services (see Section 4 for detailed definition
of each service class):

0 Tel ephony service class is best suited for applications that
require very |l ow delay variation and are of constant rate, such as
I P tel ephony (VolP) and circuit emrul ation over |IP applications.

0 Signaling service class is best suited for peer-to-peer and
client-server signaling and control functions using protocols such
as SIP, SIP-T, H 323, H 248, and Media Gateway Control Protoco
(MCP) .

o Miltinmedia Conferencing service class is best suited for
applications that require very | ow delay and have the ability to
change encoding rate (rate adaptive), such as H 323/V2 and | ater
vi deo conferencing service.

0 Real-Tine Interactive service class is intended for interactive
variable rate inelastic applications that require low jitter and
| oss and very | ow del ay, such as interactive gam ng applications
that use RTP/UDP streans for ganme control commands, and vi deo
conferencing applications that do not have the ability to change
encoding rates or to mark packets with different inportance
i ndi cations.

o Miltimedia Stream ng service class is best suited for variable
rate el astic stream ng nedia applications where a human i s waiting
for output and where the application has the capability to react
to packet loss by reducing its transm ssion rate, such as
streami ng video and audi o and webcast.

0 Broadcast Video service class is best suited for inelastic
stream ng medi a applications that may be of constant or variable
rate, requiring lowjitter and very | ow packet |oss, such as
broadcast TV and live events, video surveillance, and security.
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0 Low Latency Data service class is best suited for data processing
applications where a human is waiting for output, such as web-
based ordering or an Enterprise Resource Planning (ERP)
appl i cation.

0 High-Throughput Data service class is best suited for store and
forward applications such as FTP and billing record transfer

o Standard service class is for traffic that has not been identified
as requiring differentiated treatnment and is nornmally referred to
as best effort.

0 LowPriority Data service class is intended for packet flows where
bandwi dt h assurance is not required.

Cat egori zation of User Service C asses

The ten defined user/subscriber service classes |isted above can be
grouped into a small nunber of application categories. For sone
application categories, it was felt that nore than one service class
was needed to provide service differentiation within that category
due to the different traffic characteristic of the applications,
control function, and the required fl ow behavior. Figure 1 provides
a sunmary of service class grouping into four application categories.

Application Control Category

o The Signaling service class is intended to be used to contro
applications or user endpoints. Examples of protocols that woul d
use this service class are SIP or H 248 for |IP tel ephone service
and SIP or Internet G oup Managenent Protocol (1GW) for contro
of broadcast TV service to subscribers. Although user signaling
fl ows have simlar performance requirenents as Low Latency Data,
they need to be distinguished and marked with a different DSCP
The essential distinction is something like "adm nistrative
control and managenment” of the traffic affected as the protocols
inthis class tend to be tied to the nedia stream session they
signal and control

Medi a- Ori ent ed Cat egory

Due to the vast nunber of new (in process of being depl oyed) and
al ready-in-use nmedi a-oriented services in | P networks, five service
cl asses have been defi ned.

0 Tel ephony service class is intended for |IP tel ephony (VolP)
service. It may also be used for other applications that neet the
defined traffic characteristics and performance requirenents.

0 Real-Tine Interactive service class is intended for inelastic
video flows from applications such as S| P-based desktop video
conferencing applications and for interactive gam ng.
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Mul ti medi a Conferencing service class is for video conferencing
solutions that have the ability to reduce their transm ssion rate
on detection of congestion. These flows can therefore be
classified as rate adaptive. As currently two types of video
conferencing equi pnent are used in I P networks (ones that generate
inelastic traffic and ones that generate rate-adaptive traffic),
two service class are needed. The Real-Time Interactive service
cl ass shoul d be used for equi pnent that generates inelastic video
flows and the Multinedi a Conferencing service class for equi pnent
that generates rate-adaptive video flows.

Broadcast Video service class is to be used for inelastic traffic
flows, which are intended for broadcast TV service and for
transport of live video and audi o events.

Multinedia Streaming service class is to be used for elastic
multimedia traffic flows. This nmultimedia content is typically
stored before being transnmitted. It is also buffered at the
receiving end before being played out. The buffering is
sufficiently large to acconmodate any variation in transm ssion
rate that is encountered in the network. Miltinedia entertainnent
over | P delivery services that are being devel oped can generate
both elastic and inelastic traffic flows; therefore, two service
cl asses are defined to address this space, respectively:

Mul tinedia Stream ng and Broadcast Vi deo.

Dat a Cat egory

The data category is divided into three service cl asses.

(o]

(]

Low Latency Data for applications/services that require | ow del ay
or latency for bursty but short-lived flows.

Hi gh- Throughput Data for applications/services that require good
t hroughput for long-lived bursty flows. Hi gh Throughput and
Multinedia Steaming are close in their traffic flow
characteristics with Hi gh Throughput being a bit nore bursty and
not as long-lived as Multinmedi a Streaning.

LowPriority Data for applications or services that can tolerate
short or long interruptions of packet flows. The LowPriority
Data service class can be viewed as "don't care" to some degree

Best-Effort Category

(o]

Al traffic that is not differentiated in the network falls into
this category and is mapped into the Standard service class. |If a
packet is marked with a DSCP value that is not supported in the
network, it SHOULD be forwarded using the Standard service cl ass.
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Figure 1, below, provides a grouping of the defined user/subscriber
service classes into four categories, with indications of which ones
use an independent flow for signaling or control; type of flow

behavi or (elastic, rate adaptive, or inelastic); and the last colum
provides end user Quality of Service (QS) rating as defined in ITUT
Recommendati on G 1010.

| Application | Servi ce | Sighaled | Flow | G 1010 |
| Categories | Cl ass | | Behavior | Rati ng |
------------- R e e e
| Application | Si gnal i ng | Not | I'nelastic | Responsive |
| Contr ol | | appl i cabl e| |
| ------------- Fom e e e oo - Fomm e e e oo o m e e e - S |
| | Tel ephony | Yes | Inelastic | Interactive|
| I TS S R |
| | Real - Ti nme | Yes | I'nelastic | Interactive|
| | Interactive | | | |
| [-----mmmmm e - e . |
| Medi a- | Multinedia | Yes | Rat e | I'nteractive|
| Oiented | Conferencing | | Adaptive | |
| I TS S R |
| | Broadcast Vi deo| Yes | I'nelastic | Responsive |
| [------mmmmee - - . e |
| |  Multinedia | Yes | Elastic | Ti mel y |
| | St ream ng | | |
[------------- S S S R |
| | Low Latency | No | Elastic | Responsive |
I I Dat a I I I I
| [------mmmmee - - . e |
| Dat a | Hi gh- Thr oughput | No | Elastic | Ti mel y |
I I Dat a I I I I
| [--------------- S S R |
| | LowPriority | No | Elastic |Non-critical]
I I Dat a I I I I
I . - . e |
| Best Effort | St andard | Not Specified | Non-critical|

Figure 1. User/Subscriber Service O asses G ouping
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Here is a short explanation of the end user QoS category as defined
in | TU T Recomrendati on G 1010. User traffic is divided into four
different categories, nanely, interactive, responsive, timely, and
non-critical. An exanple of interactive traffic is between two
humans and is nost sensitive to delay, loss, and jitter. Another
exanmpl e of interactive traffic is between two servers where very | ow
del ay and | oss are needed. Responsive traffic is typically between a
human and a server but can al so be between two servers. Responsive
traffic is less affected by jitter and can tolerate | onger del ays
than interactive traffic. Tinely traffic is either between servers
or servers and hunans and the delay tolerance is significantly |onger
than responsive traffic. Non-critical traffic is normally between
servers/ machi nes where delivery may be delay for period of tine.

2.3. Service Cass Characteristics

Thi s docunent provides guidelines for network adm nistrators in
configuring their network for the level of service differentiation
that is appropriate in their network to neet their QS needs. It is
expected that network operators will configure and provide in their
networ ks a subset of the defined service classes. Qur intent is to
provi de guidelines for configuration of Differentiated Services for a
wi de variety of applications, services, and network configurations.
In addition, network adm nistrators nmay choose to define and depl oy
other service classes in their network.

Figure 2 provides a behavior view for traffic serviced by each
service class. The traffic characteristics colum defines the
characteristics and profile of flows serviced, and the tol erance to
| oss, delay, and jitter columms define the treatnment the flows wll
receive. End-to-end quantitative performance requirenments may be
obtained fromI|TU T Recommendati ons Y. 1541 and Y. 1540.
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Mul ti medi a
Conf er enci ng

Real - Ti ne
Interactive

Mul tinedi a
St ream ng

Br oadcast
Vi deo

Low Lat ency
Dat a

Dat a

Dat a

| i nelastic short messages,

Vari abl e size packets,

nmost |y
but

traffic can al so burst (BGP)

packet s,

Fi xed-si ze smal |

constant em ssion rate,
inelastic and lowrate flows | | | |

Vari abl e size packets,

sone

Tol erance to |
Loss |Delay |Jitter|

what bursty short-lived fl ows| | | |

Vari abl e size packets,
constant transmit
rate adapti ve,

RTP/ UDP streans,
mostly variable rate

interval,
reacts to | oss

i nel asti c,

Vari abl e size packets,

elastic with variable

Const ant and vari abl e
i nel asti c,

Variable rate, bursty
lived elastic flows

rate

rate,

non- bursty fl ows

short -

Vari abl e size packets,
elastic & inelastic flows

Variable rate, bursty
lived elastic flows

| ong-

I

|
+::::::+::::::+::::::|
I I I I
| Low | Low]| Yes |
I I I I
F-- - - - F-- - - - F-- - - - |
| Very | Very | Very |
| Low | Low]| Low |
S R S R S R |
| Low | Low | Yes |
[ S, [ S, [ S, |
| Low | Very | |
| - | Low | Low |
| Medi um | |
+o-o - - +o-o - - +o-o - - |
| Low | Very | Low |
| | Low | |
+o-m - - +o-m - - +o-m - - |
| Low - | Mediuni Yes |
| Medi um | |
+o-o - - +o-o - - +o-o - - |
| Very | Mediuni Low |
| Low | | |
+o-m - - +o-m - - +o-m - - |
| Low |Low - | Yes |
| | Medi um |
+o-o - - +o-o - - +o-o - - |
| Low | Mediuni Yes |
| | | |
+o-m - - +o-m - - +o-m - - |
| Low | Mediunmi Yes |
I | - Highl I
+o-o - - +o-o - - +o-o - - |
| Not Specified |
[ S, [ S, [ S, |
Yes |
I

| High| Hagh|
I I I

Figure 2. Service Cass Characteristics

et al.
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Notes for Figure 2: A "Yes" in the jitter-tolerant columm inplies
that data is buffered in the endpoint and that a noderate | evel of
net wor k-i nduced variation in delay will not affect the application
Applications that use TCP as a transport are generally good exanpl es.
Routing protocols and peer-to-peer signaling also fall in this class;
al though | oss can create problens in setting up calls, a noderate
level of jitter merely nakes call placenent a little |less predictable
in duration.

Service classes indicate the required traffic forwarding treatnent in
order to neet user, application, or network expectations. Section 3
defines the service classes that MAY be used for forwardi ng network
control traffic, and Section 4 defines the service classes that MAY
be used for forwarding user traffic with exanples of intended
application types mapped into each service class. Note that the
application types are only exanples and are not neant to be all -
inclusive or prescriptive. Also, note that the service class nam ng
or ordering does not inply any priority ordering. They are sinply
reference nanmes that are used in this docunent with associated QS
behavi ors that are optimnized for the particular application types
they support. Network adm nistrators MAY choose to assign different
service class nanmes to the service classes that they will support.
Figure 3 defines the RECOMVENDED rel ati onshi p between service cl asses
and DS codepoi nt assignnment with application exanples. It is
RECOMVENDED that this relationship be preserved end to end.
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| Service | DsCP | DSCP | Appli cation |
| Cass Name | Nane | Val ue | Exanpl es |

:::::::::::::::+:::::::::+:::::::::::::+::::::::::::::::::::::::::|
| Network Control| CS6 | 110000 | Network routing |
[------mmmmee - S - - T |
| Tel ephony | EF | 101110 | I'P Tel ephony bearer |
| --------------- B S o e e e e oo o o m e e e e e e a oo |
| Signaling | CS5 | 101000 | I'P Tel ephony signaling |
I R S o e m e e e e e oo |
| Miltinedia | AF41, AF42] 100010, 100100]| H. 323/ V2 vi deo |
| Conferencing | AF43 | 100110 | conferencing (adaptive) |
[-----mmmmm e - - S |
| Real-Tine | C4 | 100000 | Video conferencing and |
| Interactive | | | Interactive gam ng |
I R S o e m e e e e e oo |
| Multinedia | AF31, AF32| 011010, 011100 Stream ng vi deo and |
| Stream ng | AF33 | 011110 | audi o on denand |
[-----mmmmm e - - S |
| Broadcast Video| CS3 | 011000 | Broadcast TV & live events]|
[--------------- TS S o e e e e e e o oo |
| Low Latency | AF21, AF22| 010010, 010100| Cli ent/server transacti ons|
| Dat a |  AF23 | 010110 | Web-based ordering |
[------mmmmee - S - - T |
| OAM | CSs2 | 010000 | OAMEP |
| --------------- B S o e e e e oo o o m e e e e e e a oo |
| H gh- Thr oughput | AF11, AF12| 001010, 001100| Store and forward |
| Dat a | AF13 | 001110 | applications |
[------mmme - S e e |
| St andard | DF (CSO0) | 000000 | Undifferentiated |
| | | | applications |
| --------------- B S o e e e e oo o o m e e e e e e a oo |
| LowPriority | CS1 | 001000 | Any flow that has no BW |
| Dat a | | | assurance |

Figure 3. DSCP to Service Cass Mapping

Notes for Figure 3: Default Forwarding (DF) and Cl ass Selector O
(CS0) provide equival ent behavior and use the same DS codepoi nt,
' 000000’ .

It is expected that network administrators will base their choice of
the service classes that they will support on their need, starting
off with three or four service classes for user traffic and addi ng
others as the need ari ses.
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Figure 4 provides a summary of DiffServ QS nechani sns that SHOULD be
used for the defined service classes that are further detailed in

Sections 3 and 4 of this docunent.
applications/services need to be differentiated,

Accordi n

g to what

net wor k

adm ni strators can choose the service class(es) that need to be
supported in their network.

| Service |
| Cl ass |

o=+
| Net work Control |
[-----mmmmm e +
| Tel ephony |
[--------------- +
| Si gnal i ng |
[------mmme - +
| Ml timedia |
| Conferencing |
I I

_______________ +
| Real - Ti ne |
| Interactive |
[------mmmmee - +
| Miltinedia |
| Stream ng |
| |
I +
| Broadcast Vi deo|
[------mmmmee - +
| Low |
| Lat ency |
| Dat a |
I +
I OAM I

_______________ +
I Hi gh- I
|  Throughput |
| Dat a |
I +
| St andard |
[------mmmmee - +

| LowPriority |
| Dat a |

| |
| DS Edge |
[ gt o
| See Section 3.1 |
o +
| Police using sr+bs |
o e e e o +
| Police using sr+bs |
B +

| Using two-rate, |
| t hr ee- col or marker |
| (such as RFC 2698) |

| Using two-rate, |
| t hr ee- col or marker |
| (such as RFC 2698) |

| Using single-rate, |
| t hr ee- col or marker |
| (such as RFC 2697) |

| Using two-rate, |
| t hr ee- col or marker |
| (such as RFC 2698) |

Queui ng| AQV
::::::::L::::I
Rate | VYes]|
........ +----|
Priority|] No |
________ +____|
Rate | No |
________ +____|
| Yes|

Rate | per|

| DSCP|
________ +____|
Rate | No |

I I
________ +____|
| Yes|

Rate | per|

| DSCP|
________ +____|
Rate | No |
________ +____|
| Yes|

Rate | per|

| DSCP|
________ +____|
Rate | VYes|
________ +____|
| Yes|

Rate | per|

| DSCP|
________ +____|
Rate | VYes|
________ +____|
Rate | VYes]|

Figure 4. Sumary of QoS Mechani sms Used for
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2

2

Notes for Figure 4:

o Conditioning at DS edge neans that traffic conditioning is
performed at the edge of the D ffServ network where untrusted user
devi ces are connected or between two Di ffServ networks

0 "sr+bs" represents a policing nechanismthat provides single rate
with burst size control

o The single-rate, three-color marker (srTCM behavi or SHOULD be
equi val ent to RFC 2697, and the two-rate, three-col or marker
(trTCM behavi or SHOULD be equi val ent to RFC 2698.

0 The PHB for Real-Tine Interactive service class SHOULD be
configured to provide high bandw dth assurance. It MAY be
configured as a second EF PHB that uses rel axed perfornmance
paraneters and a rate schedul er.

o The PHB for Broadcast Video service class SHOULD be configured to

provi de hi gh bandwi dth assurance. It MAY be configured as a third
EF PHB t hat uses rel axed perfornmance paraneters and a rate
schedul er.

o0 |In network segnents that use |P precedence nmarking, only one of
the two service classes can be supported, H gh-Throughput Data or
LowPriority Data. W RECOMMVEND that the DSCP val ue(s) of the
unsupported service class be changed to 000xx1 on ingress and
changed back to original value(s) on egress of the network segnent
that uses precedence nmarking. For exanple, if LowPriority Data
is mapped to Standard service class, then 000001 DSCP nmarki ng MAY
be used to distinguish it from Standard marked packets on egress.

4. Depl oynent Scenari os

It is expected that network administrators will base their choice of
the service classes that they will support on their need, starting
off with three or four service classes for user traffic and addi ng
nmore service classes as the need arises. In this section, we provide
three exanpl es of possi bl e depl oynent scenari os.

4.1. Exanple 1

A network administrator determ nes that he needs to provide different
performance | evels (quality of service) in his network for the
services that he will be offering to his custonmers. He needs to
enabl e his network to provide:
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0 Reliable Vol P (tel ephony) service, equivalent to Public Swtched
Tel ephone Networ k (PSTN) .

0 A lowdelay assured bandw dth data service.

0 Support for current Internet services.

For this exanple, the network administrator’s needs are addressed
with the deploynment of the follow ng six service classes:

0 Network Control service class for routing and control traffic that
is needed for reliable operation of the provider’s network.

o Standard service class for all traffic that will receive normal
(undifferentiated) forwarding treatnent through the network for
support of current Internet service.

o Tel ephony service class for VolP (tel ephony) bearer traffic.

o Signaling service class for Tel ephony signaling to control the
Vol P servi ce.

0 Low Latency Data service class for the | owdelay assured bandw dth
differenti ated data service.

o OAM service class for operation and managenent of the network.

Figure 5 provides a summary of the mechani sns needed for delivery of
service differentiation for Exanple 1.

| Service | DSCP | Conditioning at | PHB | | |
| d ass | | DS Edge | Used | Queuing| AQM
| :::::::::::::::+:::::::+:::::::::::::::::::+:::::::::+::::::::+::::|
| Network Control| CS6 | See Section 3.1 | RFC2474 | Rate | VYes|
[------mmme - S R S S S +----

| Tel ephony | EF |Police using sr+bs | RFC3246 |Priority| No |
[-----mmmmm e - . - E - +--- -
| Signaling | CS5 |Police using sr+bs | RFC2474 | Rate | No |
[--------------- S o e e e e oo oo - TS E S +--- -
| Low | AF21 | Using single-rate,]| | | Yes|
| Lat ency | AF22 |three-color narker | RFC2597 | Rate | per]|
| Dat a | AF23 | (such as RFC 2697) | | | DSCP|
[-----mmmmm e - . - E - +--- -
| QAM | CS2 |Police using sr+bs | RFC2474 | Rate | Yes|
[--------------- S o e e e e oo oo - TS E S +--- -
| St andar d | DF(CS0)| Not applicable | RFC2474 | Rate | Yes|
I | +other| I I I I

Figure 5. Service Provider Network Configuration Exanple 1
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Notes for Figure 5:

0 "sr+bs" represents a policing nmechanismthat provides single rate
wi th burst size control

o0 The single-rate, three-color marker (srTCM behavi or SHOULD be
equi val ent to RFC 2697.

0 Any packet that is narked with DSCP val ue that is not represented
by the supported service classes SHOULD be forwarded using the
St andard service cl ass.

2.4.2. Exanple 2

Wth this exanple, we show how network operators with Exanple 1
capabilities can evolve their service offering to provide three new
additional services to their customers. The new additional service
capabilities that are to be added are:

0 Sl P-based desktop video conference capability to conpl emrent Vol P
(tel ephony) service.

o TV and on-demand novi e view ng service to residential subscribers.

0 Network-based data storage and fil e backup service to business
cust oners.

The new additional services that the network administrator would |ike
to offer are addressed with the depl oynment of the follow ng four

addi tional service classes (these are additions to the six service

cl asses already defined in Exanple 1):

0 Real-Tine Interactive service class for transport of MPEG 4 real -
time video flows to support desktop video conferencing. The
control/signaling for video conferencing is done using the
Signaling service class.

0 Broadcast Video service class for transport of |PTV broadcast
informati on. The channel selection and control is via | GWw napped
into the Signaling service class.

o Miltinmedia Stream ng service class for transport of stored MPEG 2
or MPEG 4 content. The selection and control of stream ng
information i s done using the Signaling service class. The
sel ection of Miultinmedia Stream ng service class for on-demand
nmovi e service was chosen as the set-top box used for this service
has | ocal buffering capability to conpensate for the bandwi dth
variability of the elastic streaning information. Note that if
transport of on-demand novie service is inelastic, then the
Br oadcast Vi deo service class SHOULD be used

0 High-Throughput Data service class is for transport of bulk data
for network-based storage and file backup service to business
cust omers.
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needed for delivery of

the service classes used in Exanple

2.

| Service | DSCP

| C ass |

| sy oo

| Network Control| CS6

I AR,

| Tel ephony | EF

[------mmmmee - -

| Signaling | CS5

| --------------- B S,

| Real-tine | C4

| Interactive |

[------mmme - S R

| Broadcast Video| CS3
............... O

| Miltinedia | AF31

| Stream ng | AF32

| | AF33

[------mmme - S R

| Low | AF21

| Lat ency | AF22

| Dat a | AF23

[--------------- S

| OAM | Cs2

[------mmme - S R

| Hi gh- | AF11

|  Throughput | AF12

| Dat a | AF13
_______________ I,

| St andar d | DF( CSO0) |

I I

DS Edge

| Using two-rate, |
| t hr ee- col or marker |
| (such as RFC 2698) |

| Using single-rate, |
| t hr ee- col or marker |
| (such as RFC 2697) |

| Using two-rate, |
| t hr ee- col or marker |
| (such as RFC 2698) |

Not applicable |

+ot her | |

PHB | | |
Used | Queuing| AQM
::::::::+::::::::+::::|
RFC2474 | Rate |Yes |
-------- L S
RFC3246 |Priority| No |
-------- R e S
RFC2474 | Rate | No |
-------- +--------+----|
RFC2474 | Rate | No |
I I I
-------- R e S
RFC2474 | Rate | No |
-------- R R S
| | Yes |
RFC2597 | Rate |per |
| | DSCP|
-------- R e S
| | Yes |
RFC2597 | Rate |per |
I | DSCP|
-------- R
RFC2474 | Rate |Yes |
-------- R e S
| | Yes |
RFC2597 | Rate |per |
I | DSCP|
________ .
RFC2474 | Rat e

Figure 6. Service Provider

Notes for Figure 6:

Net wor k Configurati on Exanple 2

0 "sr+bs" represents a policing nechanismthat provides single rate

with burst size control.
three-col or marker (srTCM behavior SHOULD be
equi val ent to RFC 2697, and the two-rate,
(trTCM behavi or SHOULD be equi val ent to RFC 2698.

o The single-rate,
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(0]

2.4.3.

Any packet that is marked with DSCP val ue that is not represented
by the supported service classes SHOULD be forwarded using the
St andard service cl ass.

Exampl e 3

An enterprise network administrator determ nes that they need to
provide different performance levels (quality of service) in their
network for the new services that are being offered to corporate
users. The enterprise network needs to:

(0]
(0]
0

Provide reliable corporate Vol P service

Provi de video conferencing service to sel ected Conference Roomns.
Support on-demand distribution of prerecorded audi o and vi deo
information to | arge nunber of users.

Provide a priority data transfer capability for engineering teans
to share design infornation.

Reduce or deny bandw dth during peak traffic periods for selected
appl i cations.

Continue to provide normal IP service to all remaining
appl i cations and services.

For this exanple, the enterprise’ s network needs are addressed with
the depl oynment of the follow ng nine service classes:

0

(0]
(0]

Net wor k Control service class for routing and control traffic that
is needed for reliable operation of the enterprise network.

OAM service class for operation and nmanagenent of the network
Standard service class for all traffic that will receive nornmal
(undi fferentiated) forwardi ng treatnent.

Tel ephony service class for Vol P (tel ephony) bearer traffic.
Signaling service class for Tel ephony signaling to control the
Vol P service

Mul ti nmedi a Conferencing service class for support of inter-

Conf erence Room vi deo conferencing service using H 323/V2 or
simlar equiprent.

Mul tinedia Streanming service class for transfer of prerecorded
audi o and vi deo information.

Hi gh- Thr oughput Data service class to provide bandw dt h assurance
for tinely transfer of |arge engineering files.

LowPriority Data service class for selected background
appl i cations where data transfer can be del ayed or suspended for a
period of tinme during peak network | oad conditions.
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Figure 7 provides a summary of the mechani sms needed for delivery of
service differentiation for Exanmple 3.

| Service | DSCP | Conditioning at | PHB | | |
| d ass | | DS Edge | Used | Queuing| AQM

s sl sl el ool e
| Network Control| CS6 | See Section 3.2 | RFC2474 | Rate | Yes|
[--------------- S o e e e e oo oo - TS E S +--- -
| Tel ephony | EF |Police using sr+bs | RFC3246 |Priority| No |
[------mmme - S R S S S +--- -
| Signaling | CS5 |Police using sr+bs | RFC2474 | Rate | No |
[-----mmmmm e - . - E - +--- -
|  Multinedia | AF41 | Using two-rate, | | | Yes|
| Conferencing | AF42 | three-color marker| RFC2597 | Rate | per|
| | AF43 | (such as RFC 2698)| | | DSCP|
[------mmme - S R S S S +--- -
| Miltinedia | AF31 | Using two-rate, | | | Yes]
| St ream ng | AF32 | three-color marker| RFC2597 | Rate | per]|
| | AF33 | (such as RFC 2698) | | | DSCP|
[--------------- S o e e e e oo oo - TS E S +--- -
| OAM | CS2 |Police using sr+bs | RFC2474 | Rate | Yes|
[------mmme - S R S S S +--- -
| Hi gh- | AF11 | Using two-rate, | | | Yes |
| Throughput | AF12 |three-color marker | RFC2597 | Rate |per |
| Dat a | AF13 | (such as RFC 2698) | | | DSCP|
[--------------- S o e e e e oo oo - TS E S +--- -
| LowPriority | CS1 | Not applicable | RFC3662 | Rate | Yes|
I Dat a I I I I I I
[------mmmmee - - . S - S . +--- -
| St andard | DF(CS0)| Not applicable | RFC2474 | Rate | Yes|
I | +other| I I I I

Figure 7. Enterprise Network Configuration Exanple
Notes for Figure 7:

0 "sr+bs" represents a policing nmechanismthat provides single rate
with burst size control.

o0 The single-rate, three-color marker (srTCM behavi or SHOULD be
equi val ent to RFC 2697, and the two-rate, three-color marker
(trTCM behavi or SHOULD be equi val ent to RFC 2698.

0 Any packet that is marked with DSCP value that is not represented
by the supported service classes SHOULD be forwarded using the
St andard service cl ass.
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3.

3.

3.

1.

2

Net wor k Control Traffic

Network control traffic is defined as packet flows that are essential
for stable operation of the adm nistered network as well as for
informati on that may be exchanged between nei ghbori ng networks across
a peering point where SLAs are in place. Network control traffic is
different fromuser application control (signaling) that may be
generated by some applications or services. Network control traffic
is nostly between routers and network nodes that are used for
operating, admnistering, controlling, or managi ng the network
segnents. Network Control Traffic nay be split into two service

cl asses, i.e., Network Control and OAM

Current Practice in the |Internet

Based on today's routing protocols and network control procedures
that are used in the Internet, we have determ ned that CS6 DSCP val ue
SHOULD be used for routing and control and that CS7 DSCP val ue SHOULD
be reserved for future use, potentially for future routing or contro
protocols. Network adm nistrators MAY use a Local / Experi nmental DSCP
therefore, they may use a locally defined service class within their
network to further differentiate their routing and control traffic.

RECOMVENDED Net wor k Edge Condi tioning for CS7 DSCP mar ked packets:

o Drop or remark CS7 packets at ingress to DiffServ network domain.

0 CS7 marked packets SHOULD NOT be sent across peering points.
Exchange of control information across peering points SHOULD be
done using CS6 DSCP and the Network Control service class.

Net wor k Control Service C ass

The Network Control service class is used for transmtting packets
bet ween network devices (routers) that require control (routing)
informati on to be exchanged between nodes within the administrative
domain as well as across a peering point between different

adm ni strative domains. Traffic transmitted in this service class is
very inportant as it keeps the network operational, and it needs to
be forwarded in a tinely nmanner.

The Network Control service class SHOULD be configured using the
DiffServ Oass Selector (CS) PHB, defined in [RFC2474]. This service
cl ass SHOULD be configured so that the traffic receives a m ni mm
bandwi dt h guarantee, to ensure that the packets always receive tinely
service. The configured forwardi ng resources for Network Control
service class SHOULD be such that the probability of packet drop
under peak load is very lowin this service class. The Network
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Control service class SHOULD be configured to use a Rate Queuing
system such as defined in Section 1.4.1.2 of this docunent.

The foll owi ng are exanpl es of protocols and applications that SHOULD
use the Network Control service class:

0 Routing packet flows: OSPF, BGP, I1SIS, R P.

o0 Control information exchange within and between different
adm ni strative domai ns across a peering point where SLAs are in
pl ace.

0 LSP setup using CR-LDP and RSVP-TE

The foll owi ng protocols and applications SHOULD NOT use the Network
Control service class:

o User traffic.

The following are traffic characteristics of packet flows in the
Net wor k Control service class:

o Mstly messages sent between routers and network servers.

0 Variable size packets, normally one packet at a tine, but traffic
can al so burst (BGP).

0o User traffic is not allowed to use this service class. By user
traffic, we mean packet flows that originate fromuser-controlled
end points that are connected to the network.

The RECOMMENDED DSCP marking is CS6 (O ass Sel ector 6).
RECOMVENDED Net wor k Edge Condi ti oni ng:

0 At peering points (between two Di ffServ networks) where SLAs are
in place, CS6 marked packets SHOULD be policed, e.g., using a
single rate with burst size (sr+bs) token bucket policer to keep
the CS6 nmarked packet flows to within the traffic rate specified
in the SLA

0 CS6 marked packet flows fromuntrusted sources (for exanple, end
user devi ces) SHOULD be dropped or remarked at ingress to the
D ff Serv networKk.

o0 Packets fromusers/subscribers are not permtted access to the
Net wor k Control service classes

The fundanental service offered to the Network Control service class
i s enhanced best-effort service with high bandw dth assurance. Since
this service class is used to forward both elastic and inelastic
flows, the service SHOULD be engi neered so that the Active Queue
Managenment (AQV) [RFC2309] is applied to CS6 marked packets
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I f RED [ RFC2309] is used as an AQM al gorithm the min-threshold
specifies a target queue depth, and the max-threshold specifies the
queue depth above which all traffic is dropped or ECN marked. Thus,
in this service class, the followi ng inequality should hold in queue
configurations:

o0 min-threshold CS6 < max-threshold CS6
0 max-threshold CS6 <= nenory assigned to the queue

Not e: Many ot her AQM al gorithns exist and are used; they should be
configured to achieve a simlar result.

3.3. OAM Service d ass

The OAM (Operations, Adm nistration, and Managenent) service class is
RECOMVENDED f or OAMBP (Operations, Admnistration, and Managenent and
Provi si oni ng) using protocols such as Sinple Network Managenent
Protocol (SNWP), Trivial File Transfer Protocol (TFTP), FTP, Tel net,
and Common Open Policy Service (COPS). Applications using this
service class require a | ow packet |oss but are relatively not
sensitive to delay. This service class is configured to provide good
packet delivery for intermttent flows.

The OAM service class SHOULD use the O ass Selector (CS) PHB defined
in [RFC2474]. This service class SHOULD be configured to provide a
m ni mum bandwi dt h assurance for CS2 marked packets to ensure that
they get forwarded. The QOAM service class SHOULD be configured to
use a Rate Queuing system such as defined in Section 1.4.1.2 of this
docunent .

The foll owi ng applications SHOULD use the OAM service cl ass:

o Provisioning and configuration of network el enents.
o Performance nonitoring of network el enents.
0 Any network operational alarns.

The following are traffic characteristics:

Vari abl e size packets.
Intermttent traffic flows.
Traffic may burst at tines.

Both elastic and inelastic flows.
Traffic not sensitive to del ays.

Oo0oo0oo0oo

RECOMVENDED DSCP mar ki ng:

o Al flows in this service class are marked with CS2 (d ass
Sel ector 2).
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Applications or IP end points SHOULD pre-mark their packets with CS2
DSCP value. |If the end point is not capable of setting the DSCP
val ue, then the router topologically closest to the end point SHOULD
performMiltifield (M) Cdassification, as defined in [ RFC2475].

RECOMMENDED condi tioning performed at DiffServ network edge:

o Packet flow marking (DSCP setting) fromuntrusted sources (end
user devices) SHOULD be verified at ingress to DiffServ network
using Multifield (M) dassification nethods, defined in
[ RFC2475] .

o0 Packet flows fromuntrusted sources (end user devices) SHOULD be
policed at ingress to DiffServ network, e.g., using single rate
with burst size token bucket policer to ensure that the traffic
stays within its negotiated or engi neered bounds.

o Packet flows fromtrusted sources (routers inside admnistered
net wor k) MAY not require policing

o0 Normally OAMEP CS2 narked packet flows are not allowed to flow
across peering points. |If that is the case, then CS2 nmarked
packets SHOULD be policed (dropped) at both egress and ingress
peering interfaces.

The fundanmental service offered to "OAM' traffic is enhanced best-
effort service with controlled rate. The service SHOULD be

engi neered so that CS2 marked packet flows have sufficient bandwi dth
in the network to provide high assurance of delivery. Since this
service class is used to forward both elastic and inelastic flows,
the service SHOULD be engi neered so that Active Queue Managenent

[ RFC2309] is applied to CS2 marked packets.

I f RED [ RFC2309] is used as an AQM al gorithm the min-threshold
specifies a target queue depth for each DSCP, and the max-threshol d
specifies the queue depth above which all traffic with such a DSCP is
dropped or ECN marked. Thus, in this service class, the follow ng

i nequality should hold in queue configurations:

o0 min-threshold CS2 < max-threshold CS2
o0 max-threshold CS2 <= nenory assigned to the queue

Not e: Many ot her AQM al gorithns exist and are used; they should be
configured to achieve a simlar result.

4., User Traffic
User traffic is defined as packet flows between different users or
subscribers. It is the traffic that is sent to or fromend-termnals

and that supports a very wide variety of applications and services.
User traffic can be differentiated in many different ways; therefore,
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we investigated several different approaches to classifying user
traffic. W |looked at differentiating user traffic as real-tine
versus non-real -tinme, elastic or rate-adaptive versus inelastic,
sensitive versus insensitive to loss as well as traffic

categori zation as interactive, responsive, tinely, and non-critical,
as defined in I TUT Recomendation G 1010. |In the final analysis, we
used all of the above for service differentiation, nmapping
application types that seened to have different sets of performance
sensitivities, and requirenments to different service classes.

Net wor k adm ni strators can categorize their applications according to
the type of behavior that they require and MAY choose to support al

or a subset of the defined service classes. Figure 3 provides sonme
comon applications and the forwarding service classes that best
support them based on their performance requirenents.

4.1. Tel ephony Service d ass

The Tel ephony service class is RECOMENDED for applications that
require real-tine, very |low delay, very low jitter, and very | ow
packet loss for relatively constant-rate traffic sources (inelastic
traffic sources). This service class SHOULD be used for |IP tel ephony
servi ce.

The fundanental service offered to traffic in the Tel ephony service
class is mnimumjitter, delay, and packet |oss service up to a
speci fi ed upper bound. Operation is in some respect simlar to an
ATM CBR servi ce, which has guaranteed bandwi dth and which, if it
stays within the negotiated rate, experiences nom nal delay and no
| oss. The EF PHB has a siml|ar guarantee.

Typi cal configurations negotiate the setup of tel ephone calls over

I P, using protocols such as H. 248, MEGACO, H. 323, or SIP. When a
user has been authorized to send tel ephony traffic, the cal

adm ssion procedure should have verified that the newy admitted fl ow
will be within the capacity of the Tel ephony service class forwarding
capability in the network. For Vol P (tel ephony) service, cal

adm ssion control is usually perforned by a tel ephony call server/
gat ekeeper using signaling (SIP, H 323, H 248, MEGACO, etc.) on
access points to the network. The bandwidth in the core network and
the nunber of sinultaneous Vol P sessions that can be supported needs
to be engineered and controlled so that there is no congestion for
this service. Since the inelastic types of RTP payloads in this
class do not react to loss or significant delay in any substantive
way, the Tel ephony service class SHOULD forward packets as soon as
possi ble. Some RTP payl oads that may be used in tel ephony
applications are adaptive and will not be in this class.
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The Tel ephony service class SHOULD use Expedited Forwarding (EF) PHB
as defined in [ RFC3246], and SHOULD be configured to receive
guaranteed forwardi ng resources so that all packets are forwarded
qui ckly. The Tel ephony service class SHOULD be configured to use a
Priority Queuing systemsuch as that defined in Section 1.4.1.1 of
thi s docunent.

The foll owi ng applications SHOULD use the Tel ephony service cl ass:

Vol P (G 711, G 729 and ot her codecs).

Voi ce- band data over | P (nodem fax).

T.38 fax over |P.

Circuit enulation over IP, virtual wire, etc.

IP Virtual Private Network (VPN) service that specifies single-
rate, mean network delay that is slightly |Ionger then network
propagati on delay, very lowjitter, and a very | ow packet |o0ss.

Oo0Oo0oo0oo

The following are traffic characteristics:

o Mstly fixed-size packets for Vol P (60, 70, 120 or 200 bytes in
si ze).

0 Packets enmitted at constant time intervals.

0 Admission control of new flows is provided by tel ephony call
server, nedia gateway, gatekeeper, edge router, end termnal, or
access node that provides flow adni ssion control function.

Applications or IP end points SHOULD pre-mark their packets with EF
DSCP value. |If the end point is not capable of setting the DSCP

val ue, then the router topologically closest to the end point SHOULD
performMiltifield (M) dassification, as defined in [ RFC2475].

The RECOMVENDED DSCP marking is EF for the foll owi ng applications:

Vol P (G 711, G 729 and ot her codecs).

Voi ce- band data over | P (nodem and fax).

T.38 fax over |P.

Crcuit enulation over IP, virtual wire, etc.

O o0oo0oo

RECOMVENDED Net wor k Edge Condi ti oni ng:

o Packet flow marking (DSCP setting) fromuntrusted sources (end
user devices) SHOULD be verified at ingress to DiffServ network
using Multifield (M) dassification nmethods, defined in
[ RFC2475] .

o Packet flows fromuntrusted sources (end user devices) SHOULD be
policed at ingress to DiffServ network, e.g., using single rate
with burst size token bucket policer to ensure that the tel ephony
traffic stays within its negoti ated bounds.
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o0 Policing is OPTIONAL for packet flows fromtrusted sources whose
behavior is ensured via other neans (e.g., administrative controls
on those systens).

o Policing of Tel ephony packet flows across peering points where SLA
is in place is OPTIONAL as tel ephony traffic will be controlled by
adm ssion control nechani sm between peering points.

The fundanental service offered to "Tel ephony” traffic is enhanced
best-effort service with controlled rate, very |ow delay, and very

|l ow | oss. The service MJIST be engi neered so that EF marked packet

fl ows have sufficient bandwidth in the network to provi de guaranteed
delivery. Normally traffic in this service class does not respond
dynanically to packet [oss. As such, Active Queue Managenent

[ RFC2309] SHOULD NOT be applied to EF marked packet fl ows.

4.2. Signaling Service dass

The Signaling service class is RECOWENDED for del ay-sensitive
client-server (traditional telephony) and peer-to-peer application
signaling. Tel ephony signaling includes signaling between |IP phone
and soft-switch, soft-client and soft-switch, and nedia gateway and
soft-switch as well as peer-to-peer using various protocols. This
service class is intended to be used for control of sessions and
applications. Applications using this service class require a
relatively fast response, as there are typically several nessages of
different sizes sent for control of the session. This service class
is configured to provide good response for short-lived, intermttent
flows that require real-tine packet forwarding. To mninize the
possibility of ring clipping at start of call for VolP service that
interfaces to a circuit switch Exchange in the Public Sw tched

Tel ephone Network (PSTN), the Signaling service class SHOULD be
configured so that the probability of packet drop or significant
queui ng del ay under peak load is very lowin IP network segnents that
provide this interface. The term"ring clipping" refers to those

i nstances where the front end of a ringing signal is altered because
the bearer path is not nade available in time to carry all of the
audi bl e ringing signal. This condition nmay occur due to a race
conditi on between when the tone generator in the circuit switch
Exchange is turned on and when the bearer path through the IP network
is enabled. See Section 8.1 for additional explanation of "ring
clipping" and Section 5.1 for explanation of mapping different
signaling nethods to service classes.

The Signaling service class SHOULD use the C ass Sel ector (CS) PHB
defined in [RFC2474]. This service class SHOULD be configured to
provide a m ni mum bandwi dth assurance for CS5 nmarked packets to
ensure that they get forwarded. The Signaling service class SHOULD
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be configured to use a Rate Queui ng system such as that defined in
Section 1.4.1.2 of this docunent.

The foll owi ng applications SHOULD use the Signaling service class:

0 Peer-to-peer |P telephony signaling (e.g., using SIP, H 323).

0 Peer-to-peer signaling for nultimedia applications (e.g., using
SI P, H. 323).

0 Peer-to-peer real-time control function

0o dient-server |IP telephony signaling using H 248, MEGACO, M3CP, |IP
encapsul ated | SDN, or other proprietary protocols.

0o Signaling to control |PTV applications using protocols such as
| GWP

o Signaling fl ows between hi gh-capacity tel ephony call servers or
soft switches using protocol such as SIP-T. Such high-capacity
devi ces may control thousands of tel ephony (VolP) calls.

The following are traffic characteristics:

Vari abl e size packets, normally one packet at a tine.
Intermttent traffic flows.

Traffic may burst at tines.

Del ay-sensitive control nmessages sent between two end points.

O O0OO0Oo

RECOMVENDED DSCP mar ki ng:

o Al flows in this service class are marked with CS5 (C ass
Sel ector 5).

Applications or IP end points SHOULD pre-mark their packets with CS5
DSCP value. |If the end point is not capable of setting the DSCP
val ue, then the router topologically closest to the end point SHOULD
perform Miltifield (M) Cassification, as defined in [ RFC2475].

RECOMVENDED condi tioning perforned at Di ffServ network edge:

o Packet flow marking (DSCP setting) fromuntrusted sources (end
user devices) SHOULD be verified at ingress to DiffServ network
using Multifield (M) dassification nmethods defined in [ RFC2475].

0 Packet flows fromuntrusted sources (end user devices) SHOULD be
policed at ingress to DiffServ network, e.g., using single rate
with burst size token bucket policer to ensure that the traffic
stays within its negotiated or engi neered bounds.

o Packet flows fromtrusted sources (application servers inside
adm ni stered network) MAY not require policing.

o Policing of packet flows across peering points SHOULD be perforned
to the Service Level Agreenent (SLA).
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The fundanental service offered to "Signaling" traffic is enhanced
best-effort service with controlled rate and del ay. The service
SHOULD be engi neered so that CS5 narked packet flows have sufficient
bandwi dth in the network to provide high assurance of delivery and

| ow delay. Nornally, traffic in this service class does not respond
dynanmically to packet loss. As such, Active Queue Managenent

[ RFC2309] SHOULD NOT be applied to CS5 nmarked packet fl ows.

4.3. Miltinedia Conferencing Service C ass

The Mul tinedia Conferencing service class i's RECOMVENDED f or
applications that require real-tine service for rate-adaptive
traffic. H 323/V2 and |ater versions of video conferencing equi pnent
wi th dynam ¢ bandw dth adj ustnent are such applications. The traffic
sources in this service class have the ability to dynamnically change
their transnission rate based on feedback fromthe receiver. One
approach used in H 323/V2 equipnent is, when the receiver detects a
pre-configured | evel of packet loss, it signals to the transmtter
the indication of possible on-path congestion. Wen available, the
transmtter then selects a | ower rate encoding codec. Note that
today, many H. 323/V2 video conferencing solutions inplenent fixed-
step bandwi dt h change (usually reducing the rate), traffic resenbling
st ep-w se CBR

Typi cal video conferencing configurations negotiate the setup of

mul ti medi a session using protocols such as H 323. Wen a user/end-
poi nt has been authorized to start a nmultimedia session, the

adm ssion procedure should have verified that the newy adnmitted data
rate will be within the engineered capacity of the Miltinedia

Conf erencing service class. The bandwidth in the core network and
the nunber of sinultaneous video conferencing sessions that can be
supported SHOULD be engi neered to control traffic load for this

servi ce.

The Mul tinedia Conferencing service class SHOULD use the Assured
Forwardi ng (AF) PHB, defined in [RFC2597]. This service class SHOULD
be configured to provide a bandw dth assurance for AF41, AF42, and
AF43 marked packets to ensure that they get forwarded. The

Mul ti medi a Conferencing service class SHOULD be configured to use a
Rat e Queui ng system such as that defined in Section 1.4.1.2 of this
docunent .

The foll owi ng applications SHOULD use the Miltimedi a Conferencing
service cl ass:

o H 323/V2 and | ater versions of video conferencing applications
(interactive video).
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o Video conferencing applications with rate control or traffic
content inportance marking.

0 Application server-to-application server non-bursty data transfer
requiring very |ow del ay.

o |P VPN service that specifies two rates and nean network del ay
that is slightly longer then network propagation del ay.

0 Interactive, tine-critical, and mission-critical applications.

The following are traffic characteristics:

Vari abl e si ze packets.

The higher the rate, the higher the density of |arge packets.
Const ant packet em ssion tinme interval

Vari abl e rate.

Source is capable of reducing its transm ssion rate based on
detection of packet |oss at the receiver

OO0Oo0o0oo

Applications or IP end points SHOULD pre-nmark their packets with DSCP
val ues as shown below If the end point is not capable of setting
the DSCP val ue, then the router topologically closest to the end
poi nt SHOULD perform Multifield (MF) Cassification, as defined in

[ RFC2475] and mark all packets as AF4x. Note: In this case, the
two-rate, three-color marker will be configured to operate in Col or-
Bl i nd node.

RECOMVENDED DSCP mar ki ng when perforned by router closest to source:

0 AF41 = up to specified rate "A"

0 AF42 = in excess of specified rate "A" but bel ow specified rate
=

0 AF43 = in excess of specified rate "B"

o Were "A" < "B".

Note: One m ght expect "A' to approxi mate the sumof the nean rates
and "B" to approxinmate the sum of the peak rates.

RECOMVENDED DSCP mar ki ng when perfornmed by H 323/V2 vi deo
conf erenci ng equi prent :

0 AF41 = H. 323 video conferencing audi o stream RTP/ UDP

0 AF41 = H. 323 video conferencing video control RTCP/ TCP

0 AF41 = H 323 video conferencing video streamup to specified rate
n AII i

0 AF42 = H. 323 video conferencing video streamin excess of
specified rate "A" but bel ow specified rate "B".

0 AF43 = H. 323 video conferencing video streamin excess of
specified rate "B".

o Were "A" < "B".
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RECOMMENDED condi tioning performed at DiffServ network edge:

0o The two-rate, three-color marker SHOULD be configured to provide
the behavior as defined in trTCM [ RFC2698] .

o |If packets are nmarked by trusted sources or a previously trusted
D ffServ domain and the color marking is to be preserved, then the
two-rate, three-col or marker SHOULD be configured to operate in
Col or - Awar e node.

o If the packet marking is not trusted or the color marking is not
to be preserved, then the two-rate, three-color marker SHOULD be
configured to operate in Color-Blind node.

The fundanmental service offered to "Multinedia Conferencing"” traffic
i s enhanced best-effort service with controlled rate and delay. For
vi deo conferencing service, typically a 1% packet | oss detected at
the receiver triggers an encoding rate change, dropping to the next
| ower provisioned video encoding rate. As such, Active Queue
Managenment [ RFC2309] SHOULD be used primarily to switch the video
encodi ng rate under congestion, changing fromhigh rate to | ower
rate, i.e., 1472 kbps to 768 kbps. The probability of |oss of AF41
traffic MJUST NOT exceed the probability of |oss of AF42 traffic,
which in turn MUST NOT exceed the probability of |oss of AF43
traffic.

I f RED [ RFC2309] is used as an AQM al gorithm the min-threshold
specifies a target queue depth for each DSCP, and the max-threshol d
specifies the queue depth above which all traffic with such a DSCP is
dropped or ECN marked. Thus, in this service class, the follow ng

i nequal ity should hold in queue configurations:

m n-t hreshol d AF43 < max-t hreshol d AF43
max-t hreshol d AF43 <= min-threshold AF42
m n-threshol d AF42 < max-t hreshol d AF42
max-t hreshol d AF42 <= min-threshold AF41
m n-threshol d AF41 < max-threshol d AF41
max-t hreshol d AF41 <= nenory assigned to the queue

OO0OO0OOo00Oo

Note: This configuration tends to drop AF43 traffic before AF42 and
AF42 before AF41. Many other AQM al gorithns exist and are used; they
shoul d be configured to achieve a simlar result.

4.4, Real-Time Interactive Service C ass

The Real -Tine Interactive service class i s RECOMWENDED f or
applications that require lowloss and jitter and very |ow delay for
variable rate inelastic traffic sources. Interactive gam ng and

vi deo conferencing applications that do not have the ability to
change encoding rates or to mark packets with different inportance
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i ndi cations are such applications. The traffic sources in this
traffic class do not have the ability to reduce their transm ssion
rate according to feedback received fromthe receiving end.

Typically, applications in this service class are configured to
negoti ate the setup of RTP/UDP control session. Wen a user/end-
poi nt has been authorized to start a new session, the adm ssion
procedure should have verified that the newy admtted data rates
will be within the engi neered capacity of the Real -Tine Interactive
service class. The bandwidth in the core network and the nunber of
simul taneous Real -time Interactive sessions that can be supported
SHOULD be engi neered to control traffic load for this service.

The Real -Tinme Interactive service class SHOULD use the O ass Sel ector
(CS) PHB, defined in [RFC2474]. This service class SHOULD be
configured to provide a high assurance for bandwi dth for CS4 narked
packets to ensure that they get forwarded. The Real-Tine Interactive
service class SHOULD be configured to use a Rate Queui ng system such
as that defined in Section 1.4.1.2 of this document. Note that this
service class MAY be configured as a second EF PHB t hat uses rel axed
performance paraneter, a rate schedul er, and CS4 DSCP val ue.

The foll owi ng applications SHOULD use the Real -Tine Interactive
service cl ass

o Interactive ganing and control

o Video conferencing applications without rate control or traffic
content inportance marking.

o |P VPN service that specifies single rate and nean network del ay
that is slightly longer then network propagation del ay.

o Inelastic, interactive, tine-critical, and nmission-critica
applications requiring very | ow del ay.

The following are traffic characteristics:

0 Variable size packets.

o Variable rate, non-bursty.

o0 Application is sensitive to delay variation between flows and
sessi ons.

0 Lost packets, if any, are usually ignored by application

RECOMVENDED DSCP mar ki ng:

o Al flows in this service class are marked with CS4 (d ass
Sel ector 4).
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Applications or IP end points SHOULD pre-nmark their packets with C34
DSCP value. |If the end point is not capable of setting the DSCP
val ue, then the router topologically closest to the end point SHOULD
performMiltifield (M) Cdassification, as defined in [ RFC2475].

RECOMMENDED condi tioning performed at DiffServ network edge:

o Packet flow marking (DSCP setting) fromuntrusted sources (end
user devices) SHOULD be verified at ingress to DiffServ network
using Multifield (M) dassification nethods defined in [ RFC2475].

o0 Packet flows fromuntrusted sources (end user devices) SHOULD be
policed at ingress to DiffServ network, e.g., using single rate
with burst size token bucket policer to ensure that the traffic
stays within its negotiated or engi neered bounds.

o Packet flows fromtrusted sources (application servers inside
adm ni stered network) MAY not require policing

o Policing of packet flows across peering points SHOULD be perforned
to the Service Level Agreement (SLA)

The fundanental service offered to "Real-Tine Interactive" traffic is
enhanced best-effort service with controlled rate and delay. The
servi ce SHOULD be engi neered so that CS4 marked packet flows have
sufficient bandwidth in the network to provide high assurance of
delivery. Normally, traffic in this service class does not respond
dynanically to packet loss. As such, Active Queue Managenent

[ RFC2309] SHOULD NOT be applied to CS4 nmarked packet fl ows.

4.5. Miltinedia Streanm ng Service C ass

The Multinedia Stream ng service class is RECOMVENDED f or
applications that require near-real-time packet forwardi ng of
variable rate elastic traffic sources that are not as delay sensitive
as applications using the Miltimedi a Conferencing service class.

Such applications include stream ng audi o and vi deo, sone video

(rmovi es) on-dermand applications, and webcasts. |In general, the

Mul tinedia Streanmi ng service class assunes that the traffic is
buffered at the source/destination; therefore, it is |less sensitive
to delay and jitter.

The Multinedia Stream ng service class SHOULD use the Assured
Forwardi ng (AF) PHB, defined in [RFC2597]. This service class SHOULD
be configured to provide a mni mrum bandw dth assurance for AF31,

AF32, and AF33 marked packets to ensure that they get forwarded. The
Mul tinedia Stream ng service class SHOULD be configured to use Rate
Queui ng system such as that defined in Section 1.4.1.2 of this
docunent .
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The foll owi ng applications SHOULD use the Miultinmedia Stream ng
service cl ass:

Buf fered stream ng audi o (unicast).

Buf fered streami ng video (unicast).

Webcast s.

I P VPN service that specifies two rates and is | ess sensitive to
delay and jitter.

O o0oo0oo

The following are traffic characteristics:

0 Variable size packets.

o The higher the rate, the higher the density of |arge packets.
o Variable rate.

o FEastic flows.

0 Sonme bursting at start of flow from some applications.

Applications or IP end points SHOULD pre-mark their packets with DSCP
val ues as shown below. If the end point is not capable of setting
the DSCP val ue, then the router topologically closest to the end
poi nt SHOULD perform Multifield (MF) Cassification, as defined in

[ RFC2475], and mark all packets as AF3x. Note: In this case, the
two-rate, three-color marker will be configured to operate in Col or-
Bl i nd node.

RECOMVENDED DSCP mar ki ng:

0 AF31 = up to specified rate "A"

0 AF32 = in excess of specified rate "A" but bel ow specified rate
"

0 AF33 = in excess of specified rate "B"

0o \Were "A" < "B".

Note: One m ght expect "A' to approximate the sum of the nean rates
and "B" to approxinmate the sum of the peak rates.

RECOMMENDED condi tioning performed at DiffServ network edge:

0o The two-rate, three-color marker SHOULD be configured to provide
the behavior as defined in trTCM [ RFC2698] .

o |If packets are marked by trusted sources or a previously trusted
D ffServ domain and the color marking is to be preserved, then the
two-rate, three-col or marker SHOULD be configured to operate in
Col or - Awar e node.

o If the packet marking is not trusted or the color marking is not
to be preserved, then the two-rate, three-color marker SHOULD be
configured to operate in Color-Blind node.
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The fundanental service offered to "Multimedia Streaming" traffic is
enhanced best-effort service with controlled rate and delay. The
servi ce SHOULD be engi neered so that AF31 marked packet fl ows have
sufficient bandwidth in the network to provide high assurance of
delivery. Since the AF3x traffic is elastic and responds dynamically
to packet |oss, Active Queue Managenent [RFC2309] SHOULD be used
primarily to reduce forwarding rate to the mni num assured rate at
congestion points. The probability of |loss of AF31 traffic MJST NOT
exceed the probability of loss of AF32 traffic, which in turn MJST
NOT exceed the probability of |oss of AF33.

I f RED [ RFC2309] is used as an AQM al gorithm the m n-threshold
specifies a target queue depth for each DSCP, and the max-threshol d
speci fies the queue depth above which all traffic with such a DSCP is
dropped or ECN marked. Thus, in this service class, the follow ng
inequality should hold in queue configurations:

m n-t hreshol d AF33 < nmax-t hreshol d AF33
max-t hreshol d AF33 <= nin-threshold AF32
m n-threshol d AF32 < max-t hreshold AF32
max-t hreshol d AF32 <= mi n-threshold AF31
m n-threshol d AF31 < max-threshol d AF31
max-t hreshol d AF31 <= nenory assigned to the queue

OO0OO0OO0OO0Oo

Note: This configuration tends to drop AF33 traffic before AF32 and
AF32 before AF31. Note: Many other AQM al gorithms exist and are
used; they should be configured to achieve a simlar result.

4.6. Broadcast Video Service d ass

The Broadcast Video service class is RECOMENDED for applications
that require near-real -time packet forwarding with very | ow packet

| oss of constant rate and variable rate inelastic traffic sources
that are not as delay sensitive as applications using the Real -Tine
Interactive service class. Such applications include broadcast TV,
streamng of live audio and video events, sone vi deo-on-denand
applications, and video surveillance. |n general, the Broadcast

Vi deo service class assunes that the destination end point has a
dejitter buffer, for video application usually a 2 - 8 video-frane
buffer (66 to several hundred of mlliseconds), and therefore that it
is less sensitive to delay and jitter

The Broadcast Vi deo service class SHOULD use the O ass Sel ector (CS)
PHB, defined in [RFC2474]. This service class SHOULD be configured
to provide high assurance for bandw dth for CS3 marked packets to
ensure that they get forwarded. The Broadcast Video service class
SHOULD be configured to use Rate Queuing system such as that defined
in Section 1.4.1.2 of this docunent. Note that this service class
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MAY be configured as a third EF PHB that uses rel axed perfornmance
paraneter, a rate schedul er, and CS3 DSCP val ue.

The foll owi ng applications SHOULD use the Broadcast Video service

cl ass:

o Video surveillance and security (unicast).

o TV broadcast including HDTV (nulticast).

0 Video on demand (unicast) with control (virtual DVD).

o0 Streaming of live audio events (both unicast and nulticast).
o0 Streaming of live video events (both unicast and nulticast).

The following are traffic characteristics:

Vari abl e size packets.

The higher the rate, the higher the density of |arge packets.
M xture of variable rate and constant rate fl ows.

Fi xed packet enission tine intervals.

Inelastic flows.

Oo0oo0ooo

RECOMVENDED DSCP mar ki ng:

o Al flows in this service class are marked with CS3 (d ass
Sel ector 3).

o |In sonme cases, such as those for security and video surveill ance
applications, it nmay be desirable to use a different DSCP marKki ng.
If so, then locally user definable (EXP/LU) codepoints in the
range ' 011xx1l’ MAY be used to provide unique traffic
identification. The locally user definable (EXP/LU) codepoint(s)
MAY be associated with the PHB that is used for CS3 traffic.
Furt hernore, depending on the network scenario, additional network
edge conditioning policy MAY be needed for the EXP/LU codepoint(s)
used.

Applications or IP end points SHOULD pre-nmark their packets with CS3
DSCP value. |If the end point is not capable of setting the DSCP
val ue, then the router topologically closest to the end point SHOULD
perform Miltifield (M) Cassification, as defined in [ RFC2475].

RECOMVENDED condi tioning perforned at DiffServ network edge:

o Packet flow marking (DSCP setting) fromuntrusted sources (end
user devices) SHOULD be verified at ingress to DiffServ network
using Multifield (M) dassification nmethods defined in [ RFC2475].

o Packet flows fromuntrusted sources (end user devices) SHOULD be
policed at ingress to DiffServ network, e.g., using single rate
wi th burst size token bucket policer to ensure that the traffic
stays within its negotiated or engi neered bounds.
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o Packet flows fromtrusted sources (application servers inside
adm ni stered network) MAY not require policing

o Policing of packet flows across peering points SHOULD be perforned
to the Service Level Agreenent (SLA).

The fundanmental service offered to "Broadcast Video" traffic is
enhanced best-effort service with controlled rate and delay. The
servi ce SHOULD be engi neered so that CS3 marked packet flows have
sufficient bandwidth in the network to provide high assurance of
delivery. Normally, traffic in this service class does not respond
dynanmically to packet loss. As such, Active Queue Managenent

[ RFC2309] SHOULD NOT be applied to CS3 narked packet flows.

4.7. Low Latency Data Service O ass

The Low Latency Data service class is RECOWENDED for elastic and
responsive typically client-/server-based applications. Applications
forwarded by this service class are those that require a relatively
fast response and typically have asymetrical bandw dth need, i.e.,
the client typically sends a short message to the server and the
server responds with a rmuch larger data flow back to the client. The
nmost common exanple of this is when a user clicks a hyperlink (~ few
dozen bytes) on a web page, resulting in a new web page to be | oaded
(Kbytes of data). This service class is configured to provide good
response for TCP [ RFC1633] short-lived flows that require real -tine
packet forwarding of variable rate traffic sources.

The Low Latency Data service class SHOULD use the Assured Forwardi ng
(AF) PHB, defined in [RFC2597]. This service class SHOULD be
configured to provide a m ni mum bandwi dth assurance for AF21, AF22,
and AF23 narked packets to ensure that they get forwarded. The Low
Latency Data service class SHOULD be configured to use a Rate Queuing
system such as that defined in Section 1.4.1.2 of this docunent.

The foll owi ng applications SHOULD use the Low Latency Data service
cl ass:

Client/server applications.

Systens Network Architecture (SNA) term nal to host transactions
(SNA over I P using Data Link Switching (DLSW)).

Web- based transacti ons (E-comerce).

Credit card transactions.

Fi nancial wire transfers.

Enterpri se Resource Planning (ERP) applications (e.g., SAP/BaaN)
VPN service that supports Commtted Information Rate (CIR) with up
to two burst sizes.

O O

OO0Oo0o0oo
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The following are traffic characteristics:

Vari abl e size packets.

Vari abl e packet enission rate.

Wth packet bursts of TCP wi ndow size

Short traffic bursts.

Source capabl e of reducing its transnission rate based on
detection of packet |oss at the receiver or through explicit
congestion notification.

Oo0oo0ooo

Applications or IP end points SHOULD pre-nmark their packets with DSCP
val ues as shown below. If the end point is not capable of setting
the DSCP val ue, then the router topologically closest to the end
poi nt SHOULD perform Multifield (MF) C assification, as defined in

[ RFC2475] and mark all packets as AF2x. Note: In this case, the
single-rate, three-color marker will be configured to operate in

Col or-Bli nd node.

RECOMVENDED DSCP mar ki ng:

o AR21 flow streamw th packet burst size up to "A" bytes.

o AF22 flow streamw th packet burst size in excess of "A" but
bel ow "B" bytes.

0 AF23 = flow streamwi th packet burst size in excess of "B" bytes.

0 \Where "A" < "B".

RECOMVENDED condi tioning perforned at Di ffServ network edge:

o0 The single-rate, three-col or marker SHOULD be configured to
provi de the behavior as defined in srTCM [ RFC2697] .

o |If packets are marked by trusted sources or a previously trusted
Di ffServ domain and the color marking is to be preserved, then the
single-rate, three-color marker SHOULD be configured to operate in
Col or - Awar e node.

o |If the packet marking is not trusted or the color nmarking is not
to be preserved, then the single-rate, three-color marker SHOULD
be configured to operate in Color-Blind node.

The fundanental service offered to "Low Latency Data" traffic is
enhanced best-effort service with controlled rate and delay. The
servi ce SHOULD be engi neered so that AF21 marked packet fl ows have
sufficient bandwidth in the network to provide high assurance of
delivery. Since the AF2x traffic is elastic and responds dynamically
to packet |oss, Active Queue Managenment [RFC2309] SHOULD be used
primarily to control TCP flow rates at congestion points by dropping
packets from TCP fl ows that have | arge burst size. The probability
of loss of AF21 traffic MJUST NOT exceed the probability of |oss of
AF22 traffic, which in turn MJUST NOT exceed the probability of |oss

Babi arz, et al. I nf or mat i onal [ Page 44]



RFC 4594 Guidelines for DiffServ Service O asses August 2006

of AF23. Explicit Congestion Notification (ECN) [RFC3168] MAY al so
be used with Active Queue Managenent.

If RED [ RFC2309] is used as an AQM al gorithm the min-threshold
specifies a target queue depth for each DSCP, and the nmax-threshol d
specifies the queue depth above which all traffic with such a DSCP is
dropped or ECN marked. Thus, in this service class, the follow ng
inequality should hold in queue configurations:

m n-threshol d AF23 < max-threshol d AF23

max-t hreshol d AF23 <= min-t hreshold AF22

m n-t hreshol d AF22 < nmax-t hreshold AF22

max-t hreshol d AF22 <= nin-threshold AF21

m n-threshol d AF21 < max-t hreshold AF21

max-t hreshol d AF21 <= nenory assigned to the queue

OO0OO0OO0OO0OO0o

Note: This configuration tends to drop AF23 traffic before AF22 and
AF22 before AF21. Many other AQM al gorithns exist and are used; they
shoul d be configured to achieve a simlar result.

4.8. Hi gh-Throughput Data Service C ass

The Hi gh- Throughput Data service class is RECOWENDED for elastic
applications that require tinmely packet forwarding of variable rate
traffic sources and, nore specifically, is configured to provide good
t hroughput for TCP longer-lived flows. TCP [RFC1633] or a transport
with a consistent Congestion Avoi dance Procedure [RFC2581] [RFC3782]
normally will drive as high a data rate as it can obtain over a |ong
period of tine. The FTP protocol is a conmon exanple, although one
cannot definitively say that all FTP transfers are noving data in

bul k.

The Hi gh- Throughput Data service class SHOULD use the Assured
Forwardi ng (AF) PHB, defined in [RFC2597]. This service class SHOULD
be configured to provide a mni mum bandwi dth assurance for AF11l

AF12, and AF13 rmarked packets to ensure that they are forwarded in a
timely manner. The Hi gh- Throughput Data service class SHOULD be
configured to use a Rate Queui ng system such as that defined in
Section 1.4.1.2 of this docunent.

The foll owi ng applications SHOULD use the Hi gh-Throughput Data
service cl ass

Store and forward applications.

File transfer applications.

Emai | .

VPN service that supports two rates (comitted information rate
and excess or peak information rate).

O O0OO0Oo
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The following are traffic characteristics:

Vari abl e size packets.

Vari abl e packet enission rate.

Variabl e rate.

Wth packet bursts of TCP wi ndow size.

Source capabl e of reducing its transnission rate based on
detection of packet |oss at the receiver or through explicit
congestion notification.

Oo0oo0ooo

Applications or IP end points SHOULD pre-nmark their packets with DSCP
val ues as shown below. If the end point is not capable of setting
the DSCP val ue, then the router topologically closest to the end
poi nt SHOULD perform Multifield (MF) C assification, as defined in

[ RFC2475], and mark all packets as AFl1x. Note: In this case, the
two-rate, three-color marker will be configured to operate in Col or-
Bl i nd node.

RECOMVENDED DSCP mar ki ng:

0 AF11 = up to specified rate "A"

0 AF12 = in excess of specified rate "A" but bel ow specified rate
"

0 AF13 = in excess of specified rate "B"

o Were "A" < "B".
RECOMVENDED condi tioning perforned at Di ffServ network edge:

0 The two-rate, three-color marker SHOULD be configured to provide
t he behavior as defined in trTCM [ RFC2698] .

o |If packets are marked by trusted sources or a previously trusted
Di ffServ domain and the color marking is to be preserved, then the
two-rate, three-color marker SHOULD be configured to operate in
Col or - Awar e node.

o |If the packet marking is not trusted or the color nmarking is not
to be preserved, then the two-rate, three-color marker SHOULD be
configured to operate in Color-Blind node.

The fundanental service offered to "H gh-Throughput Data" traffic is
enhanced best-effort service with a specified mninumrate. The
servi ce SHOULD be engi neered so that AF1l1 marked packet fl ows have
sufficient bandwidth in the network to provide assured delivery. It
can be assumed that this class will consune any avail abl e bandwi dth
and t hat packets traversing congested |inks may experience higher
queui ng del ays or packet loss. Since the AFlx traffic is elastic and
responds dynamcally to packet |oss, Active Queue Managenent

[ RFC2309] SHOULD be used primarily to control TCP flow rates at
congestion points by dropping packets from TCP fl ows that have higher
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rates first. The probability of loss of AF11l traffic MJUST NOT exceed
the probability of loss of AF12 traffic, which in turn MJUST NOT
exceed the probability of |loss of AF13. |In such a case, if one
network customer is driving significant excess and anot her seeks to
use the link, any | osses will be experienced by the high-rate user,
causing himto reduce his rate. Explicit Congestion Notification
(ECN) [RFC3168] MAY al so be used with Active Queue Managenent.

If RED [ RFC2309] is used as an AQM al gorithm the min-threshold
specifies a target queue depth for each DSCP, and the nmax-threshold
specifies the queue depth above which all traffic with such a DSCP is
dropped or ECN marked. Thus, in this service class, the follow ng

i nequality should hold in queue configurations:

m n-t hreshol d AF13 < nmax-t hreshol d AF13

max-t hreshol d AF13 <= min-threshold AF12

m n-threshold AF12 < max-threshol d AF12

max-t hreshol d AF12 <= m n-threshold AF11

m n-threshol d AF11 < max-threshol d AF11

max-t hreshol d AF11 <= nenory assigned to the queue

OO0OO0OO0OO0OO0o

Note: This configuration tends to drop AF13 traffic before AF12 and
AF12 before AF11l. Many other AQM al gorithns exist and are used; they
shoul d be configured to achieve a sinmlar result.

4.9. Standard Service d ass

The Standard service class is RECOMWENDED for traffic that has not
been classified into one of the other supported forwardi ng service
classes in the DiffServ network domain. This service class provides
the Internet’s "best-effort" forwardi ng behavior. This service class
typically has m ni mum bandw dt h guar ant ee.

The Standard service class MJST use the Default Forwardi ng (DF) PHB,

defined in [ RFC2474], and SHOULD be configured to receive at |east a

smal | percentage of forwarding resources as a guaranteed m ni num

This service class SHOULD be configured to use a Rate Queuing system

such as that defined in Section 1.4.1.2 of this docunent.

The foll owi ng applications SHOULD use the Standard service class:

0 Network services, DNS, DHCP, BootP.

o0 Any undifferentiated application/packet flow transported through
the DiffServ enabl ed network.

The following is a traffic characteristic:

0 Non-deterninistic, mxture of everything.
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The RECOMMENDED DSCP marking is DF (Default Forwarding) 000000
Net wor k Edge Condi ti oni ng:

There is no requirenent that conditioning of packet flows be
performed for this service class.

The fundanental service offered to the Standard service class is
best-effort service with active queue nmanagenment to linmt overal

del ay. Typical configurations SHOULD use random packet dropping to
i npl ement Active Queue Managenent [RFC2309] or Explicit Congestion
Notification [ RFC3168], and MAY inpose a ninimum or maxi numrate on
t he queue.

If RED [ RFC2309] is used as an AQM al gorithm the min-threshold
specifies a target queue depth, and the nmax-threshol d specifies the
queue depth above which all traffic is dropped or ECN nmarked. Thus,
in this service class, the following inequality should hold in queue
configurations:

0 mn-threshold DF < nmax-threshold DF
o max-threshold DF <= nenory assigned to the queue

Not e: Many ot her AQM al gorithns exist and are used; they should be
configured to achieve a simlar result.

4.10. LowPriority Data
The LowPriority Data service class serves applications that run over
TCP [ RFCO793] or a transport with consistent congestion avoi dance
procedures [ RFC2581] [RFC3782] and that the user is willing to accept
service without guarantees. This service class is specified in
[ RFC3662] and [ QBSS] .

The foll owi ng applications MAY use the LowPriority Data service
cl ass:

0 Any TCP based-application/packet flow transported through the
D ffServ enabl ed network that does not require any bandw dth
assur ances.

The following is a traffic characteristic:

o Non-real-tinme and el asti c.
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Net wor k Edge Condi ti oni ng:

There is no requirenent that conditioning of packet flows be
performed for this service class.

The RECOMMENDED DSCP marking is CS1 (C ass Sel ector 1).

The fundanental service offered to the LowPriority Data service
class is best-effort service with zero bandw dt h assurance. By
placing it into a separate queue or class, it nay be treated in a
manner consistent with a specific Service Level Agreenent.

Typi cal configurations SHOULD use Explicit Congestion Notification
[ RFC3168] or randomloss to inplement Active Queue Managenent
[ RFC2309] .

If RED [ RFC2309] is used as an AQM al gorithm the nin-threshold
specifies a target queue depth, and the nmax-threshol d specifies the
queue depth above which all traffic is dropped or ECN marked. Thus,
in this service class, the follow ng inequality should hold in queue
configurations:

o0 mn-threshold CS1 < max-threshold CS1
0 max-threshold CS1 <= nenory assigned to the queue

Not e: Many ot her AQM al gorithmnms exist and are used; they should be
configured to achieve a simlar result.

5. Additional Information on Service C ass Usage

In this section, we provide additional information on how sone
specific applications should be configured to use the defined service
cl asses.

5.1. Mapping for Signaling

There are many di fferent signaling protocols, ways that signaling is
used and perfornmance requirenents fromapplications that are
controll ed by these protocols. W believe that different signaling
protocol s should use the service class that best neets the objectives
of application or service they control. The follow ng mapping is
recommended:

0 Peer-to-peer signaling using SIP/H 323 is marked with CS5 DSCP
(use Signaling service class)
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o Cient-server signaling as used in nmany inplenmentation for IP
t el ephony using H. 248, MEGACO, M3CP, | P encapsul ated | SDN, or
proprietary protocols is marked with CS5 DSCP (use Signaling
service class).

0 Signaling between call servers or soft-switches in carrier’s
network using SIP, SIP-T, or |IP encapsulated ISUP is marked with
CS5 DSCP (use Signaling service class).

0 RSVP signaling depends on the application. |If RSVP signaling is
"on-path" as used in IntServ, then it needs to be forwarded from
the sanme queue (service class) and marked with the same DSCP val ue
as application data that it is controlling. This may al so apply
to the "on-path" Next Steps in Signaling (NSI'S) protocol

o If IGW is used for multicast session control such as channe
changing in I PTV systens, then | GW packets should be marked with
CS5 DSCP (use Signaling service class). Wen IGW is used only
for the normal multicast routing purpose, it should be marked with
CS6 DSCP (use Network Control service class).

Mappi ng for NTP

Fromtests that were performed, indications are that precise tine
distribution requires a very |ow packet delay variation (jitter)
transport. Therefore, we suggest that the follow ng guidelines for
Net work Tine Protocol (NTP) be used:

0 \When NTP is used for providing high-accuracy timng within an
adm nistrator’s (carrier’s) network or to end users/clients, the
Tel ephony service class shoul d be used, and NTP packets should be
mar ked with EF DSCP val ue.

o For applications that require "wall clock" timng accuracy, the
St andard service class should be used, and packets shoul d be
mar ked wi th DF DSCP

VPN Servi ce Mappi ng

"Differentiated Services and Tunnel s" [ RFC2983] consi ders the
interaction of DiffServ architecture with IP tunnels of various
forns. Further to guidelines provided in RFC 2983, bel ow are

addi tional guidelines for mapping service classes that are supported
in one part of the network into a VPN connection. This discussionis
limted to VPNs that use DiffServ technology for traffic
differentiation.

o0 The DSCP value(s) that is/are used to represent a PHB or a PHB
group should be the sane for the networks at both ends of the VPN
tunnel, unless remarking of DSCP is done as ingress/egress
processing function of the tunnel. DSCP marking needs to be
preserved end to end.
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o The VPN may be configured to support one or nore service cl asses.
It is left up to the adm nistrators of the two networks to agree
on the level of traffic differentiation that will be provided in
the network that supports VPN service. Service classes are then
mapped into the supported VPN traffic forwardi ng behaviors that
meet the traffic characteristics and performance requirenments of
t he encapsul ated service cl asses.

o The traffic treatment in the network that is providing the VPN
service needs to be such that the encapsul ated service class or
cl asses receive conparabl e behavior and performance in terns of
delay, jitter, and packet loss and that they are within the linits
of the service specified.

o0 The DSCP value in the external header of the packet forwarded
through the network providing the VPN service rmay be different
fromthe DSCP value that is used end to end for service
differentiation in the end network

o0 The guidelines for aggregation of two or nore service classes into
a single traffic forwarding treatnent in the network that is
providing the VPN service is for further study.

6. Security Considerations

Thi s docunent di scusses policy and describes a comon policy
configuration, for the use of a Differenti ated Services Code Poi nt by

transports and applications. |If inplemented as described, it should
require that the network do nothing that the network has not already
allowed. If that is the case, no new security issues should arise

fromthe use of such a policy.

It is possible for the policy to be applied incorrectly, or for a
wong policy to be applied in the network for the defined service
class. In that case, a policy issue exists that the network SHOULD
detect, assess, and deal with. This is a known security issue in any
net wor k dependent on policy-directed behavior

A wel | -known flaw appears when bandwi dth is reserved or enabled for a
service (for exanple, voice transport) and another service or an
attacking traffic streamuses it. This possibility is inherent in

D ffServ technol ogy, which depends on appropriate packet markings.
When bandwi dth reservation or a priority queuing systemis used in a
vul nerabl e network, the use of authentication and flow adm ssion is
recomended. To the author’s know edge, there is no known technica
way to respond to an unauthenticated data stream using service that

it is not intended to use, and such is the nature of the Internet.

The use of a service class by a user is not an i ssue when the SLA

bet ween the user and the network pernmits himto use it, or to use it
up to a stated rate. In such cases, sinple policing is used in the
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Differentiated Services Architecture. Sonme service classes, such as
Network Control, are not permtted to be used by users at all; such
traffic should be dropped or remarked by ingress filters. \Were
service classes are avail abl e under the SLA only to an authenticated
user rather than to the entire popul ation of users, authentication
and aut hori zation services are required, such as those surveyed in

[ AUTHVECH] .
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8. Appendix A
8.1. Explanation of Ring dipping

The term"ring clipping" refers to those instances where the front
end of a ringing signal is altered because the bearer channel is not
made available in time to carry all the audible ringing signal. This
condition may occur due to a race condition between when the tone
generator located in the circuit switch Exchange is turned on and
when the bearer path through the IP network is enabled. To reduce
ring clipping fromoccurring, delay of signaling path needs to be
mnimzed. Belowis a nore detailed explanation

The bearer path setup delay target is defined as the ISUP Initia
Addr ess Message (1AM / Address Conpl ete Message (ACM round-trip
delay. [ISUP refers to | SDN User Part of Signaling System No. 7
(SS7), as defined by ITU-T. This consists of the anbunt of tine it
takes for the ISUP Initial Address Message (IAM to |eave the Transit
Exchange, travel through the SS7 network (including any applicable
STPs, or Signaling Transfer Points), and be processed by the End
Exchange thus generating the Address Conpl ete Message (ACM and for
the ACMto travel back through the SS7 network and return to the
Transit Exchange. |f the bearer path has not been set up within the
soft-switch nmedia gateway and the IP network that is performng the
Transit Exchange function by the tine the ACMis forwarded to the

ori gi nati ng End Exchange, the phenonenon known as ring clipping may
occur. |If ACM processing within the soft-swi tch nmedia gateway and
del ay through the IP network is excessive, it will delay the setup of
the bearer path, and therefore may cause clipping of the ring tone to
be heard.

The intra-exchange | SUP | AM si gnaling del ay val ue shoul d not exceed
240ms. This may include soft-swtch, nedia gateway, router, and
propagati on delay on the inter-exchange data path. This val ue
represents the threshold where ring clipping theoretically comences.
It is inportant to note that the 240ns del ay objective as presented
is a maxi numvalue. Service adm nistrators are free to choose
specific | AM del ay val ues according to their own preferences (i.e.
they may wish to set a very |ow nean del ay objective for strategic
reasons to differentiate thenselves fromother providers). In
summary, out of the 240-ns del ay budget, 200ns is allocated as
cross- Exchange del ay (soft-switch and nedi a gateway) and 40ns for
networ k del ay (queui ng and di stance).
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