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Abstract
The Layer 2 Tunneling Protocol, Version 3, (L2TPv3) defines a
protocol for tunneling a variety of data |ink protocols over IP
networks. This docunent describes the specifics of howto tunne

Frame Rel ay over L2TPv3, including frame encapsul ation, virtual -
circuit creation and deletion, and status change notification
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I ntroduction

[ RFC3931] defines a base protocol for Layer 2 Tunneling over |P
networks. This docunent defines the specifics necessary for
tunneling Franme Relay over L2TPv3. Such enulated circuits are
referred to as Frame Relay Pseudow res (FRPW).

Prot ocol specifics defined in this docunent for L2TPv3 FRPW
operating in a "virtual circuit-to-virtual circuit" node include
those necessary for frame encapsul ation, PVC creation and del etion,
and status change notification. Frame Relay traffic may al so be
transported in a "port-to-port"™ or "interface-to-interface" fashion
usi ng Hi gh-Level Data Link Control (HDLC) Pseudowi res as defined in
[ RFC4349]. Support for Switched Virtual G rcuits (SVCs) and

Swi t ched/ Soft Permanent Virtual Crcuits (SPVCs) are outside the
scope of this docunent.

The reader is expected to be very famliar with the term nol ogy and
protocol constructs defined in [ RFC3931].
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1.1. Abbreviations

FR Frame Rel ay

FRPW Frane Rel ay Pseudowi re

LCCE L2TP Control Connection Endpoint (See [ RFC3931])
PVC Permanent virtual circuit

PW Pseudowi r e

VC Virtual circuit

1.2. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOr", "SHOULD',
"SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

2. Control Connection Establishnment

In order to tunnel a Frame Relay circuit over IP using L2TPv3, an
L2TPv3 Control Connection MJST first be established as described in

[ RFC3931]. The L2TPv3 SCCRQ Control Message and correspondi ng SCCRP
Control Message MJST include the Frane Rel ay Data Link Connection
Identifier (DLCI) PW Type of 0x0001 (see | ANA Considerations), in the
Pseudowi re Capabilities List, as defined in Section 5.4.3 of

[ RFC3931]. This identifies the control connection as able to
establish L2TP sessions to support Frame Relay Pseudow res (FRPW).

An LCCE MUST be able to identify itself uniquely in the SCCRQ and
SCCRP nessages via a globally unique value. By default, this is
advertised via the structured Router ID Attribute Value Pairs (AVP)

[ RFC3931], though the unstructured Hostname AVP [ RFC3931] MAY be used
to identify LCCEs as wel .

3. PVC Status Notification and Sessi on Establi shnent

This section specifies howthe status of a PVC is reported between
two LCCEs. This includes what shoul d happen when a PVC is created,
del eted or when it changes state between ACTIVE and | NACTI VE. When
emul ating a Frame Relay service, if the procedures for PVC status
managenent defined in [ @33] Annex A are being used between an LCCE
and the attached Renbte System an LCCE MJST participate in them (see
Section 3.3).
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1.

L2TPv3 Sessi on Est abl i shnment

PVC creation (provisioning) results in establishment of an L2TP
session via the standard three-way handshake described in Section
3.4.1 of [RFC3931]. An LCCE MAY initiate the session i mediately
upon PVC creation or wait until the PVC state transitions to ACTIVE
before attenpting to establish a session for the PVC. Wiiting until
the PVC transitions to ACTIVE may be preferred, as it del ays

al l ocation of L2TP resources until it is absolutely necessary.

The Pseudowi re Type AVP defined in Section 5.4.4 of [RFC3931],
Attribute Type 68, MJST be present in the Inconing-Call-Request
(I CRQ nessages and MUST include the Frame Relay DLCI PW Type of
0x0001 for FRPW.

The Circuit Status AVP (see Section 3.4) MJIST be present in the | CRQ
and I ncoming-Call-Reply (I CRP) nessages and MAY be present in the Set
Link Info (SLI) nessage for FRPW.

The Frame Rel ay Header Length AVP (see Section 3.5) MAY be present in
the 1 CRQ and | CRP nessages.

The following is an exanple of the L2TP nessages exchanged for an
FRPWthat is initiated after a new PVC is provisioned and becones
ACTI VE.

LCCE (LAC) A LCCE (LAC) B

FR PVC Provi si oned
FR PVC Provi si oned
FR PVC ACTI VE
I CRQ (status = 0x03) ---->
FR PVC ACTI VE
<---- ICRP (status = 0x03)
L2TP sessi on establi shed,
K to send data into tunnel
L2TP sessi on established,
OK to send data into tunnel
In the exanple above, an ICRQis sent after the PVC is created and

becones ACTIVE. The Circuit Status AVP indicates that this PVCis
ACTI VE and New (0x03). The Renmpte End | D AVP [ RFC3931] MJST be
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3. 2.

3. 3.

present in the ICRQin order to identify the PVC (together with the
identity of the LCCE itself, as defined in Section 2) to associate
the L2TP session with. The Remote End ID AVP, defined in [ RFC3931],
is of opaque formand variable | ength, though one MJUST at a mi ni num
support use of an unstructured four-octet value that is known to both
LCCEs (either by direct configuration, or sone other means). The
exact nethod of how this value is configured, retrieved, discovered,
or otherw se determned at each LCCE is outside the scope of this
docunent .

As with the ICRQ the ICRP is sent only after the FR PVC transitions
to ACTIVE as well. |If LCCE B had not been provisioned for the PVC
identified in the ICRQ a Call-Disconnect-Notify (CDN) woul d have
been i mMmedi ately returned indicating that the circuit was not

provi sioned or available at this LCCE. LCCE A SHOULD then exhibit a
periodic retry nechanism |f so, the period and nmaxi mum nunber of
retries MJST be configurabl e.

An | npl ementati on MAY send an 1 CRQ or I CRP before a PVC is ACTIVE, as
long as the Crcuit Status AVP reflects that the PVC is | NACTIVE and
an SLI is sent when the PVC becones ACTI VE (see Section 3. 3).

The 1 ncomi ng-Call-Connected (ICCN) is the final stage in the session
establishnent, confirmng the receipt of the ICRP with acceptable
paraneters to allow bidirectional traffic

L2TPv3 Sessi on Tear down

In the event that a PVC is del eted (unprovisioned) at either LCCE
the associ ated L2TP session MJST be torn down via the CDN nessage
defined in Section 3.4.3 of [RFC3931].

General Result Codes regarding L2TP session establishnment are defined
in [RFC3931]. Additional Frane Relay result codes are defined as
fol |l ows:

17: FR PVC was del eted pernmanently (no | onger provisioned) 18: FR
PVC has been | NACTI VE for an extended period of tine 19:
M smat ched FR Header Length

L2TPv3 Sessi on Mai nt enance

FRPW over L2TP makes use of the SLI control nessage defined in

[ RFC3931] to signal Frane Relay link status notifications between
LCCEs. This includes ACTIVE or |NACTIVE notifications of the VC, and
any other paraneters that nmay need to be shared between the tunne
endpoints or LCCEs in order to provide proper PWerulation. The SL
message is a single nessage that is sent over the L2TP contro
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channel signalling the state change. Since the nessage is delivered
reliably, there is no additional response or action required of the
PW subsystemto ensure that the state change notification was

recei ved by the tunnel peer.

The SLI nmessage MJUST be sent any tine there is a circuit status
change that may be reported by any values identified in the Crcuit
Status AVP. The only exceptions to this are the initial 1CRQ |CRP,
and CDN nessages, which establish and tear down the L2TP session
itself when the PVC is created or deleted. The SLI nessage may be
sent fromeither LCCE at any tine after the first ICRQis sent (and
perhaps before an ICRP is received, requiring that the peer to
performa reverse Session |D | ookup).

An LCCE participating in the procedures for PVC status nanagenent
defined in [@33], Annex A, MJST transnit an SLI message i ncluding
the Circuit Status AVP (see Section 3.4) when it detects a change in
the status for a particular local FR PVC (i.e., when it detects a
service-affecting condition or the clearing of such a condition). An
LCCE receiving an SLI message indicating a change in the status of a
particul ar FRPW SHOULD generate correspondi ng updates for the FR PVC
towards the Renpbte System as defined in [@33], Annex A

Al'l sessions established by a given control connection utilize the
L2TP Hello facility, defined in Section 4.4 of [RFC3931], for session
keepalive. This gives all sessions basic dead peer and path

det ecti on between LCCEs.

3.4. Use of the Circuit Status AVP for Frane Rel ay

Frame Relay circuit status is reported via the Crcuit Status AVP
defined in [ RFC3931], Attribute Type 71. For reference, this AW is
shown bel ow

0 1

0123456789012345
R ek e o e
| Reserved | NI Al
T i i P I Y S S T S S S

The Value is a 16-bit nask with the two | east significant bits
defined and the remaining bits reserved for future use. Reserved
bits MJST be set to 0 by the sender and ignored by the receiver.

The N (New) bit indicates whether the Crcuit Status indication is
for a new FR PVC (1) or an existing FR PVC (0).
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3.

4.

4.

The A (Active) bit indicates whether the FR PVC is ACTIVE (1) or
I NACTI VE (0).

5. Frane Rel ay Header Length AVP

The "Frame Rel ay Header Length AVP', Attribute type 85, indicates the
nunber of bytes in the Frame Relay header. The two peer LCCEs MJST
agree on the length of the Frane Rel ay header.

This AVP is exchanged during session negotiation (in ICRQ ICRP). If
the other LCCE supports a different Frane Rel ay header |ength, the
associ ated L2TP session MJST be torn down via CDN nessage with result
code 19 (see Section 3.2).

If the Frane Rel ay Header Length AVP is not signalled, it MJST be
assuned that the peer uses a 2-byte Frane Rel ay header.

The Attribute Value field for this AVP has the follow ng format:
Frame Rel ay Header Length (1CRQ, |CRP)

0 1

0123456789012345
R T i T i e s ik T e R T
| Frame Rel ay Header Length |
il s ST I S S I S T T S

The Frame Rel ay Header Length Type is a 2-octet unsigned integer with
the follow ng values defined in this docunent:

2: Two-octet Frame Rel ay Header 4: Four-octet Frane Rel ay Header

This AVP MAY be hidden (the H bit MAY be 0 or 1). The Mbit for this
AVP MAY be set to O but MAY vary (see Section 5.2 of [RFC3931]). The
| ength (before hiding) of this AVP is 8.

Encapsul ati on
1. Data Packet Encapsul ation

The FR PDU is transported in its entirety, excluding the opening and
closing H gh Level Data Link Control (HDLC) flags and the frame check
sequence (FCS). Bit stuffing is undone. The L2TPv3 Sessi on Header
is that as defined in [RFC3931]. |If sequencing or other features
require presence of an L2-Specific Sublayer, the Default format
defined in Section 4.6 of [RFC3931] MJST be used.
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The FR header is defined in [(22]; however, the notation used
differs fromthat used in | ETF specifications. For reference, the FR
header (referred to as Address Field in [@22]) in |ETF notation is

0 1

0123456789012345
T S e
| hi dlci | ClO]lo dlci|F| BlD 1]
R S S S R

Two- oct et FR Header

0 1 2 3

01234567890123456789012345678901
R S P S S S S ST ST S S S S S SR S S S S R S S T
| hi dlci | Cl0] dlici |F| B|lDO| dl ci |0] dlci_lo | 0] 1]
T S e St S SUp S SEp S S S S SEp TSI SRS

Four-octet FR Header
C R (bit 6) FR frame C R (conmand/response) bit [@22].

F - FECN (bit 12): FR FECN (Forward Explicit Congestion
Notification) bit [Q022].

B - BECN (bit 13):

FR BECN (Backward Explicit Congestion Notification) bit [@22].

D- DE (bit 14) FR DE bit indicates the discard eligibility [@22].
Usage of the R FECN, BECN, and DE bits is as specified in [(22].

The C R bit is conveyed transparently. |Its value MJST NOT be changed
by the LCCE.

The FECN bit MAY be set by the LCCE to notify the receiving end-user
that the frames it receives have encountered congestion. The end-
user may use this indication for destination-controlled transmt rate
adjustnent. The bit nmust never be cleared by the LCCE. |If the LCCE
does not support FECN, it shall pass the bit unchanged.

The BECN bit MAY be set by the LCCE to notify the receiving end-user
that the frames it transmts nmay encounter congestion. The end-user
may use this indication to adjust its transmt rate. The bit nust
never be cleared by the LCCE. If the LCCE does not support BECN, it
shal | pass the bit unchanged.
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The DE bit MAY be set by a policing function on the LCCE to indicate
that this frame SHOULD be discarded in preference to other frames in
a congestion situation. The bit nmust never be cleared by the LCCE
If the LCCE does not support DE, it shall pass the bit unchanged.

The encapsul ation of Frame Relay frames with the two-octet FR Header
is REQU RED. The encapsul ation of Frane Relay frames with the four-
octet FR Header is OPTIONAL. The encapsul ati on of Frame Relay franes
with the three-octet FR Header is outside the scope of this docunent.

4.2. Data Packet Sequencing

Dat a Packet Sequenci ng MAY be enabled for FRPW. The sequenci ng
mechani sms described in [ RFC3931] MJST be used for signalling
sequenci ng support. FRPWover L2TP MJST request the presence of the
L2TPv3 Default L2-Specific Sublayer when sequencing is enabl ed and
MAY request its presence at all tines.

If the FRPWis known to be carrying data that does not require packet
order be strictly maintained (such as IP), then packet sequencing for
t he FRPW SHOULD NOT be enabl ed.

4.3. MIU Consi derations
Wth L2TPv3 as the tunneling protocol, the packet resulted fromthe
encapsul ation is N bytes | onger than Frane Relay frame w thout the
openi ng and cl osing HDLC flags or FCS. The value of N depends on the
following fields:

L2TP Sessi on Header

Fl ags, Ver, Res 4 octets (L2TPv3 over UDP only)
Session ID 4 octets
Cooki e Si ze 0, 4, or 8 octets

L2-Specific Sublayer 0 or 4 octets (i.e., with sequencing)
Thus, the range for Nin octets is:
N=4- 16 L2TPv3 data nmessages are over |P

N 16 - 28 L2TPv3 data nessages are over UDP
(N does not include the | P header)

The MIU and fragnmentation inplications resulting fromthis are
di scussed in Section 4.1.4 of [RFC3931].
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5

Applicability Statenent

The Frame Relay PWenul ati on described in this docunent allows a
service provider to offer a Frane Rel ay PVC based service across an
| P packet-switched network (PSN). A Frane Rel ay port-based service
can be offered using [ RFC4349].

The FRPW emul ati on has the followi ng characteristics in relationship
to the native service

0 There is a one-to-one mappi ng between a Frane Relay PVC and an
FRPW supporting bi-directional transport of variable |length
franes. The Frane Relay frame is transported in its entirety,
including the DLCI and the C R, FECN, BECN, and DE bits, but
excl udi ng the opening and closing flags and the FCS. The egress
LCCE re-writes the DLCI and regenerates the FCS

0 Two- and four-octet address fields are supported. The length is
negoti ated between LCCEs during session establishnment (see Section
3.5).

0 The availability or unavailability of the PVC is signalled between
LCCEs using the Circuit Status AVP (see Section 3.4). Loss of
connectivity between LCCEs can be detected by the L2TPv3 keepalive
mechani sm (see Section 4.4 in [ RFC3931]). These indications can be
used to determ ne the PVC status to be signalled through [ 33]
procedures at the Frame Rel ay interface.

0 The maxi mum frane size that can be supported is linmted by the PSN
MIU, unl ess fragnmentation and reassenbly is used (see Section 4.1.4
of [RFC3931]).

0 Sequencing nmay be enabled on the FRPWto ensure that franes are
delivered in order (see Section 4.2).

0 Quality of Service characteristics, such as throughput (CIR),
committed burst size (bc), excess burst size (be), and priority,
can be provided by |leveraging Quality of Service features of the
LCCEs and the underlying PSN

Security Considerations

Frame Relay over L2TPv3 is subject to the security considerations
defined in [RFC3931]. There are no additional considerations
specific to carrying Frame Relay that are not present for carrying
other data link types.
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7. 1 ANA Consi derations
7.1. Pseudowi re Type

The foll owi ng value for the Franme Rel ay DLCI PW Type (see Pseudowire
Capabilities List, as defined in 5.4.3 of [RFC3931], and L2TPv3
Pseudowi re Types in 10.6 of [RFC3931]) is allocated by the | ANA
(nunmber space already created as part of publication of [ RFC3931]):

L2TPv3 Pseudowi re Types

0x0001: Frane Relay DLCI Pseudow re Type
7.2. Result Code AVP Val ues

Thi s nunber space is managed by | ANA as described in Section 2.3 of
[ RFC3438]. Three new L2TP Result Codes for the CDN nessage appear in
Section 3.2. The following is a sunmary:

Result Code AVP (Attribute Type 1) Val ues

17: PVC was del eted permanently (no | onger provisioned)
18: PVC has been | NACTI VE for an extended period of tine
19: M smatched FR Header Length

7.3. Control Message Attribute Value Pairs (AVPs)
Thi s nunber space is managed by | ANA as described in Section 2.2 of

[ RFC3438]. An additional AVP Attribute, specified in Section 3.5,
was allocated for this specification:

Control Message Attribute Value Pairs

85: Frame Rel ay Header Length
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