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Abst ract
We define Dynamic Host Configuration Protocol (DHCP) options being
used by Preboot eXecution Environnent (PXE) and Extensible Firmare
Interface (EFl) clients to uniquely identify booting client nachines
and their pre-0OS runtine environnent so that the DHCP and/ or PXE boot
server can return the correct OS bootstrap inmage (or pre-boot
application) name and server to the client.
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I nt roducti on

These DHCP [2] options are being w dely used by PXE-conpliant clients
to uniquely identify booting client machi nes thensel ves and their
pre-0OS runtine environnment so that the DHCP and/or PXE boot server
can return the correct OS bootstrap i nage (or pre-boot application)
nane and server to the client. |In the past, this work was done by
exam ning the network Media Access Code (MAC) address in the "chaddr"
field in the BOOTP/ DHCP header and keepi ng a dat abase of MAC
addresses on the BOOTP/ DHCP server. This was deened insufficient for
| arge and conpl ex networks for two main reasons. 1) Miltiple | aptops
could end up with the sane MAC address if the network interface was
in a shared docking station. 2) Miltiple network devices and MAC
addresses coul d be used by one machine for redundancy or because of
repairs. Another issue that came up was the machine that could
change its pre-0S runtinme environnent. This issue caused the
creation of another new option to identify the runtinme environnment so
that the correct binary image could be matched up with the booting
machi ne. These options are defined by Intel in the PXE [3] and EFI
[4] specifications and are being documented in this draft for

compl eteness within the | ETF.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Option Definitions

There are three DHCP options [5] defined for use by PXE clients.
Client System Architecture Type Option Definition

The format of the option is:

Code Len 16-bit Type
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Cctet "n" gives the nunber of octets containing "architecture types"
(not including the code and len fields). It MJST be an even number
greater than zero. Cients that support nore than one architecture
type MAY include a list of these types in their initial DHCP and PXE
boot server packets. The list of supported architecture types MAY be
reduced in any packet exchange between the client and server(s).
Cctets "nl" and "n2" encode a 16-bit architecture type identifier
that describes the pre-boot runtinme environment(s) of the client
machi ne.

As of the witing of this docunent, the foll owi ng pre-boot
architecture types have been requested.

Type Architecture Name
0 Intel x86PC

NEC/ PC98

EFI |tani um

DEC Al pha

Arc x86

Intel Lean dient

EFlI | A32

EFI BC

EFl Xscal e

EFl x86-64

OCoO~NOUA~,WNE

This option MJIST be present in all DHCP and PXE packets sent by PXE-
conpliant clients and servers.

2.2. Cdient Network Interface lIdentifier Option Definition
The format of the option is:

Code Len Type Major M nor

Cctet "t" encodes a network interface type. For now the only
supported value is 1 for Universal Network Device Interface (UNDI).
Cctets "M and "nm' describe the interface revision. To encode the
UNDI revision of 2.11, "M would be set to 2, and "m' would be set to
11 (0x0B).
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Revi sion Description

< 2.00 LANDesk service agent boot ROMs. No PXE APIs.
2.00 First generation PXE boot ROVs. (PXENvV+) [3]
2.01 Second generation PXE boot ROMs. (!PXE) [3]

3.00 32/ 64-bit UNDI specification. (Al pha) [4]
EFI boot services driver only.
No EFI runtinme support.

3.10 32/ 64-bit UNDI specification. (Beta) [4]
First generation EFlI runtine driver support.

3.20 32/ 64-bit UNDI specification. (Release) [4]
Second generation EFl runtine driver support.

This option MJST be present in all DHCP and PXE packets sent by PXE-
compliant clients and servers.

2.3. Cdient Machine ldentifier Option Definition
The format of the option is:

Code Len Type Machine Identifier

Cctet "t" describes the type of the machine identifier in the

remai ning octets in this option. 0 (zero) is the only val ue defined
for this octet at the present tine, and it describes the remaining
octets as a 16-octet dobally Unique Identifier (QUD). OCctet "n" is
17 for type 0. (One definition of GQU D can be found in Appendi x A of
the EFl specification [4].)

This option MJST be present in all DHCP and PXE packets sent by PXE-
compliant clients and servers.

2.4. Options Requested by PXE Clients

Al'l conpliant PXE clients MJST include a request for DHCP options 128
through 135 in all DHCP and PXE packets. The format and contents of
these options are NOT defined by the PXE specification. These
options MAY be present in the DHCP and PXE boot server replies and
are neant for use by the downl oaded network bootstrap prograns.

These options are NOT used by the PXE boot ROMW.
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As options 128-135 are not officially assigned for PXE use (before
Noverber 2004 they were considered site-specific options, [6]), use
of these option values for PXE may conflict with other uses of the
sanme options on the sane networks.

3. Acknow edgenents
The authors thank Bernie Vol z for val uabl e input.
4. | ANA Consi derations

| ANA has updated the nunbering space defined for public DHCP options
in[7] with references to this docunent for options 93, 94, and 97
(previously, there were references to [8]). Al so, |ANA marked
options 128-135 as being used by PXE and referenced this docunent.

5. Security Considerations

By specifying incorrect values for some of these options, a client
may get access to, and possibly attenpt to execute, code intended for
another platformor client. This may have security ramfications.

Al so note that these options contain information about a client’s
system architecture and pre-CS runtinme environnment that is reveal ed
to anyone who is able to listen in on DHCP nessages sent by the
client. This information rmay be of use to potential attackers.
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST,
AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPGSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe I ETF on-line I PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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