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Abstract

Many Service Providers offer Virtual Private Network (VPN) services
to their customers, using a technique in which custoner edge routers
(CE routers) are routing peers of provider edge routers (PE routers).
The Border Gateway Protocol (BGP) is used to distribute the
customer’s routes across the provider’s |IP backbone network, and

Mul tiprotocol Label Switching (MPLS) is used to tunnel custoner
packets across the provider’s backbone. This is known as a "BG?/ MPLS
IP VPN'. The base specification for BGP/MPLS | P VPNs presunes that
the routing protocol on the interface between a PE router and a CE
router is BGP. This docunent extends that specification by allow ng
the routing protocol on the PE/CE interface to be the Open Shortest
Path First (OSPF) protocol.

Thi s docunent updates RFC 4364.
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1. I nt roduction

[ VPN] describes a nethod by which a Service Provider (SP) can use its
| P backbone to provide a VPN (Virtual Private Network) service to
custonmers. In that nmethod, a custoner’s edge devices (CE devices)
are connected to the provider’s edge routers (PE routers). |If the CE
device is a router, then the PE router may become a routing peer of
the CE router (in some routing protocol) and may, as a result, |earn
the routes that lead to the CE's site and that need to be distributed
to other PE routers that attach to the sane VPN
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The PE routers that attach to a common VPN use BGP (Border Gateway
Protocol) to distribute the VPN s routes to each other. A CE router
can then learn the routes to other sites in the VPN by peering with
its attached PE router in a routing protocol. CE routers at
different sites do not, however, peer with each other

It can be expected that many VPNs will use OSPF (Open Shortest Path
First) as their 1G (Interior Gateway Protocol), i.e., the routing
protocol used by a network for the distribution of internal routes
within that network. This does not necessarily nean that the PE
routers need to use OSPF to peer with the CE routers. Each site in a
VPN can use OSPF as its intra-site routing protocol, while using, for
example, BGP [BGP] or RIP (Routing Information Protocol) [RIP] to
distribute routes to a PE router. However, it is certainly

conveni ent, when OSPF is being used intra-site, to use it on the
PE-CE link as well, and [VPN] explicitly allows this.

Li ke anything el se, the use of OSPF on the PE-CE |ink has advant ages

and di sadvantages. The di sadvantage to using OSPF on the PE-CE |ink

is that it gets the SPs PE router involved, however peripherally, in
a WN site's IGP. The advant ages though are:

- The administrators of the CE router need not have any expertise
in any routing protocol other than OSPF.

- The CE routers do not need to have support for any routing
prot ocol s ot her than OSPF.

- |If a custoner is transitioning his network froma traditiona
OSPF backbone to the VPN service described in [VPN, the use of
OSPF on the PE-CE Iink eases the transitional issues.

It seems likely that sone SPs and their customers will resolve these
trade-offs in favor of the use of OSPF on the PE-CE link. Thus, we
need to specify the procedures that nust be inplenented by a PE
router in order to make this possible. (No special procedures are
needed in the CE router though; CE routers just run whatever OSPF

i mpl ement ati ons they may have.)

2. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3.

Requi rement s

Consi der a set of VPN sites that are thought of as being in the sane
"OSPF donmain". Two sites are considered to be in the sane OSPF
domain if it is intended that routes fromone site to the other be
considered intra-network routes. A set of OSPF sites in the sanme
domain will alnost certainly be a set of sites that together
constitute an "intranet", each of which runs OSPF as its intra-site
routing protocol

Per [VPN], the VPN routes are distributed anong the PE routers by
BGP. |If the PE uses OSPF to distribute routes to the CE router, the
standard procedures governi ng BGP/ OSPF interactions [ OSPFv2] woul d
cause routes fromone site to be delivered to another in type 5 LSAs
(Link State Advertisements), as "AS-external™ routes. This is
undesirable; it would be nmuch better to deliver such routes in type 3
LSAs (as inter-area routes), so that they can be distinguished from
any "real" AS-external routes that nay be circulating in the VPN
(that is, so that they can be distinguished by OSPF from routes that
really do not come fromwi thin the VPN). Hence, it is necessary for
the PE routers to inplenment a nodified version of the BGP/ OSPF

i nteraction procedures.

In fact, we would |ike to have a very general set of procedures that
all ows a custoner to replace a | egacy private OSPF backbone easily
with the VPN service. W would like this procedure to neet the

foll owi ng set of requirenents:

- The procedures should not make assunpti ons about the OSPF
topology. In particular, it should not be assuned that
custoner sites are OSPF stub sites or NSSA (Not So Stubby Area)
sites. Nor should it be assuned that a custoner site contains
only one CSPF area, or that it has no area O routers.

- If VPNsites Aand B are in the sane OSPF domain, then routes
fromone should be presented to the other as OSPF intra-network
routes. In general, this can be done by presenting such routes
as inter-area routes in type 3 LSAs.

Note that this allows two VPN sites to be connected via an
"OSPF backdoor link". That is, one can have an OSPF |ink
between the two sites that is used only when the VPN backbone
is unavailable. (This would not be possible with the ordinary
BGP/ OSPF i nteraction procedures. The ordinary procedures woul d
present routes via the VPN backbone as AS-external routes, and
these coul d never be preferred to intra-network routes.) This
may be very useful during a period of transition froma | egacy
OSPF backbone to a VPN backbone.
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It should be possible to make use of an "OSPF backdoor I|ink"
between two sites, even if the two sites are in the same OSPF
area and neither of the routers attached to the inter-site
backdoor link is an area O router. This can also be very
useful during a transition period, and it elimnates any need
to reconfigure the sites’ routers to be ABRs (Area Border

Rout ers) .

Assuming that it is desired to have the route via the VPN
backbone be preferred to the backdoor route, the VPN backbone
itself nust be presented to the CE routers at each site as a
link between the two PE routers to which the CE routers are
respectively attached.

CE routers, connected to PE routers of the VPN service, nmay
t hensel ves function as OSPF backbone (area 0) routers. An COSPF
backbone may even consi st of several "segnents" that are

i nterconnected thensel ves only via the VPN service. |n such a
scenario, full interconmunication between sites connected to
different segnments of the OSPF backbone should still be
possi bl e.

The transition fromthe | egacy private OSPF backbone to the VPN
service nmust be sinple and straightforward. The transition is
likely to be phased, such that custoner sites are migrated one
by one fromthe | egacy private OSPF backbone to the VPN
service. During the transition, any given site mght be
connected to the VPN service, to the | egacy OSPF backbone, or
to both. Conplete connectivity anong all such sites nust be
mai nt ai ned.

Since the VPN service is to replace the | egacy backbone, it
must be possible, by suitable adjustnment of the OSPF netrics,
to nmake OSPF prefer routes that traverse the SP's VPN backbone
to alternative routes that do not.

The OSPF netric assigned to a given route should be carried
transparently over the VPN backbone.

Routes fromsites that are not in the sane OSPF domain will appear as
AS-external routes

We presuppose famliarity with the contents of [OSPFv2], including
the OSPF LSA types, and will refer without further exegesis to type

1, 2,

3, etc. LSAs. Faniliarity with [VPN] is al so presupposed.
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4. BGP/ OSPF Interaction Procedures for PE Routers
4.1. Overview
4.1.1. VRFs and OSPF | nstances

A PE router that attaches to nore than one OSPF domain MJUST run an

i ndependent instance of OSPF for each domain. |If the PE is running
OSPF as its IGP (Interior Gateway Protocol), the instance of OSPF
running as the I GP nust be separate and i ndependent from any ot her
instance of OSPF that the PE is running. (Wether these instances
are realized as separate processes or nerely as separate contexts of
a conmon process is an inplementation matter.) Each interface that
attaches to a VPN site belongs to no nore than one OSPF instance.

[VPN] defines the notion of a Per-Site Routing and Forwardi ng Tabl e,
or VRF. Each VRF is associated with a set of interfaces. |If a VRF
is associated with a particular interface, and that interface bel ongs
to a particular OSPF instance, then that OSPF instance is said to be
associated with the VRF. |If two interfaces belong to the same OSPF
instance, then both interfaces nust be associated with the same VRF

If an interface attaches a PEto a CE, and that interface is
associated with a VRF, we will speak of the CE as being associated
with the VRF.

4.1.2. VRFs and Routes

OSPF is used to distribute routes froma CE to a PE. The standard
OSPF deci sion process is used to install the best OSPF-distributed
routes in the VRF.

Per [VPN], BGP is used to distribute VPN-IPv4 routes anong PE
routers. An OSPF route installed in a VRF may be "exported" by being
redistributed into BGP as a VPN-1Pv4 route. It may then be
distributed by BGP to other PEs. At the other PEs, a VPN-IPv4 route
may be "inported" by a VRF and may then be redistributed into one or
nmore of the OSPF instances associated with that VRF.

I mport fromand export to particular VRFs is controlled by the use of
the Route Target Extended Comunities attribute (or, nore sinply,
Route Target or RT), as specified in [VPN.

A VPN-1Pv4 route is "eligible for inport" into a particular VRF if
its Route Target is identical to one of the VRF' s inport Route
Targets. The standard BGP deci sion process is used to select, from
anong the routes eligible for inport, the set of VPN-IPv4 routes to
be "installed" in the VRF
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If a VRF contains both an OSPF-distributed route and a VPN-1Pv4 route
for the same I Pv4 prefix, then the OSPF-distributed route is

preferred. In general, this means that forwarding is done according
to the OSPF route. The one exception to this rule has to do with the
"shamlink". |If the next hop interface for an installed (OSPF-

distributed) route is the shamlink, forwarding is done according to
a corresponding BGP route. This is detailed in Section 4.2.7.4.

To nmeet the requirenents of Section 3, a PE that installs a
particular route into a particular VRF needs to know whet her that
route was originally an OSPF route and, if so, whether the OSPF
instance fromwhich it was redistributed into BGP is in the sane
domai n as the OSPF instances into which the route may be
redistributed. Therefore, a domain identifier is encoded as a BGP
Ext ended Communities attribute [ EXTCOM and distributed by BGP al ong
with the VPN-I1Pv4 route. The route’'s OSPF netric and COSPF route type
are also carried as BGP attributes of the route.

4.1.3. Inter-Area, Intra-Area, and External Routes

If a PEinstalls a particular VPN-1Pv4 route (learned via BGP) in a
VRF, and if this is the preferred BGP route for the correspondi ng

I Pv4 prefix, the corresponding IPv4 route is then "eligible for
redistribution" into each OSPF instance that is associated with the
VRF. As aresult, it may be advertised to each CE in an LSA

VWhether a route that is eligible for redistribution into OSPF is
actually redistributed into a particular OSPF instance rmay depend
upon the configuration. For instance, the PE may be configured to
distribute only the default route into a given OSPF instance. In
this case, the routes that are eligible for redistribution would not
actual ly be redistributed.

In the followi ng, we discuss the procedures for redistributing a
BGP-di stributed VPN-I1Pv4 route into OSPF; these are the procedures to
be foll owed whenever such a route is eligible to be redistributed
into OSPF and the configuration does not prevent such redistribution

If the route is froman OSPF domain different fromthat of the OSPF
instance into which it is being redistributed, or if the route is not
froman OSPF donain at all, then the route is considered an externa
route.

If the route is fromthe same OSPF domain as the OSPF instance into
which it is being redistributed, and if it was originally advertised
to a PE as an OSPF external route or an OSPF NSSA route, it will be
treated as an external route. Follow ng the nornmal OSPF procedures,
external routes may be advertised to the CE in type 5 LSAs, or in
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type 7 LSAs, or not at all, depending on the type of area to which
the PE/ CE link bel ongs.

If the route is fromthe sane OSPF domain as the OSPF instance into
which it is being redistributed, and if it was originally advertised
to a PE as an inter-area or intra-area route, the route wll
generally be advertised to the CE as an inter-area route (in a type 3
LSA) .

As a special case, suppose that PEl attaches to CELl, and that PE2
attaches to CE2, where:

- the OSPF instance containing the PEL-CEl |ink and the OSPF
i nstance containing the PE2-CE2 link are in the same OSPF
domai n, and

- the PE1l-CEl1 and PE2-CE2 |links are in the sane OSPF area A (as
determ ned by the configured OSPF area nunber),

then, PE1 may flood to CE1l a type 1 LSA advertising a link to PE2,
and PE2 may flood to CE2 a type 1 LSA advertising a link to PE1l. The
link advertised in these LSAs is known as a "shamlink", and it is
advertised as a link in area A This nakes it ook to routers within
area A as if the path fromCE1 to PE1 across the service provider’'s
network to PE2 to CE2 is an intra-area path. Shamlinks are an

OPTI ONAL feature of this specification and are used only when it is
necessary to have the service provider’s network treated as an
intra-area link. See Section 4.2.7 for further details about the
sham | i nk.

The precise details by which a PE determines the type of LSA used to
advertise a particular route to a CE are specified in Section 4.2.8.
Note that if the VRF is associated with multiple OSPF instances, the
type of LSA used to advertise the route mght be different in

di fferent instances.

Note that if a VRF is associated with several OSPF instances, a given
route may be redistributed into some or all of those OSPF instances,
dependi ng on the characteristics of each instance. |If redistributed
into two or nore OSPF instances, it nay be advertised within each
instance using a different type of LSA again depending on the
characteristics of each instance.

4.1.4. PEs and OSPF Area O
Wthin a given OSPF domain, a PE may attach to nultiple CEs. Each

PE/CE link is assigned (by configuration) to an CSPF area. Any link
can be assigned to any area, including area O.
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If a PE attaches to a CEvia alink that is in a non-zero area, then
the PE serves as an ABR for that area.

PEs can thus be considered OSPF "area O routers", i.e., they can be
consi dered part of the "OSPF backbone". Thus, they are allowed to
distribute inter-area routes to the CE via Type 3 LSAs.

If the OSPF domain has any area O routers other than the PE routers,
then at | east one of those MJUST be a CE router and MJST have an area
Olink to at least one PE router. This adjacency MAY be via an OSPF
virtual link. (The ability to use an OSPF virtual link in this way
is an OPTIONAL feature.) This is necessary to ensure that inter-area
routes and AS-external routes can be | eaked between the PE routers
and t he non- PE OSPF backbone.

Two sites that are not in the same OSPF area will see the VPN
backbone as being an integral part of the OSPF backbone. However, if
there are area O routers that are NOT PE routers, then the VPN
backbone actually functions as a sort of higher-Ievel backbone,
providing a third | evel of hierarchy above area 0. This allows a

| egacy OSPF backbone to becone di sconnected during a transition
period, as long as the various segnents all attach to the VPN
backbone.

4.1.5. Prevention of Loops

If aroute sent froma PE router to a CE router could then be

recei ved by another PE router fromone of its own CE routers, it
woul d be possible for routing | cops to occur. To prevent this, a PE
sets the DN bit [OSPF-DN] in any LSA that it sends to a CE, and a PE
i gnores any LSA received froma CE that already has the DN bit sent.
O der inplenmentations may use an OSPF Route Tag instead of the DN
bit, in some cases. See Sections 4.2.5.1 and 4.2.5. 2.

4.2. Details
4.2.1. | ndependent OSPF Instances in PEs

The PE MJST support one OSPF instance for each OSPF domain to which
it attaches. These OSPF instances function independently and do not
| eak routes to each other. Each instance of OSPF MJST be associ at ed
with a single VRF. |If n CEs associated with that VRF are running
OSPF on their respective PE/CE |inks, then those n CEs are OSPF

adj acencies of the PE in the correspondi ng i nstance of OSPF.

General |y, though not necessarily, if the PE attaches to several CEs

in the same OSPF donmmin, it will associate the interfaces to those
PEs with a single VRF.
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4.2. 2. Router ID

If a PE and a CE are conmuni cating via OSPF, the PE will have an OSPF
Router ID that is valid (i.e., unique) within the OSPF domain. More
preci sely, each OSPF instance has a Router ID. Different OSPF

i nstances may have different Router |Ds.

4. 2. 3. OSPF Ar eas

A PE-CE link may be in any area, including area 0; this is a matter
of the OSPF configuration

If a PE has a link that belongs to a non-zero area, the PE functions
as an Area Border Router (ABR) for that area

PEs do not pass along the link state topology fromone site to
anot her (except in the case where a shamlink is used; see Section
4.2.7).

Per [CSPFv2, Section 3.1], "the OSPF backbone al ways contains al

area border routers”. The PE routers are therefore considered area 0
routers. Section 3.1 of [OSPFv2] also requires that area 0 be
contiguous. It follows that if the OSPF donmain has any area O
routers other than the PE routers, at |east one of those MJST be a CE
router, and it MJST have an area O link (possibly a virtual link) to
at | east one PE router.

4.2.4. OSPF Domain ldentifiers

Each OSPF instance MJST be associated with one or nore Domain
Identifiers. This MJST be configurable, and the default value (if
none i s configured) SHOULD be NULL.

If an OSPF instance has nultiple Domain lIdentifiers, one of these is
considered its "primary" Donmain Identifier; this MJST be deterninable
by configuration. |f an OSPF instance has exactly one Donain
Identifier, this is of course its primary Domain ldentifier. |If an
OSPF i nstance has nore than one Donain Identifier, the NULL Domain
Identifier MJUST NOT be one of them

If aroute is installed in a VRF by a particul ar OSPF instance, the
primary Domain Identifier of that OSPF instance is considered the
route’s Domain Identifier

Consider a route, R that is installed in a VRF by OSPF instance 11,
then redistributed into BGP as a VPN-1Pv4 route, and then installed
by BGP in another VRF. |If R needs to be redistributed into OSPF
instance 12, associated with the latter VRF, the way in which Ris
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advertised in 12 will depend upon whether R s Domain Identifier is
one of 12's Domain ldentifiers. |If Rs Domain ldentifier is not one
of 12’s Donain ldentifiers, then, if Ris redistributed into 12, R
will be advertised as an AS-external route, no matter what its OSPF
route type is. If, on the other hand, Rs Domain lIdentifier is one
of 12's Domain ldentifiers, how Ris advertised will depend upon R s
OSPF route type.

If two OSPF instances are in the same OSPF donmin, then either
1. They both have the NULL Domain ldentifier, OR

2. Each OSPF instance has the prinmary Domain lIdentifier of the
other as one of its own Domain Identifiers.

If two OSPF instances are in different OSPF domains, then either
3. They both have the NULL Donmin Identifier, OR

4. Neither OSPF instance has the Primary Domain Identifier of the
other as one of its own Donmain ldentifiers.

(Note that if two OSPF instances each have the NULL Donain
Identifier, we cannot tell fromthe Dormain |Identifier whether they
are in the same OSPF Domain. |If they are in different domains, and
if routes fromone are distributed into the other, the routes wll
appear as intra-network routes, which may not be what is intended.)

A Domain ldentifier is an eight-byte quantity that is a valid BGP
Ext ended Communities attribute, as specified in Section 4.2.4. |If a
particul ar OSPF i nstance has a non-NULL Domain ldentifier, when
routes fromthat OSPF instance are distributed by BGP as VPN-I| Pv4
routes, the routes MIST carry the Domain Identifier Extended
Conmunities attribute that corresponds to the OSPF instance’'s Primary
Domain Identifier. |1f the OSPF instance’s Domain ldentifier is NULL
the Domain ldentifier Extended Conmunities attribute MAY be onitted
when routes fromthat OSPF instance are distributed by BGP
alternatively, a value of the Domain Identifier Extended Communities
attribute that represents NULL (see Section 4.2.4) MAY be carried
with the route.

If the OSPF instances of an OSPF donmin are given one or nore non-
NULL Dormain ldentifiers, this procedure allows us to determ ne

whet her a particul ar OSPF-origi nated VPN-1Pv4 route belongs to the
same domain as a given OSPF instance. W can then determ ne whet her
the route should be redistributed to that OSPF instance as an inter-
area route or as an OSPF AS-external route. Details can be found in
Sections 4.2.4 and 4.2.8. 1.
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4.2.5. Loop Prevention
4.2.5.1. The DN Bit

When a type 3 LSAis sent froma PE router to a CE router, the DN bit
[CSPF-DN] in the LSA Options field MJUST be set. This is used to
ensure that if any CE router sends this type 3 LSAto a PE router,
the PE router will not redistribute it further.

When a PE router needs to distribute to a CE router a route that
conmes froma site outside the latter’'s OSPF domain, the PE router
presents itself as an ASBR (Aut ononpbus System Border Router), and
distributes the route in a type 5 LSA. The DN bit [ COSPF-DN] MJUST be
set in these LSAs to ensure that they will be ignored by any other PE
routers that receive them

There are depl oyed i npl enentations that do not set the DN bit, but

i nstead use OSPF route tagging to ensure that a type 5 LSA generated
by a PE router will be ignored by any other PE router that nmay
receive it. A special OSPF route tag, which we will call the VPN
Route Tag (see Section 4.2.5.2), is used for this purpose. To ensure
backward conpatibility, all inplenentations adhering to this

speci fication MUST by default support the VPN Route Tag procedures
specified in Sections 4.2.5.2, 4.2.8.1, and 4.2.8.2. Wen it is no

| onger necessary to use the VPN Route Tag in a particul ar depl oynent,
its use (both sending and receiving) may be disabled by
configuration.

4.2.5.2. Use of OSPF Route Tags

If a particular VRF in a PE is associated with an instance of OSPF
then by default it MJUST be configured with a special OSPF route tag
val ue, which we call the VPN Route Tag. By default, this route tag
MUST be included in the Type 5 LSAs that the PE originates (as the
result of receiving a BG-distributed VPN-1Pv4 route, see Section
4.2.8) and sends to any of the attached CEs.

The configuration and inclusion of the VPN Route Tag is required for
backward conpatibility with depl oyed inplementations that do not set
the DN bit in type 5 LSAs. The inclusion of the VPN Route Tag may be
di sabl ed by configuration if it has been determned that it is no

| onger needed for backward conpatibility.

The value of the VPN Route Tag is arbitrary but nust be distinct from
any OSPF Route Tag being used within the OSPF domain. |Its value MJST
therefore be configurable. [|f the Autononous System nunber of the
VPN backbone is two bytes |long, the default value SHOULD be an
automatically conmputed tag based on that Autononous System nunber:
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Tag = <Automatic = 1, Conplete = 1, PathLength = 01>

0000001111111 111222222222233
4567890123456789012345678901
B S S i i i i I I T T S S S S S S St S

ArbitraryTag | Aut ononpbusSyst em |
T s T S e i S R T T e S SN S S S

0
0

+— +
'—\
+— +
'—\
+— +
o
+— +
'—\
+— +

1101000000000000O0 _AS nunber of the VPN Backbone_

I f the Autononpbus System nunber is four bytes long, then a Route Tag
val ue MJUST be configured, and it MJST be distinct fromany Route Tag
used within the VPN itself.

If a PE router needs to use OSPF to distribute to a CE router a route
that conmes froma site outside the CE router’s OSPF domain, the PE
router SHOULD present itself to the CE router as an Aut ononous System
Border Router (ASBR) and SHOULD report such routes as AS-external
routes. That is, these PE routers originate Type 5 LSAs reporting
the extra-domain routes as AS-external routes. Each such Type 5 LSA
MJST contain an OSPF route tag whose value is that of the VPN Route
Tag. This tag identifies the route as having cone froma PE router
The VPN Route Tag MJST be used to ensure that a Type 5 LSA origi nated
by a PE router is not redistributed through the OSPF area to anot her
PE router.

4.2.5.3. Oher Possible Loops

The procedures specified in this docunent ensure that if routing
informati on derived froma BGP-distributed VPN-1Pv4 route is
distributed into OSPF, it cannot be redistributed back into BGP as a
VPN-1Pv4 route, as long as the DN bit and/or VPN route tag is

mai ntai ned within the OSPF domain. This does not elimnate all
possi bl e sources of |oops. For exanple, if a BGP VPN-1Pv4 route is
distributed into OSPF, then distributed into RIP (where all the

i nformati on needed to prevent looping is lost), and then distributed
back into OSPF, then it is possible that it could be distributed back
into BGP as a VPN-1Pv4 route, thereby causing a | oop

Therefore, extrene care nust be taken if there is any nutua
redi stribution of routes between the OSPF donmain and any third

routing domain (i.e., not the VPN backbone). [If the third routing
domain is a BGP domain (e.g., the public Internet), the ordinary BGP
| oop prevention nmeasures will prevent the route fromreentering the
OSPF donai n.
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4.2.6. Handling LSAs fromthe CE

This section specifies the way in which a PE router handl es the OSPF
LSAs it receives froma CE router.

When a PE router receives, froma CE router, any LSA with the DN bit
[ OSPF-DN] set, the information fromthat LSA MJST NOT be used by the
route calculation. If a Type 5 LSA is received fromthe CE, and if
it has an OSPF route tag val ue equal to the VPN Route Tag (see
Section 4.2.5.2), then the information fromthat LSA MJUST NOT be used
by the route cal cul ation

O herwi se, the PE nust exam ne the corresponding VRF. For every
address prefix that was installed in the VRF by one of its associated
OSPF i nstances, the PE nust create a VPN-1Pv4 route in BGP. Each
such route will have sone of the foll owing Extended Communities
attributes

- The OSPF Donain Identifier Extended Comrunities attribute. |If
the OSPF instance that installed the route has a non- NULL
primary Domain ldentifier, this MIST be present; if that OSPF
instance has only a NULL Dormain ldentifier, it MAY be onmitted
This attribute is encoded with a two-byte type field, and its
type is 0005, 0105, or 0205. For backward conpatibility, the
type 8005 MAY be used as well and is treated as if it were
0005. If the CSPF instance has a NULL Donmin ldentifier, and
the OSPF Domain Identifier Extended Comrunities attribute is
present, then the attribute’s value field nust be all zeroes,
and its type field my be any of 0005, 0105, 0205, or 8005.

-  OSPF Route Type Extended Conmunities Attribute. This attribute
MJUST be present. It is encoded with a two-byte type field, and
its type is 0306. To ensure backward conpatibility, the type
8000 SHOULD be accepted as well and treated as if it were type
0306. The renmining six bytes of the Attribute are encoded as

fol |l ows:
B S, B S, B S, B S, B S, B S, +
| Area Numnber | Route | Options]|
I | Type | I
S R S R S R S R S R S R +

* Area Number: 4 bytes, encoding a 32-bit area nunber. For
AS-external routes, the value is 0. A non-zero val ue
identifies the route as being internal to the OSPF domai n,
and as being within the identified area. Area nunbers are
relative to a particular OSPF donai n.
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*  (OSPF Route Type: 1 byte, encoded as foll ows:

** 1 or 2 for intra-area routes (dependi ng on whether the
route cane froma type 1 or a type 2 LSA).

** 3 for inter-area routes.
** 5 for external routes (area number nust be 0).
** 7 for NSSA routes.

Note that the procedures of Section 4.2.8 do not make any
distinction between routes types 1, 2, and 3. |If BG installs
a route of one of these types in the VRF, and if that route is
selected for redistribution into OSPF, it will be advertised by
OSPF in either a type 3 or a type 5 LSA, depending on the
domai n identifier.

* (Options: 1 byte. Currently, this is only used if the route
type is 5 or 7. Setting the least significant bit in the
field indicates that the route carries a type 2 metric.

- OSPF Router |ID Extended Comunities Attribute. This OPTI ONAL
attribute specifies the OSPF Router ID of the systemthat is
identified in the BGP Next Hop attribute. Mre precisely, it
specifies the OSPF Router Id of the PE in the OSPF instance
that installed the route into the VRF fromwhich this route was
exported. This attribute is encoded with a two-byte type
field, and its type is 0107, with the Router IDitself carried
inthe first 4 bytes of the value field. The type 8001 SHOULD
be accepted as well, to ensure backward compatibility, and
should be treated as if it were 0107

- MED (Multi _EXIT DI SC attribute). By default, this SHOULD be
set to the value of the OSPF di stance associated with the
route, plus 1.

The intention of all this is the following. OSPF Routes from one
site are converted to BGP, distributed across the VPN backbone, and
possi bly converted back to OSPF routes before being distributed into
another site. Wth these attributes, BGP carries enough infornmation
about the route to enable the route to be converted back into OSPF
"transparently", just as if BGP had not been invol ved.

Routes that a PE receives in type 4 LSAs MJIST NOT be redistributed to
BGP.
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The attributes specified above are in addition to any other
attributes that routes must carry in accordance with [VPN].

The Site of Origin attribute, which is usually required by [VPN], is
OPTIONAL for routes that a PE learns froma CE via OSPF.

Use of the Site of Origin attribute would, in the case of a nultiply
honed site (i.e., a site attached to several PE routers), prevent an
intra-site route frombeing reinjected into a site fromthe VPN
backbone. Such a reinjection would not harmthe routing, because the
route via the VPN backbone woul d be advertised in a type 3 LSA, and
hence woul d appear to be an inter-area route; the real intra-area
route would be preferred. But unnecessary overhead woul d be
introduced. On the other hand, if the Site of Oigin attribute is
not used, a partitioned site will find itself automatically repaired,
since traffic fromone partition to the other will automatically
travel via the VPN backbone. Therefore, the use of a Site of Origin
attribute is optional, so that a trade-off can be made between the
cost of the increased overhead and the value of automatic partition
repair.

4.2.7. Sham Li nks

This section describes the protocol and procedures necessary for the
support of "Sham Links," as defined herein. Support for shamlinks
is an OPTIONAL feature of this specification

4.2.7.1. Intra-Area Routes

Suppose that there are two sites in the same OSPF area. Each site is
attached to a different PE router, and there is also an intra-area
OSPF |ink connecting the two sites.

It is possible to treat these two sites as a single VPN site that
just happens to be nmultihoned to the backbone. This is in fact the
sinmplest thing to do and is perfectly adequate, provided that the
preferred route between the two sites is via the intra-area OSPF |ink
(a "backdoor link"), rather than via the VPN backbone. There will be
routes between sites that go through the PE routers, but these routes
will appear to be inter-area routes, and OSPF will consider themless
preferabl e than the intra-area routes through the backdoor |ink

If it is desired to have OSPF prefer the routes through the backbone
over the routes through the backdoor link, then the routes through

t he backbone nust be appear to be intra-area routes. To nmake a route
t hrough the backbone appear to be an intra-area route, it is
necessary to make it appear as if there is an intra-area |link
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connecting the two PE routers. This is what we refer to as a "sham
link". (If the two sites attach to the same PE router, this is of
course not necessary.)

A sham link can be thought of as a relation between two VRFs. If two
VRFs are to be connected by a shamlink, each VRF nust be associated
with a "Sham Li nk Endpoi nt Address", a 32-bit |1Pv4 address that is
treated as an address of the PE router containing that VRF. The Sham
Li nk Endpoint Address is an address in the VPN s address space, not
the SP's address space. The Sham Li nk Endpoi nt Address associ at ed
with a VRF MUST be configurable. |If the VRF is associated with only
a single OSPF instance, and if the PE's router id in that OSPF
instance is an | P address, then the Sham Li nk Endpoi nt Address MAY
default to that Router ID. If a VRF is associated with several OSPF
i nstances, each shamlink belongs to a single OSPF instance.

For a given OSPF instance, a VRF needs only a single Sham Link
Endpoi nt Address, no matter how nmany shamlinks it has. The Sham

Li nk Endpoi nt Address MJST be distributed by BGP as a VPN-1Pv4
address whose | Pv4 address prefix part is 32 bits long. The Sham

Li nk Endpoi nt Address MJST NOT be advertised by OSPF; if there is no
BGP route to the Sham Li nk Endpoi nt Address, that address is to
appear unreachable, so that the sham|ink appears to be down.

4.2.7.2. Creating Sham Li nks
Sham | i nks are manual |y confi gured.

For a shamlink to exist between two VRFs, each VRF has to be
configured to create a shamlink to the other, where the "other" is
identified by its shamlink endpoint address. No nore than one sham
link with the same pair of shamlink endpoint addresses will ever be
created. This specification does not include procedures for single-
ended manual configuration of the shamlink

Note that shamlinks nmay be created for any area, including area O.

A sham link connecting two VRFs is considered up if and only if a
route to the 32-bit renote endpoint address of the shamlink has been
installed in VRF.

The sham | ink endpoi nt address MJUST NOT be used as the endpoint
address of an OSPF Virtual Link
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4.2.7.3. GOSPF Protocol on Sham Li nks

An OSPF protocol packet sent on a Sham Link fromone PE to anot her
must have as its | P source address the Sham Li nk Endpoi nt Address of
the sender, and as its |P destination address the Sham Li nk Endpoi nt
Address of the receiver. The packet will travel from one PE router
to the other over the VPN backbone, which nmeans that it can be
expected to traverse multiple hops. As such, its TTL (Time to Live)
field nust be set appropriately.

An OSPF protocol packet is regarded as having been received on a
particular shamlink if and only if the followi ng three conditions
hol d:

- The packet arrives as an MPLS packet, and its MPLS | abel stack
causes it to be "delivered" to the |ocal shamlink endpoint
addr ess.

- The packet’s IP destination address is the | ocal shamlink
endpoi nt addr ess.

- The packet’s | P source address is the renbte shamlink endpoint
addr ess.

Sham | i nks SHOULD be treated by OSPF as OSPF Demand Circuits. This
means that LSAs will be flooded over them but periodic refresh
traffic is avoided. Note that, as long as the backdoor link is up,
flooding the LSAs over the shamlink serves no purpose. However, if
t he backdoor |ink goes down, OSPF does not have nechani sns enabling
the routers in one site to rapidly flush the LSAs fromthe other

site. Therefore, it is still necessary to maintain synchronization
anong the LSA databases at the two sites, hence the flooding over the
sham | i nk.

The sham link is an unnunbered point-to-point intra-area link and is
advertised as a type 1 link in a type 1 LSA

The OSPF netric associated with a shamlink MJST be configurable (and
there MUST be a configurable default). Wether traffic between the
sites flows via a backdoor |ink or via the VPN backbone (i.e., via
the sham|ink) depends on the settings of the CSPF Iink nmetrics. The
metrics can be set so that the backdoor link is not used unless
connectivity via the VPN backbone fails, for exanple.

The default Hello Interval for shamlinks is 10 seconds, and the
default Router Dead Interval for shamlinks is 40 seconds.
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4.2.7.4. Routing and Forwardi ng on Sham Li nks

If a PE determines that the next hop interface for a particular route
is a shamlink, then the PE SHOULD NOT redistribute that route into
BGP as a VPN-1Pv4 route

Any ot her route advertised in an LSA that is transmtted over a sham
link MUST al so be redistributed (by the PE fl ooding the LSA over the
sham link) into BG. This neans that if the preferred (OSPF) route
for a given address prefix has the shamlink as its next hop
interface, then there will also be a "corresponding BGP route", for
that sanme address prefix, installed in the VRF. Per Section 4.1.2,
the OSPF route is preferred. However, when forwardi ng a packet, if
the preferred route for that packet has the shamlink as its next hop
interface, then the packet MJST be forwarded according to the
corresponding BGP route. That is, it will be forwarded as if the
correspondi ng BGP route had been the preferred route. The
"corresponding BGP route" is always a VPN-1Pv4 route; the procedure
for forwarding a packet over a VPN-1Pv4 route is described in [VPN].

This same rule applies to any packet whose I P destination address is
the renote endpoint address of a shamlink. Such packets MJST be
forwarded according to the correspondi ng BGP route.

4.2.8. VPN-|Pv4 Routes Received via BGP

Thi s section describes how the PE router handl es VPN-1Pv4 routes
recei ved via BGP

If a received BGP VPN-1Pv4 route is not installed in the VRF, nothing
is reported to the CEE A received route will not be installed into
the VRF if the BGP decision process regards sone other route as
preferable. Wen installed in the VRF, the route appears to be an

I Pv4 route.

A BGP route installed in the VRF is not necessarily used for
forwarding. |If an OSPF route for the same | Pv4 address prefix has
been installed in the VRF, the OSPF route will be used for
forwardi ng, except in the case where the OSPF route’s next-hop
interface is a shamlink

If a BG route installed in the VRF is used for forwarding, then the
BGP route is redistributed into OSPF and possibly reported to the CEs
in an OSPF LSA. The sort of LSA, if any, to be generated depends on
various characteristics of the BGP route, as detailed in subsequent
sections of this docunent.
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The procedure for forwarding a packet over a VPN-1Pv4 route is
described in [VPN].

In the followi ng, we specify what is reported, in OSPF LSAs, by the
PE to the CE, assuming that the PE is not configured to do any
further summari zation or filtering of the routing information before
reporting it to the CE

When sending an LSA to the CE, it may be necessary to set the DN bit.
See Section 4.2.5.1 for the rules regarding the DN bit.

When sending an LSA to the CE, it may be necessary to set the OSPF
Route Tag. See Section 4.2.5.2 for the rules about setting the OSPF
Rout e Tag.

When type 5 LSAs are sent, the Forwarding Address is set to O.
4.2.8.1. External Routes

Wth respect to a particular OSPF instance associated with a VRF, a
VPN-1Pv4 route that is installed in the VRF and then sel ected as the
preferred route is treated as an External Route if one of the

foll owi ng conditions hol ds:

- The route type field of the OSPF Route Type Extended Comunity
has an OSPF route type of "external"

- The route is froma different donmain fromthe domain of the
OSPF i nst ance.

The rules for determ ning whether a route is froma domain different
fromthat of a particular OSPF instance are the follow ng. The OSPF
Domain Identifier Extended Comunities attribute carried by the route
is conpared with the CSPF Donain Identifier Extended Comunities
attribute(s) with which the OSPF instance has been configured (if
any). In general, when two such attributes are conpared, all eight
byt es rmust be conpared. Thus, two OSPF Donein |dentifier Extended
Conmunities attributes are regarded as equal if and only if one of
the followi ng three conditions holds:

1. They are identical in all eight bytes.
2. They are identical in their |ower-order six bytes (val ue
field), but one attribute has two hi gh-order bytes (type field)

of 0005 and the other has two high-order bytes (type field) of
8005. (This condition is for backward conpatibility.)
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3. The lower-order six bytes (value field) of both attributes
consist entirely of zeroes. |In this case, the two attributes
are considered identical irrespective of their type fields, and
they are regarded as representing the NULL Donain Identifier

If a VPN-1Pv4 route has an OSPF Donmin |ldentifier Extended
Conmunities attribute, we say that that route is in the identified

domai n. If the value field of the Extended Communities attri bute
consists of all zeroes, then the identified domain is the NULL
domain, and the route is said to belong to the NULL domain. |If the

route does not have an OSPF Domain |dentified Extended Communities
attribute, then the route belongs to the NULL donain.

Every OSPF instance is associated with one or nore Domain
Identifiers, though possibly only with the NULL domain identifier
If an OSPF instance is associated with a particular Domain
Identifier, we will say that it belongs to the identified donain.

If a VPN-1Pv4 route is to be redistributed to a particular instance,
it must be determ ned whether that route and that OSPF instance

bel ong to the same domain. A route and an OSPF instance belong to
the sane donmain if and only if one of the follow ng conditions holds:

1. The route and the OSPF instance each belong to the NULL donai n.

2. The domain to which the route belongs is the domain to which
the OSPF instance belongs. (That is, the route’s Domain
Identifier is equal to the OSPF instance's dommin identifier,
as determined by the definitions given earlier in this
section.)

If the route and the VRF do not belong to the same domain, the route
is treated as an external route.

If an external route is redistributed into an OSPF instance, the
route may or may not be advertised to a particular CE, dependi ng on
the configuration and on the type of area to which the PE/CE |ink
belongs. If the route is advertised, and the PE/CE |ink belongs to a
NSSA area, it is advertised in a type 7 LSA. Oherwise, if the route
is advertised, it is advertised in a type 5 LSA. The LSA will be
originated by the PE

The DN bit (Section 4.2.5.1) MJST be set in the LSA. The VPN Route

Tag (see Section 4.2.5.2) MJST be placed in the LSA unless the use
of the VPN Route Tag has been turned off by configuration
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By default, a type 2 metric value is included in the LSA, unless the
options field of the OSPF Route Type Extended Conmmunities attribute
of the VPN-1Pv4 route specifies that the nmetric should be type 1.

By default, the value of the metric is taken fromthe MED attribute
of the VPN-I1Pv4 route. |If the MED is not present, a default netric
value is used. (The default type 1 metric and the default type 2
metric MAY be different.)

Note that this way of handling external routes nakes every PE appear
to be an ASBR attached to all the external routes. In a nultihoned

site, this can result in a nunber of type 5 LSAs containing the sane
i nformati on.

4.2.8.2. Summary Routes

If aroute and the VRF into which it is inported belong to the sane
domai n, then the route should be treated as if it had been received
in an OSPF type 3 LSA. This nmeans that the PE will report the route
in atype 3 LSAto the CEE (Note that this case is possible even if
the VPN-1Pv4 route carries an area nunber identical to that of the CE
router. This nmeans that if an area is "partitioned" such that the
two pieces are connected only via the VPN backbone, it appears to be
two areas, with inter-area routes between them)

4.2.8. 3. NSSA Rout es

NSSA routes are treated the sane as external routes, as described in
Section 4.2.8.1

5. | ANA Consi derations
Section 11 of [EXTCOVWM calls upon ANA to create a registry for BGP
Ext ended Communities Type Field and Extended Type Field val ues.
Section 4.2.6 of this docunment assigns new val ues for the BGP
Ext ended Communiti es Extended Type Field. These values all fal
within the range of values that [EXTCOMM states "are to be assigned
by 1 ANA, using the "First Cone, First Served policy defined in RFC
2434" .

The BGP Ext ended Communities Extended Type Field val ues assigned in
Section 4.2.6 of this docunment are as foll ows:

- OSPF Domain ldentifier: Extended Types 0005, 0105, and 0205
- OSPF Route Type: Extended Type 0306

- OSPF Router |ID Extended Type 0107

Rosen, et al. St andards Track [ Page 22]



RFC 4577 CSPF for BGP/ MPLS | P VPNs June 2006

6

Security Considerations

Security considerations that are relevant in general to BG/ MPLS I P
VPNS are discussed in [VPN] and [ VPN-AS]. We discuss here only those
security considerations that are specific to the use of OSPF as the
PE/ CE pr ot ocol

A single PE may be running OSPF as the | GP of the SP backbone
network, as well as running OSPF as the | GP of one or nore VPNs.

This requires the use of nultiple, independent OSPF instances, so
that routes are not inadvertently | eaked between the backbone and any
VPN. The OSPF instances for different VPNs nust al so be independent
OSPF i nstances, to prevent inadvertent |eaking of routes between
VPNs.

OSPF provides a nunber of procedures that all ow the OSPF control
messages between a PE and a CE to be authenticated. OSPF
"cryptographi c aut hentication" SHOULD be used between a PE and a CE
It MJUST be inplenented on each PE

In the absence of such authentication, it is possible that the CE

m ght not really belong to the VPN to which the PE assigns it. It
may al so be possible for an attacker to insert spoofed nessages on
the PEfCE link, in either direction. Spoofed nessages sent to the CE
coul d conmpronise the routing at the CE's site. Spoofed nessages sent
to the PE could result in inproper VPN routing, or in a denial-of-
service attack on the VPN
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