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Abst ract

In the context of MPLS TE Fast Reroute, the Merge Point (MP) address
is required at the Point of Local Repair (PLR) in order to select a
backup tunnel intersecting a fast reroutable Traffic Engi neering
Label Switched Path (TE LSP) on a downstream Label Swi tching Router
(LSR). However, existing protocol nechanisns are not sufficient to
find an MP address in multi-domain routing networks where a domain is
defined as an Interior Gateway Protocol (1GP) area or an Aut ononous
System (AS). Hence, the current MPLS Fast Reroute nechani sm cannot
be used in order to protect inter-domain TE LSPs froma failure of an
Area Border Router (ABR) or Autononous System Border Router (ASBR).
Thi s docunent specifies the use of existing Record Route hject (RRO
I Pv4 and | Pv6 sub-objects (with a new flag defined) thus defining the
node-id sub-object in order to solve this issue. The MPLS Fast

Rer out e nmechani smnentioned in this document refers to the "Facility
backup" MPLS TE Fast Reroute nethod.
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1. Introduction

MPLS Fast Reroute (FRR) [FAST-REROUTE] is a fast recovery | ocal
protection technique used to protect Traffic Engineering LSPs from
I'i nk/ node/ Shared Ri sk Link Goup (SRLG failure. One or nore backup
tunnel s are pre-established to protect against the failure of a
Iink/node/ SRLG I n case of failure, every protected TE LSP
traversing the failed resource is rerouted onto the appropriate
backup tunnel .

There are several requirenments on the backup tunnel path that nust be
satisfied. First, the backup tunnel must not traverse the el enent
that it protects. In addition, a primary tunnel and its associ ated
backup tunnel should intersect at |east at two points (nodes): Point
of Local Repair (PLR) and Merge Point (MP). The former is the head-
end LSR of the backup tunnel, and the latter is the tail-end LSR of
the backup tunnel. The PLRis where FRRis triggered when

I'i nk/ node/ SRLG fail ure happens.

There are different methods for conputing paths for backup tunnels at
a given PLR. Specifically, a user can statically configure one or
nmore backup tunnels at the PLR with an explicitly configured path, or
the PLR can be configured to automatically conpute a backup path or
to send a path computation request to a PCE (see [PCE-ARCH]).

Consi der the follow ng scenario (Figure 1).

Assunpt i ons:

- Anulti-area network made of three areas: 0, 1, and 2.

- Afast reroutable TE LSP T1 (TE LSP signaled with the "Local

Protection Desired" bit set in the SESSI ON ATTRI BUTE obj ect or the
FAST- REROUTE object) fromRO to R3.
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- A backup tunnel Bl fromRl to R2, not traversing ABRl, and
followi ng the R1- ABR3-R2 pat h.

- The PLR Rl reroutes any protected TE LSP traversing ABRL onto the
backup tunnel Bl in case of ABRl's failure.

<--- area 1 --><---area 0---><---area 2--->
RO----- R1- ABRL--R2------ ABR2-------- R3
\ /
\ /
ABR3

Figure 1: Use of Fast Reroute to protect a TE LSP agai nst an ABR
failure with MPLS Traffic Engineering Fast Reroute

When Tl is first signaled, the PLR Rl needs to dynamcally select an
appropri ate backup tunnel intersecting Tl on a downstream LSR
However, existing protocol mechanisms are not sufficient to

unamnbi guously find the MP address in a network with inter-domain TE
LSP. This docunent addresses these limtations.

R1 needs to sel ect an existing backup tunnel with the follow ng
properties:

1. The backup tunnel intersects with the prinmary tunnel at the M
For the sake of illustration, in Figure 1, Rl needs to
determne that T1 and Bl intersect at the node R2.

2. The backup tunnel satisfies the primary LSP's request with
respect to the bandwi dth protection request (i.e., bandw dth
guaranteed for the primary tunnel during failure), and the type
of protection (link or node failure), as specified in
[ FAST- REROQUTE] .

One technique for the PLRto ensure that condition (1) is mnet

consi sts of exam ning the Record Route Ohject (RRO of the primary
tunnel to see whether any of the addresses specified in the RRO
correspond to the MP. That said, as per [RSVP-TE], the addresses
specified in the RROI1Pv4 or | Pv6 sub-objects sent in Resv messages
can be node-ids and/or interface addresses. Hence, in Figure 1
router R2 may specify interface addresses in the RROs for Tl and B1.
Note that these interface addresses are different in this example.

The problem of finding the MP using the interface addresses or node-
ids can be easily solved in the case of a single |IGP area.
Specifically, in the case of a single IGP area, the PLR has the
know edge of all the interfaces attached to the tail-end of the
backup tunnel. This information is available in PLR s | GP topol ogy
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dat abase. Thus, the PLR can unanbi guously deterni ne whet her a backup
tunnel intersecting a protected TE LSP on a downstream node exists
and can also find the MP address regardl ess of how the addresses
carried in the RROIPv4 or |Pv6 sub-objects are specified (i.e.,

whet her using the interface addresses or the node-ids). However,
such routing information is not available in the case of inter-domain
environments. Hence, unanbi guously maki ng sure that condition (1)
above is net in the case of inter-domain TE LSPs is not possible with
exi sting nmechani sns.

In this docunent, we define extensions to and describe the use of
Resource Reservation Protocol (RSVP) [RSVP, RSVP-TE] to solve the
above-nentioned problem Note that the requirement for the support
of the fast recovery techni que specified in [ FAST-REROUTE] to inter-
domai n TE LSPs has been specified in [|INTER- AREA- TE- REQS] and

[ I NTER- AS- TE- REQS] .

2. Term nol ogy
Area Border Routers (ABRs): Border routers used to connect two
Interior Gateway Protocol (1GP) areas (areas in OSPF or levels in
IS-19).
Aut ononpbus Syst em Border Router (ASBRs): Border routers used to
connect to another AS of a different or the sane Service Provider via
one or more links inter-connecting between ASes.

Backup Tunnel: The LSP that is used to back up one of the many LSPs
i n many-to-one backup.

Inter-AS TE LSP: A TE LSP that crosses an AS boundary.
Inter-area TE LSP: A TE LSP that crosses an | GP area
LSR: Label Switching Router

LSP: Label Switched Path.

Local Repair: Techni ques used to repair TE LSPs qui ckly when a |ink,
an SRLG or a node along the TE LSP fails.

PCE: Path Computation Elenment. An entity (conmponent, application, or
networ k node) that is capable of conmputing a network path or route
based on a network graph and applyi ng conputational constraints.

MP. Merge Point. The LSR where one or nore backup tunnels rejoin the
path of the protected LSP downstream of the potential failure.
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Protected LSP: An LSP is said to be protected at a given hop if it
has one or multiple associated backup tunnels originating at that
hop.

PLR: Point of Local Repair. The head-end of a backup tunnel.

Reroutabl e LSP: Any LSP for which the "Local Protection Desired" bit
is set inthe Flag field of the SESSI ON_ATTRI BUTE object of its Path
nmessages.

TE LSP: Traffic Engineering Label Switched Path.
2.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Signaling Node-lds in RRCs

As nentioned above, the limtation that we need to address is the
generality of the contents of the RRO IPv4 and | Pv6 sub-objects, as
defined in [RSVP-TE]. [RSVP-TE] defines the IPv4 and | Pv6 RRO sub-
objects. Mreover, two additional flags are defined in

[ FAST- REROUTE] : the "Local Protection Available" and "Local
Protection in Use" bits.

In this docunent, we define the follow ng new fl ag:
Node-i d: 0x20

When set, this indicates that the address specified in the RRO s
I Pv4 or 1Pv6 sub-object is a node-id address, which refers to the
"Rout er Address" as defined in [OSPF-TE], or "Traffic Engineering
Router ID' as defined in [ISIS-TE]. A node MJST use the sane
address consistently. Once an address is used in the RROs |Pv4
or | Pv6 sub-object, it SHOULD al ways be used for the lifetine of
the TE LSP.

An I Pv4 or |1 Pv6 RRO sub-object with the node-id flag set is also
called a node-id sub-object. The problemof finding an MP address in
a network with inter-domain TE LSP is solved by inserting a node-id
sub-object (an RRO "I Pv4" and "I1Pv6" sub-object with the 0x20 fl ag
set) in the RRO object carried in the RSVP Resv nessage.
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An inmpl enentati on may decide to either

1) Add the node-id sub-object in the RRO carried in an RSVP Resv
message and, when required, also add another |Pv4/1Pv6 sub-object
to record interface address.

Exanpl e: an inter-domain fast reroutable TE LSP woul d have the
followi ng two sub-objects in the RRO carried in Resv nessage: a
node-i d sub-object and a | abel sub-object. |If recording the
interface address is required, then an additional |Pv4/1Pv6 sub-
obj ect is added.

or

2) Add an 1 Pv4/1Pv6 sub-object recording the interface address and,
when required, add a node-id sub-object in the RRO

Exanpl e: an inter-domain fast reroutable TE LSP woul d have the
followi ng three sub-objects in the RRO carried in Resv nessage: an
| Pv4/1 Pv6 sub-object recording interface address, a | abel sub-

obj ect, and a node-id sub-object.

Note al so that the node-id sub-object may have other applications
than Fast Reroute backup tunnel selection. Moreover, it is
RECOMVENDED t hat an LSR recording a node-id address in an | Pv4/1Pv6
RRO sub- obj ect al so set the node-id flag.

4. Finding Merge Point
Two cases shoul d be consi der ed:

- Case 1: If the backup tunnel destination is the MPs node-id, then
a PLR can find the MP and suitabl e backup tunnel by sinply
conparing the backup tunnel’s destination address with the node-id
included in the RRO of the primary tunnel

- Case 2: If the backup tunnel terminates at an address different
fromthe MP s node-id, then a node-id sub-object MIST al so be
included in the RRO of the backup tunnel. A PLR can find the M
and suitabl e backup tunnel by sinply conparing the node-ids present
in the RROs of both the primary and backup tunnels.

It must be noted that although the techni que described in this
docunent for selecting an appropriate backup tunnel using the node-id
sub-obj ect applies to the case of Inter-area and Inter-AS, in the
case of Inter-AS, the assunption is nmade that the MP s node-id (of

t he downstream donmi n) does not overlap with any LSR s node-id
present in the PLR s AS.
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When both | Pv4 node-id and | Pv6 node-id sub-objects are present, a
PLR may use any or both of themin finding the MP address.

5. Security Considerations

Thi s docunent does not introduce new security issues. The security
consi derations pertaining to [RSVP] and [RSVP-TE] remain rel evant.
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