Net wor k Wor ki ng G oup D. MG ew

Request for Comments: 4543 Cisco Systens, Inc.
Cat egory: Standards Track J. Viega
McAf ee, Inc.

May 2006

The Use of Gal ois Message Authentication Code (GVAC) in
| Psec ESP and AH

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).
Abstract

This meno describes the use of the Advanced Encryption Standard (AES)
Gal oi s Message Authentication Code (GVAC) as a nechanismto provide
data origin authentication, but not confidentiality, within the |Psec
Encapsul ating Security Payl oad (ESP) and Authentication Header (AH).
GVAC i s based on the Gal oi s/ Counter Myde (GCM of operation, and can
be efficiently inplenented in hardware for speeds of 10 gi gabits per
second and above, and is also well-suited to software

i mpl ement ati ons.
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1. I nt roduction

Thi s docunent describes the use of AES-GVAC npde (AES-GVAC) as a
mechani smfor data origin authentication in ESP [ RFC4303] and AH

[ RFC4302]. W refer to these methods as ENCR NULL_AUTH AES GVAC and
AUTH_AES GVAC, respectively. ENCR NULL_AUTH AES GVAC i s a conpani on
to the AES Gal oi s/ Counter Mbde ESP [ RFC4106], which provides
authentication as well as confidentiality. ENCR NULL AUTH AES GVAC
is intended for cases in which confidentiality is not desired. Like
GCM GVAC is efficient and secure, and is anenable to hi gh-speed

i mpl ementations in hardware. ENCR NULL_AUTH AES GVAC and

AUTH_AES _GVAC are designed so that the incremental cost of

i npl ementation, given an inplenmentation is AES-GCM ESP, is small.

Thi s docunent does not cover inplenentation details of GCM or GVAC.
Those details can be found in [GCCM, along with test vectors.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.  AES-GVAC

GVAC is a bl ock cipher node of operation providing data origin
authentication. It is defined in terns of the GCM aut henti cated
encryption operation as follows. The GCM aut henticated encryption
operation has four inputs: a secret key, an initialization vector
(1V), a plaintext, and an input for additional authenticated data
(AAD). It has two outputs, a ciphertext whose length is identical to
the plaintext and an authentication tag. GVAC is the special case of
GCM in which the plaintext has a | ength of zero. The (zero-Ilength)
ci phertext output is ignored, of course, so that the only output of
the function is the Authentication Tag. In the follow ng, we

descri be how the GVAC IV and AAD are fornmed fromthe ESP and AH
fields, and how the ESP and AH packets are formed fromthe

Aut hent i cati on Tag.

Bel ow we refer to the AES-GVAC IV input as a nonce, in order to
distinguish it fromthe IV fields in the packets. The same nonce and
key comnbi nati on MJUST NOT be used nore than once, since reusing a
nonce/ key conbi nati on destroys the security guarantees of AES- GVAC.

Because of this restriction, it can be difficult to use this node
securely when using statically configured keys. For the sake of good
security, inplementations MJST use an automated key managenent
system such as the Internet Key Exchange (I KE) (either version two

[ RFC4306] or version one [RFC2409]), to ensure that this requirenent
is met.

3. The Use of AES-GVAC i n ESP

The AES-GVAC algorithmfor ESP is defined as an ESP "conbi ned node"
al gorithm (see Section 3.2.3 of [RFC4303]), rather than an ESP
integrity algorithm It is called ENCR NULL_AUTH AES GVAC to

hi ghlight the fact that it performs no encryption and provides no
confidentiality.

Rati onal e: ESP nmakes no provision for integrity transfornms to
place an initialization vector within the Payload field; only
encryption transforns are expected to use |IVs. Defining GVWAC as
an encryption transformavoids this issue, and allows GVAC to
benefit fromthe sanme pipelining as does GCM
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Li ke all ESP conbi ned nodes, it is registered in | KEv2 as an
encryption transform or "Type 1" transform It MJST NOT be used in
conjunction with any other ESP encryption transform (within a
particul ar ESP encapsulation). |If confidentiality is desired, then
GCM ESP [ RFC4106] SHOULD be used i nstead

3. 1. Initialization Vector

Wth ENCR NULL_AUTH AES GVAC, an explicit Initialization Vector (IV)
is included in the ESP Payl oad, at the outset of that field. The IV
MUST be eight octets long. For a given key, the IV MUST NOT repeat.
The nost natural way to neet this requirenment is to set the |V using
a counter, but inplenmentations are free to set the IV field in any
way that guarantees uni queness, such as a |linear feedback shift
register (LFSR). Note that the sender can use any |V generation

met hod that neets the uni queness requirenent w thout coordinating
with the receiver.

3. 2. Nonce For mat

The nonce passed to the AES- GVAC aut hentication al gorithm has the
foll owi ng | ayout:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Sal t |
B T S i T s i i e e SEI S
| Initialization Vector |

R et e s i o e s i i
Figure 1: Nonce Format
The conponents of the nonce are as foll ows:

Sal t
The salt field is a four-octet value that is assigned at the
begi nning of the security association, and then remains constant
for the life of the security association. The salt SHOULD be
unpredictable (i.e., chosen at randon) before it is selected, but
need not be secret. W describe howto set the salt for a
Security Association established via the Internet Key Exchange in
Section 5. 4.

Initialization Vector
The IV field is described in Section 3.1
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3.3. AAD Construction

Data integrity and data origin authentication are provided for the
SPI, (Extended) Sequence Number, Authenticated Payl oad, Paddi ng, Pad
Length, and Next Header fields. This is done by including those
fields in the AES-GVAC Additional Authenticated Data (AAD) field

Two formats of the AAD are defined: one for 32-bit sequence nunbers,
and one for 64-bit extended sequence nunbers. The format with 32-bit
sequence nunbers is shown in Figure 2, and the format with 64-bit

ext ended sequence nunbers is shown in Figure 3.

0 1 2 3

01234567890123456789012345678901
T i i I T T o s S O o o il S S S
| SPI |
I i S T i i S e e S i e o
| 32-bit Sequence Nunber |
O e i o R i i I R S e o

Aut hent i cat ed Payl oad (vari abl e)

I I
L- B e T i T S i i I S T T i i i S N L
| Paddi ng (0-255 bytes) |
+ T S I i S
| | Pad Length | Next Header |
i T s i o S i i S R I S I S S S M

Figure 2: AAD Format with 32-bit Sequence Nunber

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SPI |
B T S i T s i i e e SEI S
| 64-bit Extended Sequence Number |

T S S S T S i S T S U A

Aut hent i cat ed Payl oad (vari abl e)
Paddi ng (0-255 bytes)
R e ol ol i e S S T e g S S

| Pad Length | Next Header

I I
+- +
I I
I I
i I i S e S it SN DU DU SRS
I I
+ +
I I
T S S S e D S S R

Figure 3: AAD Format with 64-bit Extended Sequence Number
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The use of 32-bit sequence nunbers vs. 64-bit extended sequence
nunbers is determned by the security association (SA) managenent
protocol that is used to create the SA. For IKEv2 [ RFC4306] this is
negotiated via Transform Type 5, and the default for ESP is to use
64-bit extended sequence nunbers in the absence of negotiation (e.g.,
see Section 2.2.1 of [RFC4303]).

3.4. Integrity Check Value (ICV)

The 1 CV consists solely of the AES-GVAC Aut hentication Tag. The
Aut henti cation Tag MJUST NOT be truncated, so the length of the ICV is
16 octets.

3. 5. D fferences w th AES- GCM ESP

In this section, we highlight the differences between this
specification and AES- GCM ESP [ RFC4106]. The essential difference is
that in this docunment, the AAD consists of the SPI, Sequence Nunber,
and ESP Payl oad, and the AES-CGCM plaintext is zero-length, while in
AES- GCM ESP, the AAD consists only of the SPI and Sequence Nunber,
and the AES-GCM pl ai ntext consists of the ESP Payl oad. These
differences are illustrated in Figure 4. This figure shows the case
in which the Extended Sequence Nunber option is not used. Wen that
option is exercised, the Sequence Nunber field in the figure would be
replaced with the Extended Sequence Nunber.

I mportantly, ENCR _NULL_AUTH AES GVAC is *not* equival ent to AES- CCM
ESP with encryption "turned off". However, the |ICV conputations
performed in both cases are simlar because of the structure of the
GHASH function [ GCM .
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T + <+
AES- GCM ESP | | SPI | |
AAD ------- + o e e e e e oo oo + |

| | Sequence Nunber | |

e + |

| Aut henti cati on | |

I v (.

T T + +

AES- GCM ESP | | | |
Pl ai ntext -+ ~ ESP Payl oad ~ |

I I (.

| . S R S R + |

| | Paddi ng | PL| NH | |

I TS Fomm - - Fomm - - + <-+
ENCR_NULL_AUTH_AES_GVAC AAD - |+

Figure 4. Differences between ENCR NULL_ AUTH AES GVAC and AES- GCM ESP
3.6. Packet Expansion

The 1V adds an additional eight octets to the packet and the I CV adds
an additional 16 octets. These are the only sources of packet
expansi on, other than the 10-13 bytes taken up by the ESP SPI,
Sequence Number, Paddi ng, Pad Length, and Next Header fields (if the
m ni mal amount of padding is used).

4. The Use of AES-GVAC in AH

In AUTH AES GVAC, the AH Authentication Data field consists of the IV
and the Authentication Tag, as shown in Figure 5. Unlike the usual
AH case, the Authentication Data field contains both an input to the
aut hentication algorithm (the IV) and the output of the

aut hentication algorithm (the tag). No padding is required in the
Aut hentication Data field, because its length is a multiple of 64
bits.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Initialization Vector (IV) |
(8 octets)
T T o T e i ol s S SR S S S e e s it eI SR R T S R S

I I
+- +
| _ |
| Integrity Check Value (ICV) (16 octets) |
I I
I I
+- +

R i T T e e T T i ST S R S
Figure 5: The AUTH_AES GVAC Aut henti cation Data Format

The 1V is as described in Section 3.1. The Integrity Check Val ue
(ICV) is as described in Section 3.4.

The GVAC Nonce input is forned as described in Section 3.2. The GVAC
AAD i nput consists of the authenticated data as defined in Section
3.1 of [RFC4302]. These values are provided as to that al gorithm
along with the secret key, and the resulting authentication tag given
as output is used to formthe |ICV.

5. | KE Conventi ons

Thi s section describes the conventions used to generate keying
material and salt values for use with ENCR NULL_AUTH AES GVAC and
AUTH AES GVAC using the Internet Key Exchange (I KE) versions one
[ RFC2409] and two [ RFC4306].

5. 1. Phase 1 ldentifier

Thi s docunent does not specify the conventions for using AES- GVAC for
| KE Phase 1 negotiations. For AES-GVAC to be used in this manner, a
separate specification would be needed, and an Encryption Al gorithm
Identifier would need to be assigned. |Inplenentations SHOULD use an
| KE Phase 1 cipher that is at |east as strong as AES-GVAC. The use
of AES-CBC [ RFC3602] with the sane AES key size as used by
ENCR_NULL_AUTH_AES GVAC or AUTH _AES GVAC i s RECOMVENDED.

5.2. Phase 2 ldentifier

For | KE Phase 2 negotiations, | ANA has assigned identifiers as
described in Section 9.
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5.3. Key Length Attribute

AES- GVAC can be used with any of the three AES key | engths. The way
that the key length is indicated is different for AH and ESP.

For AH, each key length has its own separate integrity transform
identifier and al gorithmnane (Section 9). The IKE Key Length
attribute MJUST NOT be used with these identifiers. This transform
MUST NOT be used wi th ESP.

For ESP, there is a single encryption transformidentifier (which
represents the conbined transfornm (Section 9). The |KE Key Length
attribute MUST be used with each use of this identifier to indicate
the key length. The Key Length attribute MJUST have a val ue of 128,
192, or 256.

5.4. Keying Material and Salt Val ues

| KE makes use of a pseudo-random function (PRF) to derive keying
material. The PRF is used iteratively to derive keying material of
arbitrary size, called KEYMAT. Keying material is extracted fromthe
output string without regard to boundari es.

The size of the KEYMAT for the ENCR NULL AUTH AES GVAC and
AUTH_AES _GVAC MUST be four octets |longer than is needed for the
associ ated AES key. The keying material is used as foll ows:

ENCR_NULL_AUTH AES GVAC with a 128-bit key and AUTH_AES 128 GVAC
The KEYMAT requested for each AES-GVAC key is 20 octets. The
first 16 octets are the 128-bit AES key, and the remmining four
octets are used as the salt value in the nonce.

ENCR_NULL_AUTH AES GVAC with a 192-bit key and AUTH _AES 192 GVAC
The KEYMAT requested for each AES-GVAC key is 28 octets. The
first 24 octets are the 192-bit AES key, and the remaining four
octets are used as the salt value in the nonce.

ENCR_NULL_AUTH AES GVAC with a 256-bit key and AUTH _AES 256 GVAC
The KEYMAT requested for each AES-GVAC key is 36 octets. The
first 32 octets are the 256-bit AES key, and the remaining four
octets are used as the salt value in the nonce.

6. Test Vectors

Appendi x B of [GCM provides test vectors that will assist
i npl ementers wth AES- GVAC.
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7

Security Considerations

Since the authentication coverage is different between AES- GCM ESP
and this specification (see Figure 4), it is worth pointing out that
both specifications are secure. In ENCR NULL_AUTH AES GWAC, the |V
is not included in either the plaintext or the additiona

aut henticated data. This does not adversely affect security, because
the IV field only provides an input to the GVAC IV, which is not
required to be authenticated (see [GCCM). In AUTH AES GWAC, the 1V
is included in the additional authenticated data. This fact has no
adverse effect on security; it follows fromthe property that GVWAC is
secure even agai nst attacks in which the adversary can mani pul ate
both the IV and the message. Even an adversary with these powerful
capabilities cannot forge an authentication tag for any nessage
(other than one that was submitted to the chosen-nessage oracle).

Si nce such an adversary could easily choose nmessages that contain the
IVs with which they correspond, there are no security problens wth
the inclusion of the IV in the AAD

GVAC i s provably secure agai nst adversaries that can adaptively
choose plaintexts, ICvs and the AAD field, under standard

crypt ographi ¢ assunptions (roughly, that the output of the underlying
ci pher under a randomy chosen key is indistinguishable froma
random y selected output). Essentially, this neans that, if used
within its intended paraneters, a break of GVAC inplies a break of
the underlying bl ock cipher. The proof of security is available in

[ GCWvP] .

The nost inportant security consideration is that the IV never
repeats for a given key. |In part, this is handled by disallow ng the
use of AES-GVAC when using statically configured keys, as discussed
in Section 2.

When IKE is used to establish fresh keys between two peer entities,
separate keys are established for the two traffic flows. |If a
different nmechanismis used to establish fresh keys, one that
establishes only a single key to protect packets, then there is a
hi gh probability that the peers will select the sane 1V values for
some packets. Thus, to avoid counter block collisions, ESP or AH

i npl ementations that pernit use of the sane key for protecting
packets with the sanme peer MJST ensure that the two peers assign
different salt values to the security association (SA).

The other consideration is that, as with any bl ock ci pher node of
operation, the security of all data protected under a given security
associ ation decreases slightly with each nmessage.
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10.

To protect against this problem inplenentations MIJST generate a
fresh key before processing 2764 bl ocks of data with a given key.
Note that it is inpossible to reach this limt when using 32-bit
Sequence Nunbers.

Note that, for each nessage, GVAC calls the bl ock cipher only once.
Desi gn Rational e

Thi s specification was designed to be as sinlar to AES- GCM ESP

[ RFC4106] as possible. W re-use the design and inplenentation
experience fromthat specification. W include all three AES key
si zes since AES-GCM ESP supports all of those sizes, and the | arger
key sizes provide future users with nore high-security options.

| ANA Consi der ati ons

| ANA has assigned the follow ng | KEv2 paraneters. For the use of AES
GVAC in AH, the following integrity (type 3) transformidentifiers
have been assi gned:

"9" for AUTH AES 128 GMVAC
"10" for AUTH AES 192 GVAC
"11" for AUTH AES 256_GVAC

For the use of AES-GVAC in ESP, the followi ng encryption (type 1)
transformidentifier has been assigned:

"21" for ENCR_NULL_AUTH AES GVAC
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