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entryUU D Operational Attribute

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).

Abst ract
Thi s docunent describes the LDAP/ X. 500 'entryUU D operati onal
attribute and associ ated matching rules and syntax. The attribute
hol ds a server-assigned Universally Unique lIdentifier (UU D) for the
object. Directory clients nmay use this attribute to distinguish

objects identified by a distinguished nane or to | ocate an object
after renam ng.
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1. Background and I ntended Use

In X.500 Directory Services [X 501], such as those accessibl e using
the Lightweight Directory Access Protocol (LDAP) [RFC4510], an object
is identified by its distinguished nanme (DN). However, DNs are not
stable identifiers. That is, a new object nmay be identified by a DN
that previously identified another (now renanmed or del eted) object.

A Universally Unique Identifier (UUD) is "an identifier unique
across both space and tinme, with respect to the space of all UU Ds"
[RFC4122]. UUIDs are used in a wi de range of systens.

Thi s docunent describes the "entryUU D operational attribute, which
hol ds the UUI D assigned to the object by the server. dients may use
this attribute to distinguish objects identified by a particular

di stinguished nane or to locate a particul ar object after renaning.

Thi s docunent defines the UU D syntax, the ’uuidMvatch’ and
“uui dOrderi ngMatch’ matching rules, and the "entryUUI D attribute

type.
Schema definitions are provided using LDAP description formats

[ RFC4512]. Definitions provided here are formatted (line wapped)
for readability.
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In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOWMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14

[ RFC2119] .

2. UU D Schemn El enents
2.1. UU D Synt ax

A Universally Unique Identifier (UU D) [RFC4122] is a 16-octet (128-
bit) value that identifies an object. The ASN.1 [ X. 680] type UUD s
defined to represent UU Ds as foll ows:

UUI D ::= OCTET STRING (Sl ZE(16))
-- constrained to an UU D [ RFC4122]

In LDAP, UUI D val ues are encoded using the [ASCII] character string
representation described in [ RFC4122]. For exanple,
"597ae2f 6- 16a6- 1027- 98f 4- d28b5365dc14" .

The following is an LDAP syntax description suitable for publication
in subschema subentries.

( 1.3.6.1.1.16.1 DESC "W D )
2.2. uuidMatch’ Matching Rule

The ’uui dvatch’ matching rul e conpares an asserted UU D with a stored
UUID for equality. |Its senantics are the sane as the

"octet StringMvatch’ [X 520][ RFC4517] matching rule. The rule differs
from’ octetStringMatch’ in that the assertion value is encoded using
the UUID string representation instead of the normal OCTET STRI NG
string representation.

The following is an LDAP matching rule description suitable for
publication in subschema subentries.

( 1.3.6.1.1.16.2 NAVE ’uui dvatch’
SYNTAX 1.3.6.1.1.16.1 )

2.3. uuidOrderingMatch’ Matching Rule

The ' uui dOrderingvatch’ matching rule conpares an asserted UUID with
a stored UWUID for ordering. Its semantics are the sane as the
"octet StringOrderingvatch’ [ X 520] [ RFC4517] matching rule. The rule
differs from’octetStringOrderingMatch’ in that the assertion val ue
is encoded using the UUID string representation instead of the nornal
OCTET STRING string representation.
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The following is an LDAP matching rule description suitable for
publication in subschema subentries.

( 1.3.6.1.1.16.3 NAME 'uui dOrderi nghat ch’
SYNTAX 1.3.6.1.1.16.1 )

Note that not all UU D variants have a defined ordering; and even
where it does, servers are not obligated to assign UU Ds in any
particular order. This matching rule is provided for conpleteness.

2.4. ’entryUU D Attribute

The 'entryUU D operational attribute provides the Universally Unique
Ildentifier (UU D) assigned to the entry.

The following is an LDAP attribute type description suitable for
publication in subschema subentri es.

( 1.3.6.1.1.16.4 NAME 'entryUUl D
DESC ' UUI D of the entry’
EQUALI TY uui dMat ch
ORDERI NG uui dOr deri nghat ch
SYNTAX 1.3.6.1.1.16.1
SI NGLE- VALUE
NO- USER- MODI FI CATI ON
USAGE directoryQOperation )

Servers SHALL generate and assign a new UU D to each entry upon its
addition to the directory and provide that UU D as the value of the
"entryUUI D operational attribute. An entry’'s UUID is imutable.

UUID are to be generated in accordance with Section 4 of [RFC4122].
In particular, servers MIST ensure that each generated UUI D is unique
in space and tine.

3. Security Considerations

An entry’s relative distinguish nane (RDN) is conposed fromattribute
val ues of the entry, which are commonly descriptive of the object the
entry represents. Al though depl oyers are encouraged to use nam ng
attributes whose values are w dely disclosable [ RFC4514], entries are
of ten named using information that cannot be disclosed to all

parties. As UUI Ds do not contain any descriptive information of the
object they identify, UU Ds may be used to identify a particul ar
entry wi thout disclosure of its contents.

General UUI D security considerations [RFC4122] apply.
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General LDAP security considerations [ RFC4510] apply.
4. | ANA Consi derati ons

The |1 ANA has regi stered the LDAP val ues [ RFC4520] specified in this
docunent .

4.1. (Object ldentifier Registration

Subj ect: Request for LDAP O D Registration

Person & email address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>

Speci fication: RFC 4530

Aut hor/ Change Controller: |ESG

Comrent s:
Identifies the UU D schemn el enents

4.2. UU D Syntax Registration

Subj ect: Request for LDAP Syntax Registration
hject Identifier: 1.3.6.1.1.16.1
Description: UU D
Person & enmil address to contact for further infornation:
Kurt Zeil enga <kurt @penLDAP. or g>
Speci fication: RFC 4530
Aut hor/ Change Controller: |ESG
Comment s:
Identifies the UU D syntax

4.3. 'uuidMatch’ Descriptor Registration
Subj ect: Request for LDAP Descriptor Registration
Descriptor (short name): uui dvatch
oject Identifier: 1.3.6.1.1.16.2
Person & enmil address to contact for further infornation:
Kurt Zeil enga <kurt @penLDAP. or g>
Usage: Matching Rul e
Speci fication: RFC 4530
Aut hor/ Change Control ler: |ESG
4. 4. 'uuidOrderingMatch’ Descriptor Registration

Subj ect: Request for LDAP Descriptor Registration

Descriptor (short name): uui dOr deringMatch

hject Identifier: 1.3.6.1.1.16.3

Person & enmil address to contact for further infornation:
Kurt Zeil enga <kurt @penLDAP. or g>

Usage: Matching Rul e
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Speci fication: RFC 4530
Aut hor/ Change Controller: |ESG
4.5. ’'entryUUI D Descriptor Registration
The |1 ANA has registered the LDAP 'entryUU D descriptor.
Subj ect: Request for LDAP Descriptor Registration

Descriptor (short nane): entryUU D
oject Identifier: 1.3.6.1.1.16.4

June 2006

Person & email address to contact for further information:

Kurt Zeil enga <kurt @penLDAP. or g>
Usage: Attribute Type
Speci fication: RFC 4530
Aut hor/ Change Controller: |ESG

5. Acknow edgenents
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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