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Read Entry Controls

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).

Abst ract
Thi s docunent specifies an extension to the Lightweight Directory
Access Protocol (LDAP) to allowthe client to read the target entry
of an update operation. The client may request to read the entry
before and/or after the nodifications are applied. These reads are
done as an atomic part of the update operation.
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1. Background and Intent of Use

Thi s docunent specifies an extension to the Lightweight Directory
Access Protocol (LDAP) [RFC4510] to allowthe client to read the
target entry of an update operation (e.g., Add, Delete, Mdify,

Modi fyDN). The extension utilizes controls [RFC4511] attached to
update requests to request and return copies of the target entry.
One request control, called the Pre-Read request control, indicates
that a copy of the entry before application of update is to be
returned. Another control, called the Post-Read request control,

i ndicates that a copy of the entry after application of the update is
to be returned. Each request control has a correspondi hg response
control used to return the entry.

To ensure proper isolation, the controls are processed as an atonic
part of the update operation.

The functionality offered by these controls is based upon simlar
functionality in the X 500 Directory Access Protocol (DAP) [X 511].

The Pre-Read controls nmay be used to obtain replaced or del eted
val ues of nodified attributes or a copy of the entry being del et ed.

The Post-Read controls may be used to obtain val ues of operationa
attributes, such as the 'entryUUl D [RFC4530] and ' nodifyTi mestanp’
[ RFC4512] attributes, updated by the server as part of the update
operati on.

2. Term nol ogy

Protocol elenents are described using ASN.1 [ X 680] with inplicit
tags. The term "BER-encoded" means the element is to be encoded
usi ng the Basic Encoding Rules [ X. 690] under the restrictions
detailed in Section 5.1 of [RFC4511].

DN stands for Distingui shed Nare.
DSA stands for Directory System Agent (i.e., a directory server).
DSE stands for DSA-specific Entry.

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOWMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14

[ RFC2119] .
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3. Read Entry Controls
3.1. The Pre-Read Controls

The Pre-Read request and response controls are identified by the
1.3.6.1.1.13.1 object identifier. Servers inplenenting these
controls SHOULD publish 1.3.6.1.1.13.1 as a value of the
"supportedControl’ [RFCA512] in their root DSE.

The Pre-Read request control is a LDAP Control [RFC4511] whose
control Type is 1.3.6.1.1.13.1 and whose control Value is a BER-encoded
AttributeSel ection [ RFC4511], as extended by [ RFC3673]. The
criticality may be TRUE or FALSE. This control is appropriate for
the nmodi f yRequest, del Request, and nmodDNRequest LDAP messages.

The correspondi ng response control is a LDAP Control whose

control Type is 1.3.6.1.1.13.1 and whose the control Val ue, an OCTET

STRING contains a BER encoded SearchResultEntry. The criticality

may be TRUE or FALSE. This control is appropriate for the

nmodi f yResponse, del Response, and nodDNResponse LDAP nmessages with a
resul t Code of success (0).

When the request control is attached to an appropriate update LDAP
request, the control requests the return of a copy of the target
entry prior to the application of the update. The AttributeSel ection
i ndi cates, as discussed in [ RFC4511] [ RFC3673], which attributes are
requested to appear in the copy. The server is to return a

Sear chResul t Entry contai ni ng, subject to access controls and ot her
constraints, values of the requested attri butes.

The normal processing of the update operation and the processing of
this control MJUST be perfornmed as one atomic action isolated from
ot her update operations.

If the update operation fails (in either normal or contro
processing), no Pre-Read response control is provided.

3.2. The Post-Read Controls

The Post-Read request and response controls are identified by the
1.3.6.1.1.13.2 object identifier. Servers inplenenting these
controls SHOULD publish 1.3.6.1.1.13.2 as a value of the
"supportedControl’ [RFC4A512] in their root DSE.

The Post-Read request control is a LDAP Control [RFC4511] whose
control Type is 1.3.6.1.1.13.2 and whose control Val ue, an OCTET
STRING contains a BER-encoded AttributeSel ection [ RFC4511], as
extended by [RFC3673]. The criticality nmay be TRUE or FALSE. This
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control is appropriate for the addRequest, nodifyRequest, and
modDNRequest LDAP messages.

The correspondi ng response control is a LDAP Control whose

control Type is 1.3.6.1.1.13.2 and whose control Val ue is a BER-encoded
SearchResul tEntry. The criticality may be TRUE or FALSE. This
control is appropriate for the addResponse, nodifyResponse, and
modDNResponse LDAP nmessages with a result Code of success (0).

When the request control is attached to an appropriate update LDAP
request, the control requests the return of a copy of the target
entry after the application of the update. The AttributeSel ection
i ndi cates, as discussed in [ RFC4511] [ RFC3673], which attributes are
requested to appear in the copy. The server is to return a
SearchResul t Entry cont ai ni ng, subject to access controls and ot her
constraints, values of the requested attri butes.

The normal processing of the update operation and the processing of
this control MJUST be perfornmed as one atomic action isolated from
ot her update operations.

If the update operation fails (in either normal or contro
processing), no Post-Read response control is provided.

4. Interaction with G her Controls

The Pre-Read and Post-Read controls may be conbined with each ot her
and/or with a variety of other controls. Wen conbined with the
assertion control [RFC4528] and/or the manageDsal T control [RFC3296],
the semantics of each control included in the conbination applies.
The Pre-Read and Post-Read controls may be conmbi ned with other
controls as detailed in other technical specifications.

5. Security Considerations

The controls defined in this docunment extend update operations to
support read capabilities. Servers MJST ensure that the client is
aut hori zed for reading of the information provided in this control
and that the client is authorized to performthe requested directory
updat e.

Security considerations for the update operations [RFC4511] extended
by this control, as well as general LDAP security considerations

[ RFC4510], generally apply to inplementation and use of this

ext ensi on
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6. | ANA Consi derati ons

Regi stration of the follow ng protocol values [RFC4520] have been
conpl eted by the | ANA

6.1. Object ldentifier

The | ANA has registered an LDAP Object ldentifier to identify LDAP
protocol elenents defined in this docunent.

Subj ect: Request for LDAP Object Identifier Registration

Person & enmil address to contact for further infornation:
Kurt Zeil enga <kurt @penLDAP. or g>

Speci fication: RFC 4527

Aut hor/ Change Controller: |ESG

Comments: ldentifies the LDAP Read Entry Controls

6.2. LDAP Protocol Mechani snms

The | ANA has registered the LDAP Protocol Mechani sm described in this
docunent .

Subj ect: Request for LDAP Protocol Mechani sm Registration

oject Identifier: 1.3.6.1.1.13.1

Description: LDAP Pre-read Contro

Person & enmail address to contact for further information:
Kurt Zeil enga <kurt @penl dap. or g>

Usage: Contro

Speci fication: RFC 4527

Aut hor/ Change Controller: |ESG

Comment s: none

Subj ect: Request for LDAP Protocol Mechani sm Registration

oject Identifier: 1.3.6.1.1.13.2

Description: LDAP Post-read Contro

Person & enmil address to contact for further infornation:
Kurt Zeil enga <kurt @penl dap. org>

Usage: Control

Speci fication: RFC 4527

Aut hor/ Change Controller: |ESG

Conment s: none

7. Acknow edgenent

The LDAP Pre-Read and Post-Read controls are nodel ed after siml ar
capabilities offered in the DAP [ X 511].
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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