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Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst ract
Thi s docunent extends the Lightweight Directory Access Protocol
(LDAP) to support absolute True and Fal se filters based upon siml ar
capabilities found in X 500 directory systens. The docunent al so
extends the String Representation of LDAP Search Filters to support
these filters.
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1. Background

The X. 500 Directory Access Protocol (DAP) [X 511] supports absol ute
True and Fal se assertions. An 'and' filter with zero el ements al ways
evaluates to True. An 'or’ filter with zero el enents al ways

eval uates to False. These filters are commonly used when requesting
DSA-specific Entries (DSEs) that do not necessarily have

"objectC ass’ attributes; that is, where "(objectd ass=*)" may

eval uate to Fal se.

Zei |l enga St andards Track [ Page 1]



RFC 4526 LDAP Absolute True and Fal se Filters June 2006

Al t hough LDAPv2 [ RFC1777] [ RFC3494] pl aced no restriction on the
nunber of elements in 'and’ and "or’ filter sets, the LDAPv2 string
representation [ RFC1960] [ RFC3494] could not represent enpty 'and’ and
"or’ filter sets. Due to this, absolute True or False filters were
(unfortunately) elimnated from LDAPv3 [ RFC4510].

Thi s docunents extends LDAPv3 to support absolute True and Fal se
assertions by allowing enpty "and’ and 'or’ in Search filters

[ RFC4511] and extends the filter string representation [ RFC4515] to
all ow empty filter lists.

It is noted that certain search operations, such as those used to
retrieve subschema information [ RFC4512], require use of particular
filters. This docunent does not change these requirenents

This feature is intended to allow a nore direct mappi ng bet ween DAP
and LDAP (as needed to inplenment DAP-to-LDAP gat eways).

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOWENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14

[ RFC2119] .

2. Absolute True and False Filters

I mpl enent ati ons of this extension SHALL allow 'and’ and ’'or’ choices

with zero filter el ements.

An "and’ filter consisting of an enpty set of filters SHALL eval uate
to True. This filter is represented by the string "(&".

An 'or’ filter consisting of an enpty set of filters SHALL eval uate
to False. This filter is represented by the string "(])".

Servers supporting this feature SHOULD publish the Cbject Identifier
1.3.6.1.4.1.4203.1.5.3 as a value of the 'supportedFeatures
[ RFC4512] attribute in the root DSE

Clients supporting this feature SHOULD NOT use the feature unless
they know that the server supports it.

3. Security Considerations

The (re)introduction of absolute True and False filters is not
believed to raise any new security considerations.

I mpl enentors of this (or any) LDAPv3 extension should be famliar
with general LDAPv3 security considerations [ RFC4510].
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4. | ANA Consi derations

Regi stration of this feature has been conmpleted by the | ANA
[ RFC4520] .

Subj ect: Request for LDAP Protocol Mechani sm Registration Object
ldentifier: 1.3.6.1.4.1.4203.1.5.3 Description: True/False filters
Person & enmail address to contact for further information:

Kurt Zeil enga <kurt @penl dap. org> Usage: Feature Specification:
RFC 4526 Aut hor/Change Controller: | ESG Comrents: none

This O D was assigned [ ASSI GN] by OpenLDAP Foundation, under its
| ANA- assi ghed private enterprise allocation [ PRIVATE], for use in
this specification.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is provided by the | ETF
Admi ni strative Support Activity (1 ASA)

Zei |l enga St andards Track [ Page 5]






