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Abst ract
Thi s docunent provides procedures for registering extensible el enents
of the Lightweight Directory Access Protocol (LDAP). The docunent
al so provides guidelines to the Internet Assigned Nunmbers Authority
(I ANA) describing conditions under which new val ues can be assi gned.

1. Introduction

The Lightweight Directory Access Protocol [RFC4A510] (LDAP) is an
extensi bl e protocol. LDAP supports:

the additi on of new operati ons,
t he extension of existing operations, and
the extensible schenma.

Thi s docunent details procedures for registering values used to
unanbi guously identify extensible elenents of the protocol, including
the foll ow ng:

- LDAP nmessage types

- LDAP extended operations and controls
- LDAP result codes

- LDAP aut hentication nethods

- LDAP attribute description options

- nject Identifier descriptors
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These registries are maintained by the Internet Assigned Nunbers
Aut hority (1 ANA)

In addition, this docunent provides guidelines to | ANA describing the
condi ti ons under which new val ues can be assi gned.

Thi s docunent replaces RFC 3383.
2. Term nol ogy and Conventi ons
This section details ternms and conventions used in this docunent.
2.1. Policy Term nol ogy
The ternms "I ESG Approval ", "Standards Action", "IETF Consensus",
"Specification Required", "First Cone First Served", "Expert Review'
and "Private Use" are used as defined in BCP 26 [ RFC2434].

The term"registration owner"” (or "owner") refers to the party
aut horized to change a value’'s registration.

2.2. Requirenment Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [RFC2119]. In

this case, "the specification”, as used by BCP 14, refers to the
processing of protocols being submtted to the | ETF standards
process.

2.3. Common ABNF Productions

A nunber of syntaxes in this docunment are described usi ng ABNF
[ RFC4234]. These syntaxes rely on the foll owi ng cormopn producti ons:

ALPHA = 9%41-5A /| 9%61-7A ;o "A-tZt [ tat-tzt
LDA T = %31-39 ;T
DGAT=%30/ LDGAT ;o "o"-"9"
HYPHEN = 9%2D ;
DOT = %2E ;o
nunber = DIAT/ ( LDAT 1*DIA T )
keychar = ALPHA / DIG@ T / HYPHEN

| eadkeychar = ALPHA

keystring = | eadkeychar *keychar
keyword = keystring

Keywords are case insensitive.
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3.

3.

3.

2.

| ANA Consi derations for LDAP

This section details each kind of protocol value that can be
regi stered and provides | ANA gui delines on how to assign new val ues.

| ANA may reject obviously bogus registrations.

LDAP val ues specified in RFCs MJST be regi stered. Oher LDAP val ues,
except those in private-use nane spaces, SHOULD be registered. RFCs
SHOULD NOT reference, use, or otherw se recogni ze unregi stered LDAP

val ues.

oj ect ldentifiers

Nunmer ous LDAP schenma and protocol elenments are identified by bject
Identifiers (O Ds) [X. 680]. Specifications that assign ODs to
el ements SHOULD state who del egated the O Ds for their use.

For | ETF-devel oped el enents, specifications SHOULD use O Ds under
"Internet Directory Nunbers" (1.3.6.1.1.x). For elenments devel oped
by others, any properly delegated O D can be used, including those
under "Internet Directory Nunbers" (1.3.6.1.1.x) or "Internet Private
Enterprise Nunbers" (1.3.6.1.4.1.x%).

Internet Directory Nunbers (1.3.6.1.1.x) will be assigned upon Expert
Review with Specification Required. Only one O D per specification
wi |l be assigned. The specification MAY then assign any numnber of
ODs within this arc without further coordination with | ANA

Internet Private Enterprise Nunbers (1.3.6.1.4.1.x) are assigned by

I ANA <http://wwv. i ana.org/cgi-bin/enterprise.pl>  Practices for | ANA
assignnent of Internet Private Enterprise Nunbers are detailed in RFC
2578 [ RFC2578] .

To avoid interoperability problens between early inplenmentations of a
"work in progress" and inplenmentations of the published specification
(e.g., the RFC), experinental O Ds SHOULD be used in "works in
progress” and early inplenentations. O Ds under the |Internet
Experimental O D arc (1.3.6.1.3.x) may be used for this purpose.
Practices for | ANA assignment of these Internet Experinmental nunbers
are detailed in RFC 2578 [ RFC2578].

Pr ot ocol Mechani sns

LDAP provi des a nunber of Root DSA-Specific Entry (DSE) attributes
for discovery of protocol nechanisns identified by O Ds, including
t he supportedControl, supportedExtension, and supportedFeatures
attributes [ RFC4512].
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3. 3.

3. 4.

Zei

A registry of ODs used for discovery of protocol mechanismnms is
provided to allow inplenmentors and others to |locate the technica
specification for these protocol mechanisnms. Future specifications
of additional Root DSE attributes hol ding values identifying protoco
mechani sns MAY extend this registry for their val ues

Prot ocol mechani snms are regi stered on a First Come First Served
basi s.

LDAP Synt axes

This registry provides a listing of LDAP syntaxes [ RFC4512]. Each
LDAP syntax is identified by an OD. This registry is provided to
all ow i mpl enentors and others to | ocate the technical specification
describing a particul ar LDAP Synt ax.

LDAP Syntaxes are registered on a First Cone First Served with
Speci fication Required basis.

Note: Unlike object classes, attribute types, and various other kinds
of schema el ements, descriptors are not used in LDAP to
identify LDAP Synt axes

oj ect Identifier Descriptors

LDAP al l ows short descriptive names (or descriptors) to be used
instead of a nuneric hject Identifier to identify select protoco
ext ensi ons [ RFC4511], schenm el enents [ RFC4512], LDAP URL [ RFC4516]
ext ensi ons, and ot her objects.

Al t hough the protocol allows the same descriptor to refer to
different object identifiers in certain cases and the registry
supports nultiple registrations of the same descriptor (each
indicating a different kind of schema el enent and different object
identifier), multiple registrations of the same descriptor are to be
avoided. Al such nultiple registration requests require Expert

Revi ew.

Descriptors are restricted to strings of UTF-8 [ RFC3629] encoded
Uni code characters restricted by the foll owi ng ABNF:

nane = keystring
Descriptors are case insensitive
Mul tiple names may be assigned to a given O D. For purposes of

registration, an ODis to be represented in nuneric O D form (e.qg.
1.1.0.23.40) conforming to the follow ng ABNF:
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nuneri coi d = nunber 1*( DOT nunber )

Wil e the protocol places no maxi mum | ength restriction upon
descriptors, they should be short. Descriptors |onger than 48
characters may be viewed as too |long to register.

A val ue ending with a hyphen ("-") reserves all descriptors that
start with that value. For exanple, the registration of the option
"descrFam ly-" reserves all options that start with "descrFam|ly-"
for sone rel ated purpose.

Descriptors beginning with "x-" are for Private Use and cannot be

regi stered.
Descriptors beginning with "e-" are reserved for experiments and w ||
be registered on a First Conme First Served basis.

Al'l other descriptors require Expert Review to be registered.
The regi strant need not "own" the O D being naned.

The A D nane space is nanaged by the I SO | EC Joint Techni cal
Commttee 1 - Subconmittee 6.

3.5. AttributeDescription Options

An AttributeDescription [ RFC4512] can contain zero or nore options
specifying additional semantics. An option SHALL be restricted to a
string of UTF-8 encoded Uni code characters Iimted by the follow ng
ABNF:

option = keystring
Options are case insensitive.

Wil e the protocol places no maxi mum | ength restriction upon option
strings, they should be short. Options |onger than 24 characters nmay
be viewed as too long to register.

Val ues ending with a hyphen ("-") reserve all option nanes that start
with the nane. For exanple, the registration of the option
"optionFam |ly-" reserves all options that start with "optionFam |y-"
for sone rel ated purpose.

Options beginning with are for Private Use and cannot be

regi stered.

X_
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Options beginning with "e-" are reserved for experinents and will be
registered on a First Come First Served basis.

Al'l other options require Standards Action or Expert Review with
Specification Required to be registered.

3.6. LDAP Message Types

Each protocol message is encapsul ated in an LDAPMessage envel ope

[ RFC4511. The protocol Op CHO CE indicates the type of nessage
encapsul ated. Each nmessage type consists of an ASN.1 identifier in
the formof a keyword and a non-negative choice nunber. The choice
nunber is conbined with the class (APPLI CATION) and data type
(CONSTRUCTED or PRIM TIVE) to construct the BER tag in the nessage’s
encodi ng. The choice nunbers for existing protocol nessages are
inmplicit in the protocol’s ASN. 1 defined in [ RFC4511].

New val ues will be registered upon Standards Action.

Not e: LDAP provi des extensi bl e nessages that reduce but do not
elimnate the need to add new nessage types.

3.7. LDAP Aut hentication Method
The LDAP Bi nd operation supports nultiple authentication methods
[ RFC4511]. Each authentication choice consists of an ASN. 1
identifier in the formof a keywdrd and a non-negative integer.

The registrant SHALL classify the authentication nethod usage using
one of the follow ng terns:

COVIVON - method is appropriate for conmon use on the
I nternet.
LIMTED USE - nethod is appropriate for limted use.
OBSCOLETE - met hod has been deprecated or otherwi se found to

be i nappropriate for any use.

Met hods wi t hout publicly avail abl e specifications SHALL NOT be
classified as COMWON. New registrations of the class OBSOLETE cannot
be registered.

New aut henti cation nmethod integers in the range 0-1023 require

St andards Action to be registered. New authentication method
integers in the range 1024-4095 require Expert Review with

Speci fication Required. New authentication nethod integers in the
range 4096-16383 will be registered on a First Cone First Served
basis. Keywords associated with integers in the range 0-4095 SHALL
NOT start with "e-" or "x-". Keywords associated with integers in
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the range 4096-16383 SHALL start with "e-". Values greater than or
equal to 16384 and keywords starting with "x-" are for Private Use
and cannot be registered.

Not e: LDAP supports Sinple Authentication and Security Layers
[ RFC4422] as an authentication choice. SASL is an extensible
aut henti cati on franmework.

3. 8. LDAP Result Codes

LDAP result messages carry a resultCode enunerated value to indicate
the outcome of the operation [ RFC4511]. Each result code consists of
an ASN. 1 identifier in the formof a keyword and a non-negative

i nt eger.

New resul t Codes integers in the range 0-1023 require Standards Action
to be registered. New resultCode integers in the range 1024- 4095
require Expert Review with Specification Required. New resultCode
integers in the range 4096-16383 will be registered on a First Come
First Served basis. Keywords associated with integers in the range
0-4095 SHALL NOT start with "e-" or "x-". Keywords associated with
integers in the range 4096-16383 SHALL start with "e-". Val ues
greater than or equal to 16384 and keywords starting with "x-" are
for Private Use and cannot be registered.

3.9. LDAP Search Scope

LDAP Sear chRequest nessages carry a scope-enunerated value to
indicate the extent of search within the DIT [ RFC4511]. Each search
val ue consists of an ASN.1 identifier in the formof a keywrd and a
non-negative integer.

New scope integers in the range 0-1023 require Standards Action to be
regi stered. New scope integers in the range 1024-4095 require Expert
Revi ew with Specification Required. New scope integers in the range
4096- 16383 will be registered on a First Cone First Served basis.
Keywords associated with integers in the range 0-4095 SHALL NOT start
with "e-" or "x- Keywor ds associated with integers in the range
4096- 16383 SHALL start with "e-". Values greater than or equal to
16384 and keywords starting with "x-" are for Private Use and cannot
be registered.

3.10. LDAP Filter Choice

LDAP filters are used in making assertions agai nst an object
represented in the directory [RFC4511]. The Filter CHO CE indicates
a type of assertion. Each Filter CHO CE consists of an ASN. 1
identifier in the formof a keyword and a non-negative choi ce nunber.
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The choi ce nunber is conmbined with the class (APPLI CATION) and data
type (CONSTRUCTED or PRRM TIVE) to construct the BER tag in the
message’ s encodi ng.

Not e: LDAP provi des the extensibl eMatching choice, which reduces but
does not elimnate the need to add new filter choices.

3.11. LDAP Modi fyRequest Operation Type

The LDAP MdifyRequest carries a sequence of nodification operations
[ RFC4511]. Each kind (e.g., add, delete, replace) of operation
consists of an ASN. 1 identifier in the formof a keyword and a non-
negative integer.

New operation type integers in the range 0-1023 require Standards
Action to be registered. New operation type integers in the range
1024- 4095 require Expert Review with Specification Required. New
operation type integers in the range 4096-16383 will be registered on
a First Come First Served basis. Keywords associated with integers
in the range 0-4095 SHALL NOT start with "e-" or "x-". Keywords
associated with integers in the range 4096- 16383 SHALL start with
"e-" Val ues greater than or equal to 16384 and keywords starting
with "x-" are for Private Use and cannot be registered.

3.12. LDAP aut hzld Prefi xes

Aut hori zation ldentities in LDAP are strings conformng to the

<aut hzl d> production [RFC4513]. This production is extensible. Each
new specific authorization formis identified by a prefix string
conformng to the foll owi ng ABNF:

prefix = keystring COLON
COLON = 9%3A ; COLON (":" U+003A)

Prefi xes are case insensitive.

Wil e the protocol places no maxi mum |l ength restriction upon prefix
strings, they should be short. Prefixes |onger than 12 characters
may be viewed as too long to register.

Prefixes beginning with "x-" are for Private Use and cannot be

regi stered.

Prefixes beginning with "e-" are reserved for experinents and will be
registered on a First Conme First Served basis.

Al'l other prefixes require Standards Action or Expert Review with
Specification Required to be registered.
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3.13. Directory Systens Nanes

The | ANA-mai ntai ned "Directory Systenms Names" registry [| ANADSN] of
valid keywords for well-known attributes was used in the LDAPv2
string representation of a distinguished nane [ RFC1779]. LDAPv2 is
now Hi storic [ RFC3494].

Directory systens nanmes are not known to be used in any other
context. LDAPv3 [RFC4514] uses Object ldentifier Descriptors
[Section 3.2] (which have a different syntax than directory system
nanes).

New Di rectory System Names will no |onger be accepted. For
hi stori cal purposes, the current list of registered nanes should
remai n publicly avail abl e.

4. Registration Procedure

The procedure given here MJUST be used by anyone who wi shes to use a
new val ue of a type described in Section 3 of this docunent.

The first step is for the requester to fill out the appropriate form
Tenpl ates are provided in Appendi x A

If the policy is Standards Action, the completed form SHOULD be
provided to the ESG with the request for Standards Action. Upon
approval of the Standards Action, the I ESG SHALL forward the request
(possibly revised) to ANA. The | ESG SHALL be regarded as the

regi stration owner of all values requiring Standards Action

If the policy is Expert Review, the requester SHALL post the
completed formto the <directory@pps.ietf.org> mailing list for
public review. The review period is tw (2) weeks. |If a revised
formis later submtted, the review period is restarted. Anyone may
subscribe to this list by sending a request to <directory-

request @pps.ietf.org> During the review, objections may be raised
by anyone (including the Expert) on the list. After conpletion of
the review, the Expert, based on public comrents, SHALL either
approve the request and forward it to the | ANA OR deny the request.
In either case, the Expert SHALL pronptly notify the requester of the
action. Actions of the Expert nmay be appeal ed [ RFC2026]. The Expert
is appointed by Applications Area Directors. The requester is viewed
as the registration owner of values registered under Expert Review.

If the policy is First Conme First Served, the requester SHALL submt
the conpleted formdirectly to the I ANA: <iana@ana.org>  The
requester is viewed as the registration owner of values registered
under First Conme First Served.
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Nei t her the Expert nor IANA will take position on the clains of
copyright or trademark issues regardi ng conpleted forns.

Prior to submi ssion of the Internet Draft (1-D) to the RFC Editor but
after I ESG review and tentative approval, the docunent editor SHOULD
revise the |-D to use registered val ues.

5. Registration Mintenance
Thi s section discusses nmmi ntenance of registrations.
5.1. Lists of Registered Val ues

I ANA nakes lists of registered values readily available to the
Internet community on its web site: <http://ww.iana.org/>.

5.2. Change Contro

The registration ower MAY update the registration subject to the
same constraints and review as with new registrations. In cases
where the registration owner is unable or is unwilling to nake
necessary updates, the | ESG MAY assune ownership of the registration
in order to update the registration

5.3. Comrents

For cases where others (anyone other than the registrati on owner)
have significant objections to the clains in a registration and the
regi strati on owner does not agree to change the registration,
comments MAY be attached to a registration upon Expert Review For
regi strations owned by the |ESG the objections SHOULD be addressed
by initiating a request for Expert Review.

The form of these requests is ad hoc, but MJIST include the specific
obj ections to be reviewed and SHOULD contain (directly or by
reference) materials supporting the objections.

6. Security Considerations
The security considerations detailed in BCP 26 [ RFC2434] are
generally applicable to this docunent. Additional security
consi derations specific to each name space are discussed in Section
3, where appropriate.

Security considerations for LDAP are discussed in docunents
conprising the technical specification [ RFC4510].
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Appendi x A.  Registration Tenpl at es
Thi s appendi x provides registration tenplates for registering new
LDAP val ues. Note that nore than one value may be requested by
extending the tenplate by listing multiple values, or through use of
t abl es.
A 1. LDAP hject Identifier Registration Tenplate
Subj ect: Request for LDAP O D Registration
Person & enmil address to contact for further infornation:
Speci fication: (1-D)
Aut hor/ Change Controller:
Comment s:
(Any conmments that the requester deens relevant to the request.)
A.2. LDAP Protocol Mechani sm Registration Tenpl ate
Subj ect: Request for LDAP Protocol Mechani sm Registration
oj ect Identifier:
Descri ption:
Person & enmil address to contact for further infornation:
Usage: (One of Control or Extension or Feature or other)
Specification: (RFC, 1-D, URI)
Aut hor/ Change Controller:

Comrent s:

(Any comments that the requester deens relevant to the request.)

Zei |l enga Best Current Practice [ Page 13]



RFC 4520 | ANA Consi derations for LDAP June 2006

A. 3. LDAP Syntax Registration Tenpl ate

Subj ect: Request for LDAP Syntax Registration

oj ect Identifier:

Descri pti on:

Person & enmil address to contact for further infornation:

Specification: (RFC, 1-D, URI)

Aut hor/ Change Controller:

Comment s:

(Any comments that the requester deens relevant to the request.)
A. 4. LDAP Descriptor Registration Tenplate

Subj ect: Request for LDAP Descriptor Registration

Descriptor (short nane):

oj ect Identifier:

Person & enmil address to contact for further infornmation:

Usage: (One of administrative role, attribute type, natching rul e,
nane form object class, URL extension, or other)

Specification: (RFC, 1-D, URI)
Aut hor/ Change Controller:
Conment s:

(Any conmments that the requester deens relevant to the request.)
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A.5. LDAP Attribute Description Option Registration Tenplate

Subj ect: Request for LDAP Attribute Description Option Registration
Opt i on Nane:

Fam |y of Options: (YES or NO

Person & emmil address to contact for further infornmation:

Specification: (RFC, 1-D, URI)

Aut hor/ Change Controller:

Conment s:

(Any comments that the requester deens relevant to the request.)
A. 6. LDAP Message Type Registration Tenpl ate

Subj ect: Request for LDAP Message Type Registration

LDAP Message Nane:

Person & emnil address to contact for further information:

Speci fication: (Approved |-D)

Comment s:

(Any comments that the requester deens relevant to the request.)
A. 7. LDAP Authentication Method Registration Tenpl ate

Subj ect: Request for LDAP Authentication Method Registration

Aut henti cation Met hod Name:

Person & emmil address to contact for further infornation:

Specification: (RFC, 1-D, URI)

I ntended Usage: (One of COWMON, LIM TED-USE, OBSOLETE)

Aut hor/ Change Controller:

Comment s:

(Any coments that the requester deens relevant to the request.)
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A. 8. LDAP Result Code Registration Tenpl ate
Subj ect: Request for LDAP Result Code Registration
Result Code Name:
Person & enmil address to contact for further infornmation:
Specification: (RFC, 1-D, URI)
Aut hor/ Change Controller:
Comment s:
(Any conmments that the requester deens relevant to the request.)
A. 8. LDAP Search Scope Registration Tenplate
Subj ect: Request for LDAP Search Scope Registration
Search Scope Nane:
Filter Scope String:
Person & enmil address to contact for further infornation:
Specification: (RFC, 1-D, URI)
Aut hor/ Change Controller:
Comment s:

(Any comments that the requester deens relevant to the request.)
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A.9. LDAP Filter Choice Registration Tenplate

Subj ect: Request for LDAP Filter Choice Registration

Filter Choice Nane:

Person & enmil address to contact for further infornmation:

Specification: (RFC, 1-D, URI)

Aut hor/ Change Controller:

Comment s:

(Any conmments that the requester deens relevant to the request.)
A.10. LDAP Modi f yRequest Operation Registration Tenpl ate

Subj ect: Request for LDAP ModifyRequest Operation Registration

Modi f yRequest Operation Nane:

Person & emai| address to contact for further information:

Specification: (RFC, I-D, URl)

Aut hor/ Change Controller:

Comment s:

(Any comments that the requester deens relevant to the request.)
Appendi x B. Changes since RFC 3383

This informative appendi x provides a summary of changes nade since
RFC 3383.

- (Object ldentifier Descriptors practices were updated to require
all descriptors defined in RFCs to be registered and
recomrendi ng all other descriptors (excepting those in
private-use nanme space) be registered. Additionally, al
requests for multiple registrations of the sane descriptor are
now subj ect to Expert Review.

- Protocol Mechanisns practices were updated to include val ues of
the 'supportedFeatures’ attribute type.

Zei |l enga Best Current Practice [ Page 17]



RFC 4520

Aut hor’' s
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LDAP Synt ax, Search Scope, Filter Choice, MdifyRequest
operation, and authzld prefixes registries were added.

Ref erences to RFCs conprising the LDAP technical specifications
have been updated to | atest revisions.

Ref erences to | SO 10646 have been replaced with [Uni code].

The "Assigned Val ues"” appendi x providing initial registry
val ues was renoved

Nunerous editorial changes were nade.

Addr ess

Kurt D. Zeil enga
QpenLDAP Foundati on

EMai | :
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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