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Abstract

Each attribute stored in a Lightweight Directory Access Protocol
(LDAP) directory, whose values may be transferred in the LDAP
protocol, has a defined syntax that constrains the structure and
format of its values. The conparison semantics for values of a
syntax are not part of the syntax definition but are instead provided
through separately defined matching rules. Matching rules specify an
argunent, an assertion value, which also has a defined syntax. This
docunent defines a base set of syntaxes and matching rules for use in
defining attributes for LDAP directories.
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1. Introduction

Each attribute stored in a Lightweight Directory Access Protoco
(LDAP) directory [ RFC4510], whose values nmay be transferred in the
LDAP protocol [RFC4511], has a defined syntax (i.e., data type) that
constrains the structure and format of its values. The conparison
semantics for values of a syntax are not part of the syntax
definition but are instead provided through separately defined

mat ching rules. WMatching rul es specify an argunment, an assertion

val ue, which also has a defined syntax. This docunent defines a base
set of syntaxes and matching rules for use in defining attributes for
LDAP directories.

Readers are advised to familiarize thenselves with the Directory

I nformati on Model s [ RFC4512] before reading the rest of this
docunent. Section 3 provides definitions for the base set of LDAP
syntaxes. Section 4 provides definitions for the base set of

mat chi ng rul es for LDAP.

Thi s docunent is an integral part of the LDAP technical specification

[ RFC4510], which obsol etes the previously defined LDAP technica
specification, RFC 3377, in its entirety.
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Sections 4, 5, and 7 of RFC 2252 are obsol eted by [ RFC4512]. The
remai nder of RFC 2252 is obsoleted by this document. Sections 6 and
8 of RFC 2256 are obsoleted by this docunent. The renmai nder of RFC
2256 is obsol eted by [RFC4519] and [ RFC4512]. Al but Section 2.11
of RFC 3698 is obsol eted by this docunent.

A nunmber of schena el enments that were included in the previous
revision of the LDAP technical specification are not included in this
revision of LDAP. Public Key Infrastructure schema el ements are now
specified in [RFC4523]. Unless reintroduced in future technica
specifications, the renainder are to be considered Hi storic.

The changes with respect to RFC 2252 are described in Appendi x B of
this docunent.

2. Conventions

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] .

Syntax definitions are witten according to the <SyntaxDescri ption>
ABNF [ RFC4234] rule specified in [ RFC4512], and natching rule
definitions are witten according to the <Matchi ngRul eDescri ption>
ABNF rul e specified in [ RFC4512], except that the syntax and matchi ng
rule definitions provided in this docunent are |ine-w apped for
readability. When such definitions are transferred as attribute

val ues in the LDAP protocol (e.g., as values of the | dapSyntaxes and
mat chi ngRul es attributes [ RFC4512], respectively), then those val ues
woul d not contain |ine breaks.

3. Synt axes

Syntax definitions constrain the structure of attribute values stored
in an LDAP directory, and determ ne the representation of attribute
and assertion values transferred in the LDAP protocol

Syntaxes that are required for directory operation, or that are in
common use, are specified in this section. Servers SHOULD recogni ze
all the syntaxes listed in this docunent, but are not required to

ot herwi se support them and MAY recogni se or support other syntaxes.
However, the definition of additional arbitrary syntaxes is

di scouraged since it will hinder interoperability. dient and server
i mpl ementations typically do not have the ability to dynamically
recogni ze new synt axes
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3.1. GCeneral Considerations

The description of each syntax specifies how attribute or assertion
val ues conformng to the syntax are to be represented when
transferred in the LDAP protocol [RFC4511]. This representationis
referred to as the LDAP-specific encoding to distinguish it from

ot her nethods of encoding attribute values (e.g., the Basic Encoding
Rul es (BER) encoding [BER] used by X. 500 [ X 500] directories).

The LDAP-specific encoding of a given attribute syntax al ways
produces octet-aligned values. To the greatest extent possible,
encoding rules for LDAP syntaxes should produce character strings
that can be displayed with l[ittle or no translation by clients

i mpl ementing LDAP. However, clients MJST NOT assune that the LDAP-
specific encoding of a value of an unrecognized syntax is a human-
readabl e character string. There are a few cases (e.g., the JPEG
syntax) when it is not reasonable to produce a human-readabl e
representation.

Each LDAP syntax is uniquely identified with an object identifier
[ASN. 1] represented in the dotted-decimal format (short descriptive
nanes are not defined for syntaxes). These object identifiers are
not intended to be displayed to users. The object identifiers for
the syntaxes defined in this docunent are summarized in Appendi x A

A suggested m ni num upper bound on the nunber of characters in an
attribute value with a string-based syntax, or the nunber of octets
in a value for all other syntaxes, MAY be indicated by appending the
bound inside of curly braces follow ng the syntax’s OBJECT | DENTI FI ER
in an attribute type definition (see the <noidlen> rule in

[ RFC4512]). Such a bound is not considered part of the syntax
identifier.

For exanple, "1.3.6.1.4.1.1466.115.121.1.15{64}" in an attribute
definition suggests that the directory server will allow a val ue of
the attribute to be up to 64 characters long, although it may all ow
| onger character strings. Note that a single character of the
Directory String syntax can be encoded in nore than one octet, since
UTF-8 [RFC3629] is a variable-length encoding. Therefore, a 64-
character string may be nore than 64 octets in |length.

3.2. Common Definitions

The following ABNF rules are used in a nunber of the syntax
definitions in Section 3.3.

Print abl eCharacter = ALPHA / DIG T / SQUOTE / LPAREN / RPAREN /
PLUS / COWA / HYPHEN / DOT / EQUALS /
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SLASH / COLON / QUESTION / SPACE

PrintableString 1*Print abl eChar act er

| A5String = *(9%00- 7F)

SLASH = %2F ; forward slash ("/")
COLON = %3A ; colon (":")

QUESTI ON = %3F ; question mark ("?")

The <ALPHA>, <Dl A T>, <SQUOTE>, <LPAREN>, <RPAREN>, <PLUS>, <COWA>,
<HYPHEN>, <DOT>, <EQUALS>, and <SPACE> rules are defined in
[ RFC4512] .

3.3. Syntax Definitions
3.3.1. Attribute Type Description

A value of the Attribute Type Description syntax is the definition of
an attribute type. The LDAP-specific encoding of a value of this
syntax is defined by the <AttributeTypeDescription> rule in

[ RFC4512] .

For exanple, the follow ng definition of the createTi mestanp
attribute type from|[RFC4512] is also a value of the Attribute
Type Description syntax. (Note: Line breaks have been added for
readability; they are not part of the value when transferred in
protocol .)

( 2.5.18.1 NAME ’createTi nest anp’
EQUALI TY general i zedTi neMat ch
ORDERI NG gener al i zedTi meOr deri nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 24
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USAGE directoryQperation )

The LDAP definition for the Attribute Type Description syntax is:
( 1.3.6.1.4.1.1466.115.121.1.3 DESC ' Attribute Type Description’ )

This syntax corresponds to the AttributeTypeDescription ASN. 1 type
from[X 501].

3.3.2. Bit String
A value of the Bit String syntax is a sequence of binary digits. The
LDAP- speci fi c encodi ng of a value of this syntax is defined by the

fol | owi ng ABNF:

BitString
bi nary-digit

SQUOTE *bhi nary-di git SQUOTE "B"
o'/ "1

Legg St andards Track [ Page 6]



RFC 4517 LDAP: Syntaxes and Matchi ng Rul es June 2006

The <SQUOTE> rule is defined in [ RFC4512].

Exanpl e:
' 0101111101’ B

The LDAP definition for the Bit String syntax is:
( 1.3.6.1.4.1.1466.115.121.1.6 DESC 'Bit String )
This syntax corresponds to the BIT STRING ASN. 1 type from[ASN. 1].
3.3.3. Bool ean
A val ue of the Bool ean syntax is one of the Bool ean val ues, true or
false. The LDAP-specific encoding of a value of this syntax is
defined by the foll ow ng ABNF:
Bool ean = "TRUE" / "FALSE"
The LDAP definition for the Bool ean syntax is:
( 1.3.6.1.4.1.1466.115.121.1.7 DESC ' Bool ean’ )
This syntax corresponds to the BOOLEAN ASN. 1 type from[ASN. 1].
3.3.4. Country String
A value of the Country String syntax is one of the two-character
codes from|SO 3166 [|ISC3166] for representing a country. The LDAP-
specific encoding of a value of this syntax is defined by the
foll owi ng ABNF:
CountryString = 2(Printabl eCharacter)
The <Printabl eCharacter> rule is defined in Section 3. 2.

Exanpl es:

us
AU

The LDAP definition for the Country String syntax is:
( 1.3.6.1.4.1.1466.115.121.1.11 DESC ' Country String )
This syntax corresponds to the following ASN. 1 type from [ X 520]:

PrintableString (SIZE (2)) -- |1SO 3166 codes only
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3. 3.

3. 3.

Leg

5. Delivery Method

A value of the Delivery Method syntax is a sequence of itens that
indicate, in preference order, the service(s) by which an entity is
wi lling and/or capabl e of receiving nessages. The LDAP-specific
encodi ng of a value of this syntax is defined by the follow ng ABNF:
Del i veryMet hod = pdm *( WSP DOLLAR WSP pdm )

pdm = "any" / "nmhs" / "physical" / "telex" / "teletex" /
"g3fax" [/ "gd4fax" [/ "iab" |/ "videotex" / "tel ephone"

The <WSP> and <DOLLAR> rules are defined in [ RFC4512].

Exanpl e:
t el ephone $ vi deot ex

The LDAP definition for the Delivery Method syntax is:
( 1.3.6.1.4.1.1466.115.121.1.14 DESC 'Delivery Method )
This syntax corresponds to the following ASN. 1 type from [ X 520]:

SEQUENCE OF | NTEGER {

any-del i very-met hod (0),
mhs-del i very (1),
physi cal - del i very (2),
tel ex-delivery (3),
tel etex-delivery (4),

g3-facsimle-delivery (5),
g4-facsimle-delivery (6),
i ab-term nal -del ivery (7),
vi deot ex-del i very (8),
t el ephone-delivery (9 1}

6. Directory String

A value of the Directory String syntax is a string of one or nore
arbitrary characters fromthe Universal Character Set (UCS) [UCS]. A
zero-length character string is not pernmtted. The LDAP-specific
encodi ng of a value of this syntax is the UTF-8 encodi ng [ RFC3629] of
the character string. Such encodings conformto the followi ng ABNF:
DirectoryString = 1*UTF8

The <UTF8> rule is defined in [ RFC4512].
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Exanpl e:
This is a value of Directory String containing #! %@

Servers and clients MJUST be prepared to receive arbitrary UCS code
poi nts, including code points outside the range of printable ASCII
and code points not presently assigned to any character.

Attribute type definitions using the Directory String syntax shoul d
not restrict the format of Directory String values, e.g., by
requiring that the character string conforns to specific patterns
descri bed by ABNF. A new syntax should be defined in such cases.

The LDAP definition for the Directory String syntax is:
( 1.3.6.1.4.1.1466.115.121.1.15 DESC 'Directory String’ )

This syntax corresponds to the DirectoryString paraneterized ASN. 1
type from[ X 520].

The DirectoryString ASN. 1 type allows a choice between the
Tel etexString, PrintableString, or Universal String ASN.1 types from
[ASN. 1]. However, note that the chosen alternative is not indicated
in the LDAP-specific encoding of a Directory String val ue.

I mpl enentati ons that convert Directory String values fromthe LDAP-
specific encoding to the BER encodi ng used by X 500 nmust choose an
alternative that permts the particular characters in the string and
must convert the characters fromthe UTF-8 encoding into the
character encoding of the chosen alternative. Wen converting
Directory String values fromthe BER encoding to the LDAP-specific
encodi ng, the characters nust be converted fromthe character
encodi ng of the chosen alternative into the UTF-8 encodi ng. These
conversi ons SHOULD be done in a manner consistent with the Transcode
step of the string preparation algorithnms [ RFC4518] for LDAP.

3.3.7. DIT Content Rule Description

A value of the DIT Content Rule Description syntax is the definition
of a DIT (Directory Information Tree) content rule. The LDAP-
specific encoding of a value of this syntax is defined by the

<Dl TCont ent Rul eDescription> rule in [ RFC4512].

Exanpl e:
( 2.5.6.4 DESC 'content rule for organization
NOT ( x121Address $ tel exNunber ) )

Note: A line break has been added for readability; it is not part
of the val ue.
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The LDAP definition for the DIT Content Rule Description syntax is:

( 1.3.6.1.4.1.1466.115.121.1.16
DESC 'DIT Content Rule Description' )

Thi s syntax corresponds to the DI TCont ent Rul eDescription ASN. 1 type
from[ X 501].

3.3.8. DIT Structure Rule Description

A value of the DIT Structure Rule Description syntax is the
definition of a DIT structure rule. The LDAP-specific encoding of a
val ue of this syntax is defined by the <Dl TStructureRul eDescri pti on>
rule in [ RFC4512].

Exanpl e:
( 2 DESC ’'organi zation structure rule’ FORM 2.5.15.3 )

The LDAP definition for the DIT Structure Rule Description syntax is:

( 1.3.6.1.4.1.1466.115.121.1.17
DESC 'DIT Structure Rule Description’ )

This syntax corresponds to the DI TStructureRul eDescription ASN. 1 type
from[ X 501].

3.3.9. DN

A value of the DN syntax is the (purported) distinguished name (DN)
of an entry [RFC4512]. The LDAP-specific encoding of a value of this
syntax is defined by the <distingui shedName> rule fromthe string
representation of distinguished names [ RFC4514].

Exampl es (from [ RFC4514]):
Ul D=j smi t h, DC=exanpl e, DC=net
OU=Sal es+CN=J. Snmi t h, DC=exanpl e, DC=net
CN=John Snith\, 111, DC=exanpl e, DC=net
CN=Bef or e\ 0dAf t er , DC=exanpl e, DC=net
1.3.6.1.4.1. 1466. 0=#04024869, DC=exanpl e, DC=com
CN=Lu\ C4\ 8Di \ ¢4\ 87

The LDAP definition for the DN syntax is:
( 1.3.6.1.4.1.1466.115.121.1.12 DESC 'DN )
The DN syntax corresponds to the Distingui shedNane ASN. 1 type from

[ X.501]. Note that a BER encoded distingui shed name (as used by
X.500) re-encoded into the LDAP-specific encoding is not necessarily

Legg St andards Track [ Page 10]



RFC 4517 LDAP: Syntaxes and Matchi ng Rul es June 2006

reversible to the original BER encoding since the chosen string type
in any DirectoryString conponents of the distinguished nanme is not
indicated in the LDAP-specific encoding of the distinguished name
(see Section 3.3.6).

3.3.10. Enhanced Cui de

A val ue of the Enhanced CGui de syntax suggests criteria, which consist
of conbinations of attribute types and filter operators, to be used
in constructing filters to search for entries of particular object

cl asses. The Enhanced CGui de syntax inproves upon the Guide syntax by
all owi ng the reconmended depth of the search to be specified.

The LDAP-specific encoding of a value of this syntax is defined by
the foll owi ng ABNF:
EnhancedGui de obj ect-cl ass SHARP WSP criteria WsP
SHARP WSP subset
WSP oi d WSP

obj ect -cl ass

subset "baseobject” / "oneLevel" / "whol eSubtree"
criteria = and-term *( BAR and-term)
and-term = term*( AVPERSAND term)
term = EXCLAIMterm/
attributetype DOLLAR match-type /
LPAREN criteria RPAREN /
true /
fal se
match-type = "EQ' / "SUBSTR' / "GE" / "LE" / "APPROX"
true = "?true"
fal se = "?fal se"
BAR = %&7C ; vertical bar ("|")
AMPERSAND = %26 ; ampersand ("&")
EXCLAI M = %21 ; exclamation mark ("!")

The <SHARP>, <WSP>, <o0id>, <LPAREN>, <RPAREN>, <attributetype>, and
<DCLLAR> rul es are defined in [ RFC4512].

The LDAP definition for the Enhanced Cui de syntax is:
( 1.3.6.1.4.1.1466.115.121. 1. 21 DESC ’' Enhanced Cui de’ )

Exanpl e:
per son#( sn$EQ) #onelLevel

The Enhanced Qui de syntax corresponds to the EnhancedGui de ASN. 1 type

from[X 520]. The EnhancedGui de type references the Criteria ASN. 1
type, also from[X 520]. The <true> rule, above, represents an enpty
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"and" expression in a value of the Criteria type. The <false> rule,
above, represents an enpty "or" expression in a value of the Criteria
type.

3.3.11. Facsimle Tel ephone Nunber

A val ue of the Facsinile Tel ephone Nunber syntax is a subscriber
nunber of a facsimle device on the public sw tched tel ephone
networ k. The LDAP-specific encoding of a value of this syntax is
defined by the foll ow ng ABNF:

f ax- number
t el ephone- nunber
f ax- par anet er

t el ephone- nunber *( DOLLAR fax- paraneter )
Printabl eString

"t woDi nensi onal " /

"fineResol ution" /

"unlimtedLength" /

"b4Lengt h" /
"a3wdth" /
"b4W dth" /

"unconpr essed”

The <tel ephone-nunber> is a string of printable characters that
conplies with the internationally agreed fornmat for representing
i nternational tel ephone nunbers [E.123]. The <PrintableString> rule
is defined in Section 3.2. The <DOLLAR> rule is defined in
[ RFC4512] .
The LDAP definition for the Facsim|e Tel ephone Nunmber syntax is:

( 1.3.6.1.4.1.1466.115.121.1.22 DESC ' Facsim | e Tel ephone Nunber’)

The Facsinile Tel ephone Nunmber syntax corresponds to the
Facsi m | eTel ephoneNunber ASN. 1 type from [ X 520].

3.3.12. Fax
A value of the Fax syntax is an inmage that is produced using the
Goup 3 facsimle process [FAX] to duplicate an object, such as a
meno. The LDAP-specific encoding of a value of this syntax is the
string of octets for a Group 3 Fax image as defined in [ FAX]
The LDAP definition for the Fax syntax is:
( 1.3.6.1.4.1.1466.115.121.1. 23 DESC ’ Fax’ )

The ASN. 1 type corresponding to the Fax syntax is defined as foll ows,
assunming EXPLICI T TAGS

Legg St andards Track [ Page 12]



RFC 4517 LDAP: Syntaxes and Matchi ng Rul es June 2006

Fax ::= CHO CE {
g3-facsimle [3] &BFacsinil eBodyPart
}

The G3Facsi m | eBodyPart ASN. 1 type is defined in [X 420].
3.3.13. Ceneralized Tine

A value of the CGeneralized Tine syntax is a character string
representing a date and tinme. The LDAP-specific encoding of a val ue
of this syntax is a restriction of the format defined in [|IS08601],
and is described by the foll owi ng ABNF:

General i zedTime = century year nonth day hour
[ mnute [ second / |eap-second ]| ]
[ fraction ]
g-ti ne-zone

century = 2(%30-39) ; "00" to "99"
year = 2(9%30-39) ; "00" to "99"
nont h = ( %30 %31-39 ) ; "01" (January) to "09"
/ ( %31 9%30-32 ) ; "10" to "12"
day =  ( %30 %31-39 ) ; "01" to "09"
/ ( %31-32 %30-39 ) ; "10" to "29"
/I ( %33 %30-31 ) ; "30" to "31"
hour = ( 9%30-31 %30-39 ) / ( %32 ¥%30-33 ) ; "00" to "23"
mnute = %30-35 %30-39 ; "00" to "59"
second ( %30-35 %30-39 ) ; "00" to "59"

| eap- second ( %36 %30 ) ;o "60"

( DOr / COWA ) 1*(%30-39)
9%5A ; "Z"

/| g-differential

( MNUS/ PLUS ) hour [ minute ]
%2D ; minus sign ("-")

fraction
g-ti nme-zone

g-differential
M NUS

The <DOT>, <COWMA>, and <PLUS> rules are defined in [ RFC4512].

The above ABNF al l ows character strings that do not represent valid

dates (in the Gregorian calendar) and/or valid tines (e.g., February
31, 1994). Such character strings SHOULD be considered invalid for

thi s syntax.

The tine val ue represents coordi nated universal time (equivalent to
Greenwich Mean Tine) if the "Z" formof <g-tinme-zone> is used;
otherwi se, the value represents a local tinme in the tine zone
indicated by <g-differential> In the latter case, coordinated
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uni versal tine can be cal culated by subtracting the differential from
the local time. The "Z" formof <g-tinme-zone> SHOULD be used in
preference to <g-differential >.

If <minute>is omtted, then <fraction> represents a fraction of an
hour; otherw se, if <second> and <l eap-second> are onitted, then
<fraction> represents a fraction of a mnute; otherw se, <fraction>
represents a fraction of a second.
Exanpl es:
1994121610327
199412160532- 0500

Bot h exanpl e val ues represent the sane coordinated universal tine:
10: 32 AM Decenber 16, 1994.

The LDAP definition for the Generalized Tinme syntax is:
( 1.3.6.1.4.1.1466.115.121.1.24 DESC ' Generalized Tine' )

This syntax corresponds to the GeneralizedTinme ASN. 1 type from
[ASN. 1], with the constraint that local tine without a differentia
SHALL NOT be used.

3.3.14. CGuide
A value of the Guide syntax suggests criteria, which consist of
conbi nations of attribute types and filter operators, to be used in
constructing filters to search for entries of particular object
cl asses. The CGuide syntax is obsolete and should not be used for
defining new attribute types.

The LDAP-specific encoding of a value of this syntax is defined by
the foll owi ng ABNF:

GQuide = [ object-class SHARP ] criteria

The <object-class> and <criteria> rules are defined in Section
3.3.10. The <SHARP> rule is defined in [ RFC4512].

The LDAP definition for the Guide syntax is:
( 1.3.6.1.4.1.1466.115.121.1.25 DESC ' Gui de’ )

The Gui de syntax corresponds to the Guide ASN. 1 type from[X 520].

Legg St andards Track [ Page 14]



RFC 4517 LDAP: Syntaxes and Matchi ng Rul es June 2006

3.3.15. IA5 String
A value of the IA5 String syntax is a string of zero, one, or nore
characters fromlInternational Al phabet 5 (1A5) [T.50], the
i nternational version of the ASCII character set. The LDAP-specific
encodi ng of a value of this syntax is the unconverted string of
characters, which conforms to the <IA5String> rule in Section 3.2.
The LDAP definition for the A5 String syntax is:
( 1.3.6.1.4.1.1466.115.121.1.26 DESC '| A5 String )
This syntax corresponds to the 1A5String ASN. 1 type from [ASN. 1].
3.3.16. Integer
A value of the Integer syntax is a whole nunber of unlimted
magni tude. The LDAP-specific encoding of a value of this syntax is
the optionally signed decimal digit character string representation
of the nunber (for exanple, the nunber 1321 is represented by the
character string "1321"). The encoding is defined by the follow ng
ABNF:
Integer = ( HYPHEN LDIG T *DIG T ) / nunber

The <HYPHEN>, <LDIA T>, <DIGA T>, and <nunber> rules are defined in
[ RFC4512] .

The LDAP definition for the Integer syntax is:

( 1.3.6.1.4.1.1466.115.121.1.27 DESC ' | NTEGER )
This syntax corresponds to the I NTEGER ASN. 1 type from[ASN. 1].

3.3.17. JPEG

A value of the JPEG syntax is an image in the JPEG File |nterchange
Format (JFIF), as described in [JPEG. The LDAP-specific encoding of
a value of this syntax is the sequence of octets of the JFIF encoding
of the imge.
The LDAP definition for the JPEG syntax is:

( 1.3.6.1.4.1.1466.115.121.1. 28 DESC ' JPEG )

The JPEG syntax corresponds to the followi ng ASN. 1 type:
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JPEG :: = OCTET STRI NG ( CONSTRAI NED BY
{ -- contents octets are an inage in the --
-- JPEG File Interchange Format -- })

3.3.18. LDAP Syntax Description
A value of the LDAP Syntax Description syntax is the description of
an LDAP syntax. The LDAP-specific encoding of a value of this syntax
is defined by the <SyntaxDescription> rule in [ RFC4512].
The LDAP definition for the LDAP Syntax Description syntax is:
( 1.3.6.1.4.1.1466.115.121.1.54 DESC ' LDAP Syntax Description’ )

The above LDAP definition for the LDAP Syntax Description syntax is
itself a legal value of the LDAP Syntax Description syntax.

The ASN.1 type corresponding to the LDAP Syntax Description syntax is
defined as follows, assuning EXPLICI T TAGS:

LDAPSynt axDescri ption ::= SEQUENCE {
identifier OBJECT | DENTI FI ER,
description DirectoryString { ub-schema } OPTI ONAL }

The DirectoryString paraneterized ASN.1 type is defined in [X 520].

The val ue of ub-schema (an integer) is inplenmentation defined. A
non-normative definition appears in [ X 520].

3.3.19. Matching Rule Description
A value of the Matching Rule Description syntax is the definition of
a matching rule. The LDAP-specific encoding of a value of this
syntax is defined by the <Matchi ngRul eDescription> rule in [ RFC4512].
Exanpl e:
( 2.5.13.2 NAME ' casel gnor eMat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.15 )

Note: A line break has been added for readability; it is not part of
t he synt ax.

The LDAP definition for the Matching Rule Description syntax is:
( 1.3.6.1.4.1.1466.115.121.1. 30 DESC ’ Mat ching Rul e Description’ )

Thi s syntax corresponds to the Matchi ngRul eDescription ASN. 1 type
from[ X 501].
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3.3.20. Matching Rule Use Description

A value of the Matching Rule Use Description syntax indicates the
attribute types to which a matching rule may be applied in an

ext ensi bl eMatch search filter [RFC4511]. The LDAP-specific encoding
of a value of this syntax is defined by the

<Mat chi ngRul eUseDescription> rule in [ RFC4512].

Exanpl e:
( 2.5.13.16 APPLIES ( givenNane $ surnane ) )

The LDAP definition for the Matching Rule Use Description syntax is:

( 1.3.6.1.4.1.1466.115.121.1.31
DESC ' Mat chi ng Rul e Use Description’ )

Thi s syntax corresponds to the Matchi ngRul eUseDescription ASN. 1 type
from[ X 501].

3.3.21. Nane and Optional U D
A value of the Name and Optional U D syntax is the distingui shed nane
[ RFC4512] of an entity optionally acconpanied by a unique identifier
that serves to differentiate the entity fromothers with an identica
di stingui shed nare.

The LDAP-specific encoding of a value of this syntax is defined by
the foll owi ng ABNF:

NarmeAndOpt i onal Ul D = di sti ngui shedNane [ SHARP BitString ]
The <BitString> rule is defined in Section 3.3.2. The
<di sti ngui shedNanme> rule is defined in [RFC4514]. The <SHARP> rul e
is defined in [ RFC4512] .
Note that although the '# character may occur in the string
representation of a distingui shed name, no additional escaping of
this character is performed when a <di stingui shedNanme> i s encoded in
a <NameAndOpti onal Ul D>.

Exanpl e:
1.3.6.1.4.1. 1466. 0=#04024869, O=Test, C=GB#' 0101’ B

The LDAP definition for the Nanme and Optional U D syntax is:

( 1.3.6.1.4.1.1466.115.121.1. 34 DESC ' Nane And Optional UD )
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Thi s syntax corresponds to the NaneAndOptional U D ASN. 1 type from
[ X. 520].

3.3.22. Nane Form Description
A value of the Name Form Description syntax is the definition of a
name form which regul ates how entries nmay be named. The LDAP-
specific encoding of a value of this syntax is defined by the

<NameFor mDescription> rule in [ RFC4512].

Exanpl e:
( 2.5.15.3 NAME 'orgNaneForm OC organi zati on MJST o )

The LDAP definition for the Nanme Form Description syntax is:
( 1.3.6.1.4.1.1466.115.121.1. 35 DESC ' Nane Form Description’ )

Thi s syntax corresponds to the NameFornDescription ASN. 1 type from
[ X. 501].

3.3.23. MNuneric String
A value of the Nuneric String syntax is a sequence of one or nore
nuneral s and spaces. The LDAP-specific encoding of a value of this
syntax is the unconverted string of characters, which conforns to the
fol | owi ng ABNF:
NunericString = 1*(DIA@ T / SPACE)
The <Dl G T> and <SPACE> rules are defined in [ RFC4512].

Exanpl e:
15 079 672 281

The LDAP definition for the Nuneric String syntax is:
( 1.3.6.1.4.1.1466.115.121.1.36 DESC 'Nuneric String )
This syntax corresponds to the NumericString ASN.1 type from [ ASN. 1].
3.3.24. (bject Cass Description
A value of the Object C ass Description syntax is the definition of

an object class. The LDAP-specific encoding of a value of this
syntax is defined by the <Objectd assDescription> rule in [ RFC4512].
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Exanpl e:
( 2.5.6.2 NAME 'country’ SUP top STRUCTURAL MUST c
MAY ( searchCuide $ description ) )

Note: A line break has been added for readability; it is not part of
t he synt ax.

The LDAP definition for the Object C ass Description syntax is:
( 1.3.6.1.4.1.1466.115.121.1.37 DESC ' Obj ect C ass Description’ )

This syntax corresponds to the hjectd assDescription ASN. 1 type from
[ X. 501].

3.3.25. Cctet String
A value of the Cctet String syntax is a sequence of zero, one, or
nmore arbitrary octets. The LDAP-specific encoding of a value of this
syntax is the unconverted sequence of octets, which conforns to the
fol | owi ng ABNF:
Cctet String = *OCTET

The <OCTET> rule is defined in [RFC4512]. Values of this syntax are
not generally human-readabl e.

The LDAP definition for the Octet String syntax is:
( 1.3.6.1.4.1.1466.115.121.1.40 DESC 'Cctet String’ )
This syntax corresponds to the OCTET STRING ASN. 1 type from[ASN. 1].
3.3.26. AD
A value of the O D syntax is an object identifier: a sequence of two
or nore non-negative integers that uniquely identify sonme object or
item of specification. Many of the object identifiers used in LDAP

al so have | ANA regi stered names [ RFC4520] .

The LDAP-specific encoding of a value of this syntax is defined by
the <oid> rule in [ RFC4512].

Exanpl es:
1.2.3.4
cn

The LDAP definition for the OD syntax is:
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( 1.3.6.1.4.1.1466.115.121.1.38 DESC ' A D )

This syntax corresponds to the OBJECT | DENTI FIER ASN. 1 type from
[ ASN. 1] .

3.3.27. Oher Mil box
A value of the Oher Milbox syntax identifies an el ectronic mail box,

in a particular named mail system The LDAP-specific encoding of a
val ue of this syntax is defined by the follow ng ABNF:

O her Mai | box = mai |l box-type DOLLAR mai | box
mai | box-type = PrintableString
mai | box = | A5String

The <nmi | box-type> rule represents the type of mail systemin which
the mail box resides (for exanple, "MCIMail"), and <nmmil box> is the

actual mailbox in the mail system described by <mail box-type>.  The
<Printabl eString> and <I A5String> rules are defined in Section 3.2.
The <DOLLAR> rule is defined in [ RFC4512].

The LDAP definition for the O her Ml box syntax is:
( 1.3.6.1.4.1.1466.115.121.1.39 DESC ' Gt her Muil box’ )

The ASN. 1 type corresponding to the O her Milbox syntax is defined
as follows, assum ng EXPLICIT TAGS:

QO her Mai | box ::= SEQUENCE ({
mai | boxType Printabl eString,
mai | box | A5String

}

3.3.28. Postal Address
A value of the Postal Address syntax is a sequence of strings of one
or more arbitrary UCS characters, which forman address in a physical
mai | system

The LDAP-specific encoding of a value of this syntax is defined by
the foll owi ng ABNF:
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Post al Addr ess
l'i ne
i ne-char

line *( DOLLAR line )
1*1i ne- char

% 00- 23

(%5C "24") ; escaped "$"
% 25- 5B

(%&5C "5C") ; escaped "\"
% 5D 7F

UTFMB

~ Y~ Y~~~

Each character string (i.e., <line>) of a postal address value is
encoded as a UTF-8 [RFC3629] string, except that "\" and "$"
characters, if they occur in the string, are escaped by a "\"
character followed by the two hexadecimal digit code for the
character. The <DOLLAR> and <UTFMB> rul es are defined in [ RFC4512].

Many servers limt the postal address to no nore than six lines of no
nmore than thirty characters each

Exanpl e:
1234 Main St.$Anytown, CA 12345%USA
\ 241, 000, 000 Sweepst akes$PO Box 1000000$Anyt own, CA 12345%USA
The LDAP definition for the Postal Address syntax is:
( 1.3.6.1.4.1.1466.115.121.1.41 DESC ' Postal Address’ )

This syntax corresponds to the Postal Address ASN. 1 type from [ X. 520];
that is

Post al Address ::= SEQUENCE S| ZE(1..ub-postal-line) OF
DirectoryString { ub-postal-string }

The val ues of ub-postal-line and ub-postal-string (both integers) are
i npl ementation defined. Non-normative definitions appear in [X 520].

3.3.29. Printable String
A value of the Printable String syntax is a string of one or nore
| atin al phabetic, nuneric, and sel ected punctuati on characters as
specified by the <Printabl eCharacter> rule in Section 3.2.
The LDAP-specific encoding of a value of this syntax is the
unconverted string of characters, which conforns to the
<Printabl eString> rule in Section 3.2.

Exanpl e:
This is a PrintableString.
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The LDAP definition for the PrintableString syntax is:
( 1.3.6.1.4.1.1466.115.121.1.44 DESC ' Printable String’ )

This syntax corresponds to the PrintableString ASN. 1 type from
[ ASN. 1] .

3.3.30. Substring Assertion

A value of the Substring Assertion syntax is a sequence of zero, one,
or nore character substrings used as an argunent for substring

ext ensi bl e matchi ng of character string attribute values; i.e., as
the mat chval ue of a Matchi ngRul eAssertion [ RFC4511]. Each substring
is a string of one or nore arbitrary characters fromthe Universa
Character Set (UCS) [UCS]. A zero-length substring is not permtted.

The LDAP-specific encoding of a value of this syntax is defined by
the foll owi ng ABNF:

SubstringAssertion = [ initial ] any [ final ]

initial = substring
any = ASTERI SK *(substring ASTERI SK)
final = substring
ASTERI SK = %2A ; asterisk ("*")
substring = 1*substring-character
substring-character = %00-29
[ (9%5C "2A") ; escaped "*"
/| %2B-5B
[ (%&5C "5C") ; escaped "\"
| 95D 7F
/ UTFMB

Each <substring> of a Substring Assertion value is encoded as a UTF-8
[ RFC3629] string, except that "\" and "*" characters, if they occur
in the substring, are escaped by a "\" character followed by the two
hexadeci mal digit code for the character.

The Substring Assertion syntax is used only as the syntax of
assertion values in the extensible match. It is not used as an
attribute syntax, or in the SubstringFilter [RFC4511].

The LDAP definition for the Substring Assertion syntax is:

( 1.3.6.1.4.1.1466.115.121.1.58 DESC ’ Substring Assertion’ )
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Thi s syntax corresponds to the SubstringAssertion ASN.1 type from
[ X. 520].
3.3.31. Tel ephone Number
A val ue of the Tel ephone Nunber syntax is a string of printable
characters that conplies with the internationally agreed format for
representing international telephone nunbers [E 123].
The LDAP-specific encoding of a value of this syntax is the
unconverted string of characters, which conforns to the
<PrintableString> rule in Section 3. 2.
Exanpl es:
+1 512 315 0280
+1-512- 315- 0280
+61 3 9896 7830
The LDAP definition for the Tel ephone Nunber syntax is:
( 1.3.6.1.4.1.1466.115.121.1.50 DESC ' Tel ephone Nunber’ )

The Tel ephone Number syntax corresponds to the following ASN. 1 type
from [ X 520]:

Printabl eString (SIZE(1..ub-tel ephone-numnber))

The val ue of ub-tel ephone-nunber (an integer) is inplenmentation
defined. A non-nornmative definition appears in [X 520].

3.3.32. Teletex Termnal ldentifier

A value of this syntax specifies the identifier and (optionally)
paraneters of a teletex term nal

The LDAP-specific encoding of a value of this syntax is defined by
the foll owi ng ABNF:

teletex-id ttx-term *(DOLLAR ttx-paran

ttx-term = PrintableString ; termnal identifier
ttx-param = ttx-key COLON ttx-value ; paraneter

ttx-key = "graphic" / "control" / "msc" [/ "page" / "private"
ttx-value = *ttx-val ue-octet

ttx-val ue-octet = %00-23
/| (¥%5C "24") ; escaped "$"
| 9%25-5B
[ (9%5C "5C") ; escaped "\"
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| 9%5D- FF

The <PrintableString> and <COLON> rules are defined in Section 3.2.
The <DOLLAR> rule is defined in [ RFC4512].

The LDAP definition for the Teletex Terminal Identifier syntax is:

( 1.3.6.1.4.1.1466.115.121.1.51
DESC ' Tel etex Terminal Identifier’ )

This syntax corresponds to the Tel etexTerm nal ldentifier ASN. 1 type
from [ X 520].

3.3.33. Tel ex Number

A value of the Tel ex Nunber syntax specifies the tel ex nunber,
country code, and answerback code of a tel ex terninal

The LDAP-specific encoding of a value of this syntax is defined by
the foll owi ng ABNF:

t el ex- nunber act ual - nunber DOLLAR country-code
DOLLAR answer back

PrintableString

Printabl eString

Printabl eString

act ual - nunber
count ry-code
answer back

The <PrintableString> rule is defined in Section 3.2. The <DOLLAR>
rule is defined in [ RFC4512].

The LDAP definition for the Tel ex Number syntax is:
( 1.3.6.1.4.1.1466.115.121.1.52 DESC ' Tel ex Nunber’ )

Thi s syntax corresponds to the Tel exNunber ASN. 1 type from [ X 520].
3.3.34. UTC Tine

A value of the UTC Tine syntax is a character string representing a

date and tine to a precision of one mnute or one second. The year

is given as a two-digit nunber. The LDAP-specific encoding of a

val ue of this syntax follows the format defined in [ASN. 1] for the

UTCTi me type and is described by the foll ow ng ABNF:

UTCTi ne

year nonth day hour minute [ second ]
[ u-tinme-zone ]

u-time-zone = WX5A ; "ZzZ"

/ u-differential
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u-differential = ( MNUS / PLUS ) hour mnute

The <year>, <nonth>, <day>, <hour>, <m nute>, <second> and <M NUS>
rules are defined in Section 3.3.13. The <PLUS> rule is defined in
[ RFC4512] .

The above ABNF allows character strings that do not represent valid
dates (in the Gegorian calendar) and/or valid times. Such character
strings SHOULD be considered invalid for this syntax.

The tine val ue represents coordinated universal tine if the "Z" form
of <u-tinme-zone> is used; otherw se, the value represents a | oca
time. In the latter case, if <u-differential> is provided, then
coordi nated universal tine can be cal cul ated by subtracting the
differential fromthe local tinme. The <u-time-zone> SHOULD be
present in time values, and the "Z" form of <u-time-zone> SHOULD be
used in preference to <u-differential >.

The LDAP definition for the UTC Time syntax is:
( 1.3.6.1.4.1.1466.115.121.1.53 DESC ' UTC Tine' )

Note: This syntax is deprecated in favor of the Generalized Tine
synt ax.

The UTC Time syntax corresponds to the UTCTime ASN. 1 type from
[ ASN. 1] .

4. Matching Rul es

Mat ching rul es are used by directory inplenentations to conpare
attribute val ues agai nst assertion val ues when perform ng Search and
Conpar e operations [RFC4511]. They are al so used when conparing a
pur ported distingui shed name [ RFC4512] with the name of an entry.
When nodi fying entries, matching rules are used to identify values to
be deleted and to prevent an attribute from containing tw equa

val ues.

Matching rules that are required for directory operation, or that are
in common use, are specified in this section

4.1. Ceneral Considerations

A matching rule is applied to attribute values through an
AttributeVal ueAssertion or MatchingRul eAssertion [ RFC4511]. The
condi tions under which an AttributeVal ueAssertion or

Mat chi ngRul eAssertion eval uates to Undefined are specified el sewhere
[ RFC4511]. If an assertion is not Undefined, then the result of the
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assertion is the result of applying the selected matching rule. A
mat ching rul e evaluates to TRUE, and in sonme cases Undefined, as
specified in the description of the matching rule; otherw se, it
eval uates to FALSE.

Each assertion contains an assertion value. The definition of each
mat ching rul e specifies the syntax for the assertion value. The
syntax of the assertion value is typically, but not necessarily, the
same as the syntax of the attribute values to which the matching rule
may be applied. Note that an AssertionValue in a SubstringFilter

[ RFC4511] confornms to the assertion syntax of the equality matching
rule for the attribute type rather than to the assertion syntax of
the substrings matching rule for the attribute type. Conceptually,
the entire SubstringFilter is converted into an assertion val ue of
the substrings matching rule prior to applying the rule.

The definition of each matching rule indicates the attribute syntaxes
to which the rule may be applied, by specifying conditions the
corresponding ASN.1 type of a candidate attribute syntax nust

satisfy. These conditions are also satisfied if the correspondi ng
ASN. 1 type is a tagged or constrained derivative of the ASN. 1 type
explicitly nmentioned in the rule description (i.e., ASN. 1 tags and
constraints are ignored in checking applicability), or is an
alternative reference notation for the explicitly nentioned type.
Each rul e description lists, as exanples of applicable attribute

synt axes, the conplete list of the syntaxes defined in this docunent
to which the matching rule applies. A matching rule may be
applicable to additional syntaxes defined in other docunents if those
syntaxes satisfy the conditions on the correspondi ng ASN. 1 type.

The description of each matching rule indicates whether the rule is

suitable for use as the equality matching rule (EQUALITY), ordering

mat ching rule (ORDERI NG, or substrings matching rule (SUBSTR) in an
attribute type definition [ RFC4512].

Each matching rule is uniquely identified with an object identifier
The definition of a matching rule should not subsequently be changed.
If a change is desirable, then a new matching rule with a different
object identifier should be defined instead.

Servers MAY inpl enent the wordMatch and keywordMat ch mat ching rul es,
but they SHOULD inpl enment the other matching rules in Section 4.2.
Servers MAY inplenment additional matching rules.

Servers that inplenment the extensibleMatch filter SHOULD all ow t he
matching rules listed in Section 4.2 to be used in the
extensi bl eMatch filter and SHOULD al | ow matching rules to be used
with all attribute types known to the server, where the assertion
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syntax of the matching rule is the same as the value syntax of the
attribute.

Servers MJST publish, in the matchingRules attribute, the definitions
of matching rules referenced by values of the attributeTypes and

mat chi ngRul eUse attributes in the same subschema entry. O her

unr ef erenced mat chi ng rul es MAY be published in the matchi ngRul es
attribute.

If the server supports the extensibleVatch filter, then the server
MAY use the matchingRul eUse attribute to indicate the applicability
(in an extensibleMatch filter) of selected matching rules to

nonmi nated attribute types.

4.2. Matching Rule Definitions

Nom nated character strings in assertion and attribute values are
prepared according to the string preparation algorithms [ RFC4518] for
LDAP when eval uating the follow ng matching rules:

nuneri cStringMat ch,

nuneri cStringSubstringsMatch,
caseExact Mat ch,

caseExact Orderi ngiat ch,

caseExact Substri ngsMat ch,

caseExact | ASivat ch,

casel gnor el A5SMat ch,

casel gnor el A5Subst ri ngshat ch,

casel gnoreli st Mat ch,

casel gnor eLi st Substri ngshMat ch,
casel gnor eMat ch,

casel gnoreOrderi nghat ch,

casel gnor eSubstri ngsiat ch,
directoryStringFirst Conponent Mat ch,
t el ephoneNunber Mat ch,

t el ephoneNunber Subst ri ngsMat ch and
wor dvat ch.

The Transcode, Normalize, Prohibit, and Check bidi steps are the same
for each of the matching rules. However, the Map and I nsignificant
Character Handling steps depend on the specific rule, as detailed in
the description of these matching rules in the sections that follow

4.2.1. bitStringhatch
The bitStringMatch rul e conpares an assertion value of the Bit String

syntax to an attribute value of a syntax (e.g., the Bit String
synt ax) whose corresponding ASN. 1 type is BIT STRI NG
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If the corresponding ASN.1 type of the attribute syntax does not have
a naned bit list [ASN. 1] (which is the case for the Bit String
syntax), then the rule evaluates to TRUE if and only if the attribute
val ue has the same nunber of bits as the assertion value and the bits
mat ch on a bitw se basis.

If the corresponding ASN. 1 type does have a naned bit list, then
bitStringhatch operates as above, except that trailing zero bits in
the attribute and assertion values are treated as absent.

The LDAP definition for the bitStringMatch rule is:

( 2.5.13.16 NAME ' bitStringMatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.6 )

The bitStringMatch rule is an equality matching rule.

4.2.2. bool eanMat ch
The bool eanMat ch rul e conpares an assertion val ue of the Bool ean
syntax to an attribute value of a syntax (e.g., the Bool ean syntax)

whose corresponding ASN. 1 type i s BOOLEAN.

The rule evaluates to TRUE if and only if the attribute value and the
assertion value are both TRUE or both FALSE.

The LDAP definition for the bool eanMatch rule is:

( 2.5.13.13 NAME ' bool eaniat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

The bool eanMatch rule is an equality matching rule.
4.2.3. caseExact!| ASivatch

The caseExact| ASvatch rul e conpares an assertion value of the I A5
String syntax to an attribute value of a syntax (e.g., the I A5 String
synt ax) whose corresponding ASN. 1 type is | A5String.

The rule evaluates to TRUE if and only if the prepared attribute
val ue character string and the prepared assertion val ue character
string have the sane number of characters and correspondi ng
characters have the sane code point.

In preparing the attribute value and assertion value for conparison,
characters are not case folded in the Map preparation step, and only
I nsignificant Space Handling is applied in the Insignificant
Character Handling step.
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The LDAP definition for the caseExact| ASMatch rule is:

( 1.3.6.1.4.1.1466.109. 114. 1 NAME ' caseExact| ASiat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 26 )

The caseExact| ASMatch rule is an equality matching rule.
4.2.4. caseExact Match

The caseExact Match rul e conpares an assertion value of the Directory
String syntax to an attribute value of a syntax (e.g., the Directory
String, Printable String, Country String, or Tel ephone Nunber syntax)
whose corresponding ASN. 1 type is DirectoryString or one of the
alternative string types of DirectoryString, such as PrintableString
(the other alternatives do not correspond to any syntax defined in
this docunent).

The rule evaluates to TRUE if and only if the prepared attribute
val ue character string and the prepared assertion val ue character
string have the same number of characters and correspondi ng
characters have the sane code point.

In preparing the attribute value and assertion value for conparison,
characters are not case folded in the Map preparation step, and only
I nsignificant Space Handling is applied in the Insignificant
Character Handling step.

The LDAP definition for the caseExactMatch rule is:

( 2.5.13.5 NAME ' caseExact Mat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.15 )

The caseExactMatch rule is an equality matching rule.
4.2.5. caseExact Orderinghatch

The caseExact Orderi ngMatch rul e conpares an assertion value of the
Directory String syntax to an attribute value of a syntax (e.g., the
Directory String, Printable String, Country String, or Tel ephone
Nunber syntax) whose corresponding ASN. 1 type is DirectoryString or
one of its alternative string types.

The rule evaluates to TRUE if and only if, in the code point
collation order, the prepared attribute value character string
appears earlier than the prepared assertion val ue character string;
i.e., the attribute value is "less than" the assertion val ue.
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In preparing the attribute value and assertion val ue for conparison,
characters are not case folded in the Map preparation step, and only
I nsignificant Space Handling is applied in the Insignificant
Character Handling step

The LDAP definition for the caseExact OrderingMatch rule is:

( 2.5.13.6 NAME ' caseExact Orderi nghvat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.15 )

The caseExact OrderingMatch rule is an ordering matching rule.
4.2.6. caseExact SubstringsiMatch

The caseExact SubstringsMatch rul e conmpares an assertion val ue of the
Substring Assertion syntax to an attribute value of a syntax (e.g.,
the Directory String, Printable String, Country String, or Tel ephone
Nunmber syntax) whose corresponding ASN. 1 type is DirectoryString or
one of its alternative string types.

The rule evaluates to TRUE if and only if (1) the prepared substrings
of the assertion value nmatch disjoint portions of the prepared
attribute value character string in the order of the substrings in
the assertion value, (2) an <initial> substring, if present, matches
the beginning of the prepared attribute value character string, and
(3) a <final> substring, if present, matches the end of the prepared
attribute value character string. A prepared substring matches a
portion of the prepared attribute value character string if
correspondi ng characters have the sanme code point.

In preparing the attribute value and assertion val ue substrings for
compari son, characters are not case folded in the Map preparation
step, and only Insignificant Space Handling is applied in the

I nsignificant Character Handling step

The LDAP definition for the caseExact SubstringsMatch rule is:

( 2.5.13.7 NAME ' caseExact Substri ngsiat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.58 )

The caseExact SubstringsMatch rule is a substrings matching rule.
4.2.7. casel gnorel AS5Mat ch
The casel gnorel ASvatch rul e conpares an assertion value of the | A5

String syntax to an attribute value of a syntax (e.g., the A5 String
synt ax) whose corresponding ASN. 1 type is | A5String.

Legg St andards Track [ Page 30]



RFC 4517 LDAP: Syntaxes and Matchi ng Rul es June 2006

The rule evaluates to TRUE if and only if the prepared attribute
val ue character string and the prepared assertion val ue character
string have the same number of characters and correspondi ng
characters have the sane code point.

In preparing the attribute value and assertion value for conparison,
characters are case folded in the Map preparation step, and only

I nsignificant Space Handling is applied in the Insignificant
Character Handling step

The LDAP definition for the caselgnorel ASMatch rule is:

( 1.3.6.1.4.1.1466.109. 114. 2 NAME ' casel gnor el ASMat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 26 )

The casel gnorel ASvatch rule is an equality matching rule.
4.2.8. casel gnorel A5SubstringsMatch

The casel gnor el A5Substringsivatch rul e conpares an assertion val ue of
the Substring Assertion syntax to an attribute value of a syntax
(e.g., the A5 String syntax) whose corresponding ASN. 1 type is

| A5St ri ng.

The rule evaluates to TRUE if and only if (1) the prepared substrings
of the assertion value match disjoint portions of the prepared
attribute value character string in the order of the substrings in
the assertion value, (2) an <initial> substring, if present, matches
the beginning of the prepared attribute value character string, and
(3) a <final> substring, if present, matches the end of the prepared
attribute value character string. A prepared substring matches a
portion of the prepared attribute value character string if
correspondi ng characters have the same code point.

In preparing the attribute value and assertion val ue substrings for
conpari son, characters are case folded in the Map preparation step
and only Insignificant Space Handling is applied in the Insignificant
Character Handling step

( 1.3.6.1.4.1.1466.109. 114. 3 NAME ' casel gnor el A5Substri ngsiat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )

The casel gnor el A5SubstringsMatch rule is a substrings matching rule.
4.2.9. casel gnorelistMatch

The casel gnoreLi st Match rul e conpares an assertion value that is a
sequence of strings to an attribute value of a syntax (e.g., the
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Post al Address syntax) whose corresponding ASN.1 type is a SEQUENCE
OF the DirectoryString ASN. 1 type.

The rule evaluates to TRUE if and only if the attribute value and the
assertion val ue have the sane nunber of strings and correspondi ng
strings (by position) nmatch according to the casel gnoreiatch natching
rul e.

In [ X.520], the assertion syntax for this matching rule is defined to
be:

SEQUENCE OF DirectoryString {ub-nmatch}

That is, it is different fromthe corresponding type for the Posta
Address syntax. The choice of the Postal Address syntax for the
assertion syntax of the casel gnorelListMatch in LDAP should not be
seen as limting the matching rule to apply only to attributes with
the Postal Address syntax.

The LDAP definition for the caselgnoreListMatch rule is:

( 2.5.13.11 NAME ’'casel gnorelLi st Mat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41 )

The casel gnoreListiatch rule is an equality matching rule.
4.2.10. casel gnorelLi st Substringsiatch

The casel gnorelLi st SubstringsMatch rul e conpares an assertion val ue of
the Substring Assertion syntax to an attribute value of a syntax
(e.g., the Postal Address syntax) whose corresponding ASN.1 type is a
SEQUENCE OF the DirectoryString ASN. 1 type.

The rule evaluates to TRUE if and only if the assertion val ue

mat ches, per the casel gnoreSubstringsMatch rule, the character string
formed by concatenating the strings of the attribute val ue, except
that none of the <initial> <any> or <final> substrings of the
assertion value are considered to match a substring of the

concat enated string which spans nore than one of the original strings
of the attribute val ue.

Note that, in terms of the LDAP-specific encoding of the Posta
Address syntax, the concatenated string omits the <DOLLAR> |ine
separator and the escaping of "\" and "$" characters.

The LDAP definition for the caselgnorelListSubstringsMatch rule is:

( 2.5.13.12 NAME ’'casel gnorelLi st Substri ngsMat ch’
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SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )
The casel gnorelLi st SubstringsMatch rule is a substrings matching rule.
4.2.11. casel gnoreMatch

The casel gnoreMatch rul e conpares an assertion value of the Directory
String syntax to an attribute value of a syntax (e.g., the Directory
String, Printable String, Country String, or Tel ephone Nunber syntax)
whose corresponding ASN. 1 type is DirectoryString or one of its
alternative string types.

The rule evaluates to TRUE if and only if the prepared attribute
val ue character string and the prepared assertion val ue character
string have the same number of characters and correspondi ng
characters have the sane code point.

In preparing the attribute value and assertion value for conparison,
characters are case folded in the Map preparation step, and only

I nsignificant Space Handling is applied in the Insignificant
Character Handling step.

The LDAP definition for the caselgnoreMatch rule is:

( 2.5.13.2 NAME ' casel gnor eMat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

The caselgnoreMatch rule is an equality matching rule.
4.2.12. casel gnoreOrderi ngMatch

The casel gnoreOrderingvatch rul e conpares an assertion value of the
Directory String syntax to an attribute value of a syntax (e.g., the
Directory String, Printable String, Country String, or Tel ephone
Nunber syntax) whose corresponding ASN. 1 type is DirectoryString or
one of its alternative string types.

The rule evaluates to TRUE if and only if, in the code point
collation order, the prepared attribute value character string
appears earlier than the prepared assertion val ue character string;
i.e., the attribute value is "less than" the assertion val ue.

In preparing the attribute value and assertion val ue for conparison,
characters are case folded in the Map preparation step, and only

I nsignificant Space Handling is applied in the Insignificant
Character Handling step.

The LDAP definition for the casel gnoreOrderingMatch rule is:
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( 2.5.13.3 NAME ' casel gnoreOrderi ngiat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

The casel gnoreOrderingvatch rule is an ordering matching rule.
4.2.13. casel gnoreSubstringshatch

The casel gnoreSubstri ngsMatch rul e conpares an assertion val ue of the
Substring Assertion syntax to an attribute value of a syntax (e.g.,
the Directory String, Printable String, Country String, or Tel ephone
Nunber syntax) whose corresponding ASN. 1 type is DirectoryString or
one of its alternative string types.

The rule evaluates to TRUE if and only if (1) the prepared substrings
of the assertion value match disjoint portions of the prepared
attribute value character string in the order of the substrings in
the assertion value, (2) an <initial> substring, if present, matches
the beginning of the prepared attribute value character string, and
(3) a <final> substring, if present, matches the end of the prepared
attribute value character string. A prepared substring matches a
portion of the prepared attribute value character string if
correspondi ng characters have the sanme code point.

In preparing the attribute value and assertion val ue substrings for
compari son, characters are case folded in the Map preparation step,
and only Insignificant Space Handling is applied in the Insignificant
Character Handling step

The LDAP definition for the casel gnoreSubstringsivatch rule is:

( 2.5.13.4 NAME ' casel gnoreSubstri ngshvat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.58 )

The casel gnoreSubstringshMatch rule is a substrings natching rule.
4.2.14. directoryStringFirstConponent Mat ch

The directoryStringFirst Conponent Match rul e conpares an assertion

value of the Directory String syntax to an attribute value of a

synt ax whose corresponding ASN. 1 type is a SEQUENCE with a mandatory

first conponent of the DirectoryString ASN. 1 type.

Note that the assertion syntax of this matching rule differs fromthe

attribute syntax of attributes for which this is the equality
mat chi ng rul e.
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The rule evaluates to TRUE if and only if the assertion val ue matches
the first component of the attribute value using the rul es of
casel gnor eMat ch.

The LDAP definition for the directoryStringFirstConponent Mat ch
mat ching rule is:

( 2.5.13.31 NAME 'directoryStringFirst Component Mat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.15 )

The directoryStringFirstConmponent Match rule is an equality matching
rule. Wen using directoryStringFirstConponent Match to conpare two
attribute values (of an applicable syntax), an assertion val ue nust
first be derived fromone of the attribute values. An assertion
val ue can be derived froman attribute value by taking the first
conponent of that attribute val ue.

4.2.15. distingui shedNanmeMat ch

The di stingui shedNaneMat ch rul e conpares an assertion value of the DN
syntax to an attribute value of a syntax (e.g., the DN syntax) whose
corresponding ASN. 1 type is Distingui shedNane.

The rule evaluates to TRUE if and only if the attribute value and the
assertion val ue have the sane nunber of relative distinguished nanes
and corresponding rel ative distinguished nanes (by position) are the
same. A relative distinguished name (RDN) of the assertion value is
the sane as an RDN of the attribute value if and only if they have
the same nunber of attribute value assertions and each attribute

val ue assertion (AVA) of the first RDNis the sane as the AVA of the
second RDN with the sane attribute type. The order of the AVAs is
not significant. Also note that a particular attribute type may
appear in at nost one AVA in an RDN. Two AVAs with the sane
attribute type are the sane if their values are equal according to
the equality matching rule of the attribute type. |f one or nore of
the AVA conmpari sons evaluate to Undefined and the renmi ning AVA
conparisons return TRUE then the distingui shedNameMatch rul e

eval uates to Undefi ned.

The LDAP definition for the distingui shedNaneMatch rule is:

( 2.5.13.1 NAME ' distingui shedNaneMat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.12 )

The di stingui shedNaneMatch rule is an equality matching rule.
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4.2.16. generalizedTi neMatch

The general i zedTi meMatch rul e conpares an assertion value of the
Generalized Tinme syntax to an attribute value of a syntax (e.g., the
General i zed Tinme syntax) whose corresponding ASN. 1 type is

General i zedTi ne.

The rule evaluates to TRUE if and only if the attribute val ue
represents the sane universal coordinated tinme as the assertion

value. If atinme is specified with the m nutes or seconds absent,
then the nunber of minutes or seconds (respectively) is assuned to be
zero.

The LDAP definition for the generalizedTi meMatch rule is:

( 2.5.13.27 NAME ’'generalizedTi meiat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.24 )

The generalizedTimeMatch rule is an equality matching rule.

4.2.17. generalizedTi neOrderinghat ch
The general i zedTi neOrderi ngMatch rul e conpares the tine ordering of
an assertion value of the Generalized Tine syntax to an attribute
val ue of a syntax (e.g., the Generalized Tinme syntax) whose
corresponding ASN. 1 type is GeneralizedTi ne.
The rule evaluates to TRUE if and only if the attribute val ue
represents a universal coordinated tine that is earlier than the
uni versal coordinated tinme represented by the assertion val ue.
The LDAP definition for the generalizedTi meOrderingMatch rule is:

( 2.5.13.28 NAME 'generalizedTi meOrderi ngiat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.24 )

The generalizedTi neOrderingMatch rule is an ordering matching rule.
4.2.18. integerFirstConmponent Mat ch

The i ntegerFirst Conponent Match rul e conpares an assertion val ue of

the Integer syntax to an attribute value of a syntax (e.g., the DIT

Structure Rul e Description syntax) whose corresponding ASN. 1 type is
a SEQUENCE with a mandatory first component of the | NTEGER ASN. 1

type.
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Note that the assertion syntax of this matching rule differs fromthe
attribute syntax of attributes for which this is the equality
mat chi ng rul e.

The rule evaluates to TRUE if and only if the assertion value and the
first component of the attribute value are the sane integer val ue.

The LDAP definition for the integerFirstConmponent Match matching rule
is:
( 2.5.13.29 NAME 'integerFirstConmponent Mat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )

The integerFirst Conmponent Match rule is an equality matching rule.
VWhen using integerFirstConmponent Match to compare two attribute val ues
(of an applicable syntax), an assertion value nust first be derived
fromone of the attribute values. An assertion value can be derived
froman attribute value by taking the first conmponent of that
attribute val ue.

4.2.19. integerMatch
The integerMatch rul e conpares an assertion value of the |nteger
syntax to an attribute value of a syntax (e.g., the Integer syntax)
whose corresponding ASN. 1 type is | NTEGER

The rule evaluates to TRUE if and only if the attribute value and the
assertion value are the sane integer val ue.

The LDAP definition for the integerMatch matching rule is:

( 2.5.13.14 NAME 'integerMatch’
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27 )

The integerMatch rule is an equality matching rule.

4.2.20. integerOderingMatch
The integerOrderi ngMatch rul e conpares an assertion value of the
Integer syntax to an attribute value of a syntax (e.g., the Integer
synt ax) whose corresponding ASN. 1 type is | NTEGER
The rule evaluates to TRUE if and only if the integer value of the
attribute value is less than the integer value of the assertion

val ue.

The LDAP definition for the integerO-deringMatch matching rule is:
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( 2.5.13.15 NAME 'integer Orderinghatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )

The integerOrderingMatch rule is an ordering matching rule.
4.2.21. keywordMatch

The keywordMatch rul e conpares an assertion value of the Directory
String syntax to an attribute value of a syntax (e.g., the Directory
String syntax) whose corresponding ASN. 1 type is DirectoryString.

The rule evaluates to TRUE if and only if the assertion val ue
character string matches any keyword in the attribute value. The
identification of keywords in the attribute value and the exactness
of the match are both inplenentation specific.

The LDAP definition for the keywordvatch rule is:

( 2.5.13.33 NAME ' keywor divat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

4.2.22. nunericStringvatch

The nunericStringMatch rul e conpares an assertion val ue of the
Nurmeric String syntax to an attribute value of a syntax (e.g., the
Nuneric String syntax) whose corresponding ASN.1 type is
NunericString.

The rule evaluates to TRUE if and only if the prepared attribute
val ue character string and the prepared assertion val ue character
string have the sane number of characters and correspondi ng
characters have the sane code point.

In preparing the attribute value and assertion value for conparison,
characters are not case folded in the Map preparation step, and only
numericString Insignificant Character Handling is applied in the

I nsigni ficant Character Handling step.

The LDAP definition for the nunericStringMatch matching rule is:

( 2.5.13.8 NAME 'nunericStringhatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.36 )

The nunericStringvatch rule is an equality matching rule.
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4.2.23. nunericStringO deringhatch

The nunericStringO deringvatch rul e conpares an assertion val ue of
the Nuneric String syntax to an attribute value of a syntax (e.g.,
the Nuneric String syntax) whose corresponding ASN. 1 type is
Nureri cStri ng.

The rule evaluates to TRUE if and only if, in the code point
collation order, the prepared attribute value character string
appears earlier than the prepared assertion val ue character string;
i.e., the attribute value is "less than" the assertion val ue.

In preparing the attribute value and assertion val ue for conparison,
characters are not case folded in the Map preparation step, and only
nunmericString Insignificant Character Handling is applied in the

I nsignificant Character Handling step

The rule is identical to the caselgnoreOrderi ngMatch rul e except that
all space characters are skipped during conparison (case is
irrelevant as the characters are numeric).

The LDAP definition for the nunericStringOderingMatch matching rule
is:

( 2.5.13.9 NAME 'nunericStringCO deringhatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.36 )

The nunericStringOrderingMatch rule is an ordering nmatching rule.
4.2.24. nunericStringSubstringsMatch

The nunericStringSubstringsivatch rul e conpares an assertion val ue of
the Substring Assertion syntax to an attribute value of a syntax
(e.g., the Numeric String syntax) whose corresponding ASN. 1 type is
NunericString.

The rule evaluates to TRUE if and only if (1) the prepared substrings
of the assertion value match disjoint portions of the prepared
attribute value character string in the order of the substrings in
the assertion value, (2) an <initial> substring, if present, matches
the beginning of the prepared attribute value character string, and
(3) a <final> substring, if present, matches the end of the prepared
attribute value character string. A prepared substring matches a
portion of the prepared attribute value character string if
correspondi ng characters have the same code point.

In preparing the attribute value and assertion value for conparison,
characters are not case folded in the Map preparation step, and only
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numericString Insignificant Character Handling is applied in the
I nsigni ficant Character Handling step.

The LDAP definition for the nunericStringSubstringsivatch matching
rule is:

( 2.5.13.10 NAME ’'nunericStringSubstringsiatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )

The nunericStringSubstringsMatch rule is a substrings matching rule.
4.2.25. objectldentifierFirstConponent Match

The obj ectldentifierFirstConponent Match rul e conpares an assertion
value of the QD syntax to an attribute value of a syntax (e.g., the
Attribute Type Description, DIT Content Rule Description, LDAP Syntax
Description, Matching Rule Description, Matching Rule Use
Description, Nanme Form Description, or Object Cass Description

synt ax) whose corresponding ASN.1 type is a SEQUENCE with a mandatory
first conponent of the OBJECT | DENTIFIER ASN. 1 type.

Note that the assertion syntax of this matching rule differs fromthe
attribute syntax of attributes for which this is the equality
mat chi ng rul e.

The rule evaluates to TRUE if and only if the assertion val ue matches
the first component of the attribute value using the rul es of
obj ectldentifierMatch.

The LDAP definition for the objectldentifierFirstConponentMatch
mat ching rule is:

( 2.5.13.30 NAME ’'objectldentifierFirstConponent Match’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

The objectldentifierFirstConmponentMatch rule is an equality matching
rule. Wen using objectldentifierFirstConponent Match to conpare two
attribute values (of an applicable syntax), an assertion val ue nust
first be derived fromone of the attribute values. An assertion

val ue can be derived froman attribute value by taking the first
conponent of that attribute val ue.

4.2.26. objectldentifierMatch
The obj ectldentifierMatch rule conpares an assertion value of the QD

syntax to an attribute value of a syntax (e.g., the O D syntax) whose
corresponding ASN. 1 type is OBJECT | DENTI FlI ER
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The rule evaluates to TRUE if and only if the assertion value and the
attribute value represent the sane object identifier; that is, the
same sequence of integers, whether represented explicitly in the
<nunericoid> formof <oid> or inplicitly in the <descr> form (see

[ RFC4512] ).

If an LDAP client supplies an assertion value in the <descr> form and
the chosen descriptor is not recognized by the server, then the
objectldentifierMatch rul e eval uates to Undefi ned.

The LDAP definition for the objectldentifierMatch matching rule is:

( 2.5.13.0 NAME ' objectldentifierhatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38)

The objectldentifierMatch rule is an equality matching rule.
4.2.27. octetStringMatch

The octetStringMatch rul e conpares an assertion value of the Cctet
String syntax to an attribute value of a syntax (e.g., the Cctet
String or JPEG syntax) whose corresponding ASN. 1 type is the OCTET
STRI NG ASN. 1 type.

The rule evaluates to TRUE if and only if the attribute value and the
assertion value are the sanme |l ength and correspondi ng octets (by
position) are the sane.

The LDAP definition for the octetStringMatch matching rule is:

( 2.5.13.17 NAME 'octetStringhatch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 )

The octetStringMatch rule is an equality matching rule.
4.2.28. octetStringO deringhatch

The octet StringOrderingMatch rul e conmpares an assertion val ue of the
Cctet String syntax to an attribute value of a syntax (e.g., the
Cctet String or JPEG syntax) whose corresponding ASN.1 type is the
OCTET STRING ASN. 1 type.

The rule evaluates to TRUE if and only if the attribute val ue appears
earlier in the collation order than the assertion value. The rule
compares octet strings fromthe first octet to the |ast octet, and
fromthe nost significant bit to the |east significant bit within the
octet. The first occurrence of a different bit determines the
ordering of the strings. A zero bit precedes a one bit. |If the
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strings contain different nunbers of octets but the |onger string is
identical to the shorter string up to the length of the shorter
string, then the shorter string precedes the |onger string.

The LDAP definition for the octetStringOrderi ngMatch matching rule
is:

( 2.5.13.18 NAME ’'octetStringOderinghatch’
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 40 )

The octetStringOrderingMatch rule is an ordering matching rule.
4.2.29. tel ephoneNunber Mat ch

The t el ephoneNunber Mat ch rul e conpares an assertion val ue of the

Tel ephone Nunber syntax to an attribute value of a syntax (e.g., the
Tel ephone Nunber syntax) whose corresponding ASN.1 type is a
Printabl eString representing a tel ephone nunber.

The rule evaluates to TRUE if and only if the prepared attribute
val ue character string and the prepared assertion val ue character
string have the sane nunber of characters and correspondi ng
characters have the sane code point.

In preparing the attribute value and assertion val ue for conparison,
characters are case folded in the Map preparation step, and only

t el ephoneNunber Insignificant Character Handling is applied in the

I nsignificant Character Handling step

The LDAP definition for the tel ephoneNunber Match matching rule is:

( 2.5.13.20 NAME 't el ephoneNunber Mat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.50 )

The tel ephoneNunber Match rule is an equality matching rule.
4.2.30. tel ephoneNunber Substringsiat ch

The t el ephoneNunber Substri ngsMatch rul e conpares an assertion val ue
of the Substring Assertion syntax to an attribute value of a syntax
(e.g., the Tel ephone Nunber syntax) whose corresponding ASN. 1 type is
a PrintableString representing a tel ephone nunber.

The rule evaluates to TRUE if and only if (1) the prepared substrings
of the assertion value match disjoint portions of the prepared
attribute value character string in the order of the substrings in
the assertion value, (2) an <initial> substring, if present, matches
the beginning of the prepared attribute value character string, and
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(3) a <final> substring, if present, matches the end of the prepared
attribute value character string. A prepared substring matches a
portion of the prepared attribute value character string if
correspondi ng characters have the sanme code point.

In preparing the attribute value and assertion val ue substrings for
compari son, characters are case folded in the Map preparation step,
and only tel ephoneNunber 1nsignificant Character Handling is applied
in the Insignificant Character Handling step.

The LDAP definition for the tel ephoneNunber Substringsivatch mat chi ng
rule is:

( 2.5.13.21 NAME 'tel ephoneNunber Subst ri ngsivat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.58 )

The t el ephoneNunber SubstringsMatch rule is a substrings nmatching
rul e.

4.2.31. uni queMenber Mat ch

The uni queMenber Match rul e conpares an assertion val ue of the Nane
And Optional U D syntax to an attribute value of a syntax (e.g., the
Name And Optional U D syntax) whose corresponding ASN. 1 type is
NanmeAndOpt i onal Ul D.

The rule evaluates to TRUE if and only if the <distingui shedName>
conponents of the assertion value and attribute value match according
to the distingui shedNanmeMatch rule and either, (1) the <BitString>
conmponent is absent fromboth the attribute value and assertion
value, or (2) the <BitString> conponent is present in both the
attribute value and the assertion value and the <Bit String> component
of the assertion value matches the <BitString> conmponent of the
attribute value according to the bitStringMatch rule.

Note that this matching rule has been altered fromits description in
X. 520 [X.520] in order to nake the matching rule commutative. Server
i mpl ement ors shoul d consider using the original X 520 semantics
(where the matching was | ess exact) for approxi mate matching of
attributes with uni queMenber Match as the equality matching rule.
The LDAP definition for the uniqueMenber Match matching rule is:

( 2.5.13.23 NAME ' uni queMenber Mat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.34 )

The uni queMenber Match rule is an equality matching rule.
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4.2.32. wordMatch

The wordMatch rul e conpares an assertion value of the Directory
String syntax to an attribute value of a syntax (e.g., the Directory
String syntax) whose corresponding ASN. 1 type is DirectoryString.

The rule evaluates to TRUE if and only if the assertion value word
mat ches, according to the semantics of casel gnoreMatch, any word in
the attribute value. The precise definition of a word is

i npl ement ati on specific.

The LDAP definition for the wordMatch rule is:

( 2.5.13.32 NAME ' wor dhat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.15 )

5. Security Considerations

In general, the LDAP-specific encodings for syntaxes defined in this
docunent do not define canonical encodings. That is, a
transformati on from an LDAP-specific encoding into sone ot her
encoding (e.g., BER) and back into the LDAP-specific encoding wll
not necessarily reproduce exactly the original octets of the LDAP-
specific encoding. Therefore, an LDAP-specific encoding should not
be used where a canonical encoding is required.

Furt hernmore, the LDAP-specific encodings do not necessarily enable an
alternative encoding of values of the Directory String and DN
syntaxes to be reconstructed; e.g., a transformation froma

Di stingui shed Encodi ng Rul es (DER) [BER] encoding to an LDAP-specific
encodi ng and back to a DER encoding may not reproduce the origina
DER encodi ng. Therefore, LDAP-specific encodings should not be used
where reversibility to DER is needed; e.g., for the verification of
digital signatures. Instead, DER or a DER-reversible encodi ng shoul d
be used.

When interpreting security-sensitive fields (in particular, fields
used to grant or deny access), inplenentations MJST ensure that any
mat chi ng rul e conpari sons are done on the underlying abstract val ue,
regardl ess of the particular encodi ng used.
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7. | ANA Consi derations

The I nternet Assigned Numbers Authority (1ANA) has updated the LDAP
descriptors registry [BCP64] as indicated by the follow ng tenpl ates:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (short nane): see coment

oj ect Identifier: see coment

Person & emai|l address to contact for further information:
Steven Legg <steven.| egg@b2bcom cone

Usage: see conmment

Speci fication: RFC 4517

Aut hor/ Change Controller: |ESG

NAME Type QD

bit StringMatch M 2.5.13.16
bool eaniat ch M 2.5.13.13
caseExact | ASMat ch M 1.3.6.1.4.1.1466.109.114.1
caseExact Mat ch M 2.5.13.5
caseExact Orderi ngiat ch M 2.5.13.6
caseExact Substri ngsiat ch M 2.5.13.7
casel gnor el A5SMat ch M 1.3.6.1.4.1.1466.109. 114. 2
casel gnoreli st Mat ch M 2.5.13.11
casel gnoreli st Substri ngsiat ch M 2.5.13.12
casel gnoreMat ch M 2.5.13.2
casel gnoreOrderi nghat ch M 2.5.13.3
casel gnor eSubstri ngsiat ch M 2.5.13.4
directoryStringFirst Conponent Mat ch M 2.5.13.31
di sti ngui shedNaneMat ch M 2.5.13.1
general i zedTi meMat ch M 2.5.13.27
general i zedTi meOr deri nghat ch M 2.5.13.28
i nt eger Fi r st Conponent Mat ch M 2.5.13.29
i nt eger Mat ch M 2.5.13.14
i nt eger Orderi ngiat ch M 2.5.13.15
keywor divat ch M 2.5.13.33
nunericStringMatch M 2.5.13.8
numeri cStri ngOrderi nghat ch M 2.5.13.9
nuneri cStringSubstringsivat ch M 2.5.13.10
obj ectldentifierFirstConmponentMatch M 2.5.13.30
octet StringMatch M 2.5.13.17
octet StringOrderingMat ch M 2.5.13.18
t el ephoneNunber Mat ch M 2.5.13.20
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8.

8. 1.

t el ephoneNunber Subst ri ngsMat ch M 2.5.13.21
uni queMenber Mat ch M 2.5.13.23
wor dvat ch M 2.5.13.32

The descriptor for the object identifier 2.5.13.0 was incorrectly
regi stered as objectldentifiersvatch (extraneous \‘s’) in BCP 64.
It has been changed to the following, with a reference to

RFC 4517.

obj ectldentifierMtch M 2.5.13.0

Subj ect: Request for LDAP Descriptor Registration

Descriptor (short nane): casel gnorel A5SubstringsMatch

Object ldentifier: 1.3.6.1.4.1.1466.109.114.3

Person & emai| address to contact for further information:
St even Legg <steven.| egg@b2bcom cone

Usage: other (M

Speci fication: RFC 4517

Aut hor/ Change Control ler: |ESG

Ref er ences

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC3629] VYergeau, F., "UTF-8, a transformation format of |SO

10646", STD 63, RFC 3629, Novenber 2003.

[ RFC4234] Crocker, D., Ed. and P. Overell, "Augmented BNF for Syntax

Speci fications: ABNF', RFC 4234, Cctober 2005.

[ RFC4510] Zeilenga, K, Ed., "Lightweight Directory Access Protocol

(LDAP): Technical Specification Road Map", RFC 4510, June
2006.

[ RFC4511] Sernmersheim J., Ed., "Lightweight Directory Access

Protocol (LDAP): The Protocol", RFC 4511, June 2006.

[ RFC4512] Zeilenga, K., "Lightweight Directory Access Protocol

Legg

(LDAP): Directory Information Mdels", RFC 4512, June
2006.
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[ RFECA514]

[ RFCA518]

[ RFC4520]

[ E. 123]

[ FAX]

[ T. 50]

[ X. 420]

[ X. 501]

[ X. 520]

[ ASN. 1]

[ 1 SO3166]

[ 1 S08601]
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Zeilenga, K, Ed., "Lightweight Directory Access Protocol
(LDAP): String Representation of Distinguished Names", RFC
4514, June 2006.

Zeilenga, K., "Lightweight Directory Access Protocol
(LDAP): Internationalized String Preparation", RFC 4518,
June 2006.

Zeilenga, K., "Internet Assigned Nunbers Authority (1 ANA)
Consi derations for the Lightweight Directory Access
Protocol (LDAP)", BCP 64, RFC 4520, June 2006.

Not ati on for national and international tel ephone nunbers,
| TUT Recommendati on E. 123, 1988.

St andardi zation of Group 3 facsimle apparatus for
docunent transm ssion - Term nal Equi pnent and Protocol s
for Telematic Services, |TUT Recomendation T.4, 1993

I nternational Reference Al phabet (IRA) (Formerly

I nternational Al phabet No. 5 or 1 A5) Information
Technol ogy - 7-Bit Coded Character Set for Infornmation
I nterchange, | TU-T Recomendation T.50, 1992

| TUT Reconmendati on X 420 (1996) | 1SQO | EC 10021-7: 1997,
I nformati on Technol ogy - Message Handling Systens (MHS):
I nt er personal nessagi ng system

| TU-T Recomrendation X 501 (1993) | SO |EC 9594-2: 1994,
I nformation Technol ogy - Open Systems |nterconnection -
The Directory: Model s

| TU-T Reconmendation X. 520 (1993) | |1SO | EC 9594-6: 1994,
I nformati on Technol ogy - Open Systens |nterconnection -
The Directory: Selected attribute types

| TU-T Recomendation X 680 (07/02) | 1SO | EC 8824-1: 2002,
I nformation technol ogy - Abstract Syntax Notation One
(ASN. 1): Specification of basic notation

| SO 3166, "Codes for the representati on of nanmes of
countries".

| SO 8601: 2004, "Data el enments and interchange formats --

Information interchange -- Representation of dates and
tines".
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[ UCS] Uni versal Miltiple-Cctet Coded Character Set (UCS) -
Architecture and Basic Miultilingual Plane, |1SQOI|EC 10646-
1: 1993 (with amendnents).
[ JPEG JPEG Fil e Interchange Format (Version 1.02). FEric
Ham | ton, C-Cube M crosystens, M pitas, CA, Septenber 1,
1992.
8.2. Informative References
[ RFC4519] Sciberras, A, Ed., "Lightweight Directory Access Protoco
(LDAP): Schema for User Applications", RFC 4519, June
2006.
[ RFC4523] Zeilenga, K, "Lightweight Directory Access Protoco
(LDAP) Schema Definitions for X 509 Certificates", RFC
4523, June 2006.
[ X. 500] | TUT Recommendation X. 500 (1993) | |1SO | EC 9594-1: 1994,
I nformation Technol ogy - Open Systens |nterconnection -
The Directory: Overview of concepts, nodels and services
[ BER] | TU-T Recomendation X 690 (07/02) | 1SO | EC 8825-1: 2002,

Legg

Information technology - ASN 1 encoding rul es:

Speci fication of Basic Encoding Rul es (BER), Canonica
Encodi ng Rul es (CER) and Di stingui shed Encodi ng Rul es
(DER)
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Appendi x A. Summary of Syntax hject

The following |ist summarizes the object
synt axes defined in this docunent.

Identifiers

LDAP: Syntaxes and Matchi ng Rul es

June 2006

identifiers assigned to the

Attribute Type Description
Bit String

Bool ean

Country String

Del i very Met hod

Directory String

DI T Content Rule Description
DIT Structure Rule Description
DN

Enhanced Gui de

Facsim | e Tel ephone Numnber
Fax

Generalized Tinme

Qui de

I A5 String

| nt eger

JPEG

LDAP Syntax Descri ption

Mat chi ng Rul e Description
Mat chi ng Rul e Use Descri ption
Nanme And Optional U D

Nane Form Descri ption
Nuneric String

oj ect O ass Description
Cctet String

ab

O her Mai | box

Post al Address

Printable String

Substring Assertion

Tel ephone Number

Tel etex Termi nal ldentifier
Tel ex Nunber

UTC Ti e

Appendi x B. Changes from RFC 2252
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This annex lists the significant differences between
specification and RFC 2252.
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This annex is provided for informational purposes only. It is not a
normative part of this specification

1.

2

10.

11.

12.

Legg

The | ESG Not e has been renpved.

The maj or part of Sections 4, 5 and 7 has been noved to [ RFC4512]
and revised. Changes to the parts of these sections noved to
[ RFC4512] are detailed in [ RFC4512].

BNF descriptions of syntax formats have been repl aced by ABNF
[ RFC4234] specifications.

The anbi guous statement in RFC 2252, Section 4.3 regarding the
use of a backslash quoting mechanismto escape separator synbols
has been rempoved. The escaping mechanismis now explicitly
represented in the ABNF for the syntaxes where this provision
appl i es.

The description of each of the LDAP syntaxes has been expanded so
that they are | ess dependent on know edge of X 500 for
interpretation.

The rel ationship of LDAP syntaxes to corresponding ASN. 1 type
definitions has been made explicit.

The set of characters allowed in a <PrintableString> (formerly
<printabl estring>) has been corrected to align with the
PrintableString ASN.1 type in [ASN. 1]. Specifically, the double
quot e character has been renpved and the single quote character
and equal s sign have been added.

Val ues of the Directory String, Printable String and Tel ephone
Nunber syntaxes are now required to have at | east one character

The <DI TCont ent Rul eDescri pti on>, <NameFornDescription> and
<DI TSt ruct ur eRul eDescri ption> rul es have been noved to [ RFC4512].

The corresponding ASN. 1 type for the O her Mil box syntax has
been incorporated from RFC 1274.

A corresponding ASN. 1 type for the LDAP Syntax Description syntax
has been invent ed.

The Binary syntax has been renoved because it was not adequately
specified, inplenmentations with different inconpatible
interpretations exist, and it was confused with the ;binary
transfer encoding.

St andards Track [ Page 50]



RFC 4517 LDAP: Syntaxes and Matchi ng Rul es June 2006

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Legg

Al'l discussion of transfer options, including the ";binary"
option, has been renoved. Al inperatives regardi ng binary
transfer of val ues have been renoved.

The Delivery Method, Enhanced Gui de, Cuide, Octet String, Teletex
Terminal Identifier and Tel ex Nunmber syntaxes from RFC 2256 have
been i ncor por at ed.

The <criteria> rule for the Enhanced Cui de and Gui de syntaxes has
been extended to accommpdate enpty "and" and "or" expressions.

An encoding for the <ttx-value> rule in the Tel etex Ternina
Identifier syntax has been defi ned.

The PKI-rel ated syntaxes (Certificate, Certificate List and
Certificate Pair) have been renoved. They are reintroduced in
[ RFC4523] (as is the Supported Al gorithmsyntax from RFC 2256).

The MHS OR Address syntax has been renoved since its
specification (in RFC 2156) is not at draft standard maturity.

The DL Submit Pernission syntax has been renpved as it depends on
the MHS OR Address synt ax.

The Presentation Address syntax has been renoved since its
specification (in RFC 1278) is not at draft standard maturity.

The ACI Item Access Point, Audio, Data Quality, DSA Quality, DSE
Type, LDAP Schema Description, Master And Shadow Access Points,
Modi fy Rights, Protocol Information, Subtree Specification,
Supplier Information, Supplier O Consumer and Supplier And
Consuner syntaxes have been renoved. These syntaxes are
referenced in RFC 2252, but not defi ned.

The LDAP Scherma Definition syntax (defined in RFC 2927) and the
Mai | Preference syntax have been renoved on the grounds that they
are out of scope for the core specification.

The description of each of the matching rul es has been expanded
so that they are | ess dependent on know edge of X 500 for
interpretation.

The casel gnor el A5Substri ngsMat ch matching rule from RFC 2798 has
been added.

The casel gnor eLi st Subst ri ngsMat ch, casel gnoreOrderi ngvat ch and

casel gnoreSubstri ngsMat ch mat ching rul es have been added to the
list of matching rules for which the provisions for handling
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26.

27.

28.

29.

30.

31.

32.

| eading, trailing and multiple adjoining whitespace characters
apply (now through string preparation). This is consistent with
the definitions of these matching rules in X 500. The

casel gnorel A5SubstringsMatch rul e has al so been added to the
list.

The specification of the octetStringMatch matching rule from
RFC 2256 has been added to this docunent.

The presentati onAddressMatch matching rul e has been renoved as it
depends on an assertion syntax (Presentation Address) that is not
at draft standard maturity.

The protocol I nformati onMatch matching rul e has been renpved as it
depends on an undefined assertion syntax (Protocol Infornmation).

The definitive reference for ASN. 1 has been changed from X. 208 to
X. 680 since X. 680 is the version of ASN. 1 referred to by X 500.

The specification of the casel gnorelLi st SubstringsMatch mat chi ng
rule fromRFC 2798 & X. 520 has been added.

String preparation algorithms have been applied to the character
string matching rul es.

The specifications of the bool eanMat ch, caseExact Mat ch,
caseExact Orderi ngivat ch, caseExact Substri ngsiatch,
directoryStringFirst Conponent Mat ch, i nteger OrderingMatch,
keywor dvat ch, nunericStringOrderingMatch,

octet StringOrderi ngMatch and wordMvatch matching rules from
RFC 3698 & X. 520 have been added.

Aut hor’ s Addr ess

St even Legg

eB2Bcom

Sui te3, Wodhouse Corporate Centre
935 Station Street

Box Hill North, Victoria 3129
AUSTRALI A

Phone: +61 3 9896 7830

Fax:

+61 3 9896 7801

EMai | : steven. | egg@b2bcom com

Legg
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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