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Abstract
Li ght wei ght Directory Access Protocol (LDAP) search filters are
transmitted in the LDAP protocol using a binary representation that
is appropriate for use on the network. This docunent defines a
human-r eadabl e string representati on of LDAP search filters that is
appropriate for use in LDAP URLs (RFC 4516) and in other
appl i cations.
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1. Introduction

The Lightwei ght Directory Access Protoco

LDAP: String Representation of Search Filters

June 2006

(LDAP) [ RFC4510] defines a

network representation of a search filter transmtted to an LDAP

server.

Sone applications may find it usefu

to have a common way of

representing these search filters in a hunman-readable fornm LDAP URLs

[ RFC4516] are an exanple of one such application

Thi s docunent

defines a human-readabl e string format for representing the ful

range of possible LDAP version 3 search filters,

match filters

Thi s docunent
[ RFC4510],
speci ficati on,

is aintegral
RFC 3377,

Thi s docunent

part of the LDAP technica
whi ch obsol etes the previously defined LDAP technica
inits entirety.

repl aces RFC 2254.

i ncl udi ng extended

speci fication

Changes to RFC 2254 are summari zed

in Appendi x A
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. LDAP Search Filter Definition

An LDAP search filter is defined in Section 4.5.1 of [RFC4511] as

fol |l ows:
Filter ::= CHO CE {
and [ 0]
or [ 1]
not [ 2]

equal i tyMat ch
substrings

gr eat er O Equal

| essOr Equal
present

appr oxMat ch

ext ensi bl eMat ch

[ 3]
[ 4]
[ 5]
[ 6]
[7]
[ 8]
[9]

SubstringFilter ::=
type
-- initial
substrings
initial
any
final

and fi nal

Sm th and Howes
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SET SIZE (1..MAX) OF filter
SET SIZE (1..MAX) OF filter
Filter,

Attri but eVal ueAssertion,
SubstringFilter,
AttributeVal ueAsserti on,
Attri buteVal ueAsserti on,
AttributeDescription,
Attribut eVal ueAsserti on,
Mat chi ngRul eAssertion }

Filter,
Filter,

SEQUENCE {

AttributeDescription,

can occur at nobst once

SEQUENCE SI ZE (1..MAX) OF substring CHO CE {
[0] AssertionVal ue,

[1] AssertionVal ue,

[2] AssertionValue } }
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AttributeVal ueAssertion ::= SEQUENCE ({
attri but eDesc AttributeDescription,
assertionVal ue AssertionValue }

Mat chi ngRul eAssertion ::= SEQUENCE {
mat chi ngRul e [1] Mat chi ngRul el d OPTI ONAL,
type [2] AttributeDescription OPTI ONAL,
mat chVal ue [3] AssertionVal ue,

dnAttribut es [ 4] BOOLEAN DEFAULT FALSE }

AttributeDescription ::= LDAPString
-- Constrained to <attributedescription>
-- [ RFC4512]

Attri buteValue ::= OCTET STRI NG

Mat chi ngRul el d ::= LDAPString

AssertionVal ue ::= OCTET STRI NG
LDAPString ::= OCTET STRING -- UTF-8 encoded,
-- [Unicode] characters

The AttributeDescription, as defined in [ RFC4511], is a string
representation of the attribute description that is discussed in

[ RFC4512]. The AttributeVal ue and AssertionVal ue OCTET STRI NG have
the formdefined in [RFC4517]. The Filter is encoded for

transm ssion over a network using the Basic Encodi ng Rul es (BER)
defined in [ X.690], with sinplifications described in [ RFC4511].

3. String Search Filter Definition

The string representation of an LDAP search filter is a string of
UTF-8 [ RFC3629] encoded Uni code characters [Unicode] that is defined
by the followi ng grammar, following the ABNF notation defined in

[ RFC4234]. The productions used that are not defined here are
defined in Section 1.4 (Common ABNF Productions) of [RFC4512] unless
otherwi se noted. The filter format uses a prefix notation.

filter = LPAREN filterconp RPAREN

filterconp =and / or / not / item

and = AMPERSAND filterlist

or = VERTBAR filterlist

not = EXCLANVATION filter

filterlist = 1*filter

item = sinple / present / substring / extensible
simpl e = attr filtertype assertionval ue

filtertype = equal / approx / greaterorequal / |essorequal
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equal = EQUALS

appr ox = TI LDE EQUALS
great erorequal = RANGLE EQUALS
| essor equal = LANGLE EQUALS

ext ensi bl e ( attr [dnattrs]
[ mat chi ngrul e] COLON EQUALS assertionval ue )
/[ ( [dnattrs]

mat chi ngrul e COLON EQUALS assertionval ue )

present = attr EQUALS ASTERI SK

substring = attr EQUALS [initial] any [final]

initial = assertionval ue

any = ASTERI SK *(assertionval ue ASTERI SK)

final = assertionval ue

attr = attributedescription
; The attributedescription rule is defined in
; Section 2.5 of [RFC4512].

dnattrs = COLON "dn"

mat chi ngrul e = COLON oi d

assertionval ue = val ueencodi ng

; The <val ueencoding> rule is used to encode an <AssertionVal ue>
; fromSection 4.1.6 of [RFC4511].

val ueencodi ng 0*(normal / escaped)

N

nor mal = UTF1SUBSET / UTFMB
escaped = ESC HEX HEX
UTF1SUBSET = 9%01-27 /| 9%2B-5B / 9%5D 7F
; UTF1SUBSET excl udes 0x00 (NUL), LPAREN
; RPAREN, ASTERI SK, and ESC
EXCLAMATI ON = %21 ; exclamation mark ("!")
AMPERSAND = %26 ; anpersand (or AND synbol) ("&")
ASTERI SK = Ox2A ; asterisk ("*")
COLON = W3A ; colon (":")
VERTBAR = %&7C ; vertical bar (or pipe) ("|")
TI LDE = W7E ; tilde ("~")

Not e that although both the <substring> and <present> productions in
the grammar above can produce the "attr=*" construct, this construct
is used only to denote a presence filter

The <val ueencodi ng> rul e ensures that the entire filter string is a
valid UTF-8 string and provides that the octets that represent the
ASCI| characters "*" (ASCI | 0x2a), "(" (ASC | 0x28), ")" (ASC I
0x29), "\" (ASCII 0x5c), and NUL (ASCII 0x00) are represented as a
backsl ash "\" (ASCI|I 0x5c) followed by the two hexadecinmal digits
representing the value of the encoded octet.
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This sinple escaping mechanismelimnates filter-parsing anbiguities
and allows any filter that can be represented in LDAP to be
represented as a NUL-terminated string. Qher octets that are part
of the <normal > set may be escaped using this mechanism for exanple,
non-printing ASCI| characters.

For AssertionVal ues that contain UTF-8 character data, each octet of
the character to be escaped is replaced by a backsl ash and two hex
digits, which forma single octet in the code of the character. For
exanple, the filter checking whether the "cn" attribute contained a
value with the character "*" anywhere in it would be represented as
"(cn=*\2a*)".

As indicated by the <val ueencodi ng> rul e, inplenentations MJST escape
all octets greater than Ox7F that are not part of a valid UTF-8
encodi ng sequence when they generate a string representation of a
search filter. |Inplenmentations SHOULD accept as input strings that
are not valid UTF-8 strings. This is necessary because RFC 2254 did
not clearly define the term"string representation" (and in
particular did not nmention that the string representation of an LDAP
search filter is a string of UTF-8-encoded Uni code characters).

4. Exanpl es

This section gives a few exanples of search filters witten using
this notation.

(cn=Babs Jensen)

(! (cn=Ti m Howes))

(&(obj ect d ass=Person) (| (sn=Jensen) (cn=Babs J*)))
(o=uni v*of *m ch*)

(seeAl so=)

The following exanples illustrate the use of extensible matching.

(cn: caseExact Mat ch: =Fred Fl i nt st one)
(cn:=Betty Rubbl e)
(sn:dn:2.4.6.8.10: =Bar ney Rubbl e)
(o0:dn: =Ace I ndustry)

(:1.2.3: =Wl nma Flintstone)

(:DN: 2.4.6.8.10: =Di no)

The first exanpl e shows use of the matching rule "caseExact Match."

The second exanpl e denonstrates use of a Matchi ngRul eAssertion form
wi t hout a mat chi ngRul e.
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The third exanple illustrates the use of the ":o0id" notation to

i ndicate that the matching rule identified by the QD "2.4.6.8.10"
shoul d be used when maki ng conpari sons, and that the attributes of an
entry’s distingui shed nane shoul d be considered part of the entry
when eval uating the match (indicated by the use of ":dn").

The fourth exanpl e denotes an equality match, except that DN
components shoul d be considered part of the entry when doing the
mat ch.

The fifth exanple is a filter that should be applied to any attribute
supporting the matching rule given (since the <attr> has been
omi tted).

The sixth and final exanple is also a filter that should be applied
to any attribute supporting the matching rule given. Attributes
supporting the matching rule contained in the DN should al so be
consi der ed.

The followi ng exanples illustrate the use of the escapi ng mechani sm

(o=Parens R Us \28for all your parenthetical needs\?29)
(cn=*\ 2A*)

(filenanme=C.\5cMWFile)

('bi n=\" 00\ 00\ 00\ 04)

(sn=Lu\ c4\ 8di \ c4\ 87)

(1.3.6.1.4.1.1466. 0=\ 04\ 02\ 48\ 69)

The first exanpl e shows the use of the escapi ng nechanismto
represent parenthesis characters. The second shows how to represent
a "*" in an assertion value, preventing it frombeing interpreted as
a substring indicator. The third illustrates the escaping of the
backsl ash charact er

The fourth exanple shows a filter searching for the four-octet val ue
00 00 00 04 (hex), illustrating the use of the escaping nechanismto
represent arbitrary data, including NUL characters.

The fifth exanple illustrates the use of the escapi ng nmechanismto
represent various non-ASCI| UTF-8 characters. Specifically, there
are 5 characters in the <assertionval ue> portion of this exanple:
LATIN CAPI TAL LETTER L (U+004C), LATIN SMALL LETTER U (U+0075), LATIN
SMALL LETTER C W TH CARON (U+010D), LATIN SMALL LETTER | (U+0069),
and LATIN SMALL LETTER C W TH ACUTE ( U+0107).

The sixth and final exanple denonstrates assertion of a BER-encoded
val ue.
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Security Considerations

This meno describes a string representation of LDAP search filters.
Wi le the representation itself has no known security inplications,
LDAP search filters do. They are interpreted by LDAP servers to
select entries fromwhich data is retrieved. LDAP servers should
take care to protect the data they mmintain from unauthorized access.

Pl ease refer to the Security Considerations sections of [RFC4511] and
[ RFC4513] for nore information.
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Appendi x A: Changes Since RFC 2254
A.1. Technical Changes
Repl aced [I SO 10646] reference with [ Unicode].

The foll owing technical changes were made to the contents of the
"String Search Filter Definition" section

Added statenent that the string representation is a string of UTF-8-
encoded Uni code characters.

Revi sed all of the ABNF to use common productions from [ RFC4512].

Repl aced the "value"” rule with a new "assertionvalue” rule within the
"sinple", "extensible", and "substring" ("initial", "any", and
"final") rules. This nmatches a change nade in [ RFC4517].

Added " (" and ")" around the conponents of the <extensible>
subproductions for clarity.

Revi sed the "attr", "matchingrule", and "assertionval ue" ABNF to nore
preci sely reference productions fromthe [ RFC4512] and [ RFC4511]
document s.

"String Search Filter Definition" section: replaced "greater" and
"l ess" with "greaterorequal”™ and "l essorequal” to avoid confusion

I ntroduced the "val ueencodi ng" and associ ated "normal " and "escaped"”
rules to reduce the dependence on descriptive text. The "normal"
production restricts filter strings to valid UTF-8 sequences.

Added a statenent about expected behavior in light of RFC 2254’ s | ack
of a clear definition of "string representation.”

A.2. Editorial Changes
Changed docunent title to include "LDAP:" prefix.

| ESG Note: renpved note about |ack of satisfactory mandatory
aut henti cati on mechani sns.

Header and "Authors’ Addresses" sections: added Mark Smith as the
docunent editor and updated affiliation and contact information

"Tabl e of Contents" and "Intellectual Property" sections: added.

Copyri ght: updated per |atest |IETF guidelines.
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"Abstract" section: separated fromintroductory material

"Introduction" section: new section; separated fromthe Abstract.
Updat ed second paragraph to indicate that RFC 2254 is replaced by
this docunment (instead of RFC 1960). Added reference to the

[ RFC4510] docunent.

"LDAP Search Filter Definition" section: nmade corrections to the LDAP
search filter ABNF so it matches that used in [ RFC4511].

Clarified the definition of 'value (now 'assertionvalue') to take
into account the fact that it is not precisely an AttributeAssertion
from [ RFC4511] Section 4.1.6 (special handling is required for sone
characters). Added a note that each octet of a character to be
escaped is replaced by a backslash and two hex digits, which
represent a single octet.

"Exanpl es" section: added four additional exanples: (seeAlso=),
(cn:=Betty Rubble), (:1.2.3:=WIlma Flintstone), and
(1.3.6.1.4.1.1466. 0=\04\02\48\69). Repl aced one occurrence of "a
value" with "an assertion value". Corrected the description of this
exanpl e: (sn:dn:2.4.6.8.10: =Barney Rubble). Replaced the nuneric QD
in the first extensible match exanple with "caseExactMatch" to
denmonstrate use of the descriptive form Used "DN' (uppercase) in
the |l ast extensible match exanple to remind the reader to treat the
<dnattrs> production as case insensitive. Reworded the description
of the fourth escapi ng mechani sm exanple to avoid maki ng assunpti ons
about byte order. Added text to the fifth escapi ng mechani sm exanpl e
to spell out what the non-ASCI| characters are in Unicode terns.

"Security Considerations" section: added references to [ RFC4511] and
[ RFC4513] .

"Normative References" section: renaned from "References" per new RFC
gui delines. Changed from|[1l] style to [ RFC4511] style throughout the
docunment. Added entries for [Unicode], [RFC2119], [RFC4513],

[ RFC4512], and [ RFC4510] and updated the UTF-8 reference. Replaced
RFC 822 reference with a reference to RFC 4234.

"Informati ve References" section: (new section) noved [ X. 690] to this
section. Added a reference to [ RFC4516].

"Acknowl edgenent s" section: added.
"Appendi x A: Changes Since RFC 2254" section: added.

Surrounded the nanes of all ABNF productions with "<" and ">" where
they are used in descriptive text.

Smith and Howes St andards Track [ Page 10]



RFC 4515 LDAP: String Representation of Search Filters June 2006

Repl aced all occurrences of "LDAPv3" with "LDAP."
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pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
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