Net wor k Wor ki ng G oup W Har daker
Request for Comments: 4509 Sparta
Cat egory: Standards Track May 2006

Use of SHA-256 in DNSSEC Del egati on Signer (DS) Resource Records (RRs)

Status of This Meno
Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2006).
Abst r act
Thi s docunent specifies howto use the SHA-256 digest type in DNS
Del egation Signer (DS) Resource Records (RRs). DS records, when
stored in a parent zone, point to DNSKEYs in a child zone.
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1.

2

I nt roducti on

The DNSSEC [ RFC4033] [ RFC4034] [RFC4035] DS RR is published in parent
zones to distribute a cryptographic digest of one key in a child's
DNSKEY RRset. The DS RRset is signed by at |east one of the parent
zone's private zone data signing keys for each algorithmin use by
the parent. Each signature is published in an RRSIG resource record,
owned by the same domain as the DS RRset, with a type covered of DS.

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].

I mpl enenting the SHA-256 Al gorithmfor DS Record Support

Thi s docunent specifies that the digest type code 2 has been assigned
to SHA- 256 [ SHA256] [ SHA256CCODE] for use within DS records. The
results of the digest algorithm MJST NOT be truncated, and the entire
32 byte digest result is to be published in the DS record.
1. DS Record Field Val ues

Using the SHA-256 digest algorithmwithin a DS record will make use
of the follow ng DS-record fields:

Di gest type: 2
Di gest: A SHA-256 bit digest value cal cul ated by using the follow ng
formula ("|" denotes concatenation). The resulting value is not
truncated, and the entire 32 byte result is to be used in the
resulting DS record and rel ated cal cul ati ons.
di gest = SHA 256( DNSKEY owner nane | DNSKEY RDATA)
wher e DNSKEY RDATA is defined by [ RFC4034] as:
DNSKEY RDATA = Flags | Protocol | Algorithm| Public Key

The Key Tag field and Algorithmfields remain unchanged by this
docunent and are specified in the [ RFC4034] specification.
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2.2. DS Record with SHA-256 Wre Fornat

The resulting on-the-wire format for the resulting DS record will be
as foll ows:

1111111111222222222233
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Key Tag | Algorithm | Di gestType=2 |
el i I e i it T e e e e i i T o S e e S e T R R

/ /
/ Digest (length for SHA-256 is 32 bytes) /
/ /
R R Rl T S N S SR e SR SR S R S SR S SR S S SR S R i

2.3. Exanple DS Record Using SHA- 256

The following is an exanpl e DNSKEY and matching DS record. This
DNSKEY record cones fromthe exanpl e DNSKEY/ DS records found in
section 5.4 of [RFC4034].

The DNSKEY record:

dskey. exanpl e. com 86400 I N DNSKEY 256 3 5 ( AQQCei i ROGOMYkDshW)SKz9Xz
fwdr LAYt smk3TCGkJaNXvbf i /
2pHNB22aJ5i | 9BMzNXxeYCnZ
DRDIOWYwYqUSdj MrmAphXdv x
egXd/ Mb+X70r zKBaMyCVdAFLU
Uh6DhweJBj EVW5f 2wwj MBXzc
nCf +EPbt GADVBMAD] FDc2w r
Ij whFw==
) ; key id = 60485

The resulting DS record covering the above DNSKEY record using a
SHA- 256 di gest:

dskey. exanpl e. com 86400 IN DS 60485 5 2 ( D4B7D520E7BB5FOF67674A0C
CEB1E3E0614B93C4F9E99B83
83F6A1E4469DA50A )
3. Inplenentation Requirenents
| mpl enent ati ons MJST support the use of the SHA-256 algorithmin DS

RRs. Validator inplenentations SHOULD i gnore DS RRs contai ning SHA-1
digests if DS RRs with SHA-256 digests are present in the DS RRset.
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4.

6

6

Depl oynment Consi derati ons

If a validator does not support the SHA-256 di gest type and no ot her
DS RR exists in a zone's DS RRset with a supported digest type, then
the validator has no supported authentication path | eading fromthe
parent to the child. The resolver should treat this case as it would
the case of an authenticated NSEC RRset proving that no DS RRset

exi sts, as described in [ RFC4035], Section 5.2.

Because zone adm ni strators cannot control the depl oynent speed of
support for SHA-256 in validators that nmay be referencing any of
their zones, zone operators shoul d consider deploying both SHA-1 and
SHA- 256 based DS records. This should be done for every DNSKEY for
whi ch DS records are being generated. Whether to nake use of both
di gest types and for how long is a policy decision that extends
beyond t he scope of this docunent.

I ANA Consi der ati ons
Only one I ANA action is required by this docunent:

The Digest Type to be used for supporting SHA-256 within DS records
has been assigned by | ANA

At the time of this witing, the current digest types assigned for
use in DS records are as foll ows:

VALUE Di gest Type St at us
0 Reserved -
1 SHA- 1 MANDATCORY
2 SHA- 256 MANDATORY

3-255 Unassi gned -
Security Considerations
1. Potential Digest Type Downgrade Attacks

A downgrade attack froma stronger digest type to a weaker one is
possible if all of the following are true:

0 A zone includes nultiple DS records for a given child s DNSKEY,
each of which uses a different digest type

o A validator accepts a weaker digest even if a stronger one is
present but invalid.
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For exanple, if the following conditions are all true:

0 Both SHA-1 and SHA-256 based digests are published in DS records
within a parent zone for a given child zone’s DNSKEY.

0 The DS record with the SHA-1 digest nmatches the di gest conputed
usi ng the child zone’' s DNSKEY.

o The DS record with the SHA-256 digest fails to match the di gest
conmput ed using the child zone' s DNSKEY.

Then, if the validator accepts the above situation as secure, then
this can be used as a downgrade attack since the stronger SHA-256
di gest is ignored.

6.2. SHA-1 vs. SHA-256 Considerations for DS Records

Users of DNSSEC are encouraged to depl oy SHA-256 as soon as software
i npl erentations allow for it. SHA-256 is widely believed to be nore
resilient to attack than SHA-1, and confidence in SHA-1's strength is
bei ng eroded by recently announced attacks. Regardl ess of whether
the attacks on SHA-1 will affect DNSSEC, it is believed (at the tine
of this witing) that SHA-256 is the better choice for use in DS
records.

At the time of this publication, the SHA-256 digest algorithmis
considered sufficiently strong for the imediate future. It is also
considered sufficient for use in DNSSEC DS RRs for the inmedi ate
future. However, future published attacks nmay weaken the usability
of this algorithmwithin the DS RRs. It is beyond the scope of this
docunent to specul ate extensively on the cryptographic strength of
the SHA-256 digest al gorithm

Li kewise, it is also beyond the scope of this docunment to specify
whet her or for how | ong SHA-1 based DS records shoul d be
si mul t aneousl y published al ongsi de SHA-256 based DS records.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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