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Abst ract

Thi s docunent describes the requirenents for SIP tel ephony devices,
based on the depl oynent experience of |arge nunbers of SIP phones and
PC clients using different inplementations in various networks. The
obj ectives of the requirenents are a well-defined set of
interoperability and multi-vendor-supported core features, so as to
enabl e sinilar ease of purchase, installation, and operation as found
for PCs, PDAs, anal og feature phones or nobile phones.

We present a glossary of the nbst comopn settings and sonme of the
nmore wi dely used val ues for sone settings.
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1.

I nt roducti on

Thi s docunent has the objective of focusing the Internet
conmuni cations conmunity on requirenents for tel ephony devices using
Sl P.

W base this information from devel opi ng and using a | arge nunber of
SI P tel ephony devices in carrier and private | P networks and on the
Internet. This depl oynment has shown the need for generic
requirenents for SIP tel ephony devices and also the need for sone
specifics that can be used in SIP interoperability testing.

SI P tel ephony devices, also referred to as SIP User Agents (UAs), can
be any type of |IP networked conputing user device enabled for SIP-
based I P tel ephony. SIP tel ephony user devices can be SIP phones,
adaptors for anal og phones and for fax nachi nes, conference

speaker phones, software packages (soft clients) running on PCs,

| apt ops, wirel ess connected PDAs, 'W-Fi' SIP nobile phones, as well
as ot her nobile and cordl ess phones that support SIP signaling for
real -tinme conmmuni cations. SIP-PSTN gateways are not the object of
this meno, since they are network el enents and not end user devices.

SI P tel ephony devices can al so be instant nessaging (IM applications
that have a tel ephony option

SI P devi ces MAY support various other nedia besides voice, such as
text, video, ganes, and other Internet applications; however, the

non-voi ce requirenents are not specified in this docunent, except

when provi di ng enhanced t el ephony features.

SI P tel ephony devices are highly conplex |IP endpoints that speak many
Internet protocols, have audio and visual interfaces, and require
functionality targeted at several constituencies: (1) end users, (2)
service providers and network adm nistrators, (3) manufacturers, and
(4) systemintegrators

The objectives of the requirenments are a well-defined set of
interoperability and multi-vendor-supported core features, so as to
enable sim|ar ease of purchase, installation, and operation as found
for standard PCs, anal og feature phones, or nobile phones. Gven the
cost of sone feature-rich display phones may approach the cost of PCs
and PDAs, similar or even better ease of use as conpared to persona
comput ers and networked PDAs is expected by both end users and

net wor k adni ni strators.

Wi |l e sone of the recommendations of this docunent go beyond what is
currently mandated for SIP inplenentations within the IETF, this is
bel i eved necessary to support the specified operational objectives.
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However, it is also inportant to keep in mind that the SIP
specifications are constantly evol ving; thus, these reconmendati ons
need to be considered in the context of that change and evol ution
Due to the evolution of |IETF docunents in the standards process, and
the informational nature of this neno, the references are all

i nformative.

1.1. Conventions used in this docunent

Thi s docunent is informational and therefore the key words "MJST",
"SHOULD', "SHOULD NOT", and "MAY", in this document are not to be
interpreted as described in RFC 2119 [1], but rather indicate the
nature of the suggested requirenent.

2. Ceneric Requirenents

We present here a minimal set of requirenments that MJST be net by al
SIP [2] tel ephony devices, except where SHOULD or MAY is specified.

2.1. SIP Tel ephony Devices

This nmeno applies mainly to desktop phones and ot her special purpose

SI P tel ephony hardware. Sonme of the requirements in this section are
not applicable to PC/I aptop or PDA software phones (soft phones) and

nmobi | e phones.

Reqg-1: SIP tel ephony devices MIST be able to acquire |IP network
settings by automatic configuration using Dynam c Host
Configuration Protocol (DHCP) [3].

Reg-2: SIP tel ephony devices MJST be able to acquire |IP network
settings by manual entry of settings fromthe device.

Req-3: SIP tel ephony devices SHOULD support | Pv6. Sone newer
wi rel ess networks may mandate support for IPv6 and in such
networ ks SIP tel ephony devi ces MJUST support |Pv6.

Req-4: SIP tel ephony devices MJST support the Sinple Network Tine
Prot ocol [4].

Req-5: Desktop SIP phones and ot her special purpose SIP tel ephony
devi ces MJUST be able to upgrade their firmvare to support
additional features and the functionality.

Req-6: Users SHOULD be able to upgrade the devices with no specia

applications or equiprment; or a service provider SHOULD be
abl e to push the upgrade down to the devices renptely.

Sinnreich, et al. I nf or mat i onal [ Page 4]



RFC 4504

2.2. DNS

Req- 7:

Req- 8:

Reqg- 9:

Reqg- 10:

Reqg- 11:

2.3. SIP
Req- 12:

Reqg- 13:

Req- 14:

Req- 15:

Req- 16:

Si nnrei ch
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and ENUM Support

SI P tel ephony devi ces MJST support RFC 3263 [5] for locating a
SIP server and sel ecting a transport protocol

SI P tel ephony devices MJST incorporate DNS resol vers that are
configurable with at least two entries for DNS servers for
redundancy. To provide efficient DNS resolution, SIP

t el ephony devi ces SHOULD query responsive DNS servers and skip
DNS servers that have been non-responsive to recent queries.

To provide efficient DNS resolution and to linit post-dia
del ay, SIP tel ephony devices MJST cache DNS responses based on
the DNS time-to-1live.

For DNS efficiency, SIP tel ephony devices SHOULD use the
additional information section of the DNS response instead of
generating additional DNS queri es.

SI P tel ephony devices MAY support ENUM [6] in case the end
users prefer to have control over the ENUM | ookup. Note: The
ENUM r esol ver can al so be placed in the outgoing SIP proxy to
simplify the operation of the SIP tel ephony device. The

Ext ensi on Mechani snms for DNS (EDNSO in RFC 2671 SHOULD al so
be supported.

Devi ce Resi dent Tel ephony Feat ures
SI P tel ephony devices MJUST support RFC 3261 [2].

SI P tel ephony devices SHOULD support the SIP Privacy header
by popul ati ng headers with values that reflect the privacy
requi renments and preferences as described in "User Agent
Behavior", Section 4 of RFC 3323 [7].

SI P tel ephony devices MJST be able to place an existing cal
on hold, and initiate or receive another call, as specified
in RFC 3264 [8] and SHOULD NOT omit the sendrecv attribute.

SI P tel ephony devices MJST provide a call waiting indicator
When participating in a call, the user MIST be alerted

audi bly and/or visually of another incoming call. The user
MUST be able to enable/disable the call waiting indicator.

SI P tel ephony devices MJST support SIP nmessage waiting [9]
and the integration with nmessage store platforns.
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Reg- 17: SIP tel ephony devices MAY support a local dial plan. If a
dial plan is supported, it MJST be able to match the user
input to one of multiple pattern strings and transformthe
input to a URI, including an arbitrary schene and URI
paraneters

Exanple: If a local dial plan is supported, it SHOULD be configurable
to generate any of the followi ng URIs when "5551234" is dial ed:

tel:+12125551234

si p: +12125551234@xanpl e. net ; user =phone

si ps: +12125551234@xanpl e. net ; user =phone

si p: 5551234 @xanpl e. net

si ps: 5551234@xanpl e. net

tel : 5551234; phone- cont ext =nycl. exanpl e. net

si p: 5551234; phone-

cont ext =nycl. exanpl e. net @xanpl e. net ; user =phone

si ps: 5551234; phone-

cont ext =nycl. exanpl e. net @xanpl e. net ; user =phone

si p: 5551234; phone-

cont ext =nycl. exanpl e. net @xanpl e. net ; user=di al stri ng

si ps: 5551234; phone-

cont ext =nycl. exanpl e. net @xanpl e. net ; user =di al stri ng

tel : 5551234; phone- cont ext =+1212

si p: 5551234; phone- cont ext =+1212@xanpl e. net ; user =phone

si ps: 5551234; phone- cont ext =+1212@xanpl e. net ; user =phone

si p: 5551234; phone- cont ext =+1212@xanpl e. net ; user =di al stri ng
si ps: 5551234; phone- cont ext =+1212@xanpl e. net ; user =di al stri ng

If a local dial plan is not supported, the device SHOULD be
configurable to generate any of the following URIs when "5551234" is
di al ed:

si p: 5551234@xanpl e. net

si ps: 5551234@xanpl e. net

si p: 5551234, phone-

cont ext =nycl. exanpl e. net @xanpl e. net ; user=di al stri ng

si ps: 5551234; phone-

cont ext =nycl. exanpl e. net @xanpl e. net ; user=di al stri ng

si p: 5551234; phone- cont ext =+1212@xanpl e. net ; user =di al string
si ps: 5551234; phone- cont ext =+1212@xanpl e. net ; user =di al stri ng"

Reg- 18: SIP tel ephony devices MJST support URIs for tel ephone nunbers
as per RFC 3966 [10]. This includes the reception as well as
the sending of requests. The reception may be denied
according to the configurable security policy of the device.
It is a reasonabl e behavior to send a request to a
preconfi gured outbound proxy.
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Reqg- 19:

Reqg- 20:

Reqg- 21:

Reqg- 22:

Req- 23:

Req- 24:

Reqg- 25:

Req- 26:

Req- 27:

Req- 28:

Si nnr ei ch,
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SI P tel ephony devices MJUST support REFER and NOTIFY for call
transfer [11], [12]. SIP tel ephony devices MJST support
escaped Repl aces- Header (RFC 3891) and SHOULD support ot her
escaped headers in the Refer-To header.

SI P tel ephony devices MJST support the unattended call
transfer flows as defined in [12].

SI P tel ephony devices MJST support the attended call transfer
as defined in [12].

SI P tel ephony devices MAY support device-based 3-way calling
by mixing the audio streans and di splaying the interactive
text of at |east 2 separate calls.

SI P tel ephony devices MJST be able to send dual -tone nulti -
frequency (DTMF) naned tel ephone events as specified by RFC
2833 [13].

Payl oad type negotiation MJST comply with RFC 3264 [8] and
with the registered MM types for RTP payload formats in RFC
3555 [ 14].

The dynani ¢ payl oad type MJUST remain constant throughout the
session. For exanple, if an endpoint decides to renegotiate
codecs or put the call on hold, the payl oad type for the re-
invite MUST be the same as the initial payload type. SIP
devi ces MAY support Flow Identification as defined in RFC
3388 [15].

When acting as a User Agent Cient (UAC), SIP tel ephony
devi ces SHOULD support the gateway nodel of RFC 3960 [ 16].
VWhen acting as a User Agent Server (UAS), SIP tel ephony
devi ces SHOULD NOT send early nedia.

SI P tel ephony devices MJST be able to handle nultiple early
dialogs in the context of request forking. Wen a confirnmed
di al og has been established, it is an acceptable behavior to
send a BYE request in response to additional 2xx responses
that establish additional confirned dial ogs.

SI P devices with a suitable display SHOULD support the call -

i nfo header and dependi ng on the display capabilities MY,
for exanple, display an icon or the inage of the caller.
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Req- 29:

Reqg- 30:

Req- 31:
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To provide additional information about call failures, SIP
tel ephony devices with a suitable display MIST render the
"Reason Phrase" of the SIP nessage or map the "Status Code”
to customor default nessages. This presunes the | anguage
for the reason phrase is the sanme as the negotiated | anguage.
The devices MAY use an internal "Status Code" table if there
was a problemw th the | anguage negoti ati on

SI P tel ephony devices MAY support music on hold, both in
receive node and locally generated. See also "SIP Service
Exanmpl es" for a call floww th nusic on hold [17].

SI P tel ephony devices MAY ring after a call has been on hold
for a predeterm ned period of tinme, typically 3 mnutes.

2.4. Support for SIP Services

Reqg- 32:

Reqg- 33:

Req- 34:

Req- 35:

Req- 36:

Req- 37:

Req- 38:

Si nnrei ch

SI P tel ephony devices MJST support the SIP Basic Call Flow
Exanpl es as per RFC 3665 [17].

SI P tel ephony devices MIST support the SIP-PSTN Service
Exanpl es as per RFC 3666 [ 18].

SI P tel ephony devices MJST support the Third Party Call
Control model [19], in the sense that they may be the
control |l ed device

SI P tel ephony devi ces SHOULD support SIP call control and
mul ti-party usage [20].

SI P tel ephony devices SHOULD support conferencing services
for voice [21], [22] and interactive text [23] and if

equi pped wi th an adequate display MAY al so support instant
messaging (IM and presence [24], [25].

SI P tel ephony devices SHOULD support the indication of the
User Agent capabilities and MJST support the caller
capabilities and preferences as per RFC 3840 [ 26].

SI P tel ephony devices MAY support service nobility: Devices
MAY al |l ow roanming users to input their identity so as to have
access to their services and preferences fromthe hone SIP
server. Exanples of user data to be available for roam ng
users are: user service ID, dialing plan, personal directory,
and cal | er preferences.
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2.5. Basic Tel ephony and Presence Information Support

The | arge col or displays in sone newer nodels make such SI P phones
and applications attractive for a rich comruni cati on environnent.
Thi s docunent is focused, however, only on tel ephony-specific
features enabled by SIP Presence and SIP Events.

SI P tel ephony devices can al so support presence status, such as the
traditional Do Not Disturb, new event state-based information, such
as being in another call or being in a conference, typing a nessage,
enoticons, etc. Sone SIP tel ephony User Agents can support, for
exanpl e, a voice session and several |Msessions with different
parties.

Req-39: SIP tel ephony devices SHOULD support Presence information
[ 24] and SHOULD support the Rich Presence Infornmation Data
Format [27] for the new | P communi cati on services enabl ed by
Presence.

Req-40: Users MJST be able to set the state of the SIP tel ephony
device to "Do Not Disturb", and this MAY be manifested as a
Presence state across the network if the UA can support
Presence i nformation.

Reg-41: SIP tel ephony devices with "Do Not Disturb" enabl ed MJST
respond to new sessions with "486 Busy Here"

2.6. Energency and Resource Priority Support

Req-42: Energency calling: For emergency nunbers (e.g., 911, SOS
URL), SIP tel ephony devices SHOULD support the work of the
ECRIT WG [ 28].

Req-43: Priority header: SIP devices SHOULD support the setting by
the user of the Priority header specified in RFC 3261 for
such applications as energency calls or for selective cal
accept ance.

Req-44: Resource Priority header: SIP tel ephony devices that are used
in environnments that support energency preparedness MJST al so
support the sending and receiving of the Resource-Priority
header as specified in [29]. The Resource Priority header
i nfl uences the behavior for nessage routing in SIP proxies
and PSTN tel ephony gateways and is different fromthe SIP
Priority header specified in RFC 3261. Users of SIP
t el ephony devices may want to be interrupted in their |ower-
priority comunications activities if such an energency
conmuni cati on request arrives.
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Note: As of this witing, we recommend that inplenmenters follow the
wor k of the Working Group on Emergency Context Resolution with
Internet Technol ogies (ecrit) in the IETF. The conplete solution is
for further study at this time. There is also work on the
requirenents for |ocation conveyance in the SIPPING W5 see [30].

2.7. Milti-Line Requirements

A SIP tel ephony device can have nultiple lines: One SIP tel ephony
device can be registered sinmultaneously with different SIP registrars
fromdifferent service providers, using different nanmes and
credentials for each line. The different sets of names and
credentials are also called 'SIP accounts’. The "line" term nol ogy
has been borrowed fromnulti-Iine PSTN PBX phones, except that for
SI P tel ephony devices there can be different SIP registrars/proxies
for each Iine, each of which may belong to a different service

provi der, whereas this would be an exceptional case for the PSTN and
certainly not the case for PBX phones. Milti-line SIP tel ephony
devi ces resenble nore closely e-mail clients that can support severa
e-mai | accounts.

Not e: Each SIP account can usually support different Addresses of
Record (AORs) with a different |ist of contact addresses (CAs), as
may be convenient, for exanple, when having different SIP accounts
for business and personal use. However, some of the CAs in different
SI P accounts may point to the same devices.

Req-45: Multi-line SIP tel ephony devices MJST support a uni que
aut henti cati on usernane, authentication password, registrar,
and identity to be provisioned for each line. The
aut henti cati on username MAY be identical with the user name
of the AOR and the domain name MAY be identical with the host
nane of the registrar.

Req-46: Multi-line SIP tel ephony devices MJST be able to support the
state of the client to Do Not Disturb on a per |ine basis.

Req-47: Multi-line SIP tel ephony devices MJST support multi-line cal
waiting indicators. Devices MIST allow the call waiting
indicator to be set on a per line basis.

Req-48: Multi-line SIP tel ephony devices MJST be able to support a
few different ring tones for different lines. W specify
here "a few', since provisioning different tones for al
lines may be difficult for phones with many |ines.
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2.8. User Mbility

The followi ng requirenents allow users with a set of credentials to
use any SIP tel ephony device that can support personal credentials
fromseveral users, distinct fromthe identity of the device

Reqg-49: User-nmobility-enabled SIP tel ephony devices MJST store static
credentials associated with the device in non-volatile
menory. This static profile is used during the power up
sequence.

Req-50: User-nobility-enabled SIP tel ephony devices SHOULD al |l ow a
user to walk up to a device and input their persona
credentials. Al user features and settings stored in home
SIP proxy and the associated policy server SHOULD be
avai l abl e to the user.

Req-51: User-nobility-enabled SIP tel ephony devices registered as
fixed desktop with network adm ni strator MJST use the |oca
static location data associated with the device for energency
calls.

2.9. Interactive Text Support

SI P tel ephony devices supporting instant nessagi ng based on S| MPLE

[ 24] support text conversation based on bl ocks of text. However,
continuous interactive text conversation may be sonetinmes preferred
as a parallel to voice, due to its interactive and nore stream ng-
like nature, and thus is nore appropriate for real-tinme conversation
It also allows for text captioning of voice in noisy environnents and
for those who cannot hear well or cannot hear at all

Final |l y, continuous character-by-character text is preferred by
energency and public safety programs (e.g., 112 and 911) because of
its imediacy, efficiency, |lack of crossed nessages problem better
ability to interact with a confused person, and the additiona

i nformati on that can be observed fromwatching the nessage as it is
composed.

Req-52: SIP tel ephony devices such as SIP display phones and | P-
anal og adapters SHOULD support the accessibility requirenents
for deaf, hard-of-hearing and speech-inpaired individuals as
per RFC 3351 [31] and also for interactive text conversation
[23], [32].
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Req- 53:

Req- 54:

Req- 55:

Req- 56:

Req- 57:

Req- 58:
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SI P tel ephony devices SHOULD provide a way to input text and
to display text through any reasonable nmethod. Built-in user
interfaces, standard wired or wireless interfaces, and/or
support for text through a web interface are all considered

r easonabl e nechani sns.

SI P tel ephony devi ces SHOULD provi de an external standard
wired or wireless link to connect external input (keyboard,
mouse) and di spl ay devi ces.

SI P tel ephony devices that include a display, or have a
facility for connecting an external display, MJST include
protocol support as described in RFC 4103 [23] for real-tine
interactive text.

There may be val ue in having RFC 4103 support in a ternina
al so without a visual display. A synthetic voice output for
the text conversation may be of value for all who can hear,
and t hereby provides the opportunity to have a text
conversation with other users.

SI P tel ephony devi ces MAY provi de anal og adapt or
functionality through an RJ-11 FXS port to support FXS
devices. |If an RJ-11 (FXS) port is provided, then it MY
support a gateway function fromall text-tel ephone protocols
according to | TU-T Recormmendation V.18 to RFC 4103 text
conversation (in fact, this is encouraged in the near term
during the transition to w despread use of SIP tel ephony
devices). If this gateway function is not included or fails,
the device MJST pass through all text-tel ephone protocols
according to | T T Recommendation V.18, Novenber 2000, in a
transparent fashion

SI P tel ephony devices MAY provide a 2.5 mm audio port, in
portabl e SIP devices, such as PDAs and various wireless SIP
phones.

2.10. Oher Related Protocols

Reqg- 59:

Si nnrei ch

SI P tel ephony devices MJST support the Real -Tine Protocol and
the Real -Tine Control Protocol, RFC 3550 [33]. SIP devices
SHOULD use RTCP Extended Reports for |ogging and reporting on
net wor k support for voice quality, RFC 3611 [34] and MAY al so
support the RTCP summary report delivery [35].
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2.11. SIP

Req- 60:

Req- 61:

Req- 62:

Req- 63:

Req- 64:

Req- 65:

2.12.  Qual

Req- 66:

Req- 67:

Si nnrei ch
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Devi ce Security Requirenents

SI P tel ephony devices MJUST support digest authentication as
per RFC 3261. 1In addition, SIP tel ephony devices MJST
support Transport Layer Security (TLS) for secure transport
[36] for scenarios where the SIP registrar is |ocated outside
the secure, private IP network in which the SIP UA may
reside. Note: TLS need not be used in every call, though.

SI P tel ephony devices MJST be able to password protect
configuration informati on and adm nistrative functions.

SI P tel ephony devices MJST NOT di splay the password to the
user or admnistrator after it has been entered.

SIP clients MUST be able to disable renpte access, i.e.,
bl ock inconming Sinple Network Managenent Protocol (SNWP)
(where this is supported), HTTP, and other services not
necessary for basic operation

SI P tel ephony devices MJST support the option to reject an
incom ng |NVITE where the user-portion of the SIP request UR
is blank or does not match a provisioned contact. This

provi des protection agai nst war-dialer attacks, unwanted

tel emarketing, and spam The setting to reject MJIST be
confi gurabl e.

When TLS is not used, SIP tel ephony devices MJST be able to
reject an incomng | NVITE when the nessage does not cone from
the proxy or proxies where the client is registered. This
prevents callers frombypassing termnating call features on
the proxy. For DNS SRV specified proxy addresses, the client
must accept an INVITE fromall of the resolved proxy IP

addr esses.

ity of Service

SI P devices MUST support the IPv4 Differentiated Services
Code Point (DSCP) field for RTP streans as per RFC 2597 [37].
The DSCP setting MJST be configurable to conformwth the

| ocal network policy.

If not specifically provisioned, SIP telephony devices SHOULD
mar k RTP packets with the recomended DSCP for expedited
forwardi ng (codepoint 101110) and mark SIP packets w th DSCP
AF31 (codepoi nt 011010).
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Req-68: SIP tel ephony devices MAY support Resource Reservation
Prot ocol (RSVP) [38].

2.13. Media Requirenents

Req-69: To sinplify the interoperability issues, SIP tel ephony
devi ces MJST use the first matching codec listed by the
receiver if the requested codec is available in the called
device. See the offer/answer nodel in RFC 3261

Req- 70: To reduce overall bandw dth, SIP tel ephony devices NMAY
support active voice detection and confort noi se generation

2.14. Voi ce Codecs

I nternet tel ephony devices face the problem of supporting nultiple
codecs due to various historic reasons, on how tel ecomindustry

pl ayers have approached codec inpl enmentations and the serious
intellectual property and |licensing problens associated with nost
codec types. For exanple, RFC 3551 [39] lists 17 registered MM
subtypes for audi o codecs.

Ideal |y, the nore codecs can be supported in a SIP tel ephony device,
the better, since it enhances the chances of success during the codec
negotiation at call setup and avoids nedia intermediaries used for
codec nedi ati on.

I mpl enenters interested in a short |ist MAY, however, support a

m ni mal nunber of codecs used in wireline Voice over IP (VolP), and
al so codecs found in nobile networks for which the SIP UAis
targeted. An ordered short list of preferences may | ook as foll ows:

Req-71: SIP tel ephony devices SHOULD support Audi o/ Vi deo Transport
(AVT) payload type 0 (G 711 uLaw) as in [40] and its Annexes
1 and 2.

Reqg-72: SIP tel ephony devices SHOULD support the Internet Low Bit
Rate codec (iLBC) [41], [42].

Req-73: Modbile SIP tel ephony devi ces MAY support codecs found in
various wirel ess nobile networks. This can avoid codec
conversion in network-based internediari es.

Req-74: SIP tel ephony devices MAY support a small set of specia
pur pose codecs, such as G 723.1, where | ow bandw dth usage is
needed (for dial-up Internet access), Speex [43], or G 722
for high-quality audi o conferences.
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SI P tel ephony devices MAY support G 729 and its annexes

Note: The G 729 codec is included here for backward
compatibility only, since the iLBC and the G 723.1 codecs are
preferabl e i n bandw dt h-constrai ned envi ronnents.

Note: The authors believe the Internet Low Bit Rate codec
(iLBC) should be the default codec for Internet tel ephony.

A summary count reveals up to 25 and nore voi ce codec types
currently in use. The authors believe there is also a need
for a single nulti-rate Internet codec, such as Speex or
simlar that can effectively be substituted for all of the
multiple |l egacy G 7xx codec types, such as G 711, G 729,

G 723.1, G722, etc., for various data rates, thus avoiding
the conplexity and cost to inplenenters and service providers
al i ke who are burdened by supporting so many codec types,

besi des the |icensing costs.

2.15. Tel ephony Sound Requirenents

Req-76: SI P tel ephony devices SHOULD conply with the handset receive
confort noise requirenents outlined in the ANSI standards
[44], [45].
Reqg-77: SIP tel ephony devices SHOULD conply with the stability or
m nimum | oss defined in ITUT G 177
Req-78: SIP tel ephony devices MAY support a full-dupl ex speakerphone
function with echo and side tone cancellation. The design of
hi gh-quality side tone cancellation for desktop |IP phones,
| apt op conputers, and PDAs is outside the scope of this neno.
Req-79: SIP tel ephony device MAY support different ring tones based
on the caller identity.
2.16. International Requirenents
Req-80: SIP tel ephony devices SHOULD indicate the preferred | anguage
[46] using User Agent capabilities [26].
Req-81: SIP tel ephony devices intended to be used in various |anguage
settings MJUST support other |anguages for nenus, help, and
| abel s.
Sinnreich, et al. I nf or mat i onal [ Page 15]
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2.17. Support for Related Applications

The followi ng requirenments apply to functions placed in the SIP
t el ephony devi ce.

Req- 82:

Req- 83:

Req- 84:

SI P tel ephony devices that have a | arge display and support
presence SHOULD di splay a buddy list [24].

SI P tel ephony devi ces MAY support Lightweight Directory
Access Protocol (LDAP) for client-based directory |ookup

SI P tel ephony devices MAY support a phone setup where a URL
is autonmatically dialed when the phone goes off-hook

2.18. \Web-Based Feature Managenent

Req- 85:

SI P tel ephony devices SHOULD support an internal web server
to allow users the option to manually configure the phone and
to set up personal phone applications such as the address
book, speed-dial, ring tones, and, last but not |east, the
call handling options for the various lines and aliases, in a
user-friendly fashion. Wb pages to nmanage the SIP tel ephony
devi ce SHOULD be supported by the individual device, or MAY
be supported in managed networks fromcentralized web servers
linked froma URI.

Managi ng SI P tel ephony devices SHOULD NOT require specia
client software on the PC or require a dedi cated nmanagenent
console. SIP tel ephony devices SHOULD support https
transport for this purpose.

In addition to the Wb Based Feature Managenent requirenent,
the device MAY have an SNMP interface for nonitoring and
managenent pur poses.

2.19. Firewall and NAT Traversa

The followi ng requirenments allow SIP clients to properly function
behind various firewall architectures.

Req- 86:

Si nnrei ch

SI P tel ephony devices SHOULD be able to operate behind a
static Network Address Translation/Port Address Translation
(NAPT) device. This inplies the SIP tel ephony device SHOULD
be able to 1) populate SIP nmessages with the public, externa
address of the NAPT device; 2) use symetric UDP or TCP for
signaling; and 3) use symmetric RTP [47].
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Req- 87:

Req- 88:

Req- 89:

20. Devi

Reqg- 90:

Reg- 91:

Req- 92:

Req- 93:
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SI P tel ephony devices SHOULD support the Sinple Traversal of
UDP t hrough NATs (STUN) protocol [48] for determ ning the
NAPT public external address. A classification of scenarios
and NATs where STUN is effective is reported in [49].
Detailed call flows for interactive connectivity
establishment (1 CE) [50] are given in [51].

Not e: Devel opers are strongly advised to follow the docunent
on best current practices for NAT traversal for SIP [51].

SI P tel ephony devices MAY support UPnP (http://ww. upnp.org/)
for local NAPT traversal. Note that UPnP does not help if
there is NAPT in the network of the service provider.

SI P tel ephony devices MIST be able to limt the ports used
for RTP to a provisioned range.

ce Interfaces

SI P tel ephony devices MJST support two types of addressing
capabilities, to enable end users to "dial" either phone
nunmbers or URIs.

SI P tel ephony devices MJST have a tel ephony-Ilike dial-pad and
MAY have tel ephony-style buttons such as nute, redial,
transfer, conference, hold, etc. The traditional telephony
di al -pad interface MAY appear as an option in |arge-screen

t el ephony devi ces using other interface nodels, such as
Push- To- Tal k in nobile phones and the Presence and | M

graphi cal user interface (GQU) found in PCs, PDAs, nobile
phones, and cordl ess phones.

SI P tel ephony devices MIJST have a convenient way for entering
SIP URI's and phone nunbers. This includes all al phanuneric
characters allowed in legal SIP URIs. Possible approaches

i nclude using a web page, display and keyboard entry, type-
ahead, or graffiti for PDAs.

SI P tel ephony devices should all ow phone nunber entry in

human-friendly fashion, with the usual separators and
brackets between digits and digit groups.
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3.

3.

d ossary and Usage for the Configuration Settings

SI P tel ephony devices are quite conmplex, and their configuration is
made nore difficult by the widely diverse use of technical terns for
the settings. W present here a glossary of the nbst commpn settings
and sone of the nore widely used values for sone settings

Settings are the information on a SIP UA that it needs so as to be a
functional SIP endpoint. The settings defined in this docunment are
not intended to be a conplete listing of all possible settings. It
MUST be possible to add vendor-specific settings.

The list of available settings includes settings that MJST, SHOULD
or MAY be used by all devices (when present) and that make up the
common denom nator that is used and understood by all devices.
However, the list is open to vendor-specific extensions that support
addi tional settings, which enable a rich and val uabl e set of
features.

Settings MAY be read-only on the device. This avoids the

m sconfiguration of important settings by inexperienced users
generating service cost for operators. The settings provisioning
process SHOULD i ndi cate which settings can be changed by the end user
and which settings should be protected.

In order to achieve wi de adoption of any settings format, it is
inmportant that it should not be excessive in size for nodest devices
to use it. Any format SHOULD be structured enough to allow flexible
extensions to it by vendors. Settings may belong to the device or to
a SIP service provider and the Address of Record (AOR) registered
there. \When the device acts in the context of an ACR it will first

try to look up a setting in the AOR context. |If the setting cannot
be found in that context, the device will try to find the setting in
the device context. |If that also fails, the device MAY use a default

val ue for the setting.

The exanpl es shown here are just of informational nature. O her
docunents may specify the syntax and semantics for the respective
settings.

1. Device ID

A device setting MAY include sonme unique identifier for the device it
represents. This MAY be an arbitrary device name chosen by the user,
the MAC address, sone manufacturer serial nunber, or sone other

uni que piece of data. The Device ID SHOULD al so indicate the ID

type.
Exanpl e: Devi cel d="000413100A10; t ype=MAC'
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3.2. Signaling Port

The port that will be used for a specific transport protocol for SIP
MAY be indicated with the SIP ports setting. |If this setting is
omtted, the device MAY choose any port within a range as specified
in 3.3. For UDP, the port may al so be used for sending requests so
that NAT devices will be able to route the responses back to the UA
Exanpl e: Sl PPort ="5060; t ranspor t =UDP"

3.3. RTP Port Range

A range of port numbers MJST be used by a device for the consecutive
pairs of ports that MJST be used to receive audio and contro
informati on (RTP and RTCP) for each concurrent connection. Sonetinmes
this is required to support firewall traversal, and it hel ps network
operators to identify voi ce packets.

Exanpl e: RTPPort s="50000-51000"

3.4. Quality of Service

The Quality of Service (QoS) settings for outbound packets SHOULD be
configurable for network packets associated with call signaling (SIP)
and nedia transport (RTP/RTCP). These settings help network
operators in identifying voice packets in their network and all ow
themto transport themwith the required QS. The settings are

i ndependently configurable for the different transport |ayers and
signaling, nedia, or admnistration. The QoS settings SHOULD al so

i nclude the QS nechani sm

For both categories of network traffic, the device SHOULD permit
configuration of the type of service settings for both layer 3 (IP
DiffServ) and layer 2 (for exanple, |EEE 802.1D/Q of the network
prot ocol st ack.

Exanmpl e: RTPQoS="0xAO0; type=Di ff Srv, 5;type=802. 1DQ vl an=324"

3.5. Default Call Handling

Al of the call handling settings defined bel ow can be defined here
as default behaviors.

3.5.1. CQutbound Proxy
The out bound proxy for a device MAY be set. The setting MAY require
that all signaling packets MJST be sent to the outbound proxy or that

only in the case when no route has been received the outbound proxy
MUST be used. This ensures that application | ayer gateways are in
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the signaling path. The second requirenment allows the optimnzation
of the routing by the outbound proxy.
Exanpl e: Qut boundPr oxy="si p: nat . pr oxy. cont

3.5.2. Default Qutbound Proxy

The default outbound proxy SHOULD be a gl obal setting (not related to
a specific line).
Exanpl e: Def aul t Proxy="si p: 123@r oxy. con{

3.5.3. SIP Session Tiner

The re-invite timer allows User Agents to detect broken sessions
caused by network failures. A value indicating the nunber of seconds
for the next re-invite SHOULD be used if provided.

Exanpl e: Sessi onTi ner ="600; uni t =seconds"

3.6. Tel ephone Dialing Functions

As nost tel ephone users are used to dialing digits to indicate the

address of the destination, there is a need for specifying the rule
by which digits are transforned into a URI (usually SIP URI or TEL

URI) .

3.6.1. Phone Number Representations

SI P phones need to understand entries in the phone book of the nost
common separators used between dialed digits, such as spaces, angle
and round brackets, dashes, and dots.

Exanpl e: A phonebook entry of "+49(30)398.33-401" shoul d be
translated into "+493039833401".

3.6.2. Digit Maps and/or the Dial/OK Key

A SIP UA needs to translate user input before it can generate a valid
request. Digit nmaps are settings that describe the paraneters of
this process. |If present, digit maps define patterns that when

mat ched define the foll ow ng:

1) Arule by which the endpoint can judge that the user has conpleted
dialing, and

2) Arule to construct a URI fromthe dialed digits, and optionally

3) An outbound proxy to be used in routing the SIP INVITE

A critical tinmer MAY be provided that determ nes how | ong the device
SHOULD wait before dialing if a dial plan contains a T (Tiner)
character. It MAY also provide a tinmer for the nmaxi num el apsed tine
that SHOULD pass before dialing if the digits entered by the user
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match no dial plan. |If the UA has a Dial or OK key, pressing this
key will override the timer setting.

SI P tel ephony devices SHOULD have a Dial/OK key. After sending a
request, the UA SHOULD be prepared to receive a 484 Address
Inconpl ete response. In this case, the UA should accept nore user
input and try again to dial the number.

An exanple digit map could use regul ar expressions like in DNS NAPTR
(RFC 2915) to translate user input into a SIP URL. Additional

repl acenent patterns like "d" could insert the donmain nane of the
used ACR  Additional paranmeters could be inserted in the flags
portion of the substitution expression. A list of those patterns
woul d make up the dial plan:

[0-9]*)#$| sip:\1@d; user =phone| out bound=pr oxy. com
[a-zA-Z0-9&=+H\$,;2\- _. I~ ()Q+@+) | sip:\1]
[a-ZA-Z0-9&=+\$, ;2\- . I~*" ()Y +)$|sip:\1@d|
.*)$|sip:\1@d| ti meout =5

3.6.3. Default Digit Mp

The SI P tel ephony device SHOULD support the configuration of a
default digit map. |If the SIP tel ephony devi ce does not support
digit maps, it SHOULD at |east support a default digit map rule to
construct a URI fromdigits. |If the endpoint does support digit
maps, this rule applies if none of the digit maps match.

For exanple, when a user enters "12345", the UA might send the
request to "sip:12345@r oxy. com user=phone" after the user presses
the K key.

3.7. SIP Tinmer Settings
The paraneters for SIP (like timer T1l) and other related settings MAY
be indicated. An exanple of usage would be the reduction of the DNS
SRV fail over tine.
Exanpl e: S| PTi mer ="t 1=100; uni t =ns"
Note: The timer settings can be included in the digit map.

3.8. Audi o Codecs
In sone cases, operators want to control which codecs may be used in
their network. The desired subset of codecs supported by the device

SHOULD be configurable along with the order of preference. Service
provi ders SHOULD have the possibility of plugging in their own codecs
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of choice. The codec settings MAY include the packet |ength and
other parameters |like silence suppression or confort noise
gener ati on.

The set of avail able codecs will be used in the codec negotiation
according to RFC 3264.
Exanpl e: Codecs="speex/ 8000; pti ne=20; chng=on, gsm pt i me=30"

The settings MJST include hints about privacy for audi o using Secure
Real time Transport Protocol (SRTP) that either nandate or encourage
the usage of secure RTP.

Exanpl e: SRTP="nandat ory"

3.9. DITMF Met hod

Keyboard interaction can be indicated with in-band tones or
preferably with out-of-band RTP packets (RFC 2833 [13]). The nethod
for sending these events SHOULD be configurable with the order of
precedence. Settings MAY include additional paraneters like the
content-type that shoul d be used.

Exanmpl e: DTMFMet hod="1 NFQ t ype=appl i cati on/ dtnf, RFC2833"

3.10. Local and Regional Paraneters

Certain settings are dependent upon the regional |ocation for the
daylight saving time rules and for the time zone.

Time Zone and UTC Ofset: A tine zone MAY be specified for the user
Where one is specified; it SHOULD use the schenma used by the O son
Ti me One dat abase [52].

Exanpl es of the database nami ng schene are Asial/Dubai or AmericallLos
Angel es where the first part of the name is the continent or ocean
and the second part is normally the largest city in that time zone.
Optional parameters |ike the UTC offset may provide additiona
information for UAs that are not able to nap the tine zone
information to a internal database.

Exanpl e: Ti meZone="Asi a/ Dubai ; of f set =7200"

3.11. Tine Server

A time server SHOULD be used. DHCP is the preferred way to provide
this setting. Optional paraneters may indicate the protocol that
SHOULD be used for determining the time. |f present, the DHCP tinme
server setting has higher precedence than the tine server setting.
Exanpl e: Ti meServer="12. 34.5. 2; prot ocol =NTP"
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3.12. Language

Setting the correct |anguage is inportant for sinple installation
around the gl obe.

A | anguage setting SHOULD be specified for the whol e device. Were
it is specified, it MJUST use the codes defined in RFC 3066 to provide
some predictability.

Exanpl e: Language="de"

It is recomended to set the | anguage as witable, so that the user
MAY change this. This setting SHOULD NOT be ACR rel ated.

A SIP UA MIST be able to parse and accept requests contai ning
international characters encoded as UTF-8 even if it cannot display
those characters in the user interface.

3.13. | nbound Authentication

SIP allows a device to limt incomng signaling to those made by a
predefined set of authorized users froma list and/or with valid
passwords. Note that the inbound proxy from nost service providers
may al so support the screening of incomng calls, but in sone cases
users may want to have control in the SIP tel ephony device for the
screeni ng.

A devi ce SHOULD support the setting as to whether authentication (on
the device) is required and what type of authentication is required.
Exanpl e: | nboundAut henti cati on="di gest; pattern=*"

I f inbound authentication is enabled, then a list of allowed users
and credentials to call this device MAY be used by the device. The
credentials MAY contain the sane data as the credentials for an ACR
(i.e., URL, user, password digest, and donain). This applies to SIP
control signaling as well as call initiation

3.14. Voice Message Settings

Various voi ce nessage settings require the use of URIs for the
service context as specified in RFC 3087 [53].

The nessage waiting indicator (MAN) address setting controls where
the client SHOULD SUBSCRIBE to a voi ce nessage server and what MA
summari es MAY be displayed [9].

Exanmpl e: MW Subscri be="si p: mai | box01@redi a. pr oxy. cont
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User Agents SHOULD accept MAN information carried by SIP MESSAGE
wi t hout prior subscription. This way the setup of voice nessage
settings can be avoi ded.

3.15. Phonebook and Call History

The UA SHOULD have a phonebook and keep a history of recent calls.
The phonebook SHOULD save the information in permanent nmenory that
keeps the information even after restarting the device or save the
information in an external database that permanently stores the

i nformation.

3.16. User-Related Settings and Mobility

A device MAY specify the user that is currently registered on the
device. This SHOULD be an address-of-record URL specified in an AOR
definition.

The purpose of specifying which user is currently assigned to this
device is to provide the device with the identity of the user whose
settings are defined in the user section. This is primarily
interesting with regards to user roam ng. Devices MAY allow users to
sign on to them and then request that their particular settings be
retrieved. Likew se, a user MAY stop using a device and want to

di sable their AOR while not present. For the device to understand
what to do, it MJUST have sone way of identifying users and know ng
which user is currently using it. By separating the user and device
properties, it becones clear what the user wishes to enable or to
disable. Providing an identifier in the configuration for the user
gives an explicit handle for the user. For this to work, the device
MJUST have sorme way of identifying users and knowi ng which user is
currently assigned to it.

One possible scenario for roamng is an agent who has definitions for
several AORs (e.g., one or nore personal AORs and one for each
executive for whomthe adninistrator takes calls) that they are
registered for. |If the agent goes to the copy room they would sign
on to a device in that roomand their user settings including their
AOR would roamw th them

The alternative to this is to require the agent to individually
configure each of the AORs (this would be particularly irksome using
standard tel ephone button entry).

The management of user profiles, aggregation of user or device ACR,
and profile information frommultiple nanagenent sources are
configuration server concerns that are out of the scope of this
docunent. However, the ability to uniquely identify the device and
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user within the configurati on data enabl es easier server-based as
well as local (i.e., on the device) configuration nanagenment of the
configuration data.

3.17. ACOR-Related Settings

SI P tel ephony devices MJST use the AOR-rel ated settings, as specified
her e.

There are many properties which MAY be associated with or SHOULD be
applied to the AOR or signaling addressed to or fromthe AOR  AORs
MAY be defined for a device or a user of the device. At |east one
AOR MJUST be defined in the settings; this MAY pertain to either the
device itself or the user.

Exampl e: AOR="si p: 12345@r oxy. cont'

It MJUST be possible to specify at |east one set of dommin, user nane,
and aut hentication credentials for each ACR  The user nane and
aut hentication credentials are used for authentication chall enges.

3. 18. Maxi mum Connecti ons

A setting defining the maxi num nunber of simnultaneous connections
that a device can support MJST be used by the device. The endpoint
m ght have some maximumlimt, nost likely determ ned by the nedia
handl i ng capability. The nunber of sinmultaneous connections may be
also limted by the access bandw dth, such as of DSL, cable, and
wirel ess users. Oher optional settings MAY include the enabling or
di sabling of call waiting indication.

A SI P tel ephony device MAY support at |east two connections for
three-way conference calls that are locally hosted.
Exanpl e: Maxi nunConnecti ons="2; cwi =f al se; bw=128".

See the recent work on connection reuse [54] and the guidelines for
connection-oriented transport for SIP [55].

3.19. Automatic Configuration and Upgrade

Automatic SIP tel ephony device configuration SHOULD use the processes
and requirenents described in [56]. The user nane or the realmin
the domai n nane SHOULD be used by the configuration server to
automatically configure the device for individual- or group-specific
settings, wthout any configuration by the user. |nage and service
data upgrades SHOULD al so not require any settings by the user
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3.20. Security Configurations

The device configuration usually contains sensitive information that
MUST be protected. Exanples include authentication information,
private address books, and call history entries. Because of this, it
i s RECOWENDED to use an encrypted transport mechani smfor
configuration data. Where devices use HITP, this could be TLS

For devi ces which use FTP or TFTP for content delivery this can be
achi eved using symetric key encryption.

Access to retrieving configuration information is also an inportant
i ssue. A configuration server SHOULD chal | enge a subscri ber before
sendi ng configuration information.

The configuration server SHOULD NOT include passwords through the
automatic configuration process. Users SHOULD enter the passwords
| ocal ly.

4. Security Considerations
4.1. Threats and Probl em St at enent

Wil e Section 2.11 states the mininmal security requirenents and
NAT/firewal | traversal that have to be net respectively by SIP

t el ephony devi ces, devel opers and network nanagers have to be aware
of the larger context of security for IP tel ephony, especially for
those scenari os where security may reside in other parts of SIP-
enabl ed net works.

Users of SIP tel ephony devices are exposed to many threats [57] that
include but are not limted to fake identity of callers,

tel emarketing, spamin IM hijacking of calls, eavesdropping, and

| earning of private information such as the personal phone directory,
user accounts and passwords, and the personal calling history.
Various denial of service (DoS) attacks are possible, such as hanging
up on other people’s conversations or contributing to DoS attacks of
ot hers.

Service providers are al so exposed to many types of attacks that
include but are not limted to theft of service by users with fake
identities, DoS attacks, and the liabilities due to theft of private
custonmer data and eavesdroppi ng in which poorly secured SIP tel ephony
devices or especially internediaries such as stateful back-to-back
user agents with nedia (B2BUA) may be inpli cated.
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SIP security is a hard problem for several reasons

0 Peers can communi cate across domains w thout any pre-arranged
trust rel ationship.

0 There may be many internediaries in the signaling path.

o Multiple endpoints can be involved in such tel ephony operations
as forwardi ng, forking, transfer, or conferencing.

0 There are seemngly conflicting service requirenments when
supporting anonymty, |legal intercept, call trace, and privacy.

o Conplications arise fromthe need to traverse NATs and
firewalls.

There are a | arge nunmber of depl oyment scenarios in enterprise

net wor ks, using residential networks and enpl oyees using Virtua
Private Network (VPN) access to the corporate network when working
fromhone or while traveling. There are different security scenarios
for each. The security expectations are also very different, say,
within an enterprise network or when using a laptop in a public

wi rel ess hotspot, and it is beyond the scope of this nenp to describe
all possible scenarios in detail

The authors believe that adequate security for SIP tel ephony devices
can be best inplenented within protected networks, be they private IP
net wor ks or service provider SlP-enabled networks where a |arge part
of the security threats listed here are dealt with in the protected
network. A nore general security discussion that includes network-
based security features, such as network-based assertion of identity
[58] and privacy services [7], is outside the scope of this neno, but
must be well understood by devel opers, network nmanagers, and service
provi ders.

In the foll owi ng, some basic security considerations as specified in
RFC 3261 are discussed as they apply to SIP tel ephony devi ces.

4.2. SIP Tel ephony Device Security

Transport Level Security
SI P tel ephony devices that operate outside the perineter of
secure private I P networks (this includes tel ecommuters and
roam ng users) MJST use TLS to the outgoing SIP proxy for
protection on the first hop. SIP tel ephony devices that use
TLS nust support SIPS in the SIP headers.

Supporting | arge nunmbers of TLS channels to endpoints is quite

a burden for service providers and may therefore constitute a
prem um service feature

Sinnreich, et al. I nf or mat i onal [ Page 27]



RFC 4504

4. 3.

4. 4.

SI P Tel ephony Devi ce Requirenents May 2006

Di gest Aut hentication

SI P tel ephony devi ces MJST support digest authentication to
register with the outgoing SIP registrar. This ensures proper
identity credentials that can be conveyed by the network to the
called party. It is assuned that the service provider
operating the outgoing SIP registrar has an adequate trust
relationship with its users and knows its custoners well enough
(identity, address, billing relationship, etc.). The
exceptions are users of prepaid service. SIP telephony devices
that accept prepaid calls MJST place "unknown" in the "Fronf
header .

End User Certificates

SI P tel ephony devices MAY store personal end user certificates
that are part of some Public Key Infrastructure (PKI) [59]
service for high-security identification to the outgoing SIP
registrar as well as for end-to-end authentication. SIP

t el ephony devi ces equi pped for certificate-based authentication
MJST al so store a key ring of certificates frompublic
certificate authorities (CAs).

Note the recent work in the IETF on certificate services that
do not require the tel ephony devices to store certificates
[60].

End-to-End Security Using S/M Me

Pri

Medi a

S/M ME [61] MUST be supported by SIP tel ephony devices to sign
and encrypt portions of the SIP nessage that are not strictly
required for routing by internediaries. S/MME protects
private information in the SIP bodies and in sone SIP headers
fromintermediaries. The end user certificates required for
S/M ME ensure the identity of the parties to each other. Note
S/'M ME need not be used, though, in every call

vacy

Encryption

Secure RTP (SRTP) [62] MAY be used for the encryption of nedia
such as audio, text, and video, after the keying information
has been passed by SIP signaling. Instant nmessagi ng MAY be
protected end-to-end using S/M ME.

Support for NAT and Firewall Traversa

The various NAT and firewal|l traversal scenarios require support in
tel ephony SIP devices. The best current practices for NAT traversa
for SIP are reviewed in [51]. Mbst scenarios where there are no

S| P- enabl ed network edge NAT/firewalls or gateways in the enterprise
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can be managed if there is a STUN client in the SIP tel ephony device
and a STUN server on the Internet, maintained by a service provider.
In sone exceptional cases (legacy symetric NAT), an external nedia
relay nmust al so be provided that can support the Traversal Using
Rel ay NAT (TURN) protocol exchange with SIP tel ephony devices. Media
relays such as TURN cone at a high bandwi dth cost to the service
provi der, since the bandwi dth for many active SIP tel ephony devices
must be supported. Media relays nmay al so introduce | onger paths with
addi tional delays for voice

Due to these di sadvantages of nedia relays, it is preferable to avoid
symretric and non-deterninistic NATs in the network, so that only
STUN can be used, where required. Reference [63] deals in nore
detail how NAT has to 'behave’

It is not always obvious to determne the specific NAT and firewal
scenari o under which a SIP tel ephony device nmay operate.

For this reason, the support for Interactive Connectivity
Establ i shment (I CE) has been defined to be deployed in all devices
that required end-to-end connectivity for SIP signaling and RTP nmedi a
streans, as well as for streamng nedia using Real Tine Stream ng
Protocol (RTSP). |ICE nakes use of existing protocols, such as STUN
and TURN.

Call flows using SIP security nechanisns
The high-level security aspects described here are best
illustrated by inspecting the detailed call flows using SIP
security, such as in [64].

Security enhancenments, certificates, and identity managenent
As of this witing, recent work in the |ETF deals with the SIP
Aut henticated ldentity Body (Al B) format [65], new S/ M ME
requi renents, enhancenents for the authenticated identity, and
Certificate Managenent Services for SIP. W reconmend
devel opers and network managers to follow this work as it will
develop into | ETF standards.
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