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Abstract
Thi s docunent defines a portion of the Managenent |nformation Base
(MB) for use with network managenent protocols in TCP/|P-based
internets. In particular, it defines objects for managi ng renote

net wor k nmoni toring devi ces.

Thi s docunent obsol etes RFC 2021, updates RFC 3273, and contains a
new version of the RMON2-M B nodul e.
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1. The Internet-Standard Managenment Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Overview

The RMON2 M B defines objects that provide RMON analysis up to the
application | ayer.

Renot e network nonitoring devices, often called nonitors or probes,
are instruments that exist for the purpose of managi ng a networKk.
Oten, these renote probes are stand-al one devices and devote
significant internal resources for the sole purpose of managing a
networ k. An organi zation may enpl oy many of these devices, one per
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network segnent, to manage its internet. In addition, these devices
may be used for a network managenment service provider to access a
client network, which is often geographically renote.

The objects defined in this docunent are intended to serve as an
interface between an RMON agent and an RMON managenent application
and are not intended for direct manipulation by humans. Wile sonme
users may tolerate the direct display of sonme of these objects, few
will tolerate the conplexity of manually mani pul ati ng objects to
acconplish row creation. The nanagenent application shoul d handl e
t hese functi ons.

Renot e Networ k Managenent Goal s
o Ofline Operation

There are times when a nmanagenent station will not be in constant
contact with its renpbte nonitoring devices. This sonetines occurs
by design, in an attenpt to | ower conmmuni cations costs (especially
when comuni cating over a WAN or dialup link), or by accident, as
network failures affect the communi cati ons between the managenent
station and the probe.

For this reason, this MB allows a probe to be configured to
perform di agnhostics and to collect statistics continuously, even
when comunication with the managenent station may not be possible
or efficient. The probe may then attenpt to notify the nanagenent
station when an exceptional condition occurs. Thus, even in

ci rcunstances where conmuni cati on between the nmanagenent station
and probe is not continuous, fault, performance, and configuration
i nformati on may be continuously accumnul ated and communi cated to
the managenment station conveniently and efficiently.

o Proactive Mnitoring

G ven the resources available on the nonitor, it is potentially
hel pful for it to run diagnostics continuously and to | og network
performance. The nonitor is always available at the onset of any
failure. It can notify the managenent station of the failure and
can store historical statistical information about the failure.
This historical information can be played back by the managenent
station in an attenpt to performfurther diagnosis of the cause of
the probl em
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Probl em Det ecti on and Reporting

The nonitor can be configured to recogni ze conditions, nost
notably error conditions, and to check for them continuously.
When one of these conditions occurs, the event may be | ogged, and
managenent stations nmay be notified in a nunber of ways

Val ue Added Dat a

Because a renpte nonitoring device represents a network resource
dedi cat ed exclusively to network managenent functions, and because
it is located directly on the nonitored portion of the network,
the renote network nonitoring device has the opportunity to add
significant value to the data it collects. For instance, by

hi ghl i ghting those hosts on the network that generate the npst
traffic or errors, the probe can give the managenent station
precisely the information it needs to solve a class of problens.

Mul tipl e Managers

An organi zati on may have multipl e managenent stations for
different units of the organization, for different functions
(e.g., engineering and operations), and in order to provide

di saster recovery. Because environments with nultiple managenent
stations are common, the renote network nonitoring device has to
deal with nore than one managenent station, potentially using its
resources concurrently.

Structure of MB

The objects are arranged into the foll ow ng groups:

- protocol directory

- protocol distribution

- address mappi ng

- network |ayer host

- network layer matrix

- application | ayer host

- application |ayer matrix

- user history
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- probe configuration

These groups are the basic units of conformance. |If a renpote

nmoni toring device inplenments a group, then it nust inplenent all
objects in that group. For exanple, a nmanaged agent that inplenents
the network |layer matrix group nust inplenment the nl Matri xSDTabl e and
the nl Matri xDSTabl e.

I mpl enentations of this MB nust also inplement the | F-M B [ RFC2863] .

These groups are defined to provide a neans of assigning object
identifiers, and to provide a nethod for nanaged agents to know which
obj ects they rust inplenent.

Thi s docunent al so contains AUGVENTIi ng tables to extend sone tables
defined in the RMON M B [ RFC2819]. These extensions include the
fol | owi ng:

1) Addi ng the DroppedFranes and LastCreateTi ne conventions to each
table defined in the RMON M B.

2) Augrenting the RMON filter table with a nechanismthat allows
filtering based on an offset fromthe beginning of a particul ar
protocol, even if the protocol headers are of variable |ength.

3) Augnenting the RMON filter and capture status bits with
additional bits for WAN nedia and generic nedia. These bits
are defined here as foll ows:

Bit Definition

6 For WAN nedia, this bit is set for packets
comi ng fromone direction and cl eared for
packets comng fromthe other direction.

It is an inplenentation-specific matter

as to which bit is assigned to which
direction, but it nust be consistent for

al | packets received by the agent. |If

the agent knows which end of the link is

"l ocal " and which end is "network", the bit
shoul d be set for packets fromthe "l ocal"
side and should be cleared for packets from
the "networ k" side.

7 For any nedia, this bit is set for any packet
with a physical |ayer error. This bit may be
set in addition to other nedia-specific bits
that denote the same condition
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8 For any nedia, this bit is set for any packet
that is too short for the nmedia. This bit may
be set in addition to other nedia-specific
bits that denote the sane condition

9 For any nedia, this bit is set for any packet
that is too long for the nedia. This bit may
be set in addition to other nedia-specific bits
that denote the sane condition

These enhancenents are inplenmented by RMON-2 probes that al so
i mpl ement RMON and do not add any requirenents to probes that are
compliant to just RMON

3. Control of Renote Network Mnitoring Devices

Due to the conplex nature of the available functions in these

devi ces, the functions often need user configuration. |In nany cases,
the function requires that paraneters be set up for a data collection
operation. The operation can proceed only after these parameters are
fully set up.

Many functional groups in this MB have one or nore tables in which
to set up control paranmeters, and one or nore data tables in which to
pl ace the results of the operation. The control tables are typically
read/wite in nature, while the data tables are typically read-only.
Because the paraneters in the control table often describe resulting
data in the data table, many of the paraneters can be nodified only
when the control entry is not active. Thus, the nmethod for nodifying
these paraneters is to deactivate the entry, performthe SNWP Set
operations to nodify the entry, and then reactivate the entry.

Del eting the control entry causes the deletion of any associ ated data
entries, which also gives a convenient nmethod for reclainng the
resources used by the associ ated data.

Sone objects in this MB provide a nechanismto execute an action on
the renote nonitoring device. These objects nay execute an action as
a result of a change in the state of the object. For those objects
inthis MB, a request to set an object to the sane value as it
currently holds would thus cause no action to occur

To facilitate control by multiple managers, resources have to be

shared anong the nmanagers. These resources are typically the nmenory
and conputation resources that a function requires.
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3.1. Resource Sharing among Miultiple Managenment Stations

When mul ti pl e managenent stations wi sh to use functions that conpete
for a finite amobunt of resources on a device, a nethod to facilitate
this sharing of resources is required. Potential conflicts include
the follow ng:

o Two managenent stations wi sh to use resources sinultaneously
that together woul d exceed the capability of the device.

0 A managenent station uses a significant anount of resources for
a long period of tine.

0 A managenent station uses resources and then crashes,
forgetting to free the resources so that others may use them

The Omer String mechanismis provided for each nmanagenent station-
initiated function in this MB to avoid these conflicts and to help
resol ve them when they occur. Each function has a label identifying
the initiator (owner) of the function. This label is set by the
initiator to provide for the follow ng possibilities:

0 A managenent station nmay recogni ze resources it owns and no
| onger needs.

o0 A network operator can find the nanagenment station that owns
the resource and negotiate for it to be freed.

0 A network operator nay decide unilaterally to free resources
anot her network operator has reserved.

o Upon initialization, a managenent station may recogni ze
resources it had reserved in the past. Wth this information,
it my free the resources if it no |longer needs them

Managenment stations and probes should support any format of the owner
string dictated by the | ocal policy of the organization. It is
suggested that this nane contain one or nore of the following: IP
address, nmnagement station nane, network manager’s nane, |ocation,
or phone nunber. This information will help users share the
resources nore effectively.

There is often default functionality that the device or the

adm ni strator of the probe (often the network adm nistrator) w shes
to set up. The resources associated with this functionality are then
owned by the device itself or by the network adm nistrator, and they
are intended to be long-lived. |In this case, the device or the

adm nistrator will set the relevant owner object to a string starting
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with "monitor’. Indiscrimnate nodification of the nonitor-owned
configurati on by network managenment stations is discouraged. In
fact, a network nanagement station should only nodify these objects
under the direction of the adm nistrator of the probe.

Resources on a probe are scarce and are typically allocated when
control rows are created by an application. Since many applications
may be using a probe sinultaneously, indiscrimnate allocation of
resources to particular applications is very likely to cause resource
shortages in the probe.

When a network managenent station wishes to utilize a function in a
monitor, it is encouraged first to scan the control table of that
function to find an instance with simlar paranmeters to share. This
is especially true for those instances owned by the monitor, which
can be assuned to change infrequently. [If a managenent station

deci des to share an instance owned by another nmanagenent station, it
shoul d understand that the nanagenent station that owns the instance
may indiscrimnately nodify or delete it.

Not e that a managenent application should have the nost trust in a
nmoni t or-owned row, because it should be changed very infrequently. A
row owned by the managenent application is less long-lived because a
network adnministrator is nore likely to reassign resources froma row
that is in use by one user than those froma nonitor-owned row that
is potentially in use by many users. A row owned by anot her
application would be even |less long-1ived because the other
application may delete or nodify that row conpletely at its

di scretion.

3.2. Row Addition anmong Mul tiple Managenent Stations

The addition of new rows is achieved using the RowStatus Textua
Convention [RFC2579]. 1In this MB, rows are often added to a table
in order to configure a function. This configuration usually

i nvol ves paraneters that control the operation of the function. The
agent nust check these paraneters to make sure they are appropriate
given the restrictions defined in this MB, as well as any

i mpl ement ation-specific restrictions, such as |ack of resources. The
agent inplenentor may be confused as to when to check these
paraneters and when to signal to the nmanagenent station that the
parameters are invalid. There are two opportunities:

o \When the managenent station sets each paraneter object.

o When the managenent station sets the row status object to
active.
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If the latter option is chosen, it would be unclear to the managenent
station which of the several paranmeters was invalid and caused the
badVal ue error to be emitted. Thus, wherever possible, the

i mpl ement or shoul d choose the forner option, as it will provide nore
informati on to the nmanagenent station

A problem can arise when multiple nanagenent stations attenpt to set
configuration information simultaneously using SNMP. Wen this

i nvol ves the addition of a new conceptual row in the same contro
table, the nanagers may collide, attenpting to create the sane entry.
To guard agai nst these collisions, each such control entry contains a
status object with special semantics that help arbitrate anong the
managers. |If an attenpt is made with the row addition nechanismto
create such a status object and that object already exists, an error
is returned. When nore than one nanager sinultaneously attenpts to
create the sanme conceptual row, only the first will succeed. The
others will receive an error

In the RMON M B [ RFC2819], the EntryStatus textual convention was

i ntroduced to provide this rmutual exclusion function. Since then,
this function was added to the SNWP franework as the RowSt at us
textual convention. The RowStatus textual convention is used for the
definition of all new tabl es.

When a manager wishes to create a new control entry, it needs to

choose an index for that row It may choose this index in a variety
of ways, hopefully mnimzing the chances that the index is in use by
anot her manager. |If the index is in use, the nmechani sm nentioned

previously will guard against collisions. Exanples of schenes to
choose index val ues include random sel ection or scanning the contro
table while |Iooking for the first unused index. Because index val ues
may be any valid value in the range and are chosen by the manager,
the agent nust allow a rowto be created with any unused index val ue
if it has the resources to create a new row.

Some tables in this MB reference other tables within this MB. Wen
creating or deleting entries in these tables, it is generally
al l owabl e for dangling references to exist. There is no defined
order for creating or deleting entries in these tables.

4. Conventions

The foll owi ng conventions are used throughout the RMON MB and its
compani on docunent s
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Good Packet s

Good packets are error-free packets that have a valid frane

| ength. For exanple, on Ethernet, good packets are error-free
packets that are between 64 octets and 1518 octets |long. They
follow the formdefined in | EEE 802.3 section 3.2.all

Bad Packets

Bad packets are packets that have proper fram ng and are therefore
recogni zed as packets, but that contain errors within the packet
or have an invalid length. For exanple, on Ethernet, bad packets
have a valid preamble and SFD but have a bad CRC, or they are
either shorter than 64 octets or |onger than 1518 octets.

5. RMON 2 Conventi ons

The foll owing practices and conventions are introduced in the RVON 2
M B.

5.1. Usage of the Term "Application Level"

There are nmany cases in this MB where the term"Application Level"
is used to describe a class of protocols or a capability. This does
not typically mean a protocol that is an CSI Layer 7 protocol

Rather, it is used to identify a class of protocols that is not
limted to MAC-| ayer and network-|ayer protocols, but can al so

i nclude transport, session, presentation, and application-|ayer

pr ot ocol s.

5.2. Protocol Directory and Linmted Extensibility

Every RMON 2 inplenentation will have the capability to parse certain
types of packets and identify their protocol type at nmultiple |evels.
The protocol directory presents an inventory of protocol types the
probe is capable of nonitoring and allows the addition, deletion, and
configuration of protocol types in this list.

One concept deserves special attention: the "limted extensibility"
of the protocol directory table. Using the RMON 2 nodel, protocols
are detected by static software that has been witten at

i npl ementation tinme. Therefore, as a matter of configuration, an

i mpl ement ati on cannot suddenly | earn how to parse new packet types.
However, an inplenmentation may be witten such that the software
knows where the denmultiplexing field is for a particular protocol,
and it can be witten in such a way that the decodi ng of the next
|layer up is table driven. This works when the code has been witten
to acconmpdate it and can be extended no nore than one |evel higher
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This extensibility is called "limted extensibility" to highlight
these Iimtations. However, this can be a very useful tool

For exanpl e, suppose that an inplenentati on has C code that

under stands how to decode | P packets on any of several ethernet
encapsul ations, and al so knows how to interpret the |IP protocol field
to recogni ze UDP packets and how to decode the UDP port nunber
fields. That inplenentation nay be table driven so that anong the
many di fferent UDP port numbers possible, it is configured to
recogni ze 161 as SNWP, port 53 as DNS, and port 69 as TFTP. The
limted extensibility of the protocol directory table would allow an
SNWVP operation to create an entry that would create an additiona
tabl e mapping for UDP that woul d recognize UDP port 123 as NTP and
begi n counting such packets.

This limted extensibility is an option that an inplenentation can
choose to allow or disallow for any protocol that has child
pr ot ocol s.

5.3. FErrors in Packets
Packets with link-level errors are not counted anywhere in this MB
because nost variables in this MB require the decodi ng of the
contents of the packet, which is meaningless if there is a link-1Ieve
error.
Packets in which protocol errors are detected are counted for al
protocols below the |ayer in which the error was encountered. The
inplication of this is that packets in which errors are detected at
the network-1ayer are not counted anywhere in this MB, while packets
with errors detected at the transport |ayer may have network-I|ayer
statistics counted.

6. Definitions

RMON2-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, Counter32, |nteger32,

Gauge32, |pAddress, TineTicks, mb-2 FROM SNWVPv2- SM

TEXTUAL- CONVENTI ON, RowSt atus, DisplayString, TineStanp
FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWPv 2- CONF

i flndex FROM | F-M B

Omner String, statistics, history, hosts,

matrix, filter, etherStatsEntry, historyControl Entry,

host Control Entry, matri xControl Entry, filterEntry,

channel Entry FROM RMON- M B

t okenRi ng, tokenRi ngM.StatsEntry, tokenRi ngPStatsEntry,
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ringStati onControl Entry, sourceRoutingStatsEntry
FROM TOKEN- RI NG RMON- M B;
-- Renote Network Munitoring MB

rmon MODULE- | DENTI TY
LAST- UPDATED " 200605020000Z" -- May 2, 2006
ORGANI ZATI ON "I ETF RMON M B Wor ki ng G oup"
CONTACT- | NFO
" Aut hor :
St eve Wal dbusser

Phone: +1-650-948-6500

Fax : +1- 650- 745- 0671

Emai |l : wal dbusser @ext beacon. com

Wor ki ng Group Chair:
Andy Bi er man
E-mail: ietf@ndybi ernan. com

Working Group Mailing List: <rnmonm b@etf.org>
To subscribe send email to: <rnonm b-request @etf.org>
DESCRI PTI ON
"The M B nodul e for managi ng renpte nonitoring
device inplenentations. This MB nodul e
extends the architecture introduced in the original
RMON M B as specified in RFC 2819.

Copyright (C) The Internet Society (2006). This version of
this MB nodule is part of RFC 4502; see the RFC itself for

full legal notices."
REVI SI ON "2006050200002" -- May 2, 2006
DESCRI PTI ON

"This version updates the proposed-standard version of the
RMON2 M B (published as RFC 2021) by addi ng 2 new
enunerations to the nl Matri xTopNCont r ol Rat eBase obj ect and

4 new enunerations to the al Matri xTopNControl Rat eBase obj ect.
These new enunerations support the creation of high-capacity
topN reports in the Hi gh Capacity RMON M B [ RFC3273].

Additionally, the follow ng objects have been deprecated, as
they have not had enough i ndependent inplenentations to
denmonstrate interoperability to neet the requirenents of a
Draft Standard:

pr obeDownl oadFi | e

pr obeDownl oadTFTPSer ver
pr obeDownl oadAct i on

pr obeDownl oadSt at us
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seri al Mode

seri al Protocol

seri al Ti meout

serial Modem nitString

seri al ModenHangUpStri ng

seri al ModenConnect Resp

seri al ModemNoConnect Resp
seri al D al out Ti meout
seri al St at us

seri al Connect Dest | pAddr ess
seri al Connect Type

seri al ConnectDi al String

seri al Connect Swi t chConnect Seq
seri al Connect Swi t chDi sconnect Seq
seri al Connect Swi t chReset Seq
seri al Connect Oaner

seri al Connect St at us

net Conf i gl PAddr ess

net Conf i gSubnet Mask

net Confi gSt at us

net Def aul t Gat eway

t okenRi ngM_St at s2Dr oppedFr anes
t okenRi ngM_St at s2Cr eat eTi ne

t okenRi ngPSt at s2Dr oppedFr anes
t okenRi ngPSt at s2Cr eat eTi ne

ri ngSt ati onControl 2Dr oppedFr anes
ringStati onControl 2Cr eat eTi e
sour ceRout i ngSt at s2Dr oppedFr anes
sour ceRout i ngSt at s2Cr eat eTi ne
trapDest | ndex

trapDest Communi ty

t rapDest Pr ot ocol
trapDest Addr ess

t rapDest Oaner

trapDest St at us

In addition, two corrections were nmade. The LastCreateTi ne
Textual Convention had been defined with a base type of

anot her textual convention, which isn't allowed in SMv2. The
definition has been nodified to use Ti neTicks as the base

t ype.

Further, the Serial ConfigEntry SEQUENCE definition included
sub-typing information that is not allowed in SMv2. This

i nformati on has been del eted. Ranges were added to a nunber of
obj ects and textual -conventions to constrain their naximm
(and sonetinmes mninmum sizes. The addition of these ranges
docunents existing practice for these objects. These objects
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Control String

protocol Dirl D

prot ocol Di r Par anet ers
addr essMapNet wor KAddr ess
nl Host Addr ess

nl Mat r i xSDSour ceAddr ess
nl Mat ri xSDDest Addr ess

nl Mat r i xDSSour ceAddr ess
nl Mat ri xDSDest Addr ess

nl Mat ri xTopNSour ceAddr ess
nl Mat ri xTopNDest Addr ess
al Host Entry

al Mat ri xSDEnt ry

al Mat ri xDSEnt ry

al Mat ri xTopNSour ceAddr ess
al Mat ri xTopNDest Addr ess

Finally, the TineFilter TC has been updated to encourage agent
i mpl ementations that allow a MB wal k to behave well even when
performed by an application that is not aware of the speci al
TimeFilter semantics.”

REVI SI ON "200207080000Z" -- 08 July, 2002

DESCRI PTI ON
"Added new enunerations to support the Hi gh-Capacity RMON
M B as defined in RFC 3273. Also fixed sone typos and
added clarifications.”

REVI SI ON "1996052700002" -- 27 May, 1996
DESCRI PTI ON

"Original version. Published as RFC 2021."
c:={ mb-2 16 }

--{ rnon 1} through { rnon 10 } are defined in RMON and
-- the Token Ring RMON M B [ RFC1513]

protocol Di r OBJECT IDENTIFIER ::={ rnon 11 }
prot ocol Di st OBJECT IDENTIFIER ::={ rnon 12 }
addr essMap OBJECT IDENTIFIER ::={ rnon 13 }
nl Host OBJECT IDENTIFIER ::={ rnon 14 }
nl Mat ri x OBJECT IDENTIFIER ::= { rnmon 15 }
al Host OBJECT IDENTIFIER ::= { rnmon 16 }
al Matri x OBJECT IDENTIFIER ::={ rnon 17 }
usrHi story OBJECT IDENTIFIER ::={ rnon 18 }
probeConfig OBJECT IDENTIFIER ::={ rnon 19 }
r monConf or mance OBJECT IDENTIFIER ::= { rnon 20 }
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-- Textual Conventions

Zer oBasedCount er 32 :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This TC describes an object that counts events with the
followi ng semantics: objects of this type will be set to

zero(0) on creation and will thereafter count appropriate
events, wapping back to zero(0) when the value 2732 is
reached.

Provi ded that an application discovers the new object within
the minimumtime to wap, it can use the initial value as a
delta since it last polled the table of which this object is
part. It is inmportant for a managenent station to be aware of
this mnimumtinme and the actual time between polls, and to
discard data if the actual tinme is too long or there is no
defined minimumtine.

Typically, this TCis used in tables where the | NDEX space is
constantly changing and/or the TimeFilter nmechanismis in use.”
SYNTAX Gauge32

Last Creat eTi me ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This TC describes an object that stores the value of the
sysUpTime object at the last tine its entry was creat ed.

This can be used for polling applications to determ ne that an
entry has been del eted and re-created between polls, causing
an ot herw se undetectabl e discontinuity in the data.

If sysUpTine is reset to zero as a result of a re-
initialization of the network managenent (sub)system then
the values of all LastCreateTine objects are also reset.
However, after approximately 497 days w thout a re-
initialization, the sysUpTime object will reach 22"32-1 and
then increnment to zero; in this case, existing values
of TinmeStanp objects do not change. This can lead to
anbiguities in the value of TineStanp objects.”

SYNTAX Ti meTi cks

TimeFilter ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"To be used for the index to a table. Allows an application
to downl oad only those rows changed since a particular tine.
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Note that this is not a history mechanism Only current val ues
of underlying objects are returned; saved instance val ues
associated with particul ar values of sysUpTinme are not.

An entry is considered changed if the value of any object in the
entry changes, if the rowis created, or if any object in the
entry is created or deleted. Note that deleted entries cannot
be detected or downl oaded.

A time-filtered conceptual table is created by inserting a
single object of SYNTAX TineFilter as the first | NDEX conponent
in a copy of an existing basic conceptual table (i.e., any
SEQUENCE wi t hout a TinmeFilter | NDEX conponent). Thus, for

each conceptual entry "I’ in the basic table, there exists N
conceptual entries in the time-filtered version, indexed N.I
where 'N is equal to the value of sysUpTi ne.

When an application retrieves conceptual instances froma
time-filtered table, and an | NDEX val ue is provided for the
TimeFilter | NDEX conponent 'N, the agent will only consider
returni ng basic conceptual entries (e.g., 'fooColum.N.1’) if
any colum within the basic conceptual entry has changed since
sysUpTime "N . |If not, the basic conceptual entry wll

be ignored for the particular retrieval operation.

When sysUpTime is equal to zero, this table shall be enpty.

One conceptual entry exists for each past val ue of sysUpTi ne,
except that the whole table is purged should sysUpTi me w ap.

As an entry in atine-filtered table is updated (i.e., one of
the colums in the basic conceptual table is changed), new
conceptual entries are also created in the tine-filtered version
(which still shares the now updated object values with all other
i nstances). The nunber of unique tine-filtered instances that
are created is determ ned by the value of sysUpTinme at which the
basic entry was |ast updated. One unique instance will exist
for each value of sysUpTime at the last update tinme for the row.
However, a new TineFilter index instance is created for each new
sysUpTime value. The TineFilter index val ues not associ ated
with entry updates are called duplicate tine-filtered instances.

After some depl oynent experience, it has been deterni ned that
atinme-filtered table is nore efficient if the agent

stops a M B wal k operation by skipping over rows with a
TimeFilter index value higher than the value in the received
Get Next/ GetBul k request. That is, instead of increnenting a
TimeFilter index value, the agent will continue to the next
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object or table. As a consequence, GetNext or GCetBul k
operations will provide only one pass through a tine-filtered
tabl e.

It is suggested that an agent inplenent a tine-filtered table
in this manner to inprove performance and avoid a M B wal k
getting stuck in tine-filtered tables. It is, however, stil
acceptable for an agent to inmplenent a time-filtered table in
the traditional manner (i.e., every conceptual tinme-filtered
instance is returned in GetNext and GetBul k PDU responses), and
managenent applications nust be able to deal with such
traditional inplenmentations.

See the appendi x for further discussion of this textua
conventi on.

The following exanple is provided to denonstrate TineFilter
behavi or:

Consi der the foll owi ng basic conceptual table, basicFooTable.
(Note that the basic version of a tine-filtered table nmay not
actual |y be defined.)

basi cFooTabl e:

basi cFooTabl e ..
I NDEX { fool ndex }

Basi cFooEntry {
f ool ndex | nt eger 32,
f ooCount s Count er 32

}

For this exanple, the basi cFooTable contains two static
conceptual entries (foolndex equals '1' and '2'), created at
time zero. It also contains one dynanic conceptual entry
(foolndex equals "3"), which is created at tinme '3 and del eted
at time ' 7

The tinme-filtered version of the basi cFooTabl e coul d be defi ned
as foll ows:

FooTabl e:

fooTabl e ..
I NDEX { fooTi neMark, foolndex }

FooEntry {
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fooTimneMark TineFilter,
f ool ndex I nt eger 32,
f ooCount s Count er 32

Note that entries exist in the time-filtered conceptual table
only if they actually exist in the underlying (basic) table.

For this exanple, the fooTable will have three underlying
basic entries (foolndex == 1, 2, and 3), with the follow ng
activity (for sysUpTinme equal 0 to 9):

- fooEntry.N.1 is created at time 'O and nost recently
updated at time "6’ to the value 5.

- fooEntry.N.2 is created at tine "0 and nost recently
updated at tinme '8 to the value '9'.

- fooEntry.N.3 is created at time '3, updated at time '5’
to the value '17', and deleted at tine ' 7.

The foll owi ng tables show the val ues that woul d be returned for
M B wal k operations with various TineFilter val ues, done at
different times. An application issues a retrieval request at
time T, with a TineFilter value, 'N (typically set to a | ower
val ue, such as the value of sysUpTinme at the last polling cycle).

The foll owi ng val ues would be returned in a M B wal k of
fooCounts.N if T equals '0° and N equals '0':

f ooCounts. N. | Val ue

f ooCounts. 0.1 0
f ooCounts. 0. 2 0

Note that nothing is returned for fooCounts. 0.3, since that
entry does not exist at sysUpTine equals '0'.

The foll owi ng values would be returned in a full (traditional) MB
wal k of fooCounts.N if T equals '3 and N equals ’'0':

f ooCounts. N. | Val ue

f ooCounts. 0
f ooCount s. 0.
f ooCount s. 0.
f ooCounts. 1
f ooCounts. 2
f ooCounts. 3
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Note that there are no instances for T equals 1 or 2 for the
first two values of N, as these entries did not change
since they were created at tinme 'O’

Note that the current value for ’'fooCounts.N. 3 is returned
here, even for values of N less than '3 (when the entry was
created). The agent only considers the current existence of an
entry in the TimeFilter algorithm not the tine when the entry
was created.

Note that the instances ’'fooCounts.0.3, 'fooCounts.1.3",
and 'fooCounts. 2.3 are duplicates and can be suppressed by the
agent in a MB wal k.

The foll owi ng val ues would be returned in a full (traditional)
M B wal k of fooCounts.Nif T equals '6° and N equals '3

f ooCounts. N. | Val ue
fooCounts. 3.1 5

f ooCounts. 3. 3 17

f ooCounts. 4.1 5

f ooCounts. 4. 3 17

f ooCounts. 5.1 5

f ooCounts. 5.3 17

f ooCounts. 6.1 5

Note that no instances for entry ’fooCounts.N. 2’ are returned,
since it has not changed since tinme '3'.

Note that all instances except 'fooCounts.5.3 and
"fooCounts. 6.1 are duplicates and can be suppressed by the
agent in a MB wal k.

The foll owi ng val ues would be returned in a full (traditional)
M B wal k of fooCounts.Nif T equals '9 and N equals '€

f ooCounts. N. | Val ue
f ooCounts. 6.1 5
f ooCount s. 6. 2 9
f ooCounts. 7.2 9
f ooCounts. 8. 2 9

Note that no instances for entry ’fooCounts.N 3" are returned,
since it was deleted at time ' 7’

Note that instances 'fooCounts.6.2’ and 'fooCounts. 7.2’
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are duplicates and can be suppressed by the agent in a MB
wal k. "

SYNTAX Ti meTi cks

Dat aSour ce ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"ldentifies the source of the data that the associ ated
function is configured to analyze. This source can be any
interface on this device.

In order to identify a particular interface, this
object shall identify the instance of the iflndex
obj ect, defined in [ RFC2863], for the desired interface.

For exanple, if an entry were to receive data from
interface #1, this object would be set to iflndex.1."
SYNTAX OBJECT | DENTI FI ER
-- Protocol Directory G oup
-- Lists the inventory of protocols the probe has the capability of
-- monitoring and allows the addition, deletion, and configuration of

-- entries inthis |ist.

prot ocol Di r Last Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the time the protocol directory
was | ast nodified, either through insertions or deletions,
or through nodifications of the
prot ocol Di r Addr essMapConfi g, protocol D rHost Config, or
protocol DirMatri xConfig."

::={ protocolDir 1}

prot ocol Di r Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Protocol DirEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table lists the protocols that this agent has the
capability to decode and count. There is one entry in this
table for each such protocol. These protocols represent
different network-layer, transport-layer, and hi gher-|ayer
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protocols. The agent should boot up with this table
preconfigured with those protocols that it knows about and
wi shes to nonitor. |Inplementations are strongly encouraged to
support protocols higher than the network |ayer (at |east for
the protocol distribution group), even for inplenentations
that don’t support the application-Ilayer groups."

::={ protocolDir 2}

protocol DirEntry OBJECT- TYPE

SYNTAX Protocol DirEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the protocol DirTable.

An exanpl e of the indexing of this entry is

protocol DirLocal | ndex.8.0.0.0.1.0.0.8.0.2.0.0, which is the
encoding of a length of 8, followed by 8 subids encoding the
protocol Dirl D of 1.2048, followed by a length of 2 and the

2 subi ds encodi ng zero-val ued paraneters.

Not e that some conbi nations of index values may result in an
i ndex that exceeds 128 sub-identifiers in | ength, which exceeds
the maxi mum for the SNMP protocol. |nplenentations should take
care to avoi d such conbi nations."

I NDEX { protocol Dirl D, protocol DirParaneters }

::={ protocolDirTable 1}

Protocol DirEntry ::= SEQUENCE {
protocol Dirl D OCTET STRI NG
prot ocol Di r Par anet er s OCTET STRI NG
prot ocol Di r Local | ndex I nt eger 32,
pr ot ocol Di r Descr Di splayString,
protocol Dir Type BI TS,
pr ot ocol Di r Addr essMapConfi g | NTECER,
prot ocol Di r Host Confi g | NTECER,
protocol Di r Mat ri xConfi g | NTEGER,
pr ot ocol Di r Owner Onner Stri ng,
prot ocol Di r St at us RowSt at us
}
protocol Dirl D OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (4..128))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A unique identifier for a particular protocol. Standard

identifiers will be defined in such a manner that they
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can often be used as specifications for new protocols - i.e.,
a tree-structured assignment mechani smthat matches the
protocol encapsulation 'tree’ and that has algorithmc

assi gnnent nechanisns for certain subtrees. See RFC 2074 for
nore details.

Despite the algorithm ¢ mechanism the probe will only place
entries in here for those protocols it chooses to collect. In
other words, it need not populate this table with all

possi bl e ethernet protocol types, nor need it create them on
the fly when it sees them \Wiether it does these

things is a matter of product definition (cost/benefit,
usability) and is up to the designer of the product.

If an entry is witten to this table with a protocolDirID that
the agent doesn’'t understand, either directly or
algorithmcally, the SET request will be rejected with an
i nconsi stent Nanme or badVal ue (for SNWPv1l) error."

::={ protocolDirEntry 1}

prot ocol Di r Par anet ers OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..32))
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A set of paraneters for the associated protocol DirlD.

See the associated RMON2 Protocol ldentifiers docunent

for a description of the possible paraneters. There

will be one octet in this string for each sub-identifier in
the protocol Dirl D, and the paraneters will appear here in the
same order as the associated sub-identifiers appear in the
protocol Dirl D.

Every node in the protocolDirID tree has a different, optional
set of paraneters defined (that is, the definition of
paraneters for a node is optional). The proper paraneter
val ue for each node is included in this string. Note that the
inclusion of a paranmeter value in this string for each node is
not optional. What is optional is that a node may have no
paraneters defined, in which case the paraneter field for that
node will be zero."

;= { protocolDirEntry 2}

prot ocol Di rLocal | ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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"The locally arbitrary but unique identifier associated
with this protocolDir entry.

The val ue for each supported protocol nust remain constant at
| east fromone re-initialization of the entity’'s network
management systemto the next re-initialization, except that

if a protocol is deleted and re-created, it nust be re-created
with a new val ue that has not been used since the |ast
re-initialization.

The specific value is neaningful only within a given SNW
entity. A protocol DirLocal I ndex must not be re-used until the
next agent restart in the event that the protocol directory
entry is deleted."

::={ protocolDirEntry 3 }

prot ocol Di r Descr OBJECT- TYPE

SYNTAX Di splayString (SIZE (1..64))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A textual description of the protocol encapsul ation.
A probe may choose to describe only a subset of the
entire encapsulation (e.g., only the highest |ayer).

This object is intended for human consunption only.

This object may not be nodified if the associated
protocol DirStatus object is equal to active(l)."
::={ protocolDirEntry 4}

prot ocol Di r Type OBJECT- TYPE
SYNTAX BI TS {
ext ensi bl e(0),
addr essRecogni ti onCapabl e(1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object describes 2 attributes of this protocol
directory entry.

The presence or absence of the 'extensible’ bit describes
whet her this protocol directory entry can be extended

by the user by creating protocol directory entries that are
children of this protocol.

An exanple of an entry that will often allow extensibility is
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"ip.udp’. The probe may automatically popul ate some chil dren
of this node, such as ’ip.udp.snnp’ and 'ip.udp.dns’

A probe adm ni strator or user may al so popul ate additiona
children via renpote SNWP requests that create entries in this
table. Wien a child node is added for a protocol for which the
probe has no built-in support extending a parent node (for

whi ch the probe does have built-in support),

that child node is not extendable. This is terned 'limted
extensibility’ .

When a child node is added through this extensibility
mechani sm the val ues of protocol DirLocal | ndex and
protocol Dir Type shall be assigned by the agent.

The other objects in the entry will be assigned by the
manager who is creating the new entry.

Thi s object al so describes whether this agent can

recogni ze addresses for this protocol, should it be a
networ k-1 evel protocol. That is, while a probe may be able
to recogni ze packets of a particul ar network-Iayer protoco
and count them it takes additional logic to be able to
recogni ze the addresses in this protocol and to popul ate
net wor k-1 ayer or application-layer tables with the addresses
inthis protocol. |If this bit is set, the agent will
recogni ze network-layer addresses for this protocol and
popul ate the network- and application-layer host and matrix
tables with these protocols.

Note that when an entry is created, the agent will supply
values for the bits that match the capabilities of the agent
with respect to this protocol. Note that since row creations
usual Iy exercise the limted extensibility feature, these
bits will usually be set to zero."

::={ protocolDirEntry 5 }

pr ot ocol Di r Addr essMapConfi g OBJECT- TYPE
SYNTAX I NTEGER {
not Supported(1),
supporteddf(2),
supportedOn(3)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Thi s object describes and configures the probe’'s support for
address mapping for this protocol. Wen the probe creates

entries in this table for all protocols that it understands,
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it will set the entry to notSupported(l) if it doesn't have
the capability to perform address mapping for the protocol or
if this protocol is not a network-|ayer protocol. When

an entry is created in this table by a nmanagenent operation as
part of the limted extensibility feature, the probe nust set
this value to notSupported(1l), because linmited extensibility
of the protocol DirTabl e does not extend to interpreting
addresses of the extended protocols.

If the value of this object is notSupported(1l), the probe
wi Il not perform address mapping for this protocol and
shall not allow this object to be changed to any ot her val ue.
If the value of this object is supportedOn(3), the probe
supports address mapping for this protocol and is configured
to perform address mapping for this protocol for al
addr essMappi ngControl Entries and all interfaces.
If the value of this object is supportedOf(2), the probe
supports address nmapping for this protocol but is configured
to not perform address mapping for this protocol for any
addr essMappi ngControl Entries and all interfaces.
Whenever this value changes from supportedOn(3) to
supportedOf(2), the probe shall delete all related entries in
t he addressMappi ngTabl e. "

::={ protocolDirEntry 6 }

pr ot ocol Di r Host Confi g OBJECT- TYPE
SYNTAX I NTEGER {
not Supported(1),
supporteddf(2),

supportedOn(3)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object describes and configures the probe’s support for
the network-1ayer and application-layer host tables for this
protocol. When the probe creates entries in this table for

all protocols that it understands, it will set the entry to
not Supported(1l) if it doesn’t have the capability to track the
nl Host Table for this protocol or if the al HostTable is

i mpl ement ed but doesn’'t have the capability to track this
protocol. Note that if the alHostTable is inplemented, the
probe may only support a protocol if it is supported in both
the nl Host Tabl e and t he al Host Tabl e.

If the associated protocol Dir Type object has the

addr essRecogni ti onCapabl e bit set, then this is a network-
| ayer protocol for which the probe recogni zes addresses, and
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thus the probe will popul ate the nl Host Tabl e and al Host Tabl e
with addresses it discovers for this protocol

If the value of this object is notSupported(1l), the probe

will not track the nl Host Table or al HostTable for this
protocol and shall not allow this object to be changed to any
other value. |If the value of this object is supportedOn(3),
the probe supports tracking of the nl Host Tabl e and al Host Tabl e
for this protocol and is configured to track both tables

for this protocol for all control entries and all interfaces.
If the value of this object is supportedOf(2), the probe
supports tracking of the nl Host Table and al Host Table for this
protocol but is configured to not track these tables

for any control entries or interfaces.

Whenever this value changes from supportedOn(3) to
supportedOf(2), the probe shall delete all related entries in
t he nl Host Tabl e and al Host Tabl e.

Note that since each al HostEntry references 2 protoco
directory entries, one for the network address and one for the
type of the highest protocol recognized, an entry wll
only be created in that table if this value is supportedOn(3)
for both protocols."

::={ protocolDirEntry 7 }

protocol Di r Mat ri xConfi g OBJECT- TYPE
SYNTAX I NTEGER {

not Supported(1),

supporteddf(2),

supportedOn(3)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object describes and configures the probe’s support for
the network-1ayer and application-layer matrix tables for this
protocol. When the probe creates entries in this table for

all protocols that it understands, it will set the entry to
not Supported(1l) if it doesn’t have the capability to track the
nl MatrixTables for this protocol or if the al Matri xTables are
i mpl emented but don’'t have the capability to track this
protocol. Note that if the alMatrix tables are inpl enented,
the probe may only support a protocol if it is supported in
both of the nl MatrixTabl es and both of the

al Mat ri xTabl es.

If the associated protocol Dir Type object has the
addr essRecogni ti onCapabl e bit set, then this is a network-
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| ayer protocol for which the probe recogni zes addresses, and
thus the probe will popul ate both of the nl MatrixTabl es and
both of the al MatrixTables with addresses it discovers for
this protocol.

If the value of this object is notSupported(l), the probe

will not track either of the nl MatrixTables or the

al MatrixTables for this protocol and shall not allow this
object to be changed to any other value. |If the value of this
obj ect is supportedOn(3), the probe supports tracking of both
of the nl MatrixTables and (if inplenented) both of the

al Matri xTables for this protocol and is configured to track
these tables for this protocol for all control entries and all
interfaces. |If the value of this object is supportedOf(2),
the probe supports tracking of both of the nl MatrixTabl es and
(if inplenented) both of the al MatrixTables for this protocol
but is configured to not track these tables for this

protocol for any control entries or interfaces.

Whenever this value changes from supportedOn(3) to
supporteddf(2), the probe shall delete all related entries in
the nl Matri xTabl es and the al Matri xTabl es.

Note that since each al MatrixEntry references 2 protocol
directory entries, one for the network address and one for the
type of the highest protocol recognized, an entry will
only be created in that table if this value is supportedOn(3)
for both protocols."

::={ protocolDirEntry 8 }

pr ot ocol Di r Omer OBJECT- TYPE

SYNTAX Omner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ protocolDirEntry 9 }

prot ocol Di r St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this protocol directory entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.
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If this object is not equal to active(l1l), all associated
entries in the nl Host Tabl e, nl Matri xSDTabl e, nl Matri xDSTabl e,
al Host Tabl e, al Matri xSDTabl e, and al Matri xDSTabl e shall be
del eted. "

::={ protocolDirEntry 10 }

-- Protocol Distribution Goup (protocolDist)

-- Collects the relative amounts of octets and packets for the
-- different protocols detected on a network segnent.

-- pr ot ocol Di st Cont r ol Tabl e,

-- prot ocol Di st St at sTabl e

pr ot ocol Di st Cont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Protocol Di st Control Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Controls the setup of protocol type distribution statistics
tabl es.

I npl enent ati ons are encouraged to add an entry per nonitored
interface upon initialization so that a default collection
of protocol statistics is available.

Rat i onal e:

This table controls collection of very basic statistics

for any or all of the protocols detected on a given interface.
An NMS can use this table to quickly determ ne bandw dth

al location utilized by different protocols.

A nedi a-specific statistics collection could al so
be configured (e.g., etherStats, trPStats) to easily obtain
total frame, octet, and droppedEvents for the sane
interface."

::={ protocolDist 1}

prot ocol Di st Control Entry OBJECT- TYPE

SYNTAX Pr ot ocol Di st Control Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the protocol Di st Control Tabl e.
An exanpl e of the indexing of this entry is

pr ot ocol Di st Cont r ol Dr oppedFr anes. 7"
I NDEX { protocol Di st Control | ndex }
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Prot ocol Di st Control Entry ::= SEQUENCE {
prot ocol Di st Control | ndex I nt eger 32,
pr ot ocol Di st Cont r ol Dat aSour ce Dat aSour ce,
pr ot ocol Di st Cont r ol Dr oppedFr anes Count er 32,
pr ot ocol Di st Cont r ol Creat eTi e Last Cr eat eTi e,
pr ot ocol Di st Cont r ol Oawner Onner Stri ng,
pr ot ocol Di st Cont r ol St at us RowSt at us

}
pr ot ocol Di st Cont rol | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A uni que index for this protocol DistControl Entry."
::={ protocol DistControl Entry 1 }

pr ot ocol Di st Cont r ol Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The source of data for the this protocol distribution.
The statistics in this group reflect all packets

on the | ocal network segnent attached to the
identified interface.

This object may not be nodified if the associated
prot ocol Di st Control Status object is equal to active(l)."
::={ protocol DistControl Entry 2 }

pr ot ocol Di st Cont r ol Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of franes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for
what ever reason. Mbst often, this event occurs when the probe
is out of some resources and decides to shed load fromthis
col | ecti on.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.
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Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped.”
::={ protocol DistControl Entry 3 }

prot ocol Di st Control Creat eTi mre OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this control entry was | ast
activated. This can be used by the nmanagenent station to
ensure that the table has not been del eted and recreated
bet ween polls.”

::={ protocol DistControl Entry 4 }

pr ot ocol Di st Cont r ol Omer OBJECT- TYPE

SYNTAX Onner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ protocol DistControl Entry 5 }

prot ocol Di st Cont rol St atus OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l1l), all associated
entries in the protocol Di st StatsTable shall be deleted.”
::={ protocol DistControl Entry 6 }

-- per interface protocol distribution statistics table
prot ocol Di st St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Protocol Di st StatsEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"An entry is made in this table for every protocol in the
protocol Dir Tabl e that has been seen in at |east one packet.
Counters are updated in this table for every protocol type
that is encountered when parsing a packet, but no counters are
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updated for packets with MAC-|ayer errors.
Note that if a protocolDirEntry is deleted, all associated
entries in this table are renoved."

::={ protocolDist 2}

protocol Di st St at sEntry OBJECT- TYPE

SYNTAX Prot ocol Di st StatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the protocol Di stStatsTabl e.

The index is composed of the protocol Di st Control I ndex of the
associ ated protocol Di stControl Entry, followed by the
protocol DirLocal | ndex of the associated protocol that this
entry represents. In other words, the index identifies the
protocol distribution an entry is a part of and the
particular protocol that it represents.

An exanpl e of the indexing of this entry is

prot ocol D st St at sPkts. 1. 18"
I NDEX { protocol Di st Control | ndex, protocol DirLocal |l ndex }
::={ protocol DistStatsTable 1 }

Protocol Di st StatsEntry ::= SEQUENCE {
prot ocol Di st St at sPkt s Zer oBasedCount er 32,
protocol Di st StatsCctets Zer oBasedCount er 32
}

prot ocol Di st St at sPkts OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of packets of this protocol type received
without errors. Note that this is the nunber of
I'ink-1ayer packets, so if a single network-|ayer packet
is fragnented into several l|ink-layer franes, this counter
is incremented several tinmes."

::={ protocolDistStatsEntry 1 }

prot ocol Di st St at sCctets OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of octets in packets of this protocol type

Wal dbusser St andards Track [ Page 31]



RFC 4502 Renote Network Monitoring M B May 2006

received since it was added to the protocol Di st StatsTabl e
(excluding framing bits, but including FCS octets), except for
those octets in packets that contained errors.

Note that this doesn’t count just those octets in the
particul ar protocol franes but includes the entire packet
that contained the protocol."

::={ protocol DistStatsEntry 2 }

-- Address Map G oup (addr essMap)

-- Lists MAC address to network address bindi ngs di scovered by the
-- probe and what interface they were | ast seen on.

-- addr essMapCont r ol Tabl e

-- addr essMapTabl e

addr essMapl nserts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of tines an address nmapping entry has been
inserted into the addressMapTable. |If an entry is inserted,

then del eted, and then inserted, this counter will be
i ncremented by 2.

Note that the table size can be determ ned by subtracting
addr essMapDel et es from addressMapl nserts. "
::={ addressvap 1 }

addr essMapDel et es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of tines an address nmapping entry has been
del eted fromthe addressMapTable (for any reason). |If
an entry is deleted, then inserted, and then deleted, this
counter will be increnented by 2.

Note that the table size can be determ ned by subtracting
addr essMapDel etes from addressMapl nserts.”
::={ addresshvap 2 }

addr essMapMaxDesi redEnt ri es OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)
MAX- ACCESS read-write
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STATUS current

DESCRI PTI ON
"The maxi mum nunber of entries that are desired in the
addressMapTabl e. The probe will not create nore than
this nunber of entries in the table but nmay choose to create
fewer entries in this table for any reason, including the |ack
of resources.

If this object is set to a value |less than the current nunber
of entries, enough entries are chosen in an

i npl ement ati on- dependent nanner and del eted so that the nunber
of entries in the table equals the value of this object.

If this value is set to -1, the probe may create any nunber
of entries in this table.

Thi s object may be used to control how resources are all ocated
on the probe for the various RMON functions."
::={ addresshvap 3 }

addr essMapCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF AddressMapControl Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table to control the collection of mappings from network
| ayer address to physical address to interface.

Note that this is not like the typical RMON

control Tabl e and dataTabl e in which each entry creates

its own data table. Each entry in this table enables the
di scovery of addresses on a new interface and the placenent
of address mappings into the central addressMapTabl e.

I npl enent ati ons are encouraged to add an entry per nonitored
interface upon initialization so that a default collection
of address mappings is available."

::={ addresshap 4 }

addr essMapControl Entry OBJECT- TYPE

SYNTAX Addr essMapControl Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the addressMapControl Tabl e.

An exanpl e of the indexing of this entry is
addr essMapCont r ol Dr oppedFr anes. 1"

Wal dbusser St andards Track [ Page 33]



RFC 4502 Renote Network Monitoring M B May 2006

I NDEX { addressMapControl | ndex }
::={ addressMapControl Table 1 }

Addr essMapControl Entry ::= SEQUENCE {
addr essMapCont r ol | ndex I nt eger 32,
addr essMapCont r ol Dat aSour ce Dat aSour ce,
addr essMapCont r ol Dr oppedFr anes Count er 32,
addr essMapCont r ol Omner Onner Stri ng,
addr essMapCont r ol St at us RowSt at us

}

addr essMapCont rol | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A unique index for this entry in the addressMapControl Table."
::={ addressMapControl Entry 1 }

addr essMapCont r ol Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The source of data for this addressMapControl Entry."
::={ addressMapControl Entry 2 }

addr essMapCont r ol Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of frames that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for
what ever reason. Mbst often, this event occurs when the probe
is out of sone resources and decides to shed load fromthis
col | ection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact number of franes dropped.”
::={ addressMapControl Entry 3 }

addr essMapCont r ol Omer OBJECT- TYPE
SYNTAX Omner String
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ addressMapControl Entry 4 }

addr essMapCont r ol St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this addressMap control entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l1l), all associated
entries in the addressMapTabl e shall be deleted.”
::={ addressMapControl Entry 5 }

addr essMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF AddressMapEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e of mappings fromnetwork | ayer address to physical
address to interface.

The probe will add entries to this table based on the source
MAC and network addresses seen in packets without MAC-Ievel
errors. The probe will populate this table for all protocols
in the protocol directory table whose val ue of
prot ocol Di r AddressMapConfig is equal to supportedOn(3), and
will delete any entries whose protocolDirEntry is del eted or
has a protocol Di r AddressMapConfi g val ue of supporteddf(2)."
::={ addressMvap 5 }

addr essMapEnt ry OBJECT- TYPE

SYNTAX Addr essMapEnt ry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the addressMapTabl e.

The protocol DirLocal Index in the index identifies the network
| ayer protocol of the addressMapNet wor kAddress.
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An exanpl e of the indexing of this entry is
addr essMapSour ce. 783495.18.4.128.2.6.6.11.1.3.6.1.2.1.2.2.1.1. 1.

Not e that sonme conbi nati ons of

i ndex val ues may result

in an

i ndex that exceeds 128 sub-identifiers in | ength, which exceeds

t he maxi mum for the SNWP protocol .
care to avoid such conbinations."

I mpl ement ati ons shoul d take

I NDEX { addressMapTi meMar k, protocol Di rLocal | ndex,

addr essMapNet wor kAddr ess,
::= { addressMapTable 1 }

AddressMapEntry ::= SEQUENCE {
addr essMapTi neMar k
addr essMapNet wor kAddr ess
addr essMapSour ce
addr essMapPhysi cal Addr ess
addr essMaplLast Change

}

addr essMapTi meMar k OBJECT- TYPE
SYNTAX TimeFilter
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"ATimeFilter for this entry.
convention to see how this works."
::={ addressMapEntry 1 }

addr essMapNet wor kAddr ess OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (1..255))
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

addr essMapSour ce }

TimeFilter,

OCTET STRI NG,
OBJECT | DENTI FI ER,
OCTET STRI NG,

Ti meSt anp

See the TineFilter textual

"The network address for this rel ation.

This is represented as an octet string with
specific semantics and length as identified
by the protocol DirLocal | ndex conponent of the

i ndex.

For exanpl e,
encapsul ati on of
octet of 4,
in network byte order."
::={ addressMapEntry 2 }

ip, this object

addr essMapSour ce OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The interface or port on which the associ ated network
address was nost recently seen

If this address mappi ng was di scovered on an interface, this
object shall identify the instance of the iflndex

obj ect, defined in [ RFC2863], for the desired interface.

For exanple, if an entry were to receive data from
interface #1, this object would be set to iflndex.1

If this address mappi ng was di scovered on a port, this
object shall identify the instance of the rptrG oupPortl| ndex
obj ect, defined in [ RFC2108], for the desired port.

For exanple, if an entry were to receive data from

group #1, port #1, this object would be set to

rptrG oupPortlndex.1.1

Note that while the dataSource associated with this entry

may only point to index objects, this object may at tines

point to repeater port objects. This situation occurs when

the dataSource points to an interface that is a locally

attached repeater and the agent has additional information

about the source port of traffic seen on that repeater.”
::={ addressMapEntry 3 }

addr essMapPhysi cal Address OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The | ast source physical address on which the associ ated
network address was seen. |f the protocol of the associated
net wor k address was encapsul ated inside of a network-1evel or
hi gher protocol, this will be the address of the next-I|ower
protocol with the addressRecognitionCapable bit enabl ed and
will be formatted as specified for that protocol."

::={ addressMapEntry 4 }

addr essMaplLast Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the time this entry was | ast
created or the values of the physical address changed.
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This can be used to hel p detect duplicate address problens, in
whi ch case this object will be updated frequently."
::={ addressMapEntry 5 }

-- Network Layer Host G oup

-- Counts the amount of traffic sent fromand to each network address

-- discovered by the probe.

-- Note that while the hl Host Control Tabl e al so has objects that

-- control an optional al HostTable, inplenmentation of the al HostTable is
-- not required to fully inplenent this group

hl Host Cont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF H Host Control Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of higher-layer (i.e., non-MAC) host table contro
entri es.

These entries will enable the collection of the network- and
application-level host tables indexed by network addresses.

Both the network- and application-level host tables are
controlled by this table so that they will both be created

and deleted at the same time, further increasing the ease with
whi ch they can be inplenented as a single datastore. (Note that
if an inplenentation stores application-layer host records in
menory, it can derive network-|layer host records fromthem)

Entries in the nl Host Table will be created on behal f of each
entry in this table. Additionally, if this probe inplenments
the al Host Table, entries in the al Host Table will be created on
behal f of each entry in this table.

I mpl enent ati ons are encouraged to add an entry per nonitored
interface upon initialization so that a default collection
of host statistics is available.”

c:={ nlHost 1}

hl Host Control Entry OBJECT- TYPE
SYNTAX H Host Control Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual row in the hl Host Control Tabl e.

An exanpl e of the indexing of this entry is
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hl Host Cont r ol NI Dr oppedFr anes. 1"
I NDEX { hl Host Control I ndex }
::={ hlHostControl Table 1 }

H Host Control Entry ::= SEQUENCE {
hl Host Cont r ol | ndex I nt eger 32,
hl Host Cont r ol Dat aSour ce Dat aSour ce,
hl Host Cont r ol NIl Dr oppedFr anes Count er 32,
hl Host Control Nl | nserts Count er 32,
hl Host Cont r ol NI Del et es Count er 32,
hl Host Cont r ol Nl MaxDesi redEntri es | nteger32,
hl Host Cont r ol Al Dr oppedFr anes Count er 32,
hl Host Control Al I nserts Count er 32,
hl Host Cont r ol Al Del et es Count er 32,
hl Host Cont r ol Al MaxDesi redEntri es | nteger32,
hl Host Cont r ol Oaner Onner Stri ng,
hl Host Cont r ol St at us Rowst at us

}

hl Host Contr ol | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry in the
hl Host Control Tabl e. Each such entry defines
a function that discovers hosts on a particul ar
interface and places statistics about themin the
nl Host Tabl e, and optionally in the al Host Tabl e, on
behal f of this hl HostControl Entry."

::={ hlHostControl Entry 1}

hl Host Cont r ol Dat aSour ce OBJECT- TYPE
SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The source of data for the associ ated host tabl es.

The statistics in this group reflect all packets

on the | ocal network segnent attached to the

identified interface.

Thi s object may not be nodified if the associated

hl Host Control St at us object is equal to active(1)."
::={ hlHostControl Entry 2 }

hl Host Cont r ol NI Dr oppedFr anmes OBJECT- TYPE
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SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of franes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for the associated
nl Host entries for whatever reason. Mst often, this event
occurs when the probe is out of some resources and decides to
shed load fromthis collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that if the nl HostTable is inactive because no protocols
are enabled in the protocol directory, this value should be O.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped."”
::={ hlHostControl Entry 3 }

hl Host Control NIl | nserts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of tines an nl Host entry has been
inserted into the nlHost table. |If an entry is inserted, then
del eted, and then inserted, this counter will be increnented
by 2.

To allow for efficient inplenmentation strategies, agents may
del ay updating this object for short periods of tinme. For
exanpl e, an inplenentation strategy may all ow i nternal

data structures to differ fromthose visible via SNVP for
short periods of tine. This counter may reflect the internal
data structures for those short periods of tine.

Note that the table size can be deternm ned by subtracting
hl Host Control NIl Del etes from hl Host Control Nl I nserts. "
::={ hlHostControl Entry 4 }

hl Host Contr ol NI Del et es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of tines an nl Host entry has been

Wal dbusser St andards Track [ Page 40]



RFC 4502 Renote Network Monitoring M B May 2006

del eted fromthe nlHost table (for any reason). If an entry
is deleted, then inserted, and then deleted, this counter will
be incremented by 2.

To allow for efficient inplementation strategies, agents may
del ay updating this object for short periods of tine. For
exanmpl e, an inplenentation strategy may allow interna

data structures to differ fromthose visible via SNV for
short periods of tine. This counter may reflect the interna
data structures for those short periods of tine.

Note that the table size can be determ ned by subtracting
hl Host Contr ol NIl Del etes from hl Host Control Nl I nserts.”
::={ hlHostControl Entry 5 }

hl Host Cont r ol Nl MaxDesi redEntri es OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nunber of entries that are desired in the

nl Host Tabl e on behal f of this control entry. The probe will
not create nore than this nunber of associated entries in the
tabl e but may choose to create fewer entries in this table
for any reason, including the |Iack of resources.

If this object is set to a value |ess than the current nunber
of entries, enough entries are chosen in an

i npl ement at i on- dependent nanner and del eted so that the nunber
of entries in the table equals the value of this object.

If this value is set to -1, the probe may create any nunber
of entries in this table. |If the associated

hl Host Control Status object is equal to "active', this

obj ect may not be nodifi ed.

Thi s object may be used to control how resources are allocated
on the probe for the various RMON functions."
2= { hlHostControl Entry 6 }

hl Host Cont r ol Al Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of franes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for the associated
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al Host entries for whatever reason. Most often, this event
occurs when the probe is out of some resources and decides to
shed load fromthis collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that if the al HostTable is not inplenmented or is inactive
because no protocols are enabled in the protocol directory,
this value should be 0.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped."”
::={ hlHostControl Entry 7 }

hl Host Control Al I nserts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of tines an al Host entry has been
inserted into the alHost table. |If an entry is inserted, then
del eted, and then inserted, this counter will be increnented
by 2.

To allow for efficient inplementation strategies, agents may
del ay updating this object for short periods of tinme. For
exanpl e, an inplenentation strategy nmay allow interna

data structures to differ fromthose visible via SNVP for
short periods of tine. This counter may reflect the interna
data structures for those short periods of tine.

Note that the table size can be determ ned by subtracting
hl Host Cont r ol Al Del etes from hl Host Control Al I nserts."
::={ hlHostControl Entry 8 }

hl Host Cont r ol Al Del et es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of tines an al Host entry has been
del eted fromthe al Host table (for any reason). |If an entry
is deleted, then inserted, and then deleted, this counter will
be incremented by 2.

To allow for efficient inplementation strategies, agents may
del ay updating this object for short periods of tine. For
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exanmpl e, an inplenentation strategy may allow internal

data structures to differ fromthose visible via SNV for
short periods of tine. This counter may reflect the internal
data structures for those short periods of tine.

Note that the table size can be determ ned by subtracting
hl Host Cont r ol Al Del etes from hl Host Control Al I nserts.”
::={ hlHostControl Entry 9 }

hl Host Cont r ol Al MaxDesi redEntri es OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nunber of entries that are desired in the al Host
table on behalf of this control entry. The probe will not
create nore than this nunber of associated entries in the
tabl e but may choose to create fewer entries in this table
for any reason, including the |Iack of resources.

If this object is set to a value |less than the current nunber
of entries, enough entries are chosen in an

i npl ement at i on- dependent nanner and del eted so that the nunber
of entries in the table equals the value of this object.

If this value is set to -1, the probe may create any nunber
of entries in this table. |If the associated

hl Host Control Status object is equal to "active', this

obj ect may not be nodifi ed.

Thi s object may be used to control how resources are allocated
on the probe for the various RMON functions."
::={ hlHostControl Entry 10 }

hl Host Cont r ol Owmer OBJECT- TYPE

SYNTAX Omner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ hlHostControl Entry 11 }

hl Host Contr ol St at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The status of this hl HostControl Entry.

An entry may not exist in the active state unless al
objects in the entry have an appropri ate val ue.

If this object is not equal to active(l1l), all associated
entries in the nl Host Tabl e and al Host Tabl e shall be deleted."
::={ hlHostControl Entry 12 }

nl Host Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF N HostEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A collection of statistics for a particular network | ayer
address that has been di scovered on an interface of this
devi ce.

The probe will populate this table for all network |ayer
protocols in the protocol directory table whose val ue of
prot ocol Di r Host Config is equal to supportedOn(3), and

will delete any entries whose protocolDirEntry is deleted or
has a protocol Di r Host Config val ue of supportedOif(2).

The probe will add to this table all addresses seen
as the source or destination address in all packets with no
MAC errors, and will increnent octet and packet counts in the
table for all packets with no MAC errors."”

::={ nlHost 2}

nl Host Entry OBJECT- TYPE
SYNTAX Nl Host Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the nl Host Tabl e.

The hl Host Control I ndex value in the index identifies the

hl Host Control Entry on whose behalf this entry was created.
The protocol DirLocal I ndex value in the index identifies the
network | ayer protocol of the nl Host Address.

An exanpl e of the indexing of this entry is
nl Host Qut Pkt s. 1. 783495. 18. 4. 128. 2. 6. 6.

Not e that some conbi nations of index values may result in an

i ndex that exceeds 128 sub-identifiers in | ength, which exceeds
the maxi mum for the SNMP protocol. |nplenentations should take
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care to avoid such conbinations."

I NDEX { hl Host Control I ndex,
prot ocol Di r Local | ndex,

::={ nlHostTable 1 }

N HostEntry ::= SEQUENCE {
nl Host Ti neMar k
nl Host Addr ess
nl Host | nPkt s
nl Host Cut Pkt s
nl Host I nCctets
nl Host Qut Cct et s
nl Host Qut MacNonUni cast Pkt s
nl Host Cr eat eTi ne

nl Host Ti meMar k,
nl Host Addr ess }

TimeFilter,

OCTET STRI NG,

Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Last Cr eat eTi ne

}

nl Host Ti meMar k OBJECT- TYPE
SYNTAX TimeFilter
MAX- ACCESS not-accessi ble
STATUS current
DESCRI PTI ON

"ATineFilter for this entry. See the TinmeFilter textual
convention to see how this works."
:={ nlHostEntry 1}

nl Host Addr ess OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The network address for this nlHostEntry.

This is represented as an octet string with
specific semantics and length as identified
by the protocol DirlLocal | ndex conponent of the index.

For exanple, if the protocol DirLocal I ndex indicates an
encapsul ation of 1P, this object is encoded as a length
octet of 4, followed by the 4 octets of the |IP address,
in network byte order."

::={ nlHostEntry 2 }

nl Host | nPkt s OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of packets without errors transnmitted to
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this address since it was added to the nl Host Table. Note that
this is the nunber of |ink-layer packets, so if a single
net wor k-1 ayer packet is fragnented into several |ink-Iayer
frames, this counter is increnented several tines."

::={ nlHostEntry 3 }

nl Host Qut Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of packets without errors transmtted by
this address since it was added to the nl Host Table. Note that
this is the nunber of |ink-Ilayer packets, so if a single
net wor k-1 ayer packet is fragnented into several |ink-Iayer
frames, this counter is increnented several tines."

::={ nlHostEntry 4 }

nl Host | nCct ets OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The number of octets transmitted to this address
since it was added to the nl Host Tabl e (excl udi ng
fram ng bits, but including FCS octets), excluding
octets in packets that contained errors.

Note that this doesn’t count just those octets in the particular
protocol franes but includes the entire packet that contained
the protocol ."

::={ nlHostEntry 5 }

nl Host Qut Cct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of octets transmtted by this address
since it was added to the nl Host Tabl e (excl udi ng
fram ng bits, but including FCS octets), excluding
octets in packets that contained errors.

Note that this doesn’t count just those octets in the particular
protocol franes but includes the entire packet that contained
the protocol."

::={ nlHostEntry 6 }
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nl Host CQut MacNonUni cast Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of packets without errors transmtted by this
address that were directed to any MAC broadcast addresses
or to any MAC nulticast addresses since this host was
added to the nl Host Table. Note that this is the nunber of
Iink-1ayer packets, so if a single network-I|ayer packet is
fragnmented into several |ink-layer frames, this counter is
i ncremented several tines."
:={ nlHostEntry 7 }

nl Host Cr eat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime when this entry was | ast activat ed.
This can be used by the managenent station to ensure that the
entry has not been deleted and recreated between polls."”

::={ nlHostEntry 8 }

-- Network Layer Matrix G oup

-- Counts the amount of traffic sent between each pair of network
-- addresses discovered by the probe.

-- Note that while the hl Matri xControl Tabl e al so has objects that
-- control optional al MatrixTabl es, inplenmentation of the

-- alMatrixTables is not required to fully inplenent this group.

hl Mat ri xCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF H Matri xControl Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Alist of higher-layer (i.e., non-MAC) matrix control entries.

These entries will enable the collection of the network- and
application-level matrix tabl es containing conversation
statistics indexed by pairs of network addresses.

Both the network- and application-level matrix tables are
controlled by this table so that they will both be created

and deleted at the sanme tinme, further increasing the ease with
whi ch they can be inplenmented as a single datastore. (Note that
if an inplenmentation stores application-layer matrix records
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in menory, it can derive network-layer matrix records from

them)

Entries in the nl Matri xSDTabl e and nl Matri xDSTabl e wi ||l be

created on behalf of each entry in this table.

if this probe inplenents the al Matrix tables, entries in the
al Matrix tables will be created on behalf of each entry in

this table."
= { nlivatrix 1}

hl Matri xControl Entry OBJECT- TYPE

SYNTAX H MatrixControl Entry
MAX- ACCESS not-accessi ble
STATUS current

DESCRI PTI ON

"A conceptual row in the hl Matri xControl Tabl e.

An exanpl e of indexing of this entry is

hl Mat ri xCont r ol NI Dr oppedFr anes. 1"

I NDEX { hl Matri xControl |l ndex }
2= { hlwatrixControl Table 1 }

H Matri xControl Entry ::= SEQUENCE ({
hl Matri xContr ol | ndex
hl Mat ri xCont r ol Dat aSour ce
hl Mat ri xCont r ol Nl Dr oppedFr anes
hl Matri xControl Nl I nserts
hl Mat ri xContr ol Nl Del et es
hl Mat ri xControl Nl MaxDesi redEntri es
hl Mat ri xCont r ol Al Dr oppedFr anes
hl Matri xControl Al I nserts
hl Matri xContr ol Al Del etes
hl Matri xContr ol Al MaxDesi redEntri es
hl Mat ri xCont r ol Oaner
hl Mat ri xCont r ol St at us

}

hl Matri xControl | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

I nt eger 32,
Dat aSour ce,
Count er 32,
Count er 32,
Count er 32,

I nt eger 32,
Count er 32,
Count er 32,
Count er 32,

| nt eger 32,
Onner Stri ng,
RowsSt at us

"An index that uniquely identifies an entry in the

hl Matri xControl Tabl e. Each such entry defines

a function that discovers conversations on a particul ar
interface and places statistics about themin the

nl Matri xSDTabl e and the nl Matri xDSTabl e, and optionally the
al Matri xSDTabl e and al Matri xDSTabl e, on behalf of this
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hl Matri xControl Entry. "
2= { hlMatrixControl Entry 1 }

hl Mat ri xCont r ol Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The source of the data for the associated nmatri x tabl es.

The statistics in this group reflect all packets
on the | ocal network segnent attached to the
identified interface.

Thi s object may not be nodified if the associated
hl Matri xControl Status object is equal to active(l)."
::={ hlMatrixControl Entry 2 }

hl Mat ri xCont r ol NI Dr oppedFr anmes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of franmes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for
what ever reason. Mbst often, this event occurs when the probe
is out of some resources and decides to shed load fromthis
col I ection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that if the nl MatrixTables are inactive because no
protocols are enabled in the protocol directory, this value
shoul d be 0.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped.”
::={ hlMatrixControl Entry 3 }

hl Matri xControl Nl | nserts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of tinmes an nl Matrix entry has been
inserted into the nlMatrix tables. |If an entry is inserted,
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then deleted, and then inserted, this counter will be
incremented by 2. The addition of a conversation into both
the nl Matri xSDTabl e and nl Matri xDSTabl e shal |l be counted as
two insertions (even though every addition into one table nust
be acconpanied by an insertion into the other).

To allow for efficient inplenmentation strategies, agents may
del ay updating this object for short periods of tinme. For
exanpl e, an inplenentation strategy may all ow i nternal

data structures to differ fromthose visible via SNVP for
short periods of tine. This counter may reflect the internal
data structures for those short periods of tine.

Not e that the sum of then nl Matri xSDTabl e and nl Matri xDSTabl e

sizes can be determ ned by subtracting

hl Matri xControl Nl Del etes from hl Matri xControl Nl I nserts. "
::={ hlMatrixControl Entry 4 }

hl Mat ri xCont rol Nl Del et es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of tinmes an nl Matrix entry has been
deleted fromthe nl Matrix tables (for any reason). |If an
entry is deleted, then inserted, and then deleted, this
counter will be increnmented by 2. The deletion of a
conversation fromboth the nl Matri xSDTabl e and nl Mat ri xDSTabl e
shal |l be counted as two del etions (even though every del etion
fromone table nmust be acconpani ed by a deletion fromthe
ot her) .

To allow for efficient inplementation strategies, agents may
del ay updating this object for short periods of tine. For
exanpl e, an inplenentation strategy nmay all ow i nternal

data structures to differ fromthose visible via SNV for
short periods of tine. This counter may reflect the internal
data structures for those short periods of tine.

Note that the table size can be deternmi ned by subtracting
hl Matri xControl Nl Del etes from hl MatrixControl Nl I nserts."
::={ hlMatrixControl Entry 5 }

hl Matri xContr ol Nl MaxDesi redEntri es OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Wal dbusser St andards Track [ Page 50]



RFC 4502 Renote Network Monitoring M B May 2006

"The maxi mum nunber of entries that are desired in the

nl Matrix tables on behalf of this control entry. The probe
will not create nore than this nunber of associated entries in
the table but may choose to create fewer entries in this
table for any reason, including the lack of resources.

If this object is set to a value |less than the current nunber
of entries, enough entries are chosen in an

i npl ement at i on- dependent nmanner and del eted so that the nunber
of entries in the table equals the value of this object.

If this value is set to -1, the probe nmay create any nunber
of entries in this table. |If the associated

hl Matri xControl Status object is equal to "active', this

obj ect may not be nodifi ed.

Thi s object may be used to control how resources are all ocated
on the probe for the various RMON functions."
2= { hlMatrixControl Entry 6 }

hl Mat ri xCont r ol Al Dr oppedFr ames OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The total nunber of frames that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for
what ever reason. Mbst often, this event occurs when the probe
is out of some resources and decides to shed load fromthis
col I ecti on.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that if the al MatrixTables are not inplenmented or are
i nactive because no protocols are enabled in the protocol
directory, this value should be O.

Note that, unlike the dropEvents counter, this nunber is the
exact numnber of franes dropped.”
c:={ hlMatrixControl Entry 7 }

hl Matri xControl Al |l nserts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The nunber of tines an al Matrix entry has been

inserted into the alMatrix tables. |If an entry is inserted,
then deleted, and then inserted, this counter will be
incremented by 2. The addition of a conversation into both
the al Matri xSDTabl e and al Matri xDSTabl e shall be counted as
two insertions (even though every addition into one table nust
be acconpani ed by an insertion into the other).

To allow for efficient inplementation strategies, agents may
del ay updating this object for short periods of tine. For
exanpl e, an inplenentation strategy nmay allow internal

data structures to differ fromthose visible via SNV for
short periods of tine. This counter may reflect the internal
data structures for those short periods of tine.

Note that the table size can be deternmi ned by subtracting
hl Matri xControl Al Del etes from hl MatrixControl Al Il nserts.”
::={ hlMatrixControl Entry 8 }

hl Mat ri xCont r ol Al Del et es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of tinmes an al Matrix entry has been
deleted fromthe alMatrix tables. |If an entry is deleted,
then inserted, and then deleted, this counter will be
incremented by 2. The deletion of a conversation fromboth
the al Matri xSDTabl e and al Matri xDSTabl e shall be counted as
two del etions (even though every deletion fromone table nust
be acconpani ed by a deletion fromthe other).

To allow for efficient inplementation strategies, agents may
del ay updating this object for short periods of tine. For
exanpl e, an inplenentation strategy nmay all ow i nternal

data structures to differ fromthose visible via SNV for
short periods of tine. This counter may reflect the internal
data structures for those short periods of tine.

Note that the table size can be deternmi ned by subtracting
hl Matri xControl Al Del etes from hl MatrixControl Al I nserts."
::={ hlMatrixControl Entry 9 }

hl Matri xContr ol Al MaxDesi redEntri es OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
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"The maxi mum nunber of entries that are desired in the

May 2006

al Matrix tables on behalf of this control entry. The probe
will not create nore than this nunber of associated entries in
the table but may choose to create fewer entries in this

table for any reason, including the lack of resources.

If this object is set to a value |less than the current nunber

of entries, enough entries are chosen in an

i npl ement at i on- dependent nmanner and del eted so that the nunber
of entries in the table equals the value of this object.

If this value is set to -1, the probe nmay create any nunber

of entries inthis table. |If the associated

hl Matri xControl Status object is equal to "active', this

obj ect may not be nodifi ed.

Thi s object may be used to control how resources are all ocated

on the probe for the various RMON functions."
::={ hlMvatrixControl Entry 10 }

hl Matri xContr ol Owmer OBJECT- TYPE

SYNTAX Onner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ hlwvatrixControl Entry 11 }

hl Matri xContr ol St at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this hlMatrixControl Entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l1l), all
associ ated entries in the nl MatrixSDTabl e,
nl Matri xDSTabl e, al Matri xSDTabl e, and al Matri xDSTabl e
shal | be del eted by the agent."
:={ hlwvatrixControl Entry 12 }

nl Mat ri xSDTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF N Matri xSDEntry
MAX- ACCESS not-accessi bl e
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STATUS current

DESCRI PTI ON
"Alist of traffic matrix entries that collect statistics for
conversati ons between two networ k-l evel addresses. This table
is indexed first by the source address and then by the
destination address to nake it convenient to collect all
conversations froma particul ar address.

The probe will populate this table for all network | ayer
protocols in the protocol directory table whose val ue of
protocol DirMatrixConfig is equal to supportedOn(3), and

will delete any entries whose protocolDirEntry is deleted or
has a protocol DirMatri xConfig val ue of supportedOf(2).

The probe will add to this table all pairs of addresses

seen in all packets with no MAC errors and will increnent
octet and packet counts in the table for all packets with no
MAC errors.

Further, this table will only contain entries that have a

corresponding entry in the nl Matri xDSTabl e with the same
source address and destination address."
= { nlMatrix 2}

nl Mat ri xSDEntry OBJECT- TYPE

SYNTAX N Mat ri xSDEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the nl MatrixSDTabl e.

The hl MatrixControl I ndex value in the index identifies the
hl Matri xControl Entry on whose behalf this entry was creat ed.
The protocol DirLocal I ndex value in the index identifies the
net wor k-1 ayer protocol of the nl MatrixSDSourceAddress and

nl Mat ri xSDDest Addr ess.

An exanpl e of the indexing of this table is
nl Matri xSDPkts. 1. 783495. 18. 4. 128.2.6.6.4.128.2.6.7.

Not e that some conbi nations of index values may result in an
i ndex that exceeds 128 sub-identifiers in | ength, which exceeds
the maxi mum for the SNMP protocol. |nplenmentations should take
care to avoid such conbinations."
I NDEX { hl Matri xControl I ndex, nl MatrixSDTi neMarKk,
prot ocol Di r Local | ndex,
nl Mat ri xSDSour ceAddr ess, nl Matri xSDDest Addr ess }
::={ nlMatrixSDTable 1 }
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N Matri xSDEntry ::= SEQUENCE ({
nl Mat ri xSDTi meMar k TimeFilter,
nl Mat ri xSDSour ceAddr ess OCTET STRI NG
nl Mat ri xSDDest Addr ess COCTET STRI NG,
nl Mat ri xSDPkt s Zer oBasedCount er 32,
nl Mat ri xSDQOct et s Zer oBasedCount er 32,
nl Mat ri xSDCr eat eTi ne Last Creat eTi ne
}
nl Mat ri xSDTi meMar k OBJECT- TYPE
SYNTAX TinmeFilter
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"ATimeFilter for this entry. See the TinmeFilter textual
convention to see how this works."
:={ nlMatrixSDEntry 1 }

nl Mat ri xSDSour ceAddr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The network source address for this nl MatrixSDEntry.

This is represented as an octet string with
specific semantics and length as identified
by the protocol DirlLocal | ndex conponent of the index.

For exanple, if the protocol DirLocal I ndex indicates an
encapsul ation of IP, this object is encoded as a length
octet of 4, followed by the 4 octets of the |IP address,
in network byte order.”

:={ nlMatrixSDEntry 2 }

nl Mat ri xSDDest Addr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The network destination address for this
nl Matri xSDEntry.

This is represented as an octet string with
specific semantics and length as identified
by the protocol DirlLocal | ndex conponent of the index.

For exanple, if the protocol DirLocal I ndex indicates an
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encapsul ation of 1P, this object is encoded as a length
octet of 4, followed by the 4 octets of the |IP address,
in network byte order.”

:={ nlMatrixSDEntry 3 }

nl Mat ri xSDPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of packets without errors transnitted fromthe

source address to the destination address since this entry was
added to the nl MatrixSDTable. Note that this is the nunber of

l'ink-1ayer packets, so if a single network-|ayer packet is
fragmented into several |ink-layer frames, this counter is
i ncrenented several tines."

:={ nlMatrixSDEntry 4 }

nl Mat ri xSDOct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of octets transmtted fromthe source address to

the destination address since this entry was added to the
nl Matri xSDTabl e (excluding fram ng bits, but

including FCS octets), excluding octets in packets that
cont ai ned errors.

Note that this doesn’t count just those octets in the particular
protocol franes but includes the entire packet that contained

the protocol."
:={ nlMatrixSDEntry 5 }

nl Mat ri xSDCr eat eTi me OBJECT- TYPE
SYNTAX Last Creat eTi ne
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme when this entry was | ast activat ed.

This can be used by the managenent station to ensure that the

entry has not been del eted and recreated between polls."
:={ nlMatrixSDEntry 6 }

-- Traffic matrix tables fromdestination to source

nl Mat ri xDSTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF N Matri xDSEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of traffic matrix entries that collect statistics for
conversations between two network-|evel addresses. This table
is indexed first by the destination address and then by the
source address to make it convenient to collect all
conversations to a particul ar address.

The probe will populate this table for all network | ayer
protocols in the protocol directory table whose val ue of
protocol DirMatri xConfig is equal to supportedOn(3), and

will delete any entries whose protocolDirEntry is deleted or
has a protocol DirMatri xConfi g val ue of supportedOf(2).

The probe will add to this table all pairs of addresses

seen in all packets with no MAC errors and will increnent
octet and packet counts in the table for all packets with no
MAC errors.

Further, this table will only contain entries that have a
corresponding entry in the nl Matri xSDTable with the sane
source address and destination address."

:={ nlvatrix 3}

nl Mat ri xDSEnt ry OBJECT- TYPE

SYNTAX N Matri xDSEnt ry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the nl Matri xDSTabl e.

The hl MatrixControl I ndex value in the index identifies the
hl Matri xControl Entry on whose behalf this entry was creat ed.
The protocol DirLocal I ndex value in the index identifies the
net wor k-1 ayer protocol of the nl MatrixDSSourceAddress and

nl Mat ri xDSDest Addr ess.

An exanpl e of the indexing of this table is
nl Matri xDSPkts. 1. 783495. 18. 4. 128.2.6.7.4.128. 2. 6. 6.

Not e that sone conbi nati ons of index values may result in an
i ndex that exceeds 128 sub-identifiers in |l ength, which exceeds
the maxi mum for the SNMP protocol. |Inplenmentations should take
care to avoid such conbinations. "
I NDEX { hl Matri xControl I ndex, nl Matri xDSTi neMar Kk,
prot ocol Di r Local | ndex,
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nl Mat ri xDSDest Addr ess, nl Matri xDSSour ceAddr ess }
:={ nlMatrixDSTable 1 }

N Matri xDSEntry ::= SEQUENCE ({
nl Mat ri xDSTi meMar k TinmeFilter,
nl Mat ri xDSSour ceAddr ess OCTET STRI NG
nl Mat ri xDSDest Addr ess OCTET STRI NG
nl Mat ri xDSPkt s Zer oBasedCount er 32,
nl Mat ri xDSCct et s Zer oBasedCount er 32,
nl Mat ri xDSCr eat eTi me Last Creat eTi ne
}
nl Mat ri xDSTi neMar k OBJECT- TYPE
SYNTAX TimeFilter
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"ATinmeFilter for this entry. See the TinmeFilter textual
convention to see how this works."
:={ nlMatrixDSEntry 1 }

nl Mat ri xDSSour ceAddr ess OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The network source address for this nl Matri xDSEntry.

This is represented as an octet string with
specific semantics and length as identified
by the protocol DirlLocal | ndex conmponent of the index.

For exanple, if the protocol DirLocal I ndex indicates an
encapsul ation of IP, this object is encoded as a length
octet of 4, followed by the 4 octets of the |IP address,
in network byte order."

:={ nlMatrixDSEntry 2 }

nl Mat ri xDSDest Addr ess OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The network destination address for this
nl Matri xDSEntry.

This is represented as an octet string with
specific semantics and length as identified
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by the protocol DirlLocal | ndex conmponent of the index.

For exanple, if the protocol DirLocal I ndex indicates an
encapsul ation of IP, this object is encoded as a |length
octet of 4, followed by the 4 octets of the |IP address,
in network byte order."

:={ nlMatrixDSEntry 3 }

nl Mat ri xDSPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of packets without errors transnmitted fromthe
source address to the destination address since this entry was
added to the nl Matri xDSTabl e. Note that this is the nunmber of
link-1ayer packets, so if a single network-|ayer packet is
fragmented into several link-layer frames, this counter is
i ncremented several tines."

:={ nlMatri xDSEntry 4 }

nl Matri xDSCct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of octets transmtted fromthe source address
to the destination address since this entry was added to the
nl Matri xDSTabl e (excluding frami ng bits, but

i ncluding FCS octets), excluding octets in packets that

cont ai ned errors.

Note that this doesn’t count just those octets in the particular
protocol franmes but includes the entire packet that contained
the protocol."

::={ nlMatrixDSEntry 5 }

nl Mat ri xDSCr eat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this entry was |ast activated.
This can be used by the managenent station to ensure that the
entry has not been deleted and recreated between polls.”

:={ nlMatri xDSEntry 6 }

nl Mat ri xTopNCont r ol Tabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF N Matri xTopNControl Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A set of paraneters that control the creation of a
report of the top N nmatrix entries according to
a selected netric."

= { nlMatrix 4 }

nl Mat ri xTopNCont rol Entry OBJECT- TYPE
SYNTAX NI Mat ri xTopNControl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the nl Matri xTopNContr ol Tabl e.

An exanpl e of the indexing of this table is
nl Mat ri xTopNCont r ol Dur ati on. 3"

I NDEX { nl MatrixTopNControl | ndex }

:={ nlMatrixTopNControl Table 1 }

Nl Matri xTopNControl Entry ::= SEQUENCE {
nl Mat ri xTopNCont r ol | ndex I nt eger 32,
nl Mat ri xTopNCont r ol Mat ri xI ndex I nt eger 32,
nl Mat ri xTopNCont r ol Rat eBase I NTECER,
nl Mat ri xTopNCont r ol Ti meRenai ni ng I nt eger 32,
nl Mat ri xTopNCont r ol Gener at edReports Count er 32,
nl Mat ri xTopNCont r ol Dur ati on I nt eger 32,
nl Mat ri xTopNCont r ol Request edSi ze I nt eger 32,
nl Mat ri xXTopNCont r ol G- ant edSi ze I nt eger 32,
nl Mat ri xTopNCont rol Start Ti me Ti meSt anp,
nl Mat r i xTopNCont r ol Oaner Onner Stri ng,
nl Mat ri xTopNCont r ol St at us RowSt at us

}

nl Mat ri xTopNCont r ol | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry
in the nl MatrixTopNControl Table. Each such
entry defines one topN report prepared for
one interface."

2= { nlMatrixTopNControl Entry 1 }

nl Mat ri xTopNCont r ol Mat ri xI ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nl Matrix[SD/DS] table for which a topN report will be
prepared on behalf of this entry. The nlMatrix[SD/DS] table
is identified by the value of the hl MatrixControl |l ndex
for that table - that value is used here to identify the
particul ar table.

This object may not be nodified if the associated
nl Mat ri xTopNCont rol St atus object is equal to active(l)."
o= { nlMtrixTopNControl Entry 2 }

nl Mat ri xTopNCont r ol Rat eBase OBJECT- TYPE
SYNTAX I NTEGER {
nl Mat ri xTopNPkt s(1),
nl Mat ri xTopNCct et s(2),
nl Mat ri xTopNHi ghCapaci t yPkt s(3),
nl Mat ri xTopNH ghCapacityCct et s(4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The variable for each nlMatrix[SDYDS] entry that the
nl Matri xTopNEntries are sorted by, as well as a control
for the table that the results will be reported in.

This object may not be nodified if the associated
nl Mat ri xTopNCont rol St atus object is equal to active(l).

If this value is less than or equal to 2, when the report

is prepared, entries are created in the nl MatrixTopNTabl e

associated with this object.

If this value is greater than or equal to 3, when the report

is prepared, entries are created in the

nl Mat ri xTopNHi ghCapacityTabl e associated with this object."
c:={ nlMtrixTopNControl Entry 3 }

nl Mat ri xTopNCont r ol Ti meRemai ni ng OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nunber of seconds left in the report currently
being collected. Wen this object is nodified by
t he managenent station, a new collection is started,
possi bly aborting a currently running report. The
new val ue is used as the requested duration of this
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report and is inmediately | oaded into the associ ated
nl Mat ri xTopNCont r ol Dur ati on obj ect .

When the report finishes, the probe will automatically

start another collection with the same initial value

of nl MatrixTopNControl Ti meRemai ni ng. Thus, the nanagenent
station may sinply read the resulting reports repeatedly,
checking the startTime and duration each tine to ensure that a
report was not missed or that the report paraneters were not
changed.

Wil e the value of this object is non-zero, it decrenents
by one per second until it reaches zero. At the tine

that this object decrenments to zero, the report is made
accessible in the nl Matri xTopNTabl e, overwiting any report
that may be there.

When this object is nodified by the managenent station, any
associ ated entries in the nl Matri xTopNTabl e shall be del et ed.

(Note that this is a different algorithmthan the one used
in the host TopNTabl e)."

DEFVAL { 1800 }

2= { nlMatrixTopNControl Entry 4 }

nl Mat ri xTopNCont r ol Gener at edReports OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of reports that have been generated by this entry."
:={ nlMatrixTopNControl Entry 5 }

nl Mat ri xTopNCont r ol Dur ati on OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunmber of seconds that this report has collected
during the last sanpling interval.

When the associ ated nl Mat ri xTopNCont rol Ti mreRenai ni ng object is
set, this object shall be set by the probe to the

sanme val ue and shall not be nodified until the next

time the nl Matri xTopNControl Ti mreRemai ning is set.

This value shall be zero if no reports have been
requested for this nl MatrixTopNControl Entry."
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c:={ nlMtrixTopNControl Entry 6 }

nl Mat ri xTopNCont r ol Request edSi ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The maxi mum nunber of matrix entries requested for this report.

When this object is created or nodified, the probe
shoul d set nl MatrixTopNControl GrantedSi ze as closely to this
obj ect as possible for the particul ar probe
i mpl ement ati on and avail abl e resources. "
DEFVAL { 150 }
2= { nlMatrixTopNControl Entry 7 }

nl Mat ri xTopNCont r ol Grant edSi ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The maxi mum nunber of matrix entries in this report.

When t he associ ated nl Mat ri xTopNCont r ol Request edSi ze object is
created or nodified, the probe should set this

object as closely to the requested val ue as

possi ble for the particul ar inplenentati on and

avai l abl e resources. The probe nust not lower this

val ue except as a side-effect of a set to the associated

nl Mat ri xTopNCont r ol Request edSi ze obj ect .

If the value of nlMatrixTopNControl RateBase is equal to

nl Matri xTopNPkts, when the next topN report is generated,
matrix entries with the highest val ue of nl Matri xTopNPkt Rat e
shall be placed in this table in decreasing order of this rate
until there is no nore roomor until there are no nore

matrix entries.

If the value of nl MatrixTopNControl RateBase is equal to

nl Matri xTopNCctets, when the next topN report is generated,
matrix entries with the highest value of nl Matri xTopNCct et Rat e
shall be placed in this table in decreasing order of this rate
until there is no nore roomor until there are no nore

matrix entries.

It is an inplenentation-specific matter how entries with the

sanme val ue of nl Matri xTopNPkt Rate or nl Matri xTopNCctet Rate are
sorted. It is also an inplenmentation-specific matter as to
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whet her zero-valued entries are avail able."
:={ nlMatrixTopNControl Entry 8 }

nl Mat ri xTopNControl Start Ti me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime when this topN report was
| ast started. In other words, this is the tinme that
the associ ated nl Mat ri xTopNCont r ol Ti reRenai ni ng obj ect was
modi fied to start the requested report or the tine
the report was last automatically (re)started.

Thi s object may be used by the managenent station to
determ ne whether a report was missed."
::={ nlMatrixTopNControl Entry 9 }

nl Mat ri xTopNCont r ol Omer OBJECT- TYPE

SYNTAX Onner Stri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."

:={ nlMatrixTopNControl Entry 10 }

nl Mat ri xTopNCont r ol St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this nl Matri xTopNControl Entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l), all
associated entries in the nl Matri xTopNTabl e shall be del eted
by the agent."

::={ nlMatrixTopNControl Entry 11 }

nl Mat ri xTopNTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF N Matri xTopNEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of statistics for those network-layer matrix entries
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that have counted the hi ghest number of octets or packets."
{ nlMatrix 5}

TopNEnt ry OBJECT- TYPE

SYNTAX Nl Mat ri xTopNEnt ry

MAX-

ACCESS not - accessi bl e

STATUS current
DESCRI PTI ON

"A conceptual row in the nl Matri xTopNTabl e.

The nl Matri xTopNControl I ndex value in the index identifies the
nl Mat ri xXTopNControl Entry on whose behal f this entry was
creat ed.

An exanpl e of the indexing of this table is
nl Mat ri xTopNPkt Rat e. 3. 10"

I NDEX { nl Matri xTopNControl | ndex, nl Matri xTopN ndex }

{ nlMatrixTopNTable 1 }

Nl Matri xTopNEntry :: = SEQUENCE {
nl Mat ri xTopNI ndex I nt eger 32,
nl Mat ri xTopNPr ot ocol Di rLocal | ndex | nteger 32,
nl Mat ri xTopNSour ceAddr ess OCTET STRI NG
nl Mat ri xTopNDest Addr ess OCTET STRI NG,
nl Mat ri xTopNPkt Rat e Gauge32,
nl Mat ri xTopNRever sePkt Rat e Gauge32,
nl Matri xTopNCct et Rat e Gauge32,
nl Mat ri xTopNRever seCct et Rat e Gauge32
}
nl Mat ri xTopNl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Wal dbuss

"An index that uniquely identifies an entry in

the nl Matri xTopNTabl e anong those in the same report.
This index is between 1 and N, where Nis the

nunber of entries in this report.

If the value of nl Matri xTopNControl RateBase is equal to

nl Matri xTopNPkts, increasing val ues of nl Matri xTopN ndex shal |
be assigned to entries with decreasing val ues of

nl Matri xTopNPkt Rate until index N is assigned or there are no
more nl Matri XxXTopNEntri es.

If the value of nl Matri xTopNControl RateBase is equal to
nl Matri xTopNCctets, increasing values of nl MatrixTopN ndex
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shal | be assigned to entries with decreasing val ues of
nl Matri xTopNOctet Rate until index N is assigned or there are
no nore nl Matri xTopNEntries."

::={ nlMatrixTopNEntry 1 }

nl Mat ri XTopNPr ot ocol Di r Local | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The protocol DirLocal | ndex of the network-1|ayer protocol of
this entry’'s network address.”

:={ nlMatrixTopNEntry 2 }

nl Mat ri xTopNSour ceAddr ess OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The network-|ayer address of the source host in this
conversati on.

This is represented as an octet string with
specific semantics and length as identified
by the associ ated nl Matri xTopNPr ot ocol Di rLocal | ndex.

For exanple, if the protocol DirLocal I ndex indicates an
encapsul ation of 1P, this object is encoded as a length
octet of 4, followed by the 4 octets of the |IP address,
in network byte order."

:={ nlMatrixTopNEntry 3 }

nl Mat ri xTopNDest Addr ess OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The network-1layer address of the destination host in this
conversati on.

This is represented as an octet string with
specific semantics and length as identified
by the associ ated nl Matri xTopNPr ot ocol Di rLocal | ndex.

For exanple, if the nlMtrixTopNProtocol DirLocal | ndex

i ndi cates an encapsul ation of IP, this object is encoded as a
| ength octet of 4, followed by the 4 octets of the |IP address,
in network byte order."
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:={ nlMatrixTopNEntry 4 }

nl Mat ri xTopNPkt Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The number of packets seen fromthe source host
to the destination host during this sanpling interval, counted
using the rules for counting the nl Matri xSDPkts obj ect.
If the value of nl Matri xTopNContr ol Rat eBase is
nl Matri xTopNPkts, this variable will be used to sort this
report."

:={ nlMatrixTopNEntry 5 }

nl Mat ri xTopNRever sePkt Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunmber of packets seen fromthe destination host to the
source host during this sanpling interval, counted
using the rules for counting the nl Matri xSDPkts object. (Note
that the corresponding nl Matri xSDPkts object selected is the
one whose source address is equal to nl MatrixTopNDest Addr ess
and whose destination address is equal to
nl Mat ri xTopNSour ceAddr ess. )

Note that if the value of nlMatri xTopNContr ol Rat eBase i s equal
to nl Matri xTopNPkts, the sort of topN entries is based
entirely on nl Matri xTopNPkt Rate, and not on the value of this
object."

:={ nlMatrixTopNEntry 6 }

nl Mat ri xTopNCct et Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The number of octets seen fromthe source host
to the destination host during this sanpling interval, counted
using the rules for counting the nl Matri xSDCctets object. |If
the val ue of nl MatrixTopNControl Rat eBase is
nl Matri xTopNCctets, this variable will be used to sort this
report."

::={ nlMatrixTopNEntry 7 }

nl Mat ri xTopNRever seCct et Rat e OBJECT- TYPE
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SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The number of octets seen fromthe destination host to the
source host during this sanpling interval, counted
using the rules for counting the nl Matri xDSCctets object. (Note
that the corresponding nl MatrixSDCctets object selected is the
one whose source address is equal to nl MatrixTopNDest Addr ess
and whose destination address is equal to
nl Mat ri xTopNSour ceAddr ess. )

Note that if the value of nlMtrixTopNControl RateBase is equal
to nl Matri xTopNCctets, the sort of topN entries is based
entirely on nl Matri xTopNCct et Rate, and not on the val ue of
this object."”

::={ nlMatrixTopNEntry 8 }

-- Application Layer Functions

-- The application |ayer host, matrix, and matri xTopN functions report
-- on protocol usage at the network |ayer or higher. Note that the
-- use of the termapplication |layer does not inply that only

-- application-layer protocols are counted, rather it neans that

-- protocols up to and including the application |ayer are supported.

-- Application Layer Host G oup

-- Counts the ampunt of traffic, by protocol, sent fromand to each

-- network address discovered by the probe.

-- Inplementation of this group requires inplenmentation of the Network

-- Layer Host G oup.

al Host Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al HostEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"A collection of statistics for a particular protocol froma
particul ar network address that has been di scovered on an
interface of this device.

The probe will populate this table for all protocols in the
protocol directory table whose val ue of

protocol DirHost Config is equal to supportedOn(3), and

will delete any entries whose protocolDirEntry is del eted or
has a protocol D r Host Confi g val ue of supportedOf(2).
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The probe will add to this table all addresses

seen as the source or destination address in all packets with
no MAC errors and will increnent octet and packet counts in
the table for all packets with no MAC errors. Further,
entries will only be added to this table if their address
exists in the nl Host Table and will be deleted fromthis table
if their address is deleted fromthe nl Host Table."

{ alHost 1}

try OBJECT- TYPE

SYNTAX Al Host Entry

MAX-

ACCESS not-accessible

STATUS current
DESCRI PTI ON

"A conceptual row in the al Host Tabl e.

The hl Host Control I ndex value in the index identifies the

hl Host Control Entry on whose behalf this entry was created.

The first protocol DirLocal Index value in the index identifies
the network-1ayer protocol of the address.

The nl Host Address value in the index identifies the network-

| ayer address of this entry.

The second protocol DirLocal Index value in the index identifies
the protocol that is counted by this entry.

An exanple of the indexing in this entry is
al Host Qut Pkts. 1. 783495. 18. 4. 128. 2. 6. 6. 34.

Not e that some conbi nations of index values may result in an

i ndex that exceeds 128 sub-identifiers in | ength, which exceeds
the maxi mum for the SNMP protocol. |nplenmentations should take
care to avoid such conbinations."

I NDEX { hl Host Control I ndex, al Host Ti neMar k,

protocol DirLocal | ndex, nl Host Address,
protocol DirLocal | ndex }
{ alHostTable 1}

Al Host Entry ::= SEQUENCE {
al Host Ti neMar k TimeFilter,
al Host | nPkt s Zer oBasedCount er 32,
al Host Qut Pkt s Zer oBasedCount er 32,
al Host I nCct et s Zer oBasedCount er 32,
al Host Qut Cctets Zer oBasedCount er 32,
al Host Cr eat eTi ne Last Cr eat eTi ne

}

al Host Ti neMark OBJECT- TYPE
SYNTAX TimeFilter
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MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON
"ATineFilter for this entry. See the TinmeFilter textua
convention to see how this works."

::={ alHostEntry 1}

al Host I nPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of packets of this protocol type without errors
transmitted to this address since it was added to the
al Host Table. Note that this is the nunmber of |ink-Iayer
packets, so if a single network-Ilayer packet is fragnented
into several link-layer frames, this counter is increnented
several tinmes."

::={ alHostEntry 2}

al Host Qut Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The number of packets of this protocol type without errors
transmtted by this address since it was added to the
al Host Table. Note that this is the nunber of |ink-Iayer
packets, so if a single network-Ilayer packet is fragnented
into several link-layer franes, this counter is increnmented
several tines."

::={ alHostEntry 3}

al Host I nCct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of octets transmtted to this address
of this protocol type since it was added to the

al Host Tabl e (excluding framng bits, but including
FCS octets), excluding octets in packets that
cont ai ned errors.

Note that this doesn’t count just those octets in the particul ar

protocol franmes but includes the entire packet that contained
the protocol."
::={ alHostEntry 4}
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al Host Qut Oct ets OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of octets transmtted by this address
of this protocol type since it was added to the

al Host Tabl e (excluding framng bits, but including
FCS octets), excluding octets in packets that

cont ai ned errors.

Note that this doesn’t count just those octets in the particular
protocol franes but includes the entire packet that contained
the protocol."

::={ alHostEntry 5 }

al Host Creat eTi ne OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this entry was | ast activat ed.
This can be used by the managenent station to ensure that the
entry has not been deleted and recreated between polls."

::={ alHostEntry 6 }

-- Application Layer Matrix G oup

-- Counts the ampunt of traffic, by protocol, sent between each pair
-- of network addresses discovered by the probe.

-- Inplementation of this group requires inplenmentation of the Network

-- Layer Matrix G oup.

al Mat ri xSDTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al Matri xSDEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"Alist of application traffic matrix entries that coll ect
statistics for conversations of a particular protocol between
two network-1evel addresses. This table is indexed first by
the source address and then by the destination address to nake
it convenient to collect all statistics froma particul ar

addr ess.

The probe will populate this table for all protocols in the
protocol directory table whose val ue of
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protocol DirMatri xConfig is equal to supportedOn(3), and
will delete any entries whose protocolDirEntry is deleted or
has a protocol DirMatri xConfi g val ue of supportedOf(2).

The probe will add to this table all pairs of addresses for
all protocols seen in all packets with no MAC errors and wil |l
i ncrement octet and packet counts in the table for all packets
with no MAC errors. Further, entries will only be added to
this table if their address pair exists in the nl MatrixSDTabl e
and will be deleted fromthis table if the address pair is
deleted fromthe nl Matri xSDTabl e. "

o= { almatrix 1}

al Mat ri xSDEnt ry OBJECT- TYPE

SYNTAX Al Matri xSDEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the al MatrixSDTabl e.

The hl Matri xControl Index value in the index identifies the

hl Matri xControl Entry on whose behalf this entry was creat ed.
The first protocol DirLocal I ndex value in the index identifies
the network-1ayer protocol of the nl MtrixSDSourceAddress and
nl Mat ri xSDDest Addr ess.

The nl Mat ri xSDSour ceAddress value in the index identifies the
net wor k-1 ayer address of the source host in this conversation.
The nl Matri xSDDest Address value in the index identifies the
net wor k-1 ayer address of the destination host in this
conversati on.

The second protocol DirLocal I ndex value in the index identifies
the protocol that is counted by this entry.

An exanpl e of the indexing of this entry is
al Matri xSDPkts. 1. 783495. 18. 4. 128.2.6.6.4.128.2.6. 7. 34.

Not e that sone combi nations of index values may result in an
i ndex that exceeds 128 sub-identifiers in |l ength, which exceeds
the maxi mum for the SNVMP protocol. |Inplenmentations should take
care to avoid such conbinations. "
I NDEX { hl Matri xControl I ndex, al Matri xSDTi neMar Kk,
prot ocol Di r Local | ndex,
nl Mat ri xSDSour ceAddr ess, nl Mat ri xSDDest Addr ess,
prot ocol DirLocal | ndex }
::={ alMatrixSDTable 1 }

Al MatrixSDEntry ::= SEQUENCE {
al Mat ri xSDTi meMar k TineFilter,
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}

al Mat ri xSDPkt s Zer oBasedCount er 32,
al Matri xSDCct et s Zer oBasedCount er 32,
al Matri xSDCr eat eTi ne Last Creat eTi ne

al Mat ri xSDTi mreMar k OBJECT- TYPE

SYNTAX TimeFilter

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A TinmeFilter for this entry. See the TinmeFilter textual
convention to see how this works."
o= { alMatrixSDEntry 1 }

al Matri xSDPkts OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The number of packets of this protocol type without errors
transmtted fromthe source address to the destination address
since this entry was added to the al Matri xSDTable. Note that
this is the nunber of Iink-layer packets, so if a single
net wor k-1 ayer packet is fragmented into several |ink-Iayer
franes, this counter is increnented several tines."

:={ alMatrixSDEntry 2 }

al Matri xSDCct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunmber of octets in packets of this protocol type
transmtted fromthe source address to the destination address
since this entry was added to the al Matri xSDTabl e (excl udi ng
fram ng bits, but including FCS octets), excluding octets

in packets that contained errors.

Note that this doesn’t count just those octets in the particul ar
protocol franmes but includes the entire packet that contained
the protocol."

c:={ alMatrixSDEntry 3}

al Matri xSDCr eat eTi mre OBJECT- TYPE

SYNTAX Last Creat eTi ne
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
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"The val ue of sysUpTinme when this entry was |ast activated.
This can be used by the managenent station to ensure that the
entry has not been deleted and recreated between polls.”

;= { alMatrixSDEntry 4 }

-- Traffic matrix tables fromdestination to source

al Mat ri xDSTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al Matri xDSEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of application traffic matrix entries that coll ect
statistics for conversations of a particular protocol between
two network-1evel addresses. This table is indexed first by
the destination address and then by the source address to nake
it convenient to collect all statistics to a particular

addr ess.

The probe will populate this table for all protocols in the
protocol directory table whose val ue of

protocol DirMatri xConfig is equal to supportedOn(3), and

will delete any entries whose protocolDirEntry is del eted or
has a protocol DirMatri xConfig val ue of supportedOf(2).

The probe will add to this table all pairs of addresses for
all protocols seen in all packets with no MAC errors and w ||
i ncrement octet and packet counts in the table for all packets
with no MAC errors. Further, entries will only be added to
this table if their address pair exists in the nl MatrixDSTabl e
and will be deleted fromthis table if the address pair is
del eted fromthe nl Matri xDSTabl e. "

c:={ almatrix 2}

al Mat ri xDSEnt ry OBJECT- TYPE

SYNTAX Al Matri xDSEnt ry
MAX- ACCESS not-accessible
STATUS current

DESCRI PTI ON

"A conceptual row in the al Matri xDSTabl e.

The hl MatrixControl I ndex value in the index identifies the

hl Matri xControl Entry on whose behalf this entry was created.
The first protocol DirLocal | ndex value in the index identifies
the network-1ayer protocol of the al Matri xDSSour ceAddr ess and
al Mat ri xDSDest Addr ess.

The nl Matri xDSDest Address value in the index identifies the
net wor k-1 ayer address of the destination host in this
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conversati on.

The nl Matri xDSSour ceAddress value in the index identifies the

net wor k-1 ayer address of the source host in this conversation.
The second protocol DirLocal Index value in the index identifies
the protocol that is counted by this entry.

An exanpl e of the indexing of this entry is
al Matri xDSPkts. 1. 783495. 18. 4. 128.2.6.7.4.128. 2. 6. 6. 34.

Not e that some conbi nations of index values may result in an
i ndex that exceeds 128 sub-identifiers in | ength, which exceeds
the maxi mum for the SNVMP protocol. |nplenmentations should take
care to avoid such conbi nations."
I NDEX { hl Matri xControl I ndex, al MatrixDSTi neMar Kk,
prot ocol Di r Local | ndex,
nl Mat ri xDSDest Addr ess, nl Matri xDSSour ceAddr ess,
protocol DirLocal | ndex }
::={ al MatrixDSTable 1 }

Al Matri xDSEntry ::= SEQUENCE {
al Mat ri xDSTi nmeMar k TimeFilter,
al Mat ri xDSPkt s Zer oBasedCount er 32,
al Matri xDSCct et s Zer oBasedCount er 32,
al Mat ri xDSCr eat eTi e Last Creat eTi ne

}

al Mat ri xDSTi mnevar k OBJECT- TYPE

SYNTAX TinmeFilter

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"ATimeFilter for this entry. See the TinmeFilter textual
convention to see how this works."

;= { alMatrixDSEntry 1 }

al Mat ri xDSPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of packets of this protocol type without errors
transmtted fromthe source address to the destination address
since this entry was added to the al Matri xDSTabl e. Note that
this is the nunber of Iink-layer packets, so if a single
net wor k-1 ayer packet is fragnented into several |ink-Iayer
frames, this counter is increnented several tines."

.= { alMatrixDSEntry 2 }
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al Matri xDSCct et s OBIJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of octets in packets of this protocol type
transmtted fromthe source address to the destination address
since this entry was added to the al Matri xDSTabl e (excl udi ng
fram ng bits, but including FCS octets), excluding octets

in packets that contained errors.

Note that this doesn’t count just those octets in the particular
protocol franes but includes the entire packet that contained
the protocol."

2= { alMatrixDSEntry 3 }

al Mat ri xDSCr eat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this entry was | ast activat ed.
This can be used by the managenent station to ensure that the
entry has not been deleted and recreated between polls."

o= { alMatrixDSEntry 4 }

al Mat ri xTopNCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al Matri xTopNControl Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A set of paraneters that control the creation of a
report of the top N matrix entries according to
a selected metric."

:={ almatrix 3}

al Matri xTopNCont r ol Entry OBJECT- TYPE

SYNTAX Al Mat ri xTopNControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the al MatrixTopNContr ol Tabl e.

An exanpl e of the indexing of this table is
al Mat ri xTopNCont r ol Dur ati on. 3"

I NDEX { al Matri xTopNContr ol | ndex }

::={ al Matri xTopNControl Table 1 }
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Al Matri xTopNControl Entry ::= SEQUENCE {
al Mat ri xTopNCont r ol | ndex I nt eger 32,
al Mat ri xTopNCont r ol Mat ri xI ndex I nt eger 32,
al Mat ri xTopNCont r ol Rat eBase | NTECER,
al Mat ri xTopNCont r ol Ti mreRenai ni ng I nt eger 32,
al Mat ri xTopNCont r ol Gener at edReports Count er 32,
al Matri xTopNCont r ol Dur ati on I nt eger 32,
al Mat ri xTopNCont r ol Request edSi ze I nt eger 32,
al Mat ri xTopNCont r ol G ant edSi ze I nt eger 32,
al Mat ri xTopNControl StartTi ne Ti meSt anp,
al Mat ri xTopNCont r ol Omner Onner Stri ng,
al Mat ri xTopNCont r ol St at us RowSt at us

}

al Mat ri xTopNCont r ol | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry
in the al Matri xTopNControl Tabl e. Each such
entry defines one topN report prepared for
one interface."

::={ al MatrixTopNControl Entry 1 }

al Mat ri xTopNCont r ol Matri xI ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The al Matrix[SD/DS] table for which a topN report will be
prepared on behalf of this entry. The alMatrix[SD/ DS] table
is identified by the value of the hl MatrixControl | ndex
for that table - that value is used here to identify the
particul ar table.

This object may not be nodified if the associated
al Mat ri xTopNControl Status object is equal to active(l1)."
::={ al MatrixTopNControl Entry 2 }

al Mat ri xTopNCont r ol Rat eBase OBJECT- TYPE
SYNTAX | NTEGER {

al Mat ri xTopNTer nmi nal sPkts(1),
al Mat ri xTopNTer m nal sCctets(2),
al Mat ri xTopNAI | Pkt s(3),
al Mat ri xTopNAI | Cctets(4),
al Mat ri xTopNTer m nal sH ghCapaci t yPkt s(5),
al Mat ri xTopNTer m nal sHi ghCapaci tyCct et s(6),
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al Matri xTopNAl | Hi ghCapaci t yPkts(7),
al Mat ri xTopNAI | H ghCapaci t yCct et s( 8)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object controls which al Matri x[ SDYDS] entry that the
al Matri xTopNEntries are sorted by, which view of the matrix
table that will be used, as well as which table the results
will be reported in.

The val ues al Matri xTopNTer m nal sPkt s,

al Mat ri xTopNTer m nal sCctets,

al Mat ri xTopNTer m nal sHi ghCapaci tyPkts, and

al Mat ri xTopNTer m nal sHi ghCapacityQOctets cause coll ection
only fromprotocols that have no child protocols that are
counted. The val ues al Matri xTopNAI | Pkt s,

al Mat ri xTopNAI | Cctets, al Matri xTopNAI | H ghCapacityPkts, and
al Mat ri xTopNAI | H ghCapacityCctets cause collection from all
al Matrix entries.

This object may not be nodified if the associated
al Mat ri xTopNControl Status object is equal to active(l1)."
::={ al Matri xTopNControl Entry 3 }

al Mat ri xTopNCont r ol Ti meRemai ni ng OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nunber of seconds left in the report currently
being collected. Wen this object is nodified by
the managenent station, a new collection is started,
possi bly aborting a currently running report. The
new val ue is used as the requested duration of this
report and is inmedi ately | oaded into the associ ated
al Matri xTopNCont r ol Dur ati on obj ect.

When the report finishes, the probe will automatically

start another collection with the sanme initial value

of al Matri xTopNControl Ti reRemai ni ng. Thus, the nanagenent
station may sinply read the resulting reports repeatedly,
checking the startTime and duration each tinme to ensure that a
report was not nmissed or that the report paranmeters were not
changed.

Wil e the value of this object is non-zero, it decrenents
by one per second until it reaches zero. At the tine
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that this object decrenments to zero, the report is made
accessible in the al Matri xTopNTabl e, overwiting any report
that may be there.

When this object is nodified by the managenent station, any
associ ated entries in the al Matri xTopNTabl e shall be del et ed.

(Note that this is a different algorithmthan the one used
in the host TopNTable)."

DEFVAL { 1800 }

::={ al Matri xTopNControl Entry 4 }

al Mat ri xTopNCont r ol Gener at edReports OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of reports that have been generated by this entry."
::={ al MatrixTopNControl Entry 5 }

al Mat ri xTopNCont r ol Dur ati on OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunmber of seconds that this report has collected
during the |last sanpling interval.

When the associ ated al Mat ri xTopNCont r ol Ti nreRenai ni hg obj ect
is set, this object shall be set by the probe to the

same val ue and shall not be nodified until the next

time the al Matri xTopNCont rol Ti meRenmai ning is set.

This value shall be zero if no reports have been
requested for this al Matri xTopNControl Entry. "
::={ al Matri xTopNControl Entry 6 }

al Mat ri xTopNCont r ol Request edSi ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The maxi mum nunber of matrix entries requested for this report.

When this object is created or nodified, the probe

shoul d set al Matri xTopNControl GrantedSi ze as closely to this
obj ect as possible for the particul ar probe

i npl ementati on and avail abl e resources. "
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DEFVAL { 150 }
::={ al Matri xTopNControl Entry 7 }

al Mat ri xTopNCont r ol G ant edSi ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The maxi mum nunber of matrix entries in this report.

May 2006

When the associ ated al Mat ri xTopNCont r ol Request edSi ze obj ect

is created or nodified, the probe should set this
object as closely to the requested val ue as

possi ble for the particul ar inplenentati on and
avai |l abl e resources. The probe must not |ower this

val ue except as a side-effect of a set to the associated

al Mat ri xTopNCont r ol Request edSi ze obj ect.

If the value of al MatrixTopNControl RateBase is equal to

al Mat ri xTopNTer m nal sPkts or al Matri xTopNAl | Pkts, when the
next topN report is generated, matrix entries with the highest
val ue of al Matri xTopNPkt Rate shall be placed in this table in
decreasing order of this rate until there is no nore room or

until there are no nbre matri x entri es.

If the value of al MatrixTopNControl RateBase is equal to
when t he

al Mat ri xTopNTerm nal sCctets or al Matri xTopNAI | Cct et s,

next topN report is generated, matrix entries with the highest
val ue of al Matri xTopNCctet Rate shall be placed in this table
in decreasing order of this rate until there is no nore room

or until there are no nore nmatrix entri es.

It is an inplementation-specific matter how entries with the
sanme val ue of al Matri xTopNPkt Rate or al Matri xTopNCctet Rate are
sorted. It is also an inplenmentation-specific matter as to

whet her zero-valued entries are avail able."
::={ al MatrixTopNControl Entry 8 }

al Mat ri xTopNControl Start Ti me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The val ue of sysUpTime when this topN report was
| ast started. 1In other words, this is the tinme that

the associ ated al Mat ri xTopNCont r ol Ti nreRenai ni ng obj ect
was nodified to start the requested report or the tine
the report was last automatically (re)started.
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Thi s object may be used by the managenent station to
determ ne whether a report was m ssed."
::={ al MatrixTopNControl Entry 9 }

al Mat ri xTopNCont r ol Omer OBJECT- TYPE

SYNTAX Omner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."
::={ al MatrixTopNControl Entry 10 }

al Mat ri xTopNCont r ol St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this al Matri xTopNControl Entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l), all
associ ated entries in the al Matri xTopNTabl e shall be
del eted by the agent."

c:={ al Matri xTopNControl Entry 11 }

al Mat ri xTopNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al Matri xTopNEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of statistics for those application-layer matrix
entries that have counted the hi ghest nunber of octets or
packets."

o= { almvatrix 4}

al Mat ri xTopNEntry OBJECT- TYPE

SYNTAX Al Matri xTopNEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the al Matri xTopNTabl e.

The al Matri xTopNControl I ndex value in the index identifies
the al Matri xTopNControl Entry on whose behal f this entry was
creat ed.

Wal dbusser St andards Track [ Page 81]



RFC 4502 Renote Network Monitoring M B May 2006

An exampl e of the indexing of this table is

al Mat ri xTopNPkt Rat e. 3. 10"
I NDEX { al Matri xTopNControl | ndex, al Matri xTopN ndex }
::={ al MatrixTopNTable 1 }

Al Matri xTopNEntry ::= SEQUENCE {
al Mat ri xTopNI ndex I nt eger 32,
al Mat ri xTopNPr ot ocol Di r Local | ndex I nt eger 32,
al Mat ri xTopNSour ceAddr ess OCTET STRI NG
al Mat ri xTopNDest Addr ess OCTET STRI NG
al Mat ri xTopNAppPr ot ocol Di r Local | ndex I nt eger 32,
al Mat ri xTopNPkt Rat e Gauge32,
al Matri xTopNRever sePkt Rat e Gauge32,
al Mat ri xTopNCct et Rat e Gauge32,
al Mat ri xTopNRever seCct et Rat e Gauge32

}

al Matri xTopNl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry in
the al Matri xTopNTabl e anong those in the same report.

This index is between 1 and N, where Nis the
nunber of entries in this report.

If the value of al Matri xTopNControl RateBase is equal to

al Matri xTopNTer mi nal sPkts or al Matri xTopNAI | Pkts, increasing
val ues of al Matri xTopN ndex shall be assigned to entries with
decreasi ng val ues of al MatrixTopNPkt Rate until index Nis
assigned or there are no nore al Matri xTopNEntri es.

If the value of al Matri xTopNContr ol RateBase is equal to

al Matri xTopNTerni nal sCctets or al Matri xTopNAl | Cct et s,

i ncreasing val ues of al Matri xTopNl ndex shall be assigned to

entries with decreasing val ues of al Matri xTopNCctet Rate unti |

index N is assigned or there are no nore al Matri xTopNEntries."
o= { alMatrixTopNEntry 1 }

al Mat ri xTopNPr ot ocol Di r Local | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The protocol DirLocal | ndex of the network-1|ayer protocol of
this entry’'s network address.”
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o= { alMatrixTopNEntry 2 }

al Mat ri xTopNSour ceAddr ess OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The network-1|ayer address of the source host in this
conversati on.

This is represented as an octet string with
specific semantics and length as identified
by the associ ated al Matri xTopNPr ot ocol Di rLocal | ndex.

For exanple, if the al Matri xTopNProt ocol Di rLocal | ndex
i ndi cates an encapsul ation of IP, this object is encoded as a
| ength octet of 4, followed by the 4 octets of the |IP address,
in network byte order."

o= { alMatrixTopNEntry 3 }

al Mat ri xTopNDest Addr ess OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The network-1layer address of the destination host in this
conversati on.

This is represented as an octet string with
specific semantics and length as identified
by the associ ated al Matri xTopNPr ot ocol Di rLocal | ndex.

For exanple, if the al Matri xTopNProt ocol Di rLocal | ndex
i ndi cates an encapsul ation of IP, this object is encoded as a
| ength octet of 4, followed by the 4 octets of the |IP address,
in network byte order."

o= { alMatrixTopNEntry 4 }

al Mat ri xTopNAppPr ot ocol Di r Local | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The type of the protocol counted by this matrix entry."
2= { alMatrixTopNEntry 5 }

al Mat ri xTopNPkt Rat e OBJECT- TYPE
SYNTAX Gauge32
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MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of packets seen of this protocol fromthe source
host to the destination host during this sanpling interval,
counted using the rules for counting the al Matri xSDPkts
obj ect .

If the value of al Matri xTopNContr ol Rat eBase is
al Mat ri xTopNTerm nal sPkts or al Matri xTopNAl | Pkts, this
variable will be used to sort this report."”

c:={ alMatrixTopNEntry 6 }

al Mat ri xTopNRever sePkt Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of packets seen of this protocol fromthe
destination host to the source host during this sanpling
interval, counted using the rules for counting the
al Mat ri xDSPkts object. (Note that the corresponding
al Mat ri xSDPkt s obj ect selected is the one whose source address
is equal to al Matri xTopNDest Address and whose desti nation
address is equal to al Matri xTopNSour ceAddr ess.)

Note that if the value of al Matri xTopNContr ol Rat eBase i s equal
to al Matri xTopNTer m nal sPkts or al Matri xTopNAl | Pkts, the sort
of topN entries is based entirely on al Matri xTopNPkt Rate, and
not on the value of this object."

c:={ alMatrixTopNEntry 7 }

al Mat ri xTopNCct et Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The number of octets seen of this protocol fromthe source
host to the destination host during this sanpling interval,
counted using the rules for counting the al Matri xSDCct ets
obj ect.

If the value of al Matri xTopNContr ol Rat eBase is
al Mat ri xTopNTerm nal sCctets or al Matri xTopNAI |l Cctets, this
variable will be used to sort this report.”

::={ alMatrixTopNEntry 8 }

al Mat ri xTopNRever seCct et Rat e OBJECT- TYPE
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SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of octets seen of this protocol fromthe
destination host to the source host during this sanpling
interval, counted using the rules for counting the
al Matri xDSCctets object. (Note that the corresponding
al Matri xSDCct et s obj ect selected is the one whose source
address is equal to al Matri xTopNDest Address and whose
destination address is equal to al Matri xTopNSour ceAddr ess.)

Note that if the value of al Matri xTopNContr ol RateBase is equa

to al Matri xTopNTerm nal sCctets or al Matri xTopNAl | Cctets, the

sort of topN entries is based entirely on

al Mat ri xTopNCct et Rate, and not on the value of this object.”
::={ alMatrixTopNEntry 9 }

-- User History Collection Goup (usrHistory)

-- The usrHi story group conbi nes nmechani sns seen in the al arm and
-- history groups to provide user-specified history collection,

-- utilizing two additional control tables and one additional data
-- table. This function has traditionally been done by NVS

-- applications, via periodic polling. The usrHistory group allows
-- this task to be offl oaded to an RMON probe.

-- Data (an ASN. 1 | NTEGER based object) is collected in the sane

-- manner as any history data table (e.g., etherH storyTable) except
-- that the user specifies the MB instances to be collected. bjects
-- are collected in bucket-groups, with the intent that all MB

-- instances in the sane bucket-group are collected as atomcally as
-- possible by the RMON probe.

-- The usrHi storyControl Tabl e i s a one-di mensi onal read-create table.
-- Each row configures a collection of user history buckets, much

-- the sane as a historyControl Entry, except that the creation of a
-- rowin this table will cause one or nore associated instances in
-- the usrH storyOhject Table to be created. The user specifies the
-- nunber of bucket elenments (rows in the usrHistoryQhjectTable)

-- requested, as well as the nunber of buckets requested.

-- The usrHi storyObjectTable is a 2-d read-wite table.
-- Each row configures a single MB instance to be coll ect ed.
-- Al rows with the sane major index constitute a bucket-group

-- The usrHi storyTable is a 3-d read-only table containing

Wal dbusser St andards Track [ Page 85]



RFC 4502 Renote Network Monitoring M B May 2006

-- the data of associated usrHistoryControl Entries. Each
-- entry represents the value of a single MB instance

-- during a specific sampling interval (or the rate of

-- change during the interval).

-- Asample value is stored in two objects - an absolute val ue and
-- a status object. This allows nunbers from-(2G 1) to +4G to be
-- stored. The status object also indicates whether a sample is
-- valid. This allows data collection to continue if periodic

-- retrieval of a particular instance fails for any reason.

-- Row Creation Order Rel ationships

-- The static nature of the usrH storyObjectTable creates
-- some row creation/nodification issues. The rows in this
-- table need to be set before the associated

-- usrHi storyControl Entry can be acti vat ed.

-- Note that the usrHi storyQbject entries associated with a
-- particular usrHistoryControl Entry are not required to

-- be active before the control entry is activated. However,
-- the usrHi story data entries associated with an inactive
-- usrHi storybject entry will be inactive (i.e.,

-- usrHi storyVal Status == val ueNot Avai | abl e) .

usr Hi st oryCont r ol Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF UsrHi storyControl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of data-collection configuration entries."
:={ usrHistory 1}

usr Hi storyControl Entry OBJECT- TYPE

SYNTAX Usr Hi storyControl Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of parameters that set up a group of user-defined
M B objects to be sanpled periodically (called a
bucket - gr oup) .

For exanple, an instance of usrH storyControllnterval
m ght be named usrH storyControl Interval . 1"

I NDEX { usrHistoryControllndex }

::={ usrHi storyControl Table 1 }
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Usr Hi storyControl Entry ::

usr Hi
usr Hi
usr Hi
usr Hi
usr Hi
usr Hi
usr Hi

}

Renote Network Monitoring M B

= SEQUENCE {
storyControl | ndex
storyControl Qbj ects

st oryCont r ol Bucket sRequest ed
st oryControl Bucket sG ant ed
storyControl I nterval

st oryCont r ol Oaner
storyControl St at us

usr Hi st oryControl | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index that uniquely identifies an entry in the

usr Hi st oryCont r ol Tabl e.
set of sanples at a particular interval

| nt eger 32,
| nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
Onner Stri ng,
RowSt at us

Each such entry defines a

for a specified

set of MB instances avail able fromthe managed system™
::={ usrHi storyControl Entry 1 }

usr Hi st oryControl Obj ects OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nunber of M B objects to be collected
in the portion of usrH storyTable associated with this
usr Hi storyControl Entry.

This object may not be nmodified if the associated instance

of usrHi storyControl Status is equal

::={ usrHi storyControl Entry 2 }

to active(l1)."

usr Hi st or yCont r ol Bucket sRequest ed OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The requested nunber of discrete tine intervals

over which data is to be saved in the part of the

usrHi storyTabl e associated with this usrHistoryControl Entry.

When this object

is created or

modi fi ed, the probe

shoul d set usrHi storyControl BucketsGranted as closely to
this object as possible for the particul ar probe
i npl ementati on and avail abl e resources. "

DEFVAL { 50 }
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::={ usrHi storyControl Entry 3 }

usr Hi st or yCont r ol Bucket sG ant ed OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of discrete sanpling intervals
over which data shall be saved in the part of
the usrHi storyTabl e associated with this
usr Hi storyControl Entry.

When the associ at ed usrHi st oryControl Bucket sRequest ed

object is created or nodified, the probe should set

this object as closely to the requested val ue as

possi ble for the particul ar probe inplenentation and
avai | abl e resources. The probe nust not lower this

val ue except as a result of a nodification to the associated
usr Hi st or yCont r ol Bucket sRequest ed obj ect.

The associ at ed usrHi st oryControl Bucket sRequest ed obj ect
shoul d be set before or at the same tinme as this object
to allow the probe to accurately estinate the resources
required for this usrH storyControl Entry.

There will be times when the actual nunber of buckets
associated with this entry is | ess than the val ue of
this object. 1In this case, at the end of each sanpling

interval, a new bucket will be added to the usrHi storyTabl e.

When t he nunber of buckets reaches the value of this object
and a new bucket is to be added to the usrHistoryTabl e,

the ol dest bucket associated with this usrHi storyControl Entry
shal |l be deleted by the agent so that the new bucket can be
added.

When the value of this object changes to a value |ess than
the current value, entries are deleted fromthe

usr Hi storyTabl e associated with this usrH storyControl Entry.
Enough of the ol dest of these entries shall be deleted by the
agent so that their nunber remains |ess than or equal to the
new val ue of this object.

When the value of this object changes to a value greater
than the current val ue, the number of associated usrHistory
entries may be allowed to grow. "

::={ usrHi storyControl Entry 4 }
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usrHi storyControl I nterval OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The interval in seconds over which the data is
sampl ed for each bucket in the part of the usrHistory
tabl e associated with this usrH storyControl Entry.

Because the counters in a bucket may overflow at their

maxi mum val ue with no indication, a prudent nanager will

take into account the possibility of overflow in any of

the associated counters. It is inportant to consider the
mnimumtinme in which any counter could overflow on a
particular media type and to set the usrHi storyControllnterval
object to a value less than this interval.

Thi s object may not be nodified if the associated

usr Hi storyControl Status object is equal to active(l)."
DEFVAL { 1800 }
::={ usrHi storyControl Entry 5 }

usr Hi st or yCont r ol Omer OBJECT- TYPE

SYNTAX Oaner String

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."

::={ usrHistoryControl Entry 6 }

usr Hi st oryCont rol St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this variable history control entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l), all associated
entries in the usrH storyTabl e shall be deleted.”
::={ usrHi storyControl Entry 7 }
-- Object table

usr Hi st or yObj ect Tabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF UsrHi storyQhjectEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A list of data-collection configuration entries."
::={ usrHistory 2}

usr Hi st oryObj ect Entry OBJECT- TYPE
SYNTAX Usr Hi st oryQObj ect Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of MB instances to be sanpl ed periodically.

Entries in this table are created when an associ at ed
usr Hi storyControl Cbj ects object is created.

The usrHi storyControl I ndex value in the index is
that of the associated usrHistoryControl Entry.

For exanple, an instance of usrHi storyCbjectVariable mght be
usr Hi st oryQbj ect Vari able. 1. 3"

I NDEX { usrHi storyControl | ndex, usrHi storyQObjectlndex }

::={ usrHi storyObjectTable 1 }

UsrHi storyQbj ectEntry ::= SEQUENCE {
usr Hi st or yQbj ect | ndex I nt eger 32,
usr Hi st oryQhj ect Vari abl e OBJECT | DENTI FI ER,
usr Hi st or yOhj ect Sanpl eType | NTEGER

}

usr Hi st or yObj ect | ndex OBJECT- TYPE

SYNTAX | nteger32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An index used to uniquely identify an entry in the
usr Hi storyObj ect table. Each such entry defines a
M B instance to be collected periodically."

::={ usrHi storyObjectEntry 1 }

usr Hi st oryObj ect Vari abl e OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The object identifier of the particular variable to be
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sanpl ed.

Only variables that resolve to an ASN.1 primtive type of
I nteger32 (Integer32, Counter, Gauge, or TineTicks) may be
sanpl ed.

Because SNWP access control is articulated entirely in terns
of the contents of MB views, no access control nechani sm

exi sts that can restrict the value of this object to identify
only those objects that exist in a particular MB view.
Because there is thus no acceptable neans of restricting the
read access that could be obtained through the user history
mechani sm the probe must only grant wite access to this
object in those views that have read access to all objects on
the probe. See USM [RFC3414] and VACM [ RFC3415] for nore

i nformation.

During a set operation, if the supplied variable name is not
available in the selected MB view, a badVal ue error nust be
r et ur ned.

This object may not be nodified if the associated
usr Hi storyControl Status object is equal to active(l)."
::={ usrHi storyObjectEntry 2 }

usr Hi st or yObj ect Sanpl eType OBJECT- TYPE
SYNTAX | NTEGER {
absol ut eval ue(1),
del t aVal ue(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The nethod of sanpling the selected variable for storage in
the usrHi storyTabl e.

If the value of this object is absoluteValue(l), the val ue of
the selected variable will be copied directly into the history
bucket .

If the value of this object is deltavalue(2), the value of the
sel ected variable at the last sanple will be subtracted from
the current value, and the difference will be stored in the

hi story bucket. |If the associated usrHi storyQhjectVariabl e

i nstance could not be obtained at the previous sanple
interval, then a delta sanple is not possible, and the val ue
of the associated usrHistoryVal Status object for this interva
wi Il be val ueNot Avai | abl e(1).
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This object may not be nodified if the associated
usr Hi storyControl Status object is equal to active(l)."
::={ usrHi storyQbjectEntry 3 }

-- data table

usr Hi st oryTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF UsrHistoryEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of user-defined history entries.
:={ usrHistory 3}

usr Hi storyEntry OBJECT- TYPE

SYNTAX UsrHi storyEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A historical sanple of user-defined variables. This sanple
is associated with the usrH storyControl Entry that set up the
paraneters for a regular collection of these sanples.

The usrHi storyControl I ndex value in the index identifies the
usr Hi storyControl Entry on whose behalf this entry was created.
The usrHi storyQbj ectlndex value in the index identifies the
usr Hi storyQObj ect Entry on whose behal f this entry was created.

For exanple, an instance of usrHi storyAbsVal ue, which represents
the 14th sanple of a variable collected as specified by
usr Hi storyControl Entry. 1 and usrHi storyQojectEntry. 1.5,
woul d be naned usrHi storyAbsVal ue. 1. 14. 5"
I NDEX { usrHi storyControllndex, usrH storySanpl el ndex,
usr Hi st oryQbj ect | ndex }
::={ usrHistoryTable 1}

UsrHi storyEntry ::= SEQUENCE ({
usr Hi st or ySanpl el ndex I nt eger 32,
usrHi storylnterval Start Ti meStanp,
usr Hi storyl nterval End Ti meSt anp,

usr Hi st or yAbsVal ue Gauge32,
usr Hi st oryVal St at us | NTEGER

}

usr Hi st or ySanpl el ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An index that uniquely identifies the particular sanple this
entry represents anong all sanples associated with the same
usrHi storyControl Entry. This index starts at 1 and increases
by one as each new sanple is taken."

c:={ usrHistoryEntry 1}

usr Hi storylnterval Start OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the start of the interval over
whi ch this sanple was neasured. |f the probe keeps track of

the tinme of day, it should start the first sanple of the
history at a tinme such that when the next hour of the day
begins, a sanple is started at that instant.

Note that following this rule may require that the probe del ay
collecting the first sanmple of the history, as each sample
must be of the sane interval. Also note that the sanple that
is currently being collected is not accessible in this table
until the end of its interval."

::={ usrHistoryEntry 2}

usr Hi st oryl nt erval End OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime at the end of the interval over which
this sanple was neasured."

::={ usrH storyEntry 3}

usr Hi st oryAbsVal ue OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The absolute value (i.e., unsigned value) of the
user-specified statistic during the | ast sanpling period. The
val ue during the current sanpling period is not nade avail abl e
until the period is conpleted.

To obtain the true value for this sanpling interval, the

associ ated i nstance of usrHi storyVal Status nust be checked,
and usr Hi storyAbsVal ue adjusted as necessary.
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If the MB instance could not be accessed during the sanpling
interval, then this object will have a value of zero, and the
associ ated instance of usrHi storyVal Status will be set to

" val ueNot Avai | abl e(1)’

The access control check prescribed in the definition of

usr Hi st or yCbj ect Vari abl e SHOULD be checked for each sanpling
interval. |If this check determ nes that access shoul d not be
all owed, then this object will have a value of zero, and the
associ ated instance of usrHistoryVal Status will be set to
"val ueNot Avai | abl e(1)"."

{ usrHistoryEntry 4 }

usr Hi st oryVal St at us OBJECT- TYPE
SYNTAX | NTEGER {

}
MAX-

val ueNot Avai | abl e(1),
val uePosi tive(2),
val ueNegati ve(3)

ACCESS read-only

STATUS current
DESCRI PTI ON

"This object indicates the validity and sign of the data in
the associated instance of usrHistoryAbsVal ue.

If the MB instance could not be accessed during the sanpling
interval, then ’val ueNot Avail able(1)’ will be returned

If the sanmple is valid and the actual value of the sanple is
greater than or equal to zero, then ’'valuePositive(2)' is
ret ur ned.

If the sanple is valid and the actual value of the sample is

| ess than zero, ’'valueNegative(3)' will be returned. The
associ ated i nstance of usrHi storyAbsVal ue should be multiplied
by -1 to obtain the true sanple value."

{ usrHistoryEntry 5 }

-- The Probe Configuration G oup

-- This

group controls the configuration of various operating

-- parameters of the probe.

Control String ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
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serial data switch. A Control String contains enbedded
commands to control how the device will interact with the
renote device through the serial interface. Commands are
represented as two-character sequences beginning with

the '~ character.

The foll owi ng commands are recogni zed by the device (note
that command characters are case sensitive):

s Send string that follows, which is termnated by the
next conmmand or the end of string.

nc Delay for the nunber of seconds that follows. Toss
out any data received rather than store it in a
buffer for parsing.

A"t  Set timeout to the value represented by the decim
digits that follow. The default tineout is 20
seconds. Note that this tineout nmay be overridden
by a smaller serial Ti meout configured for the
associ ated serial interface (see serial ConfigTable).

"w Wit for the reply string that follows, which is
term nated by the next command or the end of string.
Partial and case-insensitive matching is applied, i.e.,
if the reply string (any case conbination) is found
anywhere in the received string, then the a match is
found. If the current tinmeout el apses without a match,
then the remaining control string is ignored.

Al The ™ character.

~d Delay the nunber of seconds specified by the deci nal
digits that foll ow

b Send break for the nunber of milliseconds specified by
the decinmal digits that follow If no digits follow,
break will be enforced for 250 nmilliseconds by default.

The following ASCII control characters nmay be inserted into
the "~s’ send string or the "W reply string:

A@  0x00
AA 0XxO1
AM  OXxOD
A7 Ox1A
Al 0x1B
AT 0xIC

Al 0x1D
AN OX1E
A OX1F
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Bi nary data nay al so be inserted into the data stream The
control sequence for each byte of binary data is "Ox##, where
## is the hexadeci mal representation of the data byte. Two
ASCI | characters (0-9, a-f, A-F) nust follow the *"0x’
control prefix. For exanple, '~OxOD'OxO0A" is interpreted as a
carriage return followed by a line feed."

SYNTAX OCTET STRING (SIZE (0..255))

pr obeCapabi lities OBJECT- TYPE
SYNTAX BI TS {

ether Stats(0),
hi storyControl (1),
et her Hi story(2),
al arm(3),
host s(4),
host TopN(5),
mat ri x(6),
filter(7),
capture(8),
event (9),
t okenRi ngM_St at s( 10),
t okenRi ngPSt at s(11),
t okenRi ngM_LHi story(12),
t okenRi ngPHi st ory(13),
ringStation(14),
ringSt ati onOrder (15),
ringSt ati onConfig(16),
sour ceRouti ng(17),
protocol Directory(18),
protocol Di stribution(19),
addr essMappi ng( 20),
nl Host (21),
nl Matrix(22),
al Host (23),
al Matrix(24),
usr Hi story(25),
pr obeConfi g(26)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"An indication of the RMON M B groups supported
on at least one interface by this probe."

::={ probeConfig 1}

pr obeSof t war eRev  OBJECT- TYPE

SYNTAX Di splayString (SIZE(O..15))
MAX- ACCESS r ead- onl y
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STATUS current

DESCRI PTI ON
"The software revision of this device. This string will have
a zero length if the revision is unknown. "

::={ probeConfig 2 }

pr obeHar dwar eRev  OBJECT- TYPE

SYNTAX Di splayString (SIZE(O..31))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The hardware revision of this device. This string will have
a zero length if the revision is unknown."

::={ probeConfig 3}

probeDat eTi nre OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 8 | 11))
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Probe’s current date and tine.
field octets contents range
1 1-2 year 0..65536
2 3 mont h 1..12
3 4 day 1..31
4 5 hour 0..23
5 6 m nut es 0..59
6 7 seconds 0..60
(use 60 for |eap-second)
7 8 deci - seconds 0..9
8 9 direction from UTC B A A
9 10 hours from UTC 0..11
10 11 m nutes from UTC 0..59

For exanpl e, Tuesday May 26, 1992 at 1:30:15 PM
EDT woul d be di spl ayed as:

1992-5- 26, 13: 30: 15.0,-4: 0
Note that if only local tine is known, then
time zone information (fields 8-10) is not
present, and that if no time information is known, the
null string is returned.”
::={ probeConfig 4 }

probeReset Control OBJECT- TYPE
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SYNTAX I NTEGER {
runni ng(1),
war nBoot ( 2) ,
col dBoot ( 3)
}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Setting this object to warnBoot(2) causes the device to
restart the application software with current configuration
parameters saved in non-volatile nmenory. Setting this
obj ect to col dBoot (3) causes the device to reinitialize
configuration parameters in non-volatile nmenory to default
values and to restart the application software. When the device
is running normally, this variable has a val ue of
running(1)."

::={ probeConfig 5 }

-- The foll owi ng downl oad objects do not restrict an inplenentation

-- frominplenmenting additional downl oad mechani sms (controlled in an

-- inplenmentation-specific manner). Further, in the case where the RVMON
-- agent shares a processor with other types of systens, the

-- inplementation is not required to downl oad those non- RMON functions
-- with this nmechani sm

pr obeDownl oadFi | e OBJECT- TYPE

SYNTAX Di splayString (SIZE(O..127))

MAX- ACCESS read-write

STATUS deprecat ed

DESCRI PTI ON
"The file name to be downl oaded fromthe TFTP server when a
downl oad is next requested via this MB. This value is set to
the zero-length string when no file name has been specifi ed.

Thi s object has been deprecated, as it has not had enough
i ndependent inplenmentations to denonstrate interoperability to
meet the requirenments of a Draft Standard.”

::={ probeConfig 6 }

pr obeDownl oadTFTPSer ver OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-write

STATUS deprecat ed

DESCRI PTI ON
"The | P address of the TFTP server that contains the boot
i mge to | oad when a download is next requested via this MB.
This value is set to '0.0.0.0" when no | P address has been

Wal dbusser St andards Track [ Page 98]



RFC 4502 Renote Network Monitoring M B May 2006

speci fi ed.

Thi s object has been deprecated, as it has not had enough
i ndependent inplenentations to denpbnstrate interoperability to
meet the requirenents of a Draft Standard."

::={ probeConfig 7 }

pr obeDownl oadActi on OBJECT- TYPE
SYNTAX I NTEGER {
not Downl oadi ng( 1),
downl oadToPROM 2) ,
downl oadToRAM 3)

}
MAX- ACCESS read-write
STATUS depr ecat ed
DESCRI PTI ON
"When this object is set to downl oadToRAM 3) or
downl oadToPROM 2), the device will discontinue its
normal operation and begin downl oad of the inage specified
by probeDownl oadFile fromthe server specified by
pr obeDownl oadTFTPSer ver using the TFTP protocol. If
downl oadToRAM 3) is specified, the new inage is copied
to RAMonly (the old inmage remains unaltered in the flash
EPROV). |f downl oadToPROM 2) is specified,
the newinage is witten to the flash EPROM
menory after its checksum has been verified to be correct.
VWhen t he downl oad process is conpleted, the device wll
warm boot to restart the newy | oaded application.
When the device is not downl oading, this object will have
a val ue of not Downl oadi ng(1).

Thi s object has been deprecated, as it has not had enough
i ndependent inplenentations to denonstrate interoperability to
meet the requirenents of a Draft Standard."

::={ probeConfig 8 }

pr obeDownl oadSt at us OBJECT- TYPE
SYNTAX I NTEGER {

downl oadSuccess(1),
downl oadsSt at usUnknown( 2) ,
downl oadGener al Error (3),
downl oadNoResponseFr onser ver (4),
downl oadChecksunError (5),
downl oadl nconpati bl el mage(6),
downl oadTf t pFi | eNot Found(7),
downl oadTft pAccessVi ol ati on(8)

}
MAX- ACCESS r ead- onl y
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STATUS deprecat ed

DESCRI PTI ON
"The status of the | ast downl oad procedure, if any. This
object will have a val ue of downl oadSt at usUnknown(2) if no

downl oad process has been perforned.

Thi s object has been deprecated, as it has not had enough
i ndependent inplenentations to denonstrate interoperability to
meet the requirenments of a Draft Standard.”

::={ probeConfig 9 }

serial Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Seri al ConfigEntry

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"A table of serial interface configuration entries. This data
will be stored in non-volatile nmenory and preserved across

probe resets or power | oss.

This table has been deprecated, as it has not had enough
i ndependent inplenentations to denpbnstrate interoperability to
meet the requirenents of a Draft Standard."

::={ probeConfig 10 }

serial ConfigEntry OBJECT- TYPE

SYNTAX Seri al ConfigEntry

MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON
"A set of configuration parameters for a particul ar
serial interface on this device. |f the device has no serial
interfaces, this table is enpty.

The index is conposed of the iflndex assigned to this serial
line interface."

INDEX { iflndex }

::={ serial ConfigTable 1}

Serial ConfigEntry ::= SEQUENCE ({

seri al Mode | NTEGER,

seri al Protocol | NTEGER

seri al Ti meout I nt eger 32,
serial Modem nitString Control Stri ng,
seri al ModemHangUpSt ri ng Control String,
seri al ModenConnect Resp Di splayString,
seri al ModemNoConnect Resp Di splayString,
seri al D al out Ti meout I nt eger 32,
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seri al St at us Rowst at us

seri al Mode OBJECT- TYPE
SYNTAX I NTEGER {
direct(1),
nmodent( 2)

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"The type of inconing connection to be expected on this
serial interface."

DEFVAL { direct }

::={ serial ConfigEntry 1}

serial Protocol OBJECT- TYPE

SYNTAX | NTEGER {
other (1),
slip(2),
ppp( 3)

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON

"The type of data link encapsulation to be used on this
serial interface.”

DEFVAL { slip }

::={ serial ConfigEntry 2 }

serial Ti reout OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"This timeout value is used when the Managenent Station has
initiated the conversation over the serial link. This variable

represents the nunber of seconds of inactivity allowed before
term nating the connection on this serial interface. Use the
serial Di al out Timeout in the case where the probe has initiated
the connection for the purpose of sending a trap."

DEFVAL { 300 }

1= { serial ConfigEntry 3 }

serial Modem nitString OBJECT- TYPE

SYNTAX Control String (SIZE (0..255))
MAX- ACCESS read-create
STATUS deprecat ed
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DESCRI PTI ON
"A control string that controls how a nodem attached to this
serial interface should be initialized. The initialization
is perfornmed once during startup and again after each
connection is termnated if the associ ated serial Mode has the
val ue of noden(2).

A control string that is appropriate for a wide variety of
nmodens is: ' AS"MATEOQOV1X4 SO0=1 S2=43"M ."
::={ serial ConfigEntry 4 }

seri al ModenmHangUpStri ng OBJECT- TYPE

SYNTAX Control String (SIZE (0..255))

MAX- ACCESS r ead-create

STATUS depr ecat ed

DESCRI PTI ON

"A control string that specifies howto disconnect a nodem

connection on this serial interface. This object is only
meani ngful if the associated serial Mode has the val ue
of moden 2).

A control string that is appropriate for a wide variety of
nmodens is: ' Ad2Ms+++Md2NSATHOAMNE2' . "
.= { serial ConfigEntry 5 }

seri al ModenmConnect Resp OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..255))
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"An ASCI| string containing substrings that describe the
expect ed nodem connecti on response code and associ ated bps
rate. The substrings are delimted by the first character
in the string, for exanple:
/ CONNECT/ 300/ CONNECT 1200/ 1200/ CONNECT 2400/ 2400/
CONNECT 4800/ 4800/ CONNECT 9600/ 9600
will be interpreted as:

response code bps rate
CONNECT 300
CONNECT 1200 1200
CONNECT 2400 2400
CONNECT 4800 4800
CONNECT 9600 9600
The agent will use the information in this string to adjust

the bps rate of this serial interface once a nbdem connection
i s established.

A value that is appropriate for a wide variety of nodens is:
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'/ CONNECT/ 300/ CONNECT 1200/ 1200/ CONNECT 2400/ 2400/
CONNECT 4800/ 4800/ CONNECT 9600/ 9600/ CONNECT 14400/ 14400/
CONNECT 19200/ 19200/ CONNECT 38400/ 38400/ . "
::={ serial ConfigEntry 6 }

seri al ModemNoConnect Resp OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS r ead-create

STATUS depr ecat ed

DESCRI PTI ON
"An ASCI| string containing response codes that may be
generated by a nbodemto report the reason why a connection
attenpt has failed. The response codes are delinmted by
the first character in the string, for exanple:

/ NO CARRI ER/ BUSY/ NO DI ALTONE/ NO ANSVEER/ ERROR/

If one of these response codes is received via this serial
interface while attenpting to nake a nodem connecti on,

the agent will issue the hang up command as specified by
seri al ModemHangUpSt ri ng.

A value that is appropriate for a wide variety of nodens is:
"/ NO CARRI ER/ BUSY/ NO DI ALTONE/ NO ANSVEER/ ERROR/ * . "
.= { serial ConfigEntry 7 }

seri al Di al out Ti meout OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"This timeout value is used when the probe initiates the
serial connection with the intention of contacting a
managenent station. This variable represents the numnber
of seconds of inactivity allowed before termnating the
connection on this serial interface."

DEFVAL { 20 }

::={ serial ConfigEntry 8 }

serial Status OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"The status of this serial ConfigEntry.

An entry may not exist in the active state unless all

objects in the entry have an appropriate val ue."
.= { serial ConfigEntry 9 }
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net Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Net Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"A tabl e of netConfigEntries.

May 2006

This table has been deprecated, as it has not had enough
i ndependent inplenentations to denonstrate interoperability to

meet the requirenents of a Draft Standard."

::={ probeConfig 11 }

net Confi gEntry OBJECT- TYPE
SYNTAX Net Confi gEntry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON

"A set of configuration paraneters for a particul ar

network interface on this device. |If the device has no network

interface, this table is enpty.

The index is conposed of the iflndex assigned to the

correspondi ng interface."
INDEX { iflndex }
::={ netConfigTable 1}

Net Confi gEntry ::= SEQUENCE {
net Confi gl PAddr ess | pAddr ess,
net Conf i gSubnet Mask | pAddr ess,
net Confi gSt at us RowSt at us

}

net Confi gl PAddress OBJECT- TYPE
SYNTAX | pAddr ess

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"The I P address of this Net interface. The default val ue
for this object is 0.0.0.0. |If either the netConfi gl PAddress
or net Confi gSubnet Mask is 0.0.0.0, then when the device
boots, it may use BOOTP to try to figure out what these

val ues should be. |f BOOTP fails before the device
can talk on the network, this value nust be configured
(e.g., through a termnal attached to the device). |If BOOIP is

used, care should be taken to not send BOOTP broadcasts too
frequently and to eventually send themvery infrequently if no
replies are received."

::={ netConfigEntry 1}
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net Confi gSubnet Mask OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"The subnet mask of this Net interface. The default val ue
for this object is 0.0.0.0. |If either the netConfi gl PAddress
or net Confi gSubnet Mask is 0.0.0.0, then when the device
boots, it may use BOOTP to try to figure out what these

val ues should be. |f BOOTP fails before the device
can talk on the network, this value nust be configured
(e.g., through a terminal attached to the device). |If BOOIP is

used, care should be taken to not send BOOTP broadcasts too
frequently and to eventually send themvery infrequently if no
replies are received."

::={ netConfigEntry 2 }

net Confi gStatus OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The status of this netConfigEntry.

An entry may not exist in the active state unless al
objects in the entry have an appropriate value."
::={ netConfigEntry 3}

net Def aul t Gat eway OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-write

STATUS deprecat ed

DESCRI PTI ON
"The I P Address of the default gateway. |If this value is
undefined or unknown, it shall have the value 0.0.0.0."

::={ probeConfig 12 }

-- Trap Destination Table

-- This table defines the destination addresses for traps generated
-- fromthe device. This table maps a comrunity to one or nore trap
-- destination entries.

-- The sane trap will be sent to all destinations specified in the

-- entries that have the sane trapDest Community as the event Community
-- (as defined by RMON M B), as long as no access control mechani sm
-- (e.g., VACM prohibits sending to one or nore of the destinations.
-- Information in this table will be stored in non-volatile nenory.
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-- If the device has gone through a hard restart, this information
-- will be reset to its default state.

trapDest Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TrapDestEntry
MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"Alist of trap destination entries."”
::={ probeConfig 13 }

trapDestEntry OBJECT- TYPE

SYNTAX TrapDest Entry

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"This entry includes a destination |IP address to which
traps are sent for this conmunity."

I NDEX { trapDestlndex }

::={ trapDestTable 1 }

TrapDestEntry ::= SEQUENCE {
trapDest | ndex I nt eger 32,
trapDest Cormuni ty OCTET STRI NG
t rapDest Pr ot ocol | NTECER,
trapDest Addr ess OCTET STRI NG
trapDest Omner Onner Stri ng,
trapDest St at us RowsSt at us

}

trapDest|I ndex OBJECT-TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON

"A value that uniquely identifies this trapDestEntry."
::={ trapDestEntry 1 }

trapDest Cormunity OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(O..127))

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"A community to which this destination address bel ongs.
This entry is associated with any eventEntries in the RVON
M B whose val ue of eventConmunity is equal to the val ue of
this object. Every time an associated event entry sends a
trap due to an event, that trap will be sent to each

Wal dbusser St andards Track [ Page 106]



RFC 4502 Renote Network Monitoring M B May 2006

address in the trapDest Table with a trapDest Community equal
to event Cormunity, as |long as no access control mnechani sm
precludes it (e.g., VACM.

Thi s object may not be nodified if the associated
trapDest Status object is equal to active(l)."
::={ trapDestEntry 2 }

trapDest Prot ocol OBJECT- TYPE
SYNTAX | NTEGER {
ip(1),
i px(2)

MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The protocol with which this trap is to be sent."
::={ trapDestEntry 3}

trapDest Address OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"The destination address for traps on behalf of this entry.

If the associated trapDestProtocol object is equal to ip(1l),
the encoding of this object is the sane as the snnmpUDPAddress
textual convention in RFC 3417, 'Transport Mappings for the
Si npl e Networ k Managenent Protocol (SNWP)' [RFC3417]:

-- for a SnmpUDPAddress of |ength 6:

-- octets contents encodi ng
-- 1-4 | P- addr ess net wor k- byt e order
-- 5-6 UDP- port net wor k- byt e order

If the associated trapDestProtocol object is equal to ipx(2),
the encoding of this object is the sane as the snnpl PXAddress
textual convention in RFC 3417, 'Transport Mappings for the
Si npl e Net work Managenent Protocol (SNWP)' [ RFC3417]:

-- for a Snnpl PXAddress of |ength 12:

-- octets contents encodi ng

-- 1-4 net wor k- nunber net wor k- byt e order
-- 5-10 physi cal - addr ess net wor k- byt e order
-- 11-12 socket - nunber net wor k- byt e order

This object may not be nodified if the associated

Wal dbusser St andards Track [ Page 107]



RFC 4502 Renote Network Monitoring M B May 2006

trapDest Status object is equal to active(l1)."
::={ trapDestEntry 4 }

trapDest Owmer OBJECT- TYPE

SYNTAX Onner String

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."

::={ trapDestEntry 5 }

trapDest Status OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"The status of this trap destination entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate value."
::={ trapDestEntry 6 }

-- Serial Connection Table

-- The device may comruni cate with a managenent station using

-- SLIP. In order for the device to send traps via SLIP, it nust
-- be able to initiate a connection over the serial interface. The
-- serial ConnectionTabl e stores the paraneters for such connection
-- initiation.

seri al Connecti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Seri al Connecti onEntry
MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"Alist of serial ConnectionEntri es.

This table has been deprecated, as it has not had enough
i ndependent inplenentations to denonstrate interoperability
to neet the requirenents of a Draft Standard."

::={ probeConfig 14 }

seri al ConnectionEntry OBJECT- TYPE
SYNTAX Seri al Connecti onEntry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
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"Configuration for a SLIP link over a serial line."
I NDEX { seri al Connect | ndex }
::={ serial ConnectionTable 1 }

Seri al Connecti onEntry ::= SEQUENCE {
seri al Connect | ndex I nt eger 32,
seri al Connect Dest | pAddr ess | pAddr ess,
seri al Connect Type | NTECER,
seri al ConnectDi al Stri ng Control Stri ng,
seri al Connect Swi t chConnect Seq Control Stri ng,
seri al Connect Swi t chDi sconnect Seq Control Stri ng,
seri al Connect Swi t chReset Seq Control String,
seri al Connect Oaner Onner Stri ng,
seri al Connect St at us RowSt at us
}
seri al Connect | ndex OBJECT-TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"A value that uniquely identifies this serial Connection
entry."

::={ serial ConnectionEntry 1 }

seri al Connect Dest | pAddress OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"The | P Address that can be reached at the other end of this
serial connection.

This object may not be nodified if the associated
serial Connect Status object is equal to active(l)."
::={ serial ConnectionEntry 2 }

seri al Connect Type OBJECT- TYPE
SYNTAX | NTEGER {
direct(1),
moden( 2),
swi tch(3),
nmodentSwi t ch( 4)

}
MAX- ACCESS read-create

STATUS deprecat ed
DESCRI PTI ON
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"The type of outgoing connection to be made. |If this object
has the value direct(1), then a direct serial connection

is assuned. |If this object has the val ue noden{2),

then serial ConnectDial String will be used to nake a npdem
connection. |If this object has the value switch(3),

then serial Connect Swi t chConnect Seq will be used to establish
the connection over a serial data swtch, and

seri al Connect Swi t chDi sconnect Seq will be used to term nate
the connection. |If this object has the val ue

nmodem swi tch(4), then a nodem connection will be made first,
foll owed by the switch connecti on.

This object may not be nodified if the associated
seri al Connect Status object is equal to active(l)."
DEFVAL { direct }
::={ serial ConnectionEntry 3 }

seri al ConnectDi al String OBJECT- TYPE

SYNTAX Control String (SIZE(O..255))

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"A control string that specifies howto dial the phone
number in order to establish a nodem connection. The
string should include the dialing prefix and suffix. For
exanpl e: ' ~s"MATDO, 888-1234"M w || instruct the Probe
to send a carriage return, followed by the dialing prefix
"ATD , the phone nunber '9,888-1234', and a carriage
return as the dialing suffix.

This object may not be nodified if the associated
seri al Connect Status object is equal to active(l)."
::={ serial ConnectionEntry 4 }

seri al Connect Swi t chConnect Seq OBJECT- TYPE
SYNTAX Control String (SIZE(O..255))
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"A control string that specifies howto establish a
data switch connecti on.

This object may not be nodified if the associated
seri al Connect Status object is equal to active(l)."
::={ serial ConnectionEntry 5 }

seri al Connect Swi t chDi sconnect Seq OBJECT- TYPE
SYNTAX Control String (SIZE(O..255))
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MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"A control string that specifies howto termnate a
data switch connecti on.

This object may not be nodified if the associated
seri al Connect Status object is equal to active(l)."
::={ serial ConnectionEntry 6 }

al Connect Swi t chReset Seq OBJECT- TYPE

SYNTAX Control String (SIZE(O..255))

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"A control string that specifies howto reset a data
switch in the event of a timeout.

This object may not be nodified if the associated
seri al Connect Status object is equal to active(l)."
::={ serial ConnectionEntry 7 }

al Connect Owner OBJECT- TYPE

SYNTAX Omner String

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"The entity that configured this entry and is
therefore using the resources assigned to it."

::={ serial ConnectionEntry 8 }

al Connect St atus OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"The status of this serial ConnectionEntry.

If the manager attenpts to set this object to active(l) when
the serial Connect Type is set to nbdem(2) or nodem swi tch(4)
and the serial ConnectDial String is a zero-length string or
cannot be correctly parsed as a ConnectString, the set
request will be rejected with badVal ue(3).

If the manager attenpts to set this object to active(l) when
the serial Connect Type is set to switch(3) or nbodem switch(4)
and t he serial Connect Swi t chConnect Seq,

the serial Connect Swi t chDi sconnect Seq, or
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the serial Connect Swi tchResetSeq is a zero-length string
or cannot be correctly parsed as a ConnectString, the set
request will be rejected with badVval ue(3).

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue."
::={ serial ConnectionEntry 9 }

-- Extensions to the RMON 1 MB for RMON 2 devices

-- These extensions include the standard Last CreateTi me Text ual

-- Convention for all control tables, as well as an augnmentation of
-- the filter entry that provides variable-length offsets into

-- packets.

-- Each of the follow ng, except for filterDroppedFranes, is a
-- read-only object which, if inplenented, automatically appears when
-- the RMONL1 row it is associated with is created.

et her St at s2Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Et her Stats2Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Contains the RMON-2 augnentations to RMON-1."
;= { statistics 4}

etherStats2Entry OBJECT- TYPE
SYNTAX Et her St at s2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMENTS { etherStatsEntry }
:={ etherStats2Table 1 }

Et her St at s2Entry :: = SEQUENCE {
et her St at sDr oppedFr anes Count er 32,
et her St at sCreat eTi ne Last Creat eTi ne

}

et her St at sDroppedFranmes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The total nunber of frames that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for

what ever reason. Mdst often, this event occurs when the

probe is out of some resources and decides to shed | oad from

this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the

exact nunber of frames dropped."”
1= { etherStats2Entry 1 }

et her St at sCreat eTi mre OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime when this control entry was | ast
activated. This can be used by the managenent station to
ensure that the table has not been del eted and recreated
bet ween polls."

::={ etherStats2Entry 2 }

hi st oryControl 2Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Hi storyControl 2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
::={ history 5}

hi storyControl 2Entry OBJECT- TYPE
SYNTAX Hi storyControl 2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMENTS { historyControl Entry }
::={ historyControl 2Table 1 }

Hi storyControl 2Entry ::= SEQUENCE ({
hi st oryContr ol Dr oppedFr anes Count er 32
}

hi st oryContr ol Dr oppedFranmes OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of franes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for
what ever reason. Mst often, this event occurs when the
probe is out of some resources and decides to shed | oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped.”
::={ historyControl 2Entry 1 }

host Control 2Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Host Control 2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
::={ hosts 4}

host Control 2Entry OBJECT- TYPE
SYNTAX Host Control 2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMVENTS { host Control Entry }
::={ hostControl 2Table 1 }

Host Control 2Entry :: = SEQUENCE {
host Cont r ol Dr oppedFr anes Count er 32,
host Control Creat eTi e Last Creat eTi e

}

host Cont r ol Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of frames that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for
what ever reason. Mbst often, this event occurs when the
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probe is out of some resources and decides to shed | oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped.”
::={ hostControl 2Entry 1 }

host Control Creat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this control entry was | ast
activated. This can be used by the nmanagenent station to
ensure that the table has not been del eted and recreated
bet ween polls."

::={ hostControl 2Entry 2 }

mat ri xControl 2Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Matri xControl 2Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Contains the RMON-2 augnentations to RMON-1."
= { matrix 4}

mat ri xControl 2Entry OBJECT- TYPE
SYNTAX Matri xControl 2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMVENTS { matrixControl Entry }
:={ matrixControl 2Table 1 }

Matri xControl 2Entry ::= SEQUENCE {
mat ri xCont r ol Dr oppedFranes Count er 32,
mat ri xControl CreateTi me Last Creat eTi ne

}

mat ri xCont r ol Dr oppedFr anes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The total nunber of frames that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for

what ever reason. Mdst often, this event occurs when the
probe is out of some resources and decides to shed | oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of frames dropped."”
:={ matrixControl 2Entry 1 }

mat ri xControl Creat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime when this control entry was | ast
activated. This can be used by the managenent station to
ensure that the table has not been del eted and recreated
bet ween polls."

c:={ matrixControl 2Entry 2 }

channel 2Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Channel 2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
r={ filter 3}

channel 2Entry OBJECT- TYPE
SYNTAX Channel 2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMENTS { channel Entry }
::={ channel 2Table 1 }

Channel 2Entry ::= SEQUENCE ({
channel Dr oppedFr anes Count er 32,
channel Creat eTi me Last Creat eTi ne
}

channel Dr oppedFranes OBJECT- TYPE
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SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of franes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for
what ever reason. Mbst often, this event occurs when the
probe is out of some resources and decides to shed |oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped.”
::={ channel 2Entry 1 }

channel Creat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi e

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this control entry was | ast
activated. This can be used by the managenent station to
ensure that the table has not been del eted and recreated
bet ween polls.”

::={ channel 2Entry 2 }

t okenRi ngM_St at s2Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF TokenRi ngM_St at s2Entry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"Contains the RMON-2 augnentations to RVON-1.

This table has been deprecated, as it has not had enough
i ndependent inplenentations to denponstrate interoperability
to neet the requirenents of a Draft Standard.™

;= { statistics 5}

t okenRi ngMLSt at s2Entry OBJECT- TYPE
SYNTAX TokenRi ngM_St at s2Entry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMENTS { tokenRi ngM.StatsEntry }
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::={ tokenRi ngM.Stats2Table 1 }

TokenRi ngM_St at s2Entry :: = SEQUENCE {

t okenRi ngM_St at sDr oppedFr anes Count er 32,

t okenRi ngM_St at sCr eat eTi ne Last Creat eTi ne
}
t okenRi ngM_St at sDr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS deprecat ed

DESCRI PTI ON

"The total nunber of frames that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for

what ever reason. Myst often, this event occurs when the
probe is out of some resources and decides to shed |oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of frames dropped."”
= { tokenRingM.Stats2Entry 1 }

t okenRi ngM_St at sCr eat eTi ne OBJECT- TYPE

SYNTAX Last Creat eTi me

MAX- ACCESS r ead-onl y

STATUS deprecat ed

DESCRI PTI ON
"The val ue of sysUpTime when this control entry was | ast
activated. This can be used by the managenent station to
ensure that the table has not been deleted and recreated
bet ween polls."

c:={ tokenRingM.Stats2Entry 2 }

t okenRi ngPSt at s2Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TokenRi ngPSt at s2Entry
MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"Contains the RMON-2 augnentations to RVON-1.

This table has been deprecated, as it has not had enough
i ndependent inplenentations to denonstrate interoperability
to neet the requirenents of a Draft Standard."

c:={ statistics 6}
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t okenRi ngPSt at s2Entry OBJECT- TYPE
SYNTAX TokenRi ngPSt at s2Entry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMENTS { tokenRi ngPStatsEntry }
::={ tokenRi ngPStats2Table 1 }

TokenRi ngPSt at s2Entry :: = SEQUENCE ({

t okenRi ngPSt at sDr oppedFr anes Count er 32,

t okenRi ngPSt at sCr eat eTi e Last Creat eTi ne
}
t okenRi ngPSt at sDr oppedFr ames OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS deprecat ed

DESCRI PTI ON

"The total nunber of frames that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for

what ever reason. Mdst often, this event occurs when the
probe is out of some resources and decides to shed |oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped."”
::={ tokenRi ngPStats2Entry 1 }

t okenRi ngPSt at sCr eat eTi nre OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- onl y

STATUS deprecat ed

DESCRI PTI ON
"The val ue of sysUpTinme when this control entry was | ast
activated. This can be used by the nmanagenent station to
ensure that the table has not been del eted and recreated
bet ween polls.”

c:= { tokenRingPStats2Entry 2 }

ringStati onControl 2Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ri ngStationControl 2Entry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
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DESCRI PTI ON
"Contains the RMON-2 augnentations to RVMON-1.

This table has been deprecated, as it has not had enough
i ndependent inplenentations to denonstrate interoperability
to neet the requirenents of a Draft Standard."

:={ tokenRing 7 }

ringStationControl 2Entry OBJECT- TYPE
SYNTAX Ri ngSt ati onControl 2Entry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMVENTS { ringStationControl Entry }
::={ ringStationControl 2Table 1 }

Ri ngSt ati onControl 2Entry ::= SEQUENCE {
ri ngSt ati onControl DroppedFranes Count er 32,
ringSt ati onControl CreateTi me Last Creat eTi e
}
ringStati onControl DroppedFranes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS deprecat ed
DESCRI PTI ON

"The total nunber of franes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for

what ever reason. Mst often, this event occurs when the
probe is out of some resources and decides to shed | oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of franes dropped.”
::={ ringStationControl 2Entry 1 }

ri ngStati onControl CreateTi me OBJECT- TYPE
SYNTAX Last Creat eTi ne
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The val ue of sysUpTinme when this control entry was | ast
activated. This can be used by the managenent station to
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ensure that the table has not been del eted and recreated
bet ween polls."
;= { ringStationControl 2Entry 2 }

sour ceRout i ngSt at s2Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SourceRouti ngStat s2Entry
MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"Contains the RMON-2 augnentations to RVON-1.

This tabl e has been deprecated, as it has not had enough
i ndependent inplenmentations to denonstrate interoperability
to neet the requirenents of a Draft Standard."

::={ tokenRing 8 }

sourceRouti ngStat s2Entry OBJECT- TYPE
SYNTAX Sour ceRout i ngSt at s2Entry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"Contains the RMON-2 augnentations to RMON-1."
AUGMENTS { sourceRoutingStatsEntry }
::={ sourceRoutingStats2Table 1 }

Sour ceRouti ngStat s2Entry :: = SEQUENCE {

sour ceRout i ngSt at sDr oppedFr ames Count er 32,

sour ceRout i ngSt at sCr eat eTi ne Last Creat eTi ne
}
sour ceRout i ngSt at sDr oppedFr ames OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS deprecat ed

DESCRI PTI ON

"The total nunber of franmes that were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
that the probe chose not to count for this entry for

what ever reason. Mbst often, this event occurs when the
probe is out of some resources and decides to shed |oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that, unlike the dropEvents counter, this nunber is the

exact numrber of franes dropped.”
::={ sourceRoutingStats2Entry 1 }
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sour ceRout i ngSt at sCreat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi e

MAX- ACCESS r ead-only

STATUS deprecat ed

DESCRI PTI ON
"The val ue of sysUpTinme when this control entry was | ast
activated. This can be used by the managenent station to
ensure that the table has not been del eted and recreated
bet ween polls.”

::={ sourceRoutingStats2Entry 2 }

filter2Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Filter2Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Provides a variable-length packet filter feature to the
RVMON-1 filter table."

o= { filter 4}

filter2Entry OBJECT- TYPE

SYNTAX Filter2Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Provides a variable-length packet filter feature to the
RVON-1 filter table.”

AUGMENTS { filterEntry }

:={ filter2Table 1}

Filter2Entry ::= SEQUENCE {
filterProtocol D r Dat aLocal | ndex I nt eger 32,
filterProtocol DirLocal | ndex I nt eger 32

}

filterProtocol DirDat aLocal | ndex OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"When this object is set to a non-zero value, the filter that
it is associated with perfornms the follow ng operations on
every packet:

1) If the packet doesn’t match the protocol directory entry
identified by this object, discard the packet and exit
(i.e., discard the packet if it is not of the identified
prot ocol ).
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2) If the associated filterProtocol DirLocal I ndex is non-zero
and t he packet doesn’'t match the protocol directory
entry identified by that object, discard the packet and
exit.

3) If the packet nmatches, performthe regular filter
algorithmas if the begi nning of this named protocol is
t he begi nning of the packet, potentially applying the
filterOfset value to nmove further into the packet."

DEFVAL { 0 }
o= filter2Entry 1}

filterProtocol DirLocal | ndex OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"When this object is set to a non-zero value, the filter that
it is associated with will discard the packet if the packet
doesn’t match this protocol directory entry."

DEFVAL { 0 }

ci=f filter2Entry 2}

-- Conformance Macros

rmon2M BConpl i ances OBJECT | DENTI FI ER : :
rmon2M BGr oups OBJECT | DENTI FI ER : :

{ rnonConformance 1 }
{ rnonConformance 2 }

rmon2M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for conformance to
the RMON2 M B"
MODULE -- this nodul e
MANDATORY- GROUPS { protocol DirectoryG oup,
protocol Di stri buti onG oup,
addr essMapG oup,
nl Host Gr oup,
nl Matri xG oup,
usr Hi st oryG oup,
probel nf or mati onG oup }

OBJECT nl Matri xTopNCont r ol Rat eBase
SYNTAX I NTEGER {
nl Matri xTopNPkt s(1),
nl Mat ri xTopNCct et s( 2)

DESCRI PTI ON
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"Conformance to RMON2 requires only support for these
val ues of nl Matri xTopNControl Rat eBase. "

GROUP  rnonlEnhancenent Group
DESCRI PTI ON
"The rnonlEnhancenent G oup i s nandatory for systens
that inplement RMON [ RFC2819] . "
GROUP rmonlEt her net Enhancenent G oup
DESCRI PTI ON
"The rnonlEt her net Enhancement Goup is optional and is
appropriate for systens that inplenent the Ethernet
group of RMON [ RFC2819]."
2= { rnon2M BConpl i ances 1 }

rmon2M BAppl i cat i onLayer Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for confornance to
the RMON2 M B with Application-Layer Enhancenents."
MODULE -- this nodul e
MANDATORY- GROUPS { protocol Di rect oryG oup,
protocol Di stri buti onG oup,
addr essMapG oup,
nl Host Gr oup,
nl Matri xG oup,
al Host G- oup,
al Mat ri xG& oup,
usr Hi st oryG oup,
probel nf or mati onG oup }

OBJECT nl Matri xTopNCont r ol Rat eBase
SYNTAX I NTEGER {
nl Matri xTopNPkt s(1),
nl Mat ri xTopNCct et s( 2)

DESCRI PTI ON
"Conformance to RMON2 requires only support for these
val ues of nl Matri xTopNControl Rat eBase. "

OBJECT al Matri xTopNCont r ol Rat eBase
SYNTAX I NTEGER {
al Mat ri xTopNTer m nal sPkts(1),
al Mat ri xTopNTer m nal sCctets(2),
al Mat ri xTopNAI | Pkt s(3),
al Mat ri xTopNAI | Cct et s(4)

}
DESCRI PTI ON
"Conformance to RMON2 requires only support for these
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val ues of al Matri xTopNControl Rat eBase. "

GROUP  rnonlEnhancenent G oup
DESCRI PTI ON
"The rnonlEnhancenent G oup is nandatory for systens
that inplement RMON [ RFC2819]."
GROUP rnmonlEt her net Enhancerent G oup
DESCRI PTI ON
"The rnonlEt her net Enhancenment G oup is optional and is
appropriate for systens that inplenent the Ethernet
group of RMON [ RFC2819]."
.= { rnon2M BConpl i ances 2 }

prot ocol Di rect oryG oup OBJECT- GROUP
OBJECTS { protocol DirLast Change,
protocol DirLocal | ndex, protocol DirDescr,
protocol Di r Type, protocol Di r AddressMapConfi g,
prot ocol Di r Host Confi g, protocol DirMatrixConfig,
pr ot ocol Di r Omer, protocol DirStatus }
STATUS current
DESCRI PTI ON
"Lists the inventory of protocols the probe has the
capability of nonitoring and allows the addition, deletion,
and configuration of entries in this list."
:={ rmon2M BGroups 1 }

protocol Di stri buti onG oup OBJECT- GROUP
OBJECTS { protocol D st Contr ol Dat aSour ce,
pr ot ocol Di st Cont r ol Dr oppedFr anes,
pr ot ocol Di st Cont r ol Creat eTi ne,
pr ot ocol Di st Cont r ol Owner, protocol Di st Control Status,
prot ocol Di st St at sPkts, protocol DistStatsCctets }
STATUS current
DESCRI PTI ON
"Collects the relative ambunts of octets and packets for the
di fferent protocols detected on a network segnent."”
::={ rmon2M BGroups 2 }

addr essMapG oup OBJECT- GROUP

OBJECTS { addressMapl nserts, addressMapDel et es,
addr essMapMaxDesi redEntri es,
addr essMapCont r ol Dat aSour ce,
addr essMapCont r ol Dr oppedFr anes,
addr essMapCont r ol Omer, addressMapControl St at us,
addr essMapPhysi cal Addr ess,
addr essMaplLast Change }

STATUS current
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DESCRI PTI ON
"Li sts MAC address to network address bindi ngs di scovered by
the probe and what interface they were | ast seen on.”

::={ rmon2M BGroups 3 }

nl Host G- oup OBJECT- GROUP
OBJECTS { hl Host Cont r ol Dat aSour ce,
hl Host Cont r ol NI Dr oppedFr ames, hl Host Control Nl I nserts,
hl Host Cont r ol NI Del et es,
hl Host Cont r ol Nl MaxDesi redEntri es,
hl Host Cont r ol Al Dr oppedFr anes, hl Host Control Al I nserts,
hl Host Cont r ol Al Del et es,
hl Host Cont r ol Al MaxDesi redEntri es, hl Host Control Oamner,
hl Host Contr ol St atus, nl Hostl nPkts, nl Host Qut Pkt s,
nl Host I nCctets, nl Host Qut Cctet s,
nl Host Qut MacNonUni cast Pkts, nl Host CreateTi nme }
STATUS current
DESCRI PTI ON
"Counts the anmount of traffic sent fromand to each network
address discovered by the probe. Note that while the
hl Host Control Tabl e al so has objects that control an optional
al Host Tabl e, inplenentation of the al Host Table is not
required to fully inplenent this group.”
::={ rnmon2M BGroups 4 }

nl Matri xG oup OBJECT- GROUP
OBJECTS { hl Matri xCont rol Dat aSour ce,

hl Mat ri xCont r ol NI Dr oppedFr anes,
hl Matri xControl Nl I nserts, hl MatrixControl Nl Del et es,
hl Mat ri xCont r ol Nl MaxDesi redEntri es,
hl Mat ri xCont r ol Al Dr oppedFr anes,
hl Matri xControl Al I nserts, hl Matri xControl Al Del etes,
hl Mat ri xCont r ol Al MaxDesi redEntri es,
hl Mat ri xControl Owner, hl Matri xControl St at us,
nl Matri xSDPkts, nl MatrixSDCOctets, nl Matri xSDCr eat eTi e,
nl Mat ri xDSPkt s, nl Matri xDSCct ets, nl Matri xDSCreat eTi ne,
nl Mat ri xTopNCont r ol Mat ri xI ndex,
nl Mat ri xTopNCont r ol Rat eBase,
nl Mat ri xTopNCont r ol Ti meRemai ni ng,
nl Mat ri xTopNCont r ol Gener at edReports,
nl Mat ri xTopNCont r ol Dur ati on,
nl Mat ri xTopNCont r ol Request edSi ze,
nl Mat ri xTopNCont r ol G ant edSi ze,
nl Mat ri xTopNCont r ol St art Ti e,
nl Mat ri xTopNCont r ol Owner, nl Matri xTopNContr ol St at us,
nl Mat ri xTopNPr ot ocol Di r Local | ndex,
nl Mat ri xTopNSour ceAddr ess, nl Mat ri xTopNDest Addr ess,
nl Mat ri xTopNPkt Rat e, nl Matri xTopNRever sePkt Rat e,
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nl Matri xTopNCct et Rate, nl Matri xTopNRever seCct et Rat e }

STATUS current

DESCRI PTI ON
"Counts the anmount of traffic sent between each pair of
net wor k addresses di scovered by the probe. Note that while
the hl Matri xControl Tabl e al so has objects that control
optional al Matri xTabl es, inplenentation of the
al MatrixTables is not required to fully inplenent this
group."

::={ rmon2M BGroups 5 }

al Host G- oup OBJECT- GROUP
OBJECTS { al Host I nPkts, al Host Cut Pkt s,
al Host I nCctets, al Host Qut Octets, al Host CreateTinme }

STATUS current

DESCRI PTI ON
"Counts the anmount of traffic, by protocol, sent fromand to
each network address discovered by the probe. |nplenentation
of this group requires inplementation of the Network-Layer
Host G oup."

::={ rmon2M BG oups 6 }

al Mat ri xGroup OBJECT- GROUP
OBJECTS { al Matri xSDPkts, al MatrixSDCOctets, al Matri xSDCreat eTi ne,
al Matri xDSPkts, al Matri xDSCctets, al Matri xDSCreat eTi ne,
al Mat ri xTopNCont r ol Mat ri x| ndex,
al Mat ri xTopNCont r ol Rat eBase,
al Mat ri xTopNCont r ol Ti reRenai ni ng,
al Mat ri xTopNCont r ol Gener at edReports,
al Mat ri xTopNCont r ol Durati on,
al Mat ri xTopNCont r ol Request edSi ze,
al Mat ri xTopNCont r ol G ant edSi ze,
al Mat ri xTopNControl StartTi e,
al Mat ri xTopNCont r ol Omner, al Matri xTopNCont rol St at us,
al Mat ri xTopNPr ot ocol Di r Local | ndex,
al Mat ri xTopNSour ceAddr ess, al Matri xTopNDest Addr ess,
al Mat ri xTopNAppPr ot ocol Di r Local | ndex,
al Mat ri xTopNPkt Rat e, al Mat ri xTopNRever sePkt Rat e,
al Matri xTopNCct et Rate, al Matri xTopNReverseCctet Rate }
STATUS current
DESCRI PTI ON
"Counts the amount of traffic, by protocol, sent between each
pai r of network addresses di scovered by the
probe. Inplementation of this group requires inplenentation
of the Network-Layer Matrix G oup."
::={ rmon2M BGroups 7 }

usr Hi st oryGroup OBJECT- GROUP
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OBJECTS { usrHi storyControl Objects,

usr Hi st oryCont r ol Bucket sRequest ed,

usr Hi st or yCont r ol Bucket sGr ant ed,

usr Hi storyControl I nterval,

usr Hi st oryControl Owmer, usrHistoryControl Status,

usr Hi st oryObj ect Vari abl e, usrHi storyQbj ect Sanpl eType,
usrHi storylnterval Start, usrHistorylnterval End,

usr Hi st oryAbsVal ue, usrHi storyVal Status }

STATUS current
DESCRI PTI ON

"The usrHi storyGroup provides user-defined collection of
hi storical information fromM B objects on the probe."
{ rnon2M BGroups 8 }

pr obel nf or mat i onG oup OBJECT- GROUP
OBJECTS { probeCapabilities,

pr obeSof t war eRev, probeHar dwar eRev, probeDateTinme }

STATUS current
DESCRI PTI ON

"This group describes various operating paraneters of the
probe and controls the local time of the probe.”
{ rnon2M BGroups 9 }

probeConfi gurati onG oup OBJECT- GROUP
OBJECTS { probeReset Control, probeDownl oadFil e,

pr obeDownl oadTFTPSer ver, probeDownl oadActi on,

pr obeDownl oadSt at us,

seri al Mbde, serial Protocol, serial Ti meout,

serial Modenm nitString, serial ModenHangUpStri ng,

seri al ModenConnect Resp, seri al ModemNoConnect Resp,

seri al Di al out Ti meout, serial Status,

net Confi gl PAddr ess, net Confi gSubnet Mask,

net Confi gSt at us, net Def aul t Gat eway,

trapDest Cormuni ty, trapDestProtocol, trapDestAddress,
trapDest Omer, trapDest Status,

seri al Connect Dest | pAddr ess, seri al Connect Type,

serial ConnectDi al String, serial Connect Swi t chConnect Seq,
seri al Connect Swi t chDi sconnect Seq,

seri al Connect Swi t chReset Seq,

seri al Connect Owner, seri al Connect Status }

STATUS deprecat ed
DESCRI PTI ON

"This group controls the configuration of various operating
paraneters of the probe. This group is not referenced by any
MODULE- COVPLI ANCE nmacro because it is 'grandfathered from
nmore recent MB review rules that would require it."

::={ rmon2M BGroups 10 }
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rmonlEnhancenent G oup OBJECT- GROUP
OBJECTS { hi storyControl DroppedFrames, host Contr ol DroppedFr anes,
host Control Creat eTi me, matri xContr ol Dr oppedFr anes,
mat ri xControl Creat eTi me, channel DroppedFr anes,
channel CreateTime, filterProtocol DirDatalLocal | ndex,
filterProtocol DirlLocal | ndex }
STATUS current
DESCRI PTI ON
"This group adds sone enhancenents to RMON-1 that help
managenent stations."
::={ rnmon2M BGroups 11 }

r monlEt her net Enhancenent G oup OBJECT- GROUP
OBJECTS { et her St at sDroppedFranes, ether StatsCreateTinme }
STATUS current
DESCRI PTI ON
"This group adds sone enhancenents to RMON-1 that help
managenment stations."
2= { rnon2M BG oups 12 }

rmonlTokenRi ngEnhancement G- oup OBJECT- GROUP
OBJECTS { tokenRi ngM.St at sDr oppedFr anes,
t okenRi ngM_St at sCr eat eTi ne,
t okenRi ngPSt at sDr oppedFr anes, tokenRi ngPSt at sCr eat eTi ne,
ri ngSt ati onCont rol Dr oppedFr anes,
ri ngSt ati onControl CreateTi e,
sour ceRout i ngSt at sDr oppedFr anes,
sour ceRout i ngSt at sCreat eTi e }
STATUS deprecat ed
DESCRI PTI ON
"Thi s group adds some enhancenents to RMON-1 that help
managenment stations. This group is not referenced by any
MODULE- COVPLI ANCE nmacro because it is 'grandfathered from
nmore recent MB review rules that would require it."
::={ rmon2M BGroups 13 }
END
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7. Security Considerations

In order to inplement this MB, a probe nmust capture all packets on
the |l ocally-attached network, including packets between third
parties. These packets are analyzed to collect network addresses,
protocol usage infornmation, and conversation statistics. Data of
this nature may be considered sensitive in sone environnents. In
such environnents, the adnministrator may wish to restrict SNMP access
to the probe.

The usrHi storyG oup periodically sanples the val ues of user-specified
vari abl es on the probe and stores themin another table. Since the
access-control specified for a stored snapshot may be different from
the access-control for the sanpled variable, the agent MJST ensure
that usrH storyCbjectVariable is not witable in MB views that don’'t
al ready have read access to the entire agent. Because the access
control configuration can change over tine, information could |ater

be deened sensitive that would still be accessible to this function
For this reason, an agent SHOULD check the access control on every
sample. |If an agent doesn’t inplenment the |atter check, there is

potential for sensitive information to be reveal ed.

A probe inmplenenting this MBis likely to also inplenent RMON

[ RFC2819], which includes functions for returning the contents of
captured packets, potentially including sensitive user data or
passwords. It is recomended that SNMP access to these functions be
restricted.

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
net wor k operati ons.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWP

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example by using |IPSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodul e.
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It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have |legitimte
rights to indeed GET or SET (change/create/ delete) them
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8. Appendix - TimeFilter |Inplenmentation Notes
1) Theory of Operation

The TineFilter mechanismallows an NVMS to reduce the nunmber of SNWP
transactions required for a 'table-update’ operation, by retrieving

only the rows that have changed since a specified time (usually the

last poll tine). Polling of tables that incorporate a 'TinmeFilter’

I NDEX can be reduced to a theoretical mninmm (if used correctly).

It can be easily inplenented by an agent in a way independent of the
nunber of NMS applications using the same tine-filtered table.

Al though the nanme 'TineFilter’ may inply that a history of change
events is maintained by the agent, this is not the case. A tinme-
filtered-value represents the current value of the object instance,
not the 'saved’ value at the tine indicated by the TineFilter | NDEX
value. Note that TineFilter objects only appear in | NDEX cl auses
(al ways not-accessible), so their value is never retrieved. By
design, the actual value of a TineFilter instance is not in itself
meani ngful (it’s not a 'last-change-tinestanp’).

The TineFilter is a boolean filtering function applied in interna
Get* PDU processing. |f the 'last-change-tine’ of the specified
instance is less than the particular TineFilter |INDEX value, then the
instance is considered 'not-present’, and either it is skipped for
Get Next and GetBul k PDUs, or a ’'noSuchlnstance’ exception is returned
for Get PDUs.

For TinmeFilter purposes:

- arowis created when an accessible colum is created within
t he row.

- acolum that is created or deleted causes the TineFilter to
update the tinme-stanp, only because the value of the columm is
changi ng (non-exi stent <-> sone val ue).

- arowis deleted when all accessible colums are deleted. This
event is not detectable with TimeFilter, and deleted rows are
not retrievable with SNWP

1.1) Agent Inplenentation of a Tinme-Filtered Table

In inplenentation, the time-filtered rows (one for each tick of
sysUpTime) are only conceptual. The agent sinply filters a rea
tabl e based on:

* the current value of sysUpTine,

Wal dbusser St andards Track [ Page 132]



RFC 4502 Renote Network Monitoring M B May 2006

* the TimeFilter value passed in the varbind, and

* the last-update tinestanp of each requested row (agent
i mpl ementation requirenent).

For exanple, to inplement a tinme-filtered table row (e.g., set of
counters), an agent maintains a tinmestanp in a 32-bit storage
location, initialized to zero. This is in addition to whatever
instrumentation is needed for the set of counters.

Each tinme one of the counters is updated, the current val ue of
sysUpTinme is recorded in the associated tinmestanp. |If this is not
possi ble or practical, then a background polling process nust
"refresh’ the timestanp by sanpling counter values and conparing them
to recorded sanples. The tinmestanp update nmust occur within 5
seconds of the actual change event.

When an agent receives a Get, GetNext, or GetBulk PDU requesting a
time-filtered instance, after the agent has deternined that the

instance is within the specified MB view, the foll ow ng conceptua
test is applied to determine if the object is returned or filtered:

[* return TRUE if the object is present */
boolean tine filter test (
TimeFilter last_nodified_tinmestanp,
TimeFilter index_value_in_pdu)

{
if (last_nodified tinmestanp < i ndex_val ue_i n_pdu)
return FALSE
el se
return TRUE
}
The agent applies this function regardless of the |astActivationTine
of the conceptual rowin question. |In other words, counter

di scontinuities are ignored (i.e., a conceptual rowis deleted and
then re-created later). An agent shoul d consider an object instance
"changed’ when it is created (either at restart time for scalars and
static objects, or rowcreation-tinme for dynam c tables)

Note that using a tineFilter |INDEX value of zero renpves the
filtering functionality, as the instance will always be ’present’
according to the test above.

After sone depl oyment experience, it has been determ ned that a
time-filtered table is nore efficient to use if the agent stops a MB
wal k operation after one tinme-filtered entry. That is, a GetNext or
Get Bul k operation will provide one pass through a given table (i.e.,
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the agent will continue to the next object or table) instead of
incrementing a TineMark | NDEX val ue, even if there exist higher
Ti meMark val ues that are valid for the same conceptual row.

It is acceptable for an agent to inplement a tine-filtered table in
this manner or in the traditional nmanner (i.e., every conceptua
time-filtered instance is returned in GetNext and GetBul k PDU
responses).

1.2) NVMS Inplenentation of a Tine-Filtered Table

The particular TimeFilter |NDEX values used by an NVS reflect the
polling interval of the NM5 relative to the particular agent’s
noti on of sysUpTi ne.

An NMS needs to nmaintain one tinestanp variabl e per agent
(initialized to zero) for an arbitrary group of tinme-filtered MB
objects that are gathered together in the same PDU. Each tine the
Get* PDU is sent, a request for sysUpTinme is included. The retrieved
sysUpTime value is used as the timeFilter value in the next polling
cycle. If a polling sweep of a time-filtered group of objects
requires nore than one SNWP transaction, then the sysUpTi ne val ue
retrieved in the first Get Response PDU of the polling sweep is saved
as the next tineFilter val ue.

The actual |ast-update time of a given object is not indicated in the
returned Cet Response instance identifier, but rather the tineFilter
val ue passed in the Get*Request PDU is returned.

A "time-filtered get-next/bul k-sweep", done once per polling cycle,
is a series of GetNext or GetBulk transactions and is over when one
of the follow ng events occurs:

1) the TineFilter index value returned in the GetResponse is
different fromthe TineFilter index val ue passed in the GetNext

or CGetBulk request. Counter values will still be returned
beyond this point (until the last-change-tinme is reached), but
most likely the same values will be returned.

2) the return PDU includes instances |exigraphically greater than
the objects expected (i.e., same GetNext semantics as if the
TimeFilter weren't there).

3) a noSuchNane or other exception/error is returned.
Note that the use of a tine-filtered table in conbination with a

Get Request PDU neutralizes any optim zation that otherw se night be
achieved with the TimeFilter. Either the current tinme-filtered
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object-value is returned, or, if there is no time-filtered object-
val ue instance, then a ’'noSuchl nstance’ exception (SNMPv2c or SNWPv3)
or 'noSuchNanme’ error (SNWMPv1l) is returned.

2) TimeFilter Exanple

The foll owi ng exanpl e denonstrates how an NVS and Agent night use a
table with a TimeFilter object in the INDEX. A static table is
assuned to keep the example sinple, but dynamc tables can al so be
support ed.

2.1) General Assunptions

fooEntry I NDEX { fooTi meMark, foolflndex }
FooEntry = SEQUENCE {

f ooTi meMar k TinmeFilter,

f ool f I ndex I nt eger 32,

f ooCount s Count er 32

}

The NMS polls the fooTabl e every 15 seconds, and the baseline pol
occurs when the agent has been up for 6 seconds, and when the NVB has
been up for 10 seconds.

There are 2 static rows in this table at systeminitialization
(fooCounts. 0.1 and fooCounts. 0. 2).

Row 1 was updated as foll ows:

SysUpTi ne fooCounts.*.1 val ue

500 1
900 2
2300 3

Row 2 was updated as foll ows:
SysUpTi ne fooCounts. *. 2 val ue

1100 1
1400 2

2.2) SNWP Transactions from NMS Perspective
Ti me nns- 1000:
# NMS baseline poll -- get everything since | ast agent

# restart - TimeFilter ==

get - bul k(nonRptrs=1, maxReps=2, sysUpTi ne. 0,
fooCounts. 0);
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returns:
sysUpTi me. 0 == 600
f ooCounts. 0.1 == # increnmented at tinme 500
f ooCounts. 0.2 == # visible; created at tine O

Ti me nns- 2500:
# NMVS 1st pol |
# TinmeFilter index == 600

get - bul k(nonRptrs=1, maxReps=2, sysUpTi ne. 0,
f ooCount s. 600) ;

returns:
sysUpTinme. 0 == 2100
f ooCounts. 600. 1 == # incremented at tinme 900
fooCounts. 601.1 == # indi cates end of sweep

Ti me nns-4000:
# NMS 2nd pol
# TinmeFilter == 2100

get - bul k(nonRptrs=1, maxReps=2, sysUpTi ne. 0,
fooCount s. 2100) ;
returns:
sysUpTi me. 0 == 3600
fooCounts. 2100.1 == 3 # incremented at time 2300
fooCounts.2102.1 == 3 # indicates end-of -sweep

# the counter value for row 2 is not returned because
# it hasn't changed since sysUpTi ne == 2100.
# The next tinmetick value for row 1 is returned instead

Ti me nns-5500:
# NM5 3rd pol
# TinmeFilter == 3600

get - bul k(nonRpt rs=1, maxReps=2, sysUpTi ne. O,
f ooCount s. 3600) ;

returns:
sysUpTi me. 0 == 5100
sone- i nst ance- out si de-t he-fooTabl e == <don’t care>
sone-i nst ance- out si de-t he-fooTabl e == <don’t care>

# no 'fooTabl e’ counter values at all are returned
# because neither counter has been updated since
# sysUpTi me == 3600
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2.3) Transactions and TinmeFilter Mintenance: Agent Perspective

Ti me agt-0:
# initialize fooTable

fooCounts.1 = 0; changed.1 = O;

fooCounts.2 = 0; changed.2 = O;
Ti me agt-500

# increment fooCounts.1

++f ooCount s. 1; changed. 1 = 500;

Ti me agt-600
# answer get-bul k
# get-bul k(nonRptrs=1, maxReps=2, sysUpTi ne. 0,
# f ooCounts. 0);
# (changed >= 0)
# return both counters

Ti me agt-900
# increment fooCounts.1

++f ooCount s. 1; changed. 1 = 900;
Ti me agt-1100:

# increment fooCounts.2

++f ooCount s. 2; changed. 2 = 1100;
Ti me agt - 1400:

# increment fooCounts. 2

++f ooCount s. 2; changed. 2 = 1400;

Ti me agt-2100
# answer get-bul k
# get - bul k(nonRptrs=1, maxReps=2, sysUpTi ne. 0,
# f ooCount s. 600) ;
# (changed >= 600)
# return both counters

Ti me agt - 2300:
# increment fooCounts.1
++f ooCount s. 1; changed. 1 = 2300;

Ti me agt - 3600:
# answer get-bul k
# get - bul k(nonRptrs=1, maxReps=2, sysUpTi ne. 0,
# f ooCount s. 2100) ;
# (changed >= 2100)
# return only fooCounts.1l fromthe fooTable--twice
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9.

Ti me agt-5100:
# answer get-bul k
# get - bul k(nonRptrs=1, maxReps=2, sysUpTi ne. 0,
# f ooCount s. 3600) ;
# (changed >= 3600)
# return | exigraphically-next two MB instances

Changes since RFC 2021

Thi s version obsol etes the proposed-standard version of the RMON2 M B
(publ i shed as RFC 2021) by adding 2 new enunerations to the

nl Mat ri xXTopNCont r ol Rat eBase obj ect and 4 new enunerations to the

al Mat ri xTopNCont r ol Rat eBase object. These new enunerati ons support
the creation of high capacity top N reports in the H gh Capacity RMON
M B [ RFC3273] .

Additionally, the follow ng objects have been deprecated, as they
have not had enough i ndependent inplenentations to denonstrate
interoperability to meet the requirements of a Draft Standard:

pr obeDownl oadFi | e

pr obeDownl oadTFTPSer ver

pr obeDownl oadAct i on

pr obeDownl oadSt at us

seri al Mode

seri al Protocol

seri al Ti meout

serial Modem nitString

seri al ModenHangUpStri ng

seri al ModenConnect Resp

seri al ModemNoConnect Resp

seri al D al out Ti meout

seri al St at us

seri al Connect Dest | pAddr ess
seri al Connect Type

seri al ConnectDi al String

seri al Connect Swi t chConnect Seq
seri al Connect Swi t chDi sconnect Seq
seri al Connect Swi t chReset Seq
seri al Connect Oaner

seri al Connect St at us

net Conf i gl PAddr ess

net Conf i gSubnet Mask

net Confi gSt at us

net Def aul t Gat eway

t okenRi ngM_St at s2Dr oppedFr anes
t okenRi ngM_St at s2Cr eat eTi ne

t okenRi ngPSt at s2Dr oppedFr anes
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t okenRi ngPSt at s2Cr eat eTi ne

ri ngSt ati onContr ol 2Dr oppedFr anes
ringSt ati onControl 2Cr eat eTi e
sour ceRout i ngSt at s2Dr oppedFr anes
sour ceRout i ngSt at s2Cr eat eTi ne
trapDest | ndex

trapDest Communi ty

t rapDest Pr ot ocol

trapDest Addr ess

t rapDest Oaner

trapDest St at us

In addition, two corrections were nmade. The LastCreateTi ne Textual
Convention had been defined with a base type of another textual
convention, which isn't allowed in SMv2. The definition has been
nodi fied to use Ti meTi cks as the base type.

Further, the Serial ConfigEntry SEQUENCE definition included sub-
typing information that is not allowed in SMv2. This informtion
has been del eted. Ranges were added to a nunber of objects and
textual -conventions to constrain their maxi mum (and soneti nes

m ni mum) sizes. The addition of these ranges docunents existing
practice for these objects. These objects are:

Control String

protocol Dirl D

prot ocol Di r Par anet er s
addr essMapNet wor KAddr ess
nl Host Addr ess

nl Mat ri xSDSour ceAddr ess
nl Mat ri xSDDest Addr ess

nl Mat r i xDSSour ceAddr ess

nl Mat ri xDSDest Addr ess

nl Mat ri xTopNSour ceAddr ess
nl Mat ri xTopNDest Addr ess
al Host Entry

al Matri xSDEntry

al Mat ri xDSEnt ry

al Mat ri xTopNSour ceAddr ess
al Mat ri xTopNDest Addr ess

Finally, the TineFilter TC has been updated to encourage agent
i mpl ementations that allow a MB wal k to behave well even when
performed by an application that is not aware of the special
TimeFilter semanti cs.
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