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Abstract

The existing security nechanisns in the Session Initiation Protoco
(SIP) are inadequate for cryptographically assuring the identity of
the end users that originate SIP requests, especially in an

i nterdonmai n context. This docunent defines a nechanismfor securely
identifying originators of SIP nessages. It does so by defining two
new SI P header fields, ldentity, for conveying a signature used for
validating the identity, and Identity-Info, for conveying a reference
to the certificate of the signer
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1.

I nt roducti on

Thi s docunent provides enhancenents to the existing mechani sns for
authenticated identity nmanagenent in the Session Initiation Protocol
(SIP, RFC 3261 [1]). An identity, for the purposes of this docunent,
is defined as a SIP URI, commonly a canoni cal address-of-record (AoR)
enpl oyed to reach a user (such as 'sip:alice@tlanta.exanple.com).

RFC 3261 stipul ates several places within a SIP request where a user
can express an identity for thenselves, notably the user-popul ated
From header field. However, the recipient of a SIP request has no
way to verify that the From header field has been popul at ed
appropriately, in the absence of sone sort of cryptographic

aut henti cati on mechani sm

RFC 3261 specifies a nunber of security nmechani sns that can be

enpl oyed by SIP user agents (UAs), including Digest, Transport Layer
Security (TLS), and S/M ME (i npl enentations nay support other
security schemes as well). However, few SIP user agents today
support the end-user certificates necessary to authenticate
thenselves (via S/IM Mg, for exanple), and furthernore D gest
authentication is limted by the fact that the originator and
destination nmust share a prearranged secret. It is desirable for SIP
user agents to be able to send requests to destinations with which
they have no previous association -- just as in the tel ephone network
today, one can receive a call from soneone w th whom one has no

previ ous associ ation, and still have a reasonabl e assurance that the
person’s displayed Caller-1D is accurate. A cryptographic approach,
|ike the one described in this docunent, can probably provide a nuch
stronger and | ess-spoofabl e assurance of identity than the tel ephone
net wor k provi des today.

Ter mi nol ogy

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED', "MAY", and "OPTIONAL" are to be interpreted as
described in RFC 2119 [2] and indicate requirenent |evels for
compliant SIP inplenentations.

Backgr ound

The usage of many SIP applications and services is governed by

aut hori zation policies. These policies may be automated, or they nmay
be applied manually by humans. An exanple of the latter would be an
I nternet tel ephone application that displays the Caller-I1D of a
caller, which a human nay revi ew before answering a call. An exanple
of the former would be a presence service that conpares the identity
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of potential subscribers to a whitelist before determining whether it
shoul d accept or reject the subscription. In both of these cases,
attackers mght attenpt to circunvent these authorization policies
through inpersonation. Since the prinmary identifier of the sender of
a SIP request, the From header field, can be populated arbitrarily by
the controller of a user agent, inpersonation is very sinple today.
The nechani sm described in this docunment aspires to provide a strong
identity systemfor SIP in which authorization policies cannot be
circunvented by inpersonation

Al RFC 3261-conpliant user agents support D gest authentication,
which utilizes a shared secret, as a neans for authenticating
thenselves to a SIP registrar. Registration allows a user agent to
express that it is an appropriate entity to which requests should be
sent for a particular SIP AoR URI (e.g.,
"sip:alice@tl anta. exanpl e. coni).

By the definition of identity used in this docunent, registration is
a proof of the identity of the user to a registrar. However, the
credentials with which a user agent proves its identity to a

regi strar cannot be validated by just any user agent or proxy server
-- these credentials are only shared between the user agent and their
domai n adm nistrator. So this shared secret does not imediately
help a user to authenticate to a wi de range of recipients.

Reci pients require a neans of determi ning whether or not the '"return
address’ identity of a non-REGQ STER request (i.e., the From header
field value) has legitimtely been asserted.

The AoR URI used for registration is also the URl with which a UA
commonl y popul ates the From header field of requests in order to
provide a 'return address’ identity to recipients. From an

aut hori zati on perspective, if you can prove you are eligible to
register in a domain under a particular AoR, you can prove you can
legitimately receive requests for that AoR, and accordingly, when you
pl ace that AoR in the From header field of a SIP request other than a
registration (like an INVITE), you are providing a ’'return address
where you can legitimately be reached. 1In other words, if you are
aut horized to receive requests for that 'return address’, logically,
it follows that you are also authorized to assert that 'return
address’ in your From header field. This is of course only one
manner in which a donmain m ght deternmine how a particular user is

aut horized to popul ate the From header field; as an aside, for other
sorts of URIs in the From (like anonynous URIs), other authorization
policies would apply.

Ideally, then, SIP user agents should have sonme way of proving to

reci pients of SIP requests that their |ocal domain has authenticated
them and aut horized the popul ation of the From header field. This
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docunent proposes a medi ated authentication architecture for SIP in
whi ch requests are sent to a server in the user’s local domain, which
aut henti cates such requests (using the same practices by which the
domai n woul d aut henticate REG STER requests). Once a nessage has
been aut henticated, the | ocal donmain then needs sone way to

communi cate to other SIP entities that the sending user has been

aut henticated and its use of the From header field has been

aut horized. This docunent addresses how that inprimatur of

aut henti cati on can be shared.

RFC 3261 al ready describes an architecture very simlar to this in
Section 26.3.2.2, in which a user agent authenticates itself to a
| ocal proxy server, which in turn authenticates itself to a renote
proxy server via nmutual TLS, creating a two-link chain of transitive
aut henti cati on between the originator and the renote domain. Wile

this works well in sone architectures, there are a few respects in
which this is inpractical. For one, transitive trust is inherently
weaker than an assertion that can be validated end-to-end. It is

possible for SIP requests to cross multiple internediaries in
separate adm ni strative domains, in which case transitive trust
becones even | ess conpel ling.

One solution to this problemis to use "trusted’ SIP internediaries
that assert an identity for users in the formof a privileged SIP
header. A mechanismfor doing so (with the P-Asserted-ldentity
header) is given in [12]. However, this solution allows only hop-
by-hop trust between intermediaries, not end-to-end cryptographic

aut hentication, and it assunes a nmanaged network of nodes with strict
mut ual trust relationships, an assunption that is inconpatible with
wi despread | nternet depl oyment.

Accordingly, this docunment specifies a means of sharing a

crypt ographi ¢ assurance of end-user SIP identity in an interdomain or
i ntradomai n context that is based on the concept of an

"aut hentication service’ and a new SIP header, the Identity header.
Note that the scope of this docunent is linmted to providing this
identity assurance for SIP requests; solving this problemfor SIP
responses is nmore conplicated and is a subject for future work.

This specification allows either a user agent or a proxy server to
provide identity services and to verify identities. To maxim ze
end-to-end security, it is obviously preferable for end-users to
acquire their own certificates and corresponding private keys; if
they do, they can act as an authentication service. However, end-
user certificates may be neither practical nor affordable, given the
difficulties of establishing a Public Key Infrastructure (PKlI) that
extends to end-users, and noreover, given the potentially |arge
nunber of SIP user agents (phones, PCs, |aptops, PDAs, gani ng
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devi ces) that nay be enployed by a single user. 1|In such

envi ronments, synchronizing keying material across nultiple devices
may be very conplex and requires quite a good deal of additiona
endpoi nt behavi or. Managi ng several certificates for the various
devices is also quite problematic and unpopul ar with users.
Accordingly, in the initial use of this mechanism it is likely that
intermediaries will instantiate the authentication service role.

4. Overview of Operations

This section provides an informative (non-normative) high-I|eve
overvi ew of the nmechanisns described in this docunent.

I magi ne the case where Alice, who has the hone proxy of exanple.com
and the address-of-record sip:alice@xanple.com wants to comuni cate
wi th sip: bob@xanpl e. org.

Al'i ce generates an | NVITE and pl aces her identity in the From header
field of the request. She then sends an INVITE over TLS to an
aut henti cation service proxy for her domain.

The authentication service authenticates Alice (possibly by sending a
Di gest authentication challenge) and validates that she is authorized
to assert the identity that is populated in the From header fi el d.
This value may be Alice’s AoR, or it may be sone other value that the
policy of the proxy server permts her to use. It then conputes a
hash over some particul ar headers, including the From header field
and the bodies in the nessage. This hash is signed with the
certificate for the donain (exanple.com in Alice s case) and
inserted in a new header field in the SIP nessage, the 'lIdentity’
header .

The proxy, as the holder of the private key of its domain, is
asserting that the originator of this request has been authenticated
and that she is authorized to claimthe identity (the SIP address-
of -record) that appears in the From header field. The proxy also
inserts a conpani on header field, Identity-Info, that tells Bob how
to acquire its certificate, if he doesn’t already have it.

When Bob’s domain receives the request, it verifies the signature
provided in the lIdentity header, and thus can validate that the
domai n i ndi cated by the host portion of the AoR in the From header
field authenticated the user, and permtted the user to assert that
From header field value. This same validation operation may be
performed by Bob’s user agent server (UAS).
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5.

Aut henti cati on Servi ce Behavi or

Thi s docunent defines a newrole for SIP entities called an

aut hentication service. The authentication service role can be
instantiated by a proxy server or a user agent. Any entity that
instantiates the authentication service role MJST possess the private
key of a domain certificate. Internediaries that instantiate this
rol e MUST be capabl e of authenticating one or nore SIP users that can
register in that domain. Conmonly, this role will be instantiated by
a proxy server, since these entities are nore likely to have a static
host nanme, hold a corresponding certificate, and have access to SIP
registrar capabilities that allow themto authenticate users in their
domain. It is also possible that the authentication service role

m ght be instantiated by an entity that acts as a redirect server,

but that is left as a topic for future work.

SIP entities that act as an authentication service MIST add a Date
header field to SIP requests if one is not already present (see
Section 9 for information on how the Date header field assists
verifiers). Simlarly, authentication services MIST add a Content -
Length header field to SIP requests if one is not already present;
this can help verifiers to doubl e-check that they are hashing exactly
as many bytes of nessage-body as the authentication service when they
verify the nessage

Entities instantiating the authentication service role performthe
followi ng steps, in order, to generate an Identity header for a SIP
request:

Step 1:

The authentication service MJST extract the identity of the sender
fromthe request. The authentication service takes this value from
the From header field; this AORw Il be referred to here as the
"identity field. |If the identity field contains a SIP or SIP Secure
(SIPS) URI, the authentication service MIST extract the hostnane
portion of the identity field and conpare it to the donain(s) for
which it is responsible (follow ng the procedures in RFC 3261
Section 16.4, used by a proxy server to determ ne the domain(s) for
which it is responsible). If the identity field uses the TEL UR
schene, the policy of the authentication service determ nes whet her
or not it is responsible for this identity; see Section 11 for nore
information. |f the authentication service is not responsible for
the identity in question, it SHOULD process and forward the request
normal Iy, but it MJUST NOT add an Identity header; see below for nore
informati on on authentication service handling of an existing
Identity header.
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Step 2:

The aut hentication service MJST determ ne whether or not the sender
of the request is authorized to claimthe identity given in the
identity field. |In order to do so, the authentication service MJST
aut henti cate the sender of the message. Some possible ways in which
this authentication might be perforned include:

If the authentication service is instantiated by a SIP
intermediary (proxy server), it may challenge the request with
a 407 response code using the Di gest authentication schene (or
viewi ng a Proxy-Aut hentication header sent in the request,

whi ch was sent in anticipation of a challenge using cached
credentials, as described in RFC 3261, Section 22.3). Note
that if that proxy server is maintaining a TLS connection with
the client over which the client had previously authenticated
itself using Digest authentication, the identity val ue obtai ned
fromthat previous authentication step can be reused w thout an
addi ti onal Digest chall enge.

If the authentication service is instantiated by a SIP user
agent, a user agent can be said to authenticate its user on the
grounds that the user can provision the user agent with the
private key of the dommin, or preferably by providing a
password that unlocks said private key.

Aut hori zation of the use of a particular usernane in the From header
field is a matter of local policy for the authentication service, one
that depends greatly on the manner in which authentication is
performed. For exanple, one policy night be as follows: the usernane
given in the ’usernane’ paraneter of the Proxy-Authorization header
MUST correspond exactly to the username in the From header field of
the SIP nessage. However, there are nmany cases in which this is too
limting or inappropriate; a realmmght use 'username’ parameters in
Pr oxy- Aut hori zati on that do not correspond to the user-portion of SIP
From headers, or a user mght manage multiple accounts in the sane
adm nistrative domain. In this latter case, a donain nmight maintain
a mappi ng between the values in the 'usernane’ paraneter of Proxy-
Aut hori zation and a set of one or nore SIP URIs that night
legitimately be asserted for that 'usernane’. For exanple, the
username can correspond to the '"private identity’ as defined in Third
Generation Partnership Project (3GPP), in which case the From header
field can contain any one of the public identities associated with
this private identity. In this instance, another policy m ght be as
follows: the URI in the From header field MJST correspond exactly to
one of the mapped URIs associated with the 'usernane’ given in the

Pr oxy- Aut hori zati on header. Various exceptions to such policies

m ght arise for cases like anonynmity; if the AoR asserted in the From

Pet erson & Jenni ngs St andards Track [ Page 8]



RFC 4474 SIP Identity August 2006

header field uses a formlike ’'sip:anonynmous@xanpl e.con, then the
"exanpl e. comi proxy should authenticate that the user is a valid user
in the domain and insert the signature over the From header field as
usual .

Note that this check is performed on the addr-spec in the From header
field (e.g., the URl of the sender, like
"sip:alice@tl| anta. exanple.com); it does not convert the display-
nane portion of the From header field (e.g., "Alice Atlanta’).

Aut henti cation services MAY check and validate the display-nane as
well, and conpare it to a list of acceptable display-nanes that may
be used by the sender; if the display-nanme does not neet policy
constraints, the authentication service MJIST return a 403 response
code. The reason phrase should indicate the nature of the problem
for exanple, "lnappropriate Display Name". However, the display-name
is not always present, and in many environnents the requisite
operational procedures for display-nane validation nay not exist.

For nore information, see Section 13. 2.

Step 3:

The authentication service SHOULD ensure that any preexisting Date
header in the request is accurate. Local policy can dictate

preci sely how accurate the Date nust be; a RECOMVENDED maxi mum

di screpancy of ten minutes will ensure that the request is unlikely
to upset any verifiers. |f the Date header contains a tinme different
by nore than ten mnutes fromthe current tine noted by the

aut hentication service, the authentication service SHOULD rej ect the
request. This behavior is not nmandatory because a user agent client
(UAC) could only exploit the Date header in order to cause a request
to fail verification; the Identity header is not intended to provide
a source of non-repudiation or a perfect record of when nessages are
processed. Finally, the authentication service MIST verify that the
Date header falls within the validity period of its certificate. For
nmore informati on on the security properties associated with the Date
header field value, see Section 9

Step 4:

The authentication service MUST formthe identity signature and add
an ldentity header to the request containing this signature. After
the ldentity header has been added to the request, the authentication
service MJST al so add an ldentity-Info header. The ldentity-Info
header contains a URI fromwhich its certificate can be acquired.
Details on the generation of both of these headers are provided in
Section 9.
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Finally, the authentication service MIST forward the message
normal | y.

5.1. ldentity within a Dialog and Retargeting

Retargeting is broadly defined as the alteration of the Request-UR
by intermediaries. Mre specifically, retargeting supplants the
original target URl with one that corresponds to a different user, a
user that is not authorized to register under the original target
URI. By this definition, retargeting does not include translation of
the Request-URI to a contact address of an endpoint that has

regi stered under the original target URI, for exanple.

When a dialog-formng request is retargeted, this can cause a few
winkles for the lIdentity mechanismwhen it is applied to requests
sent in the backwards direction within a dialog. This section
provi des sonme non-normative considerations related to this case.

When a request is retargeted, it may reach a SIP endpoi nt whose user
is not identified by the URI designated in the To header field val ue.
The value in the To header field of a dialog-form ng request is used
as the From header field of requests sent in the backwards direction
during the dialog, and is accordingly the header that woul d be signed
by an authentication service for requests sent in the backwards
direction. |In retargeting cases, if the URl in the From header does
not identify the sender of the request in the backwards direction,
then clearly it would be inappropriate to provide an ldentity
signature over that From header. As specified above, if the

aut hentication service is not responsible for the domain in the From
header field of the request, it MJST NOT add an ldentity header to
the request, and it should process/forward the request nornally.

Any means of anticipating retargeting, and so on, is outside the
scope of this docunent, and likely to have equal applicability to
response identity as it does to requests in the backwards direction
within a dialog. Consequently, no special guidance is given for

i mpl ementers here regarding the 'connected party’ problem

aut henti cati on service behavior is unchanged if retargeting has
occurred for a dialog-formng request. Utimtely, the

aut hentication service provides an Identity header for requests in
t he backwards dial og when the user is authorized to assert the
identity given in the From header field, and if they are not, an
Identity header is not provided.

For further information on the problens of response identity and the
potential solution spaces, see [15].
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6

Verifier Behavior

Thi s docunent introduces a new logical role for SIP entities called a
server. Wen a verifier receives a SIP nessage containing an
Identity header, it may inspect the signature to verify the identity
of the sender of the nessage. Typically, the results of a
verification are provided as input to an authorization process that
is outside the scope of this docunent. |If an Identity header is not
present in a request, and one is required by local policy (for
exanpl e, based on a per-sendi ng-domain policy, or a per-sendi ng-user
policy), then a 428 'Use Identity Header’ response MJST be sent.

In order to verify the identity of the sender of a nessage, an entity
acting as a verifier MIST performthe follow ng steps, in the order
here specifi ed.

Step 1:

The verifier MJST acquire the certificate for the signing domain

I mpl enent ati ons supporting this specification SHOULD have sone neans
of retaining domain certificates (in accordance with normal practices
for certificate lifetimes and revocation) in order to prevent

t hensel ves from needl essly downl oadi ng the sane certificate every
time a request fromthe same domain is received. Certificates cached
in this manner should be indexed by the URI given in the Identity-

I nfo header field val ue.

Provided that the domain certificate used to sign this nessage is not
previously known to the verifier, SIP entities SHOULD di scover this
certificate by dereferencing the Identity-Info header, unless they
have sonme nore efficient inplenentation-specific way of acquiring
certificates for that domain. |If the URI scheme in the Identity-Info
header cannot be dereferenced, then a 436 'Bad Identity-Info’
response MJUST be returned. The verifier processes this certificate
in the usual ways, including checking that it has not expired, that
the chain is valid back to a trusted certification authority (CA)

and that it does not appear on revocation lists. Once the
certificate is acquired, it MJST be validated foll owing the
procedures in RFC 3280 [9]. |If the certificate cannot be validated
(it is self-signed and untrusted, or signed by an untrusted or
unknown certificate authority, expired, or revoked), the verifier
MUST send a 437 'Unsupported Certificate response.

Step 2:
The verifier MJST follow the process described in Section 13.4 to

determine if the signer is authoritative for the URI in the From
header fi el d.

Pet erson & Jenni ngs St andards Track [ Page 11]



RFC 4474 SIP Identity August 2006

Step 3:

The verifier MIST verify the signature in the Ildentity header field,
followi ng the procedures for generating the hashed digest-string
described in Section 9. If a verifier determ nes that the signature
on the nmessage does not correspond to the reconstructed di gest-
string, then a 438 'Invalid ldentity Header’' response MJST be
ret ur ned.

Step 4:

The verifier MJST validate the Date, Contact, and Call-1D headers in
the manner described in Section 13.1; recipients that wish to verify
ldentity signatures MJUST support all of the operations described
there. It nust furthernore ensure that the value of the Date header
falls within the validity period of the certificate whose
correspondi ng private key was used to sign the lIdentity header

7. Considerations for User Agent

Thi s mechani sm can be applied opportunistically to existing SIP

depl oynents; accordingly, it requires no change to SIP user agent
behavior in order for it to be effective. However, because this
mechani sm does not provide integrity protection between the UAC and
the authentication service, a UAC SHOULD i npl erent sone mneans of
providing this integrity. TLS would be one such nechanism which is
attractive because it MJST be supported by SIP proxy servers, but is
potentially problematic because it is a hop-by-hop nechanism See
Section 13.3 for nore information about securing the channel between
the UAC and the authentication service.

When a UAC sends a request, it MJIST accurately popul ate the From
header field with a value corresponding to an identity that it
believes it is authorized to claim |In a request, it MJST set the
URI portion of its Fromheader to natch a SIP, SIPS, or TEL URI AoR
that it is authorized to use in the domain (including anonynous URIs,
as described in RFC 3323 [3]). In general, UACs SHOULD NOT use the
TEL URI formin the From header field (see Section 11).

Note that this docunment defines a nunber of new 4xx response codes
I f user agents support these response codes, they will be able to
respond intelligently to Identity-based error conditions.

The UAC MUST al so be capabl e of sending requests, including md-cal
requests, through an ’'outbound’ proxy (the authentication service).
The best way to acconplish this is using pre-loaded Route headers and
| oose routing. For a given domain, if an entity that can instantiate
the authentication service role is not in the path of dial og-formng
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requests, identity for nid-dialog requests in the backwards direction
cannot be provided.

As a recipient of a request, a user agent that can verify signed
identities should al so support an appropriate user interface to
render the validity of identity to a user. User agent

i mpl emrent ati ons SHOULD differentiate signed From header field val ues
from unsi gned From header field val ues when rendering to an end-user
the identity of the sender of a request.

8. Considerations for Proxy Servers

Domai n policy may require proxy servers to inspect and verify the
identity provided in SIP requests. A proxy server may wi sh to
ascertain the identity of the sender of the message to provide spam
prevention or call control services. Even if a proxy server does not
act as an authentication service, it MAY validate the Identity header
before it nakes a forwarding decision for a request. Proxy servers
MUST NOT renpove or nodify an existing ldentity or ldentity-Info
header in a request.

9. Header Syntax

Thi s docunent specifies two new SIP headers: ldentity and lIdentity-
Info. Each of these headers can appear only once in a SIP nessage.
The grammar for these two headers is (following the ABNF [6] in RFC
3261 [1]):

ldentity = "ldentity" HCOLON signed-identity-digest
signed-identity-digest = LDQUOT 32LHEX RDQUOT
ldentity-Info = "ldentity-Info" HCOLON ident-info

*( SEM ident-info-parans )
ident-info = LAQUOT absol ut eURI RAQUOT
ident-info-parans = ident-info-alg / ident-info-extension
ident-info-alg = "al g" EQUAL token
i dent -i nf 0- ext ensi on = generi c-param

The signed-identity-digest is a signed hash of a canonical string
generated fromcertain conponents of a SIP request. To create the
contents of the signed-identity-digest, the follow ng elenents of a
SI P nessage MUST be placed in a bit-exact string in the order
specified here, separated by a vertical line, "|" or W7C, character

o The AoR of the UA sending the nessage, or addr-spec of the From

header field (referred to occasionally here as the "identity
field).
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0 The addr-spec conponent of the To header field, which is the AoR
to which the request is being sent.

o The callid fromCall-Id header field.

o The digit (1*DIAT) and nethod (nethod) portions from CSeq header
field, separated by a single space (ABNF SP, or %20). Note that
the CSeq header field allows |inear whitespace (LW5) rather than
SP to separate the digit and nmethod portions, and thus the CSeq
header field nmay need to be transforned in order to be
canoni cal i zed. The authentication service MIST strip | eading
zeros fromthe "digit’ portion of the Cseq before generating the
di gest-string.

o0 The Date header field, with exactly one space each for each SP and
the weekday and nonth itens case set as shown in BNF in RFC 3261
RFC 3261 specifies that the BNF for weekday and month is a choice
anongst a set of tokens. The RFC 2234 rules for the BNF specify
that tokens are case sensitive. However, when used to construct
the canoni cal string defined here, the first letter of each week
and nonth MUST be capitalized, and the renaining two |etters nust
be | owercase. This matches the capitalization provided in the
definition of each token. All requests that use the Identity
mechani sm MJUST contain a Date header

0 The addr-spec conponent of the Contact header field value. |If the
request does not contain a Contact header, this field MIST be
enpty (i.e., there will be no whitespace between the fourth and
fifth "|" characters in the canonical string).

0 The body content of the nessage with the bits exactly as they are
in the Message (in the ABNF for SIP, the nessage-body). This
includes all conponents of multipart nessage bodies. Note that
t he nessage-body does NOT include the CRLF separating the SIP
headers fromthe message-body, but does include everything that
follows that CRLF. |f the nessage has no body, then nessage-body
will be empty, and the final "|" will not be foll owed by any
addi tional characters.

For nore information on the security properties of these headers, and
why their inclusion mitigates replay attacks, see Section 13 and [5].
The precise formulation of this digest-string is, therefore
(following the ABNF [6] in RFC 3261 [1]):

digest-string = addr-spec "|" addr-spec "|" callid "|"
1*DIA T SP Method "|" SIP-date "|" [ addr-spec ] "|"
nmessage- body

Note again that the first addr-spec MJST be taken fromthe From
header field value, the second addr-spec MJST be taken fromthe To
header field value, and the third addr-spec MJUST be taken fromthe
Cont act header field value, provided the Contact header is present in
the request.
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After the digest-string is formed, it MJST be hashed and signed with
the certificate for the domain. The hashing and signing algorithmis
specified by the "alg paraneter of the Identity-1nfo header (see
bel ow for nore information on Identity-Info header paranmeters). This
docunent defines only one value for the 'alg' paraneter: 'rsa-shal’;
further values MJUST be defined in a Standards Track RFC, see Section
14.7 for more information. Al inplementations of this specification
MUST support 'rsa-shal’. Wen the 'rsa-shal’ algorithmis specified
in the "alg paraneter of ldentity-Info, the hash and signature MJST
be generated as follows: conpute the results of signing this string
wi th shalWt hRSAEncryption as described in RFC 3370 [ 7] and base64
encode the results as specified in RFC 3548 [8]. A 1024-bit or

| onger RSA key MUST be used. The result is placed in the Identity
header field. For detail ed exanples of the usage of this algorithm
see Section 10.

The 'absoluteURI’ portion of the Identity-Info header MJST contain a
URI which dereferences to a resource containing the certificate of
the authentication service. Al inplementations of this

speci ficati on MIUST support the use of HITP and HTTPS URIs in the
ldentity-1nfo header. Such HTTP and HTTPS URIs MJST foll ow the
conventions of RFC 2585 [10], and for those URIs the indicated
resource MJUST be of the form ' application/pkix-cert’ described in
that specification. Note that this introduces key lifecycle
managenment concerns; were a domain to change the key avail able at the
ldentity-Info URI before a verifier evaluates a request signed by an
aut henti cation service, this would cause obvious verifier failures.
When a rollover occurs, authentication services SHOULD thus provide
new I dentity-Info URIs for each new certificate, and SHOULD conti nue
to nake ol der key acquisition URIs available for a duration |onger
than the plausible lifetime of a SIP nessage (an hour woul d nost
likely suffice).

The ldentity-Info header field MJUST contain an 'alg’ paranmeter. No
other paraneters are defined for the Identity-Info header in this
docunent. Future Standards Track RFCs may define additiona

I dentity-1nfo header paraneters
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10.

Thi s docunent adds the following entries to Table 2 of RFC 3261 [1]:

Header field wher e pr oxy ACK BYE CAN INV OPT REG

ldentity R a 0 0 - 0 0 0

SUB NOT REF INF UPD PRA

0 0 0 0 0 0
Header field wher e proxy ACK BYE CAN INV OPT REG
ldentity-Info R a 0 0 - 0 0 0

SUB NOT REF INF UPD PRA

[0) [0) [0) [0) [0) [0)

Note, in the table above, that this nechani sm does not protect the
CANCEL net hod. The CANCEL net hod cannot be chal | enged, because it is
hop- by-hop, and accordi ngly authentication service behavior for
CANCEL woul d be significantly limted. Note as well that the

REQ STER net hod uses Contact header fields in very unusual ways that
complicate its applicability to this nmechanism and the use of
ldentity with REG STER i s consequently a subject for future study,
although it is left as optional here for forward-conpatibility
reasons. The ldentity and Identity-Info header MJUST NOT appear in
CANCEL.

Conpl i ance Tests and Exanpl es
The exanmples in this section illustrate the use of the ldentity
header in the context of a SIP transaction. |Inplenenters are advised

to verify their conpliance with the specification against the
followi ng criteria:

o Inplenmentations of the authentication service role MJST generate
i dentical base64 identity strings to the ones shown in the
Identity headers in these exanpl es when presented with the source
nmessage and utilizing the appropriate supplied private key for the
domain in question.

o Inplenmentations of the verifier role MUST correctly validate the
gi ven nessages containing the ldentity header when utilizing the
supplied certificates (wth the caveat about self-signed
certificates bel ow).
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Note that the follow ng exanples use self-signed certificates, rather
than certificates issued by a recognized certificate authority. The
use of self-signed certificates for this nechanismis NOT
RECOMVENDED, and it appears here only for illustrative purposes.
Therefore, in conpliance testing, inplenentations of verifiers SHOULD
generate appropriate warni ngs about the use of self-signed
certificates. Also, the example certificates in this section have

pl aced their domain name subject in the subjectAtNane field; in
practice, certificate authorities may place domain nanmes in other

| ocations in the certificate (see Section 13.4 for nore information).

Note that all exanples in this section use the 'rsa-shal’ algorithm

Bit-exact reference files for these nessages and their various
transformations are supplied in Appendi x B.

10.1. Identity-Info with a Singlepart MM body

Consider the followi ng private key and certificate pair assigned to
"atl ant a. exanpl e. comi (rendered in OpenSSL format).

————— BEG N RSA PRI VATE KEY- - - --

M | CXQ BAAKBgQDPPMBt HVoPk XV+26j qlLsgf TELVWpy2BVUf f IMPHO6LLOCJ SQO
al evzl oj zW pauB71 yl ZKlI Aj B5f 429t RuoUi edOMVLKbI WAQZt 6eHWHCNZJ 71 ONc
I BEanmh2nAccKk83Lp/ VH3t gAS/ 43DQoX2sndnYh+g8522Pzwg7EGN pzzwl DAQAB
A0GBAKOVBt nEFD7A] VQANJINXDt x59Aa1Vu2JEXe60i +Or kFysJj bZIwsLnKtr gt t
PXOU8t 2nZpi 0wK4hX4t Zhnt i wGkk UPC3h9Bj p+Ger i f P341RMy MO+6f Pgj qOz UDw
+r Pj j MowD7AkcEcqDgbTr ZnW/ nCSaaF3xkUG FkLx50Kc RAKEA7UxnsE8XaT30
t P/ UUc51gNk2KGKgx QQTHopBcewdyf e CRFhvdL7j paGat Ei 5i ZwGGQQDVOVHUNLH
0YLpHQ RowJBAN+R2bvA/ Ni ng464Zgnel EDPgaEAZVWAD3KOF hS9+vL70gES+U5EQ
J7kXb7Zki SVUg9XU 8Px MKx/ DAz 0d UnmOL+UCQH8 COETUM 2uEbqHbBdVUGNK364C
DFcndSxVh+34KqgJddj i YSx6VPPv26X9n7 SO0y dTk Sgs3/ 400Px08HaMyXnmB80CQB+r
xbB3U pOohcBwWFKINTr | MB6Cs9ql 66Kgwnl L9ukEhHHY0oz Gat dXeoBCyhUsogdSU
6/ aSAFCVVEG j 7/ vy JECQQCCS1] KgEXoNQPgONal vYhyy MZRXFLdD4gbwRPK1uXK
Ypk3Ckf FzOyf j eLcGPxXzg2qzuHz GTDx Z9PAepwX4 RSk

----- BEG N CERTI FI CATE- - - - -

M | C3TCCAkagAw BAgl BADANBgkghki GOw0BAQUFADBZ MY WCQYDVQQGEW] VUz EL
MAk GA1 UECAWCRO Ex EDAOBgNVBAC MBOFOb GFud GEx DTALBgNVBAoOMBE! FVEYxHDAa
BgNVBAMVE2 FObGFudGEuZXhhbXBs ZS5j b20wHhc NVDUx VDI OMDYzNj A2\Whc NIVDYx
MDI OMDYzNj A2W BZMJs wCQYDVQQGEW] VUz EL MAK GA1 UECAWCRO Ex EDACBgNVBAC M
BOFObGFud GExDTAL BgNVBAOMBE! FVEYx HDAaBgNVBAMVE2 FObGFudGEuZXhhbXBs
ZS5j b20wgZ8wDQYJKoZI hvc NAQEBBQADg YOAM GJ Ao GBAMBBWEDdWY+RdAX5nqOr U
uyBIMYX VanLYFVRO8kw8f TosvRM JA50h5XM i PNa2l g4Hsj KVkqUCVHI /| b21G6
hSJ50LAwWs puVYCpnBp4dakl 1knuU4lwgTCeaHacBxwgTzcun9Uf e2ABL/ j cNChf a
yd2di H6DznbY/ PCDs QZay nPPAgMBAAG gbQugb EWHQYDVROOBBYEFNM/ M bVYCE
KDr / 20W Sr G1j 1r NM GBBgNVHSMVEej B4gBTZI PzK21WHBCg6/ 9t Fi Eqxt Y9azaFd
pFs W EL MAk GA1 UEBhMCVVIVK Cz AJ Bg NVBAg VAk d BMRAWDg Y DVQRHDAd BdGxhbnRh
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MOWCOWYDVQRKDARI RVRGVRWMAGY YDVQRDDBNnd GxhbnRh LA YWLwb GUu Y29t ggEA
MAWGA1 Ud EWQFMAVBAF 8wDQYJKoZI hvc NAQEFBQADg YEADD QYt swBDmrSTqOnt 211
7al m XGFr b2zdbUOvor xRAOZ04gMyr | pXGLLEmMmEQgcocyr XRBvq5p6WhZAc EQKO
Ds E3VeONc8x9nnv| j W Gs MGFCnCuo04CDTf / 11 GdVr 9DeCzcj 10YU@BMRenDMVXhY2
Ct Di sSLW 7SXCORcZAi 1oU9w=

A user of atlanta.exanple.com Alice, wants to send an INVITE to
bob@i | oxi . exanpl e.org. She therefore creates the follow ng I NVITE
request, which she forwards to the atlanta. exanpl e.org proxy server
that instantiates the authentication service role:

I NVI TE si p: bob@i | oxi . exanpl e.org SIP/ 2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. con br anch=z9h&4bKnashds8
To: Bob <sip: bob@i |l oxi . exanpl e. or g>

From Alice <sip:alice@tlanta.exanple.conp;tag=1928301774
Call -1 D: a84b4c76e66710

CSeq: 314159 INVITE

Max- Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMI

Contact: <sip:alice@c33.atlanta. exanpl e. conr
Cont ent - Type: application/sdp

Content - Lengt h: 147

v=0

o=User A 2890844526 2890844526 I N | P4 pc33. atl ant a. exanpl e. com
s=Sessi on SDP

c=IN | P4 pc33. atl ant a. exanpl e. com

t=0 0

mrFaudi 0 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

VWhen the authentication service receives the INVITE, it authenticates
Alice by sending a 407 response. As a result, Alice adds an

Aut hori zation header to her request, and resends to the

atl ant a. exanpl e. com aut hentication service. Now that the service is
sure of Alice’s identity, it calculates an ldentity header for the
request. The canonical string over which the identity signature wll
be generated is the following (note that the first |line waps because
of RFC editorial conventions):

sip:alice@tl anta. exanpl e. conj si p: bob@i | oxi . exanpl e. or g|
a84b4c76e66710| 314159 | NVI TE| Thu, 21 Feb 2002 13:02: 03 GMVI
sip:alice@c33. atl ant a. exanpl e. conj v=0

o=User A 2890844526 2890844526 I N | P4 pc33. atl ant a. exanpl e. com
s=Sessi on SDP

c=IN | P4 pc33. atl ant a. exanpl e. com

t=0 0
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mraudi o 49172 RTP/ AVP 0O
a=rt pmap: 0 PCMJ/ 8000

The resulting signature (shalWthRsaEncryption) using the private RSA
key given above, with base64 encoding, is the foll ow ng:

ZYNBbHCOOVMZr 2k Zt 6VCv PonW Moy QTBDgghoWelLxJf zB2alpxAr 3Vgr BOSs SAa
i f sRdi OPoQZYOy2wr Vghuhcs MoHWISFx| 6p6g5TOQXHVhE 6uE03svJsSHA9t hyGn
Fvcnyaz++yR BYYQTLgWe J+KVhPKbf U/ pr yhVn9Yc6U=

Accordingly, the atlanta.exanpl e.com authentication service will
create an ldentity header containing that base64 signature string
(175 bytes). It will also add an HTTPS URL where its certificate is
made available. Wth those two headers added, the nessage | ooks I|ike
the foll ow ng:

I NVI TE si p: bob@i | oxi . exanpl e.org SIP/ 2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9hX4bKnashds8

To: Bob <si p: bob@i | oxi . exanpl e. org>

From Alice <sip:alice@tl anta.exanpl e.conp;tag=1928301774

Call -1 D: a84b4c76e66710

CSeq: 314159 INVITE

Max- Forwar ds: 70

Date: Thu, 21 Feb 2002 13:02: 03 GMI

Contact: <sip:alice@c33.atlanta. exanpl e.conp

ldentity:

" ZYNBbHCOOVMZr 2k Zt 6 Vv PonWI MGy QTBDgghoWeLxJf zB2alpxAr 3Vgr BOSs SAa

i f sRdi OPoQZYCOy2wr Vghuhcs MoHWUSFx1 6p6g5TOQXHMZ 6UE03sVvJSs SHA9t hy Gn
FVcnyazZ++yR BYYQTLqWe J+KVhPKbf U/ pr yhVn9Yce6U="

Identity-Info: <https://atlanta.exanple.conm atl anta. cer>; al g=rsa-shal

Cont ent - Type: application/sdp

Cont ent - Lengt h: 147

v=0

o=User A 2890844526 2890844526 I N | P4 pc33. atl ant a. exanpl e. com
s=Sessi on SDP

c=IN | P4 pc33. atl ant a. exanpl e. com

t=0 0

mraudi o 49172 RTP/ AVP 0
a=rt pmap: 0 PCMJ 8000

atl ant a. exanpl e.comthen forwards the request normally. Wen Bob
receives the request, if he does not already know the certificate of
atl ant a. exanpl e. com he dereferences the URL in the lIdentity-Info
header to acquire the certificate. Bob then generates the same
canoni cal string given above, fromthe sane headers of the SIP
request. Using this canonical string, the signed digest in the
Identity header, and the certificate discovered by dereferencing the
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Identity-1nfo header, Bob can verify that the given set of headers
and t he nmessage body have not been nodifi ed.

10.2. ldentity for a Request with No M ME Body or Contact

Consider the following private key and certificate pair assigned to
"bi | oxi . exanpl e. org".

————— BEG N RSA PRI VATE KEY- - - --

M | CXgl BAAKBgQC/ obBYLRMPj skr AQWO GPAUXxI 3/ nRti 7i x4caqCTAuFX5cLegQ
7nmyuLOHf | hxVI qT2f 06 UAOI Co2NVof K9G7MIrkVbVNi yAl LYUDEj 7XW.DI Cf 3ZHL
6Fr/ +CF7wr Qr 4kv7Xi JKxodVCCd/ DhCT9CGp+VDoe8Hy mgOW Ksner i yl wvi DAQAB
A0GBAJ 7T sFI KXKkj WJj 8ksGOX hS3Sn19xPSCyEdBxf En2Pj 7/ Nzzel i / PcCai cOk
JALBcngN2f HEel GK/ 9xUBx Tuf gQYVIqvyHERs6r XX/ i T4YnnDt 1905Ei (BZpHsr |

/ AMMUYALQ GgAl HvZLVLz g+9KLDEZ+HQuCLJIXF+6bl OEb5BAKEA6360MANPOQa3
MYVEQut nGs YxKXSf yBb18TCOMt yOndBR24zy QJF2NbZS98Lz+Ga25hf | G JHK
nD9b CE88UWJI BANBRSpd4bmS5+mi8R/ 13t RESAt HqydNi nX0kS/ RhwHr 7nmkHTU3k/ M
FxQ x341 3GKzazZxM0A66KS9v/ SHANnF+ePECQQCGe 7B hyZ8ui t LPt ZDcl CWhEKH
gAQHMUEZV UF2VHLr buk LLOgHUr HNa24cl Lv4d3yaCvUet ynNcuy TwhKj 24wFAKAO
z/ j x1Epl NShwi+Nsl | ZoW 58uvu7/ Ag2c3czgqaV@EBbb317sHCYgKk 0bAG3kwCOBmi

93/ LXWI'lcdi YVpnBcHDBAKEAMpgkFj +xZu5gWASY5uj v+FCVPOWwvaHShTnXu+t Ke
PJ3d2l JZKxGnl 6i t KRN7GeRh9PSKOkZSqGFeVr vsJ4Nopg==

----- BEG N CERTI FI CATE- - - - -

M | C1j CCAj +gAw BAgl BADANBgkghki GAw0BAQUFADBXMYE WCQYDVQQGEW] VUz EL
MAk GA1UECAWCT VIVk Dz ANBgNVBAC MBk J pb 304 a TENVAS GA1 UECgWESUVUR] EbMBK G
ALUEAMASYM sb3hpLmv4YWiwb GUuY29t MB4AXDTALMI Ay NDA2NDAY NI 0 XDTA2MT Ay
NDA2NDAY NI owVz EL MAk GA1 UEBhMCVVIVK Cz AJ Bg NVBAg MAK 1 TMQBWDQYDVQQHDAZC
aWwveGkx DTALBgNVBAoOMBE! FVEYXx Gz AZBgNVBAMVEMI ph&@4aS51 eG-t cGxI Li\v
bTCBnz ANBgk ghki GOWOBAQEFAACBE] QAwg Yk Cg YEAV6GMWNDOTDA7JKwWKI j ohj wENVS
N 5t r Yu4seHGqgkwLhV+XC30EGG5qr i zh3yl cVSKk9n9d ANJTgN VaHyvRuzE5F
WLTYsgJS2FAxI +11i wAn92Ry+ha/ / ghe8KOPa+JL+14i SsaHVQnf wAQk/ Rgf | Q
6HvB8pqj | vyrJ3q4si MCAWEAAaOBs TCBr j AdBgNVHQUAEFgQUOZ+RL4A7W APDt c5B
f SOQXUEFE/ wwf wYDVROj BHgWdoAUOZ+RL47W APDt c5Bf SoQXUEFE/ y hWBRZMFc x
Cz AJBgNVBAYTAl VTMBWCQYDVQQ DAJNUz EPMAOGALUEBWAGQM sb3hpMOwWCwYD
VQKDARI RVRGVRs wGQYDVQQDDBJI i aVWkveGkuZXhhbXBsZS5j b22 CAQAWDAYDVROT
BAUWAWEB/ z ANBgk ghki GCOWOBAQUFAACBgBI yKHI t 8TXf GNf pnJXi 5j G zOxnY8Y
gl n8t yPFaeyq95TGcv TCW doBLVpBD+H pRW X/ | | 5sE6VHbbAP] j VinKbZwz QAL pp
P2Fauj 28t 94ZeDHN2vqzj f nH CO24kG3Juf 2T80i | p9YHeDwxj UFrt 86Unl C+yi d
yaTeusWb@Qu7vlg==

————— END CERTI FI CATE- - - - -

Bob (bob@i | oxi . exanpl e.org) now wants to send a BYE request to Alice
at the end of the dialog initiated in the previous exanmple. He
therefore creates the foll owing BYE request, which he forwards to the
"bil oxi.exanple.org’ proxy server that instantiates the

aut henti cation service role:
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BYE si p:alice@c33. atl anta. exanple.com SIP/2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnashds10

Max- Forwards: 70

From Bob <sip: bob@i | oxi . exanpl e. org>; t ag=a6c85cf

To: Alice <sip:alice@tl anta. exanpl e. conp; tag=1928301774
Call -1 D: a84b4c76e66710

CSeq: 231 BYE

Content-Length: O

Wien the authentication service receives the BYE, it authenticates
Bob by sending a 407 response. As a result, Bob adds an

Aut hori zation header to his request, and resends to the

bi | oxi . exanpl e. org authentication service. Now that the service is
sure of Bob’s identity, it prepares to calculate an ldentity header
for the request. Note that this request does not have a Date header
field. Accordingly, the biloxi.exanmple.org will add a Date header to

the request before calculating the identity signature. If the
Content - Lengt h header were not present, the authentication service
woul d add it as well. The baseline nessage is thus:

BYE sip:alice@c33. atl ant a. exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnashds10

Max- Forwards: 70

From Bob <sip: bob@i | oxi . exanpl e. org>; t ag=a6c¢c85cf

To: Alice <sip:alice@tl anta. exanpl e.com; tag=1928301774
Date: Thu, 21 Feb 2002 14:19:51 GMI

Cal |l -1 D: a84b4c76e66710

CSeq: 231 BYE

Content-Length: O

Al so note that this request contains no Contact header field.
Accordingly, biloxi.exanple.org will place no value in the canonica
string for the addr-spec of the Contact address. Also note that
there is no nessage body, and accordingly, the signature string wll
termnate, in this case, with two vertical bars. The canonica
string over which the identity signature will be generated is the
following (note that the first line waps because of RFC editori al
conventi ons):

si p: bob@i | oxi . exanpl e. org| si p: al i ce@t| ant a. exanpl e. con]
a84b4c76e66710| 231 BYE| Thu, 21 Feb 2002 14:19:51 GMVI|

The resulting signature (shalWthRsaEncryption) using the private RSA

key given above for biloxi.exanple.org, with base64 encoding, is the
fol | owi ng:
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11.

sv5CTo05KgpSnt Ht 3dcEi O 1CWISZt nG3i V+1nnmur LXV/ Hnt yNS7Lt r g9dl xkWeo
eU7d70v8Hwe TTDobV3i t TmgPwWCFj aEmWEI 3d7SyN21yNDo2ER/ Ovgt wOLu5csl p
pPqOgluXndzHbG7nR6RI 9BnUhHuUf VRbp51vh3w0gf Us=

Accordingly, the biloxi.exanple.org authentication service wll
create an ldentity header containing that base64 signature string

It will also add an HTTPS URL where its certificate is nmade
available. Wth those two headers added, the nessage | ooks like the
fol | owi ng:

BYE sip:alice@c33. atl anta. exanpl e.com SIP/2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnashds10

Max- Forwards: 70

From Bob <sip: bob@i | oxi.exanpl e. org>; t ag=a6c85cf

To: Alice <sip:alice@tl anta. exanpl e. conmp; t ag=1928301774
Date: Thu, 21 Feb 2002 14:19:51 GMI

Call -1 D: a84b4c76e66710

CSeq: 231 BYE

I dentity:

"sv5CTo05KgpSmt Ht 3dcEi O 1CWI'SZt nG3i V+1nmur LXV/ Ht yNS7Lt r g9dl xkWeo
eU7d70v8HweTTDobV3i t TngPwWCFj aEmWEI 3d7SyN21yNDo2ER/ Ovgt woLu5csl p
pPqOgluXndzHbG7nR6R 9BnUhHuf VRop51Mvh3wogf Us="

Identity-Info: <https://biloxi.exanple.org/bil oxi.cer>;al g=rsa-shal
Content-Length: O

bi | oxi .exanpl e.org then forwards the request normally.
Identity and the TEL URI Schene

Since many SIP applications provide a Voice over |IP (VolP) service,

t el ephone nunbers are comonly used as identities in SIP depl oynments.
In the myjority of cases, this is not problematic for the identity
mechani sm described in this docunment. Tel ephone nunbers commonly
appear in the username portion of a SIP URI (e.g.,

" si p: +17005551008@hi cago. exanpl e. cony user =phone’ ). That usernane
conforns to the syntax of the TEL URI schenme (RFC 3966 [13]). For
this sort of SIP address-of-record, chicago.exanple.comis the
appropri ate signatory.

It is also possible for a TEL URI to appear in the SIP To or From
header field outside the context of a SIP or SIPS URI (e.g.,
"tel:+17005551008’). In this case, it is much | ess clear which
signatory is appropriate for the identity. Fortunately for the
identity mechanism this formof the TEL URI is nore comon for the
To header field and Request-URlI in SIP than in the From header field,
since the UAC has no option but to provide a TEL UR al one when the
renote domain to which a request is sent is unknown. The |oca
domai n, however, is usually known by the UAC, and accordingly it can
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forma proper From header field containing a SIP URI with a username

in TEL URI form Inplenentations that intend to send their requests

through an authentication service SHOULD put tel ephone nunbers in the
From header field into SIP or SIPS URI s whenever possible.

If the local domain is unknown to a UAC formulating a request, it

most likely will not be able to locate an authentication service for
its request, and therefore the question of providing identity in
these cases is somewhat nobot. However, an authentication service MAY
sign a request containing a TEL URl in the From header field. This
is permitted in this specification strictly for forward conpatibility
purposes. |In the longer-term it is possible that ENUM [ 14] may
provide a way to determ ne which adm nistrative domain is responsible
for a tel ephone nunmber, and this may aid in the signing and
verification of SIP identities that contain tel ephone nunbers. This
is a subject for future work.

Privacy Considerations

The identity mechani smpresented in this docunent is conpatible with
the standard SIP practices for privacy described in RFC 3323 [3]. A
SI P proxy server can act both as a privacy service and as an

aut hentication service. Since a user agent can provide any From
header field value that the authentication service is willing to

aut horize, there is no reason why private SIP URIs that contain
legitimate domains (e.g., sip:anonymous@xanple.com cannot be signed
by an authentication service. The construction of the ldentity
header is the same for private URIs as it is for any other sort of

URI s.

Not e, however, that an authentication service nmust possess a
certificate corresponding to the host portion of the addr-spec of the
From header field of any request that it signs; accordingly, using
domai ns like "anonynous.invalid wll not be possible for privacy
services that also act as authentication services. The assurance

of fered by the usage of anonymous URIs with a valid domain portion is
"this is a known user in nmy donmain that | have authenticated, but |
am keeping its identity private". The use of the domain
"anonynous.invalid entails that no corresponding authority for the
dommi n can exist, and as a consequence, authentication service
functions are neani ngl ess.

The "header" |evel of privacy described in RFC 3323 requests that a
privacy service alter the Contact header field value of a SIP
message. Since the Contact header field is protected by the
signature in an ldentity header, privacy services cannot be applied
after authentication services without a resulting integrity

vi ol ati on.
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RFC 3325 [12] defines the "id" priv-value token, which is specific to
the P-Asserted-ldentity header. The sort of assertion provided by
the P-Asserted-ldentity header is very different fromthe Identity
header presented in this docunment. It contains additiona

i nformati on about the sender of a nessage that may go beyond what
appears in the From header field; P-Asserted-ldentity holds a
definitive identity for the sender that is sonehow known to a cl osed
network of intermediaries that presumably the network will use this
identity for billing or security purposes. The danger of this

net wor k-specific information | eaking outside of the closed network
nmotivated the "id" priv-value token. The "id" priv-value token has
no inplications for the lIdentity header, and privacy services MJST
NOT renmpove the Identity header when a priv-value of "id" appears in a
Privacy header.

Finally, note that unlike RFC 3325, the nmechani smdescribed in this
specification adds no information to SIP requests that has privacy
i nplications.

Security Considerations
1. Handling of digest-string El enents

Thi s docunent describes a nmechani smthat provides a signature over
the Contact, Date, Call-I1D, CSeq, To, and From header fields of SIP
requests. Wiile a signature over the From header field would be
sufficient to secure a URI al one, the additional headers provide
replay protection and reference integrity necessary to nmake sure that
the ldentity header will not be used in cut-and-paste attacks. In
general, the considerations related to the security of these headers
are the sane as those given in RFC 3261 for including headers in
tunnel ed ' message/sip’ M ME bodies (see Section 23 in particular).
The foll owi ng section details the individual security properties
obt ai ned by including each of these header fields within the
signature; collectively, this set of header fields provides the
necessary properties to prevent inpersonation

The From header field indicates the identity of the sender of the
message, and the SIP address-of-record URI in the From header field
is the identity of a SIP user, for the purposes of this docunent.
The To header field provides the identity of the SIP user that this
request targets. Providing the To header field in the ldentity
signature serves two purposes: first, it prevents cut-and-paste
attacks in which an ldentity header fromlegitimte request for one
user is cut-and-pasted into a request for a different user; second,
it preserves the starting URI schene of the request, which hel ps
prevent downgrade attacks against the use of SIPS
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The Date and Contact headers provide reference integrity and repl ay
protection, as described in RFC 3261, Section 23.4.2.

I mpl enent ati ons of this specification MUST NOT deemvalid a request
with an outdated Date header field (the RECOWENDED interval is that
the Date header nmust indicate a time within 3600 seconds of the
recei pt of a nmessage). |Inplenentations MJST also record Call-1Ds
received in valid requests containing an ldentity header, and MJST
remenber those Call-I1Ds for at least the duration of a single Date
interval (i.e., comonly 3600 seconds). Because a SIP-conpliant UA
never generates the sane Call-ID twice, verifiers can use the Call-ID
to recogni ze cut-and-paste attacks; the Call-1D serves as a nonce.
The result of this is that if an Identity header is replayed within
the Date interval, verifiers will recognize that it is invalid
because of a Call-1D duplication; if an Identity header is replayed
after the Date interval, verifiers will recognize that it is invalid
because the Date is stale. The CSeq header field contains a nunbered
identifier for the transaction, and the name of the nethod of the
request; without this information, an INVITE request could be cut-
and- pasted by an attacker and transforned into a BYE request without
changing any fields covered by the Identity header, and noreover
requests within a certain transaction could be replayed in
potentially confusing or nalicious ways.

The Contact header field is included to tie the Identity header to a
particul ar user agent instance that generated the request. Wre an
active attacker to intercept a request containing an ldentity header,
and cut-and-paste the Identity header field into its own request
(reusing the From To, Contact, Date, and Call-1D fields that appear
in the original nessage), the attacker would not be eligible to
receive SIP requests fromthe called user agent, since those requests
are routed to the URI identified in the Contact header field.

However, the Contact header is only included in dialog-formnng
requests, so it does not provide this protection in all cases.

It mght seemattractive to provide a signature over sone of the
informati on present in the Via header field value(s). For exanple,
wi t hout a signature over the sent-by field of the topnost Via header,
an attacker could renove that Via header and insert its own in a

cut - and- paste attack, which would cause all responses to the request
to be routed to a host of the attacker’s choosing. However, a
signature over the topnobst Via header does not prevent attacks of
this nature, since the attacker could | eave the topnpbst Via intact
and nerely insert a new Via header field directly after it, which
woul d cause responses to be routed to the attacker’s host "on their
way" to the valid host, which has exactly the same end result.

Al though it is possible that an internediary-based authentication
service could guarantee that no Via hops are inserted between the
sendi ng user agent and the authentication service, it could not
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prevent an attacker from adding a Via hop after the authentication
service, and thereby preenpting responses. It is necessary for the
proper operation of SIP for subsequent intermediaries to be capable
of inserting such Via header fields, and thus it cannot be prevented.
As such, though it is desirable, securing Via is not possible through
the sort of identity nechani sm described in this docunent; the best
known practice for securing Via is the use of SIPS

Thi s mechani sm al so provides a signature over the bodies of SIP
requests. The nobst inportant reason for doing so is to protect

Sessi on Description Protocol (SDP) bodies carried in SIP requests.
There is little purpose in establishing the identity of the user that
originated a SIP request if this assurance is not coupled with a
compar abl e assurance over the nedia descriptors. Note, however, that
this is not perfect end-to-end security. The authentication service
itself, when instantiated at a internediary, could conceivably change
the SDP (and SIP headers, for that matter) before providing a
signature. Thus, while this nmechani smreduces the chance that a
replayer or man-in-the-niddle will nodify SDP, it does not elininate
it entirely. Since it is a foundational assunption of this mechani sm
that the users trust their local domain to vouch for their security,
they nust also trust the service not to violate the integrity of
their nessage w thout good reason. Note that RFC 3261, Section 16.6,
states that SIP proxy servers "MJST NOT add to, nodify, or renove the
message body. "

In the end analysis, the Identity and lIdentity-I1nfo headers cannot
protect thenselves. Any attacker could renove these headers froma
SIP request, and nodify the request arbitrarily afterwards. However,
this mechanismis not intended to protect requests from nmen-in-the-
m ddl e who interfere with SIP nessages; it is intended only to
provide a way that SIP users can prove definitively that they are who
they claimto be. At best, by stripping identity information froma
request, a man-in-the-mddle could nmake it inpossible to distinguish
any illegitimte nessages he would |ike to send fromthose nessages
sent by an authorized user. However, it requires a considerably
greater anount of energy to mount such an attack than it does to
mount trivial inpersonations by just copying someone el se’s From
header field. This mechanism provides a way that an authorized user
can provide a definitive assurance of his identity that an

unaut hori zed user, an inpersonator, cannot.

One additional respect in which the ldentity-1nfo header cannot
protect itself is the 'alg" paranmeter. The 'alg paraneter is not
included in the digest-string, and accordingly, a man-in-the-mddle
m ght attenpt to nodify the "alg' paraneter. However, it is
inmportant to note that preventing nen-in-the-mddle is not the
primary inpetus for this nechanism Moreover, changing the "alg’
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woul d at worst result in sonme sort of bid-down attack, and at best
cause a failure in the verifier. Note that only one valid "alg’
paraneter is defined in this docunent and that thus there is
currently no weaker algorithmto which the nechani smcan be bid down.
"al g’ has been incorporated into this nechani smfor forward-
conpatibility reasons in case the current algorithmexhibits
weaknesses, and requires swift replacenment, in the future.

2. Display-Nanmes and ldentity

As a matter of interface design, SIP user agents m ght render the
di spl ay-nane portion of the From header field of a caller as the
identity of the caller; there is a significant precedent in emil
user interfaces for this practice. As such, it mght seemthat the
| ack of a signature over the display-name is a significant om ssion

However, there are several inportant senses in which a signature over
the di spl ay-nane does not prevent inpersonation. |In the first place,
a particular display-name, like "Jon Peterson", is not unique in the
worl d; many users in different adm nistrative domai ns m ght
legitimately claimthat name. Furthernore, enrollnment practices for
S| P-based services mght have a difficult time discerning the
legitimate display-nanme for a user; it is safe to assune that

i npersonators will be capable of creating SIP accounts with arbitrary
di spl ay-nanes. The sane situation prevails in email today. Note
that an inpersonator who attenpted to replay a nessage with an
ldentity header, changing only the display-nanme in the From header
field, would be detected by the other replay protection nmechani sns
described in Section 13. 1.

O course, an authentication service can enforce policies about the
di spl ay-name even if the display-nane is not signed. The exact
mechani cs for creating and operationalizing such policies is outside
the scope of this docunment. The effect of this policy would not be
to prevent inpersonation of a particular unique identifier like a SIP
URI (since display-names are not unique identifiers), but to allow a

domain to manage the clains made by its users. |If such policies are
enforced, users would not be free to claimany display-name of their
choosing. In the absence of a signature, man-in-the-m ddl e attackers

coul d conceivably alter the display-nanmes in a request with inpunity.
Note that the scope of this specification is inpersonation attacks,
however, and that a man-in-the-m ddle might also strip the Identity
and ldentity-Info headers froma nmessage

There are many environnents in which policies regarding the display-
nane aren’t feasible. Distributing bit-exact and internationalizable
di spl ay-nanes to end-users as part of the enrollnent or registration
process woul d require nmechanisns that are not explored in this
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docunent. In the absence of policy enforcement regardi ng domain
nanes, there are conceivably attacks that an adversary coul d nount
against SIP systens that rely too heavily on the display-nane in
their user interface, but this argues for intelligent interface

desi gn, not changes to the nechanisns. Relying on a non-uni que
identifier for identity would ultimately result in a weak nechani sm

3. Securing the Connection to the Authentication Service

The assurance provided by this nechanismis strongest when a user
agent forns a direct connection, preferably one secured by TLS, to an
i ntermedi ary-based authentication service. The reasons for this are
t wof ol d:

If a user does not receive a certificate fromthe authentication
service over this TLS connection that corresponds to the expected
domai n (especially when the user receives a challenge via a
mechani sm such as Digest), then it is possible that a rogue server
is attenpting to pose as an authentication service for a domain
that it does not control, possibly in an attenpt to collect shared
secrets for that domain.

Wthout TLS, the various header field values and the body of the
request will not have integrity protecti on when the request
arrives at an authentication service. Accordingly, a prior
legitimate or illegitimte intermediary could nodify the nessage
arbitrarily.

O these two concerns, the first is nmost material to the intended
scope of this nechanism This mechanismis intended to prevent

i npersonation attacks, not man-in-the-m ddl e attacks; integrity over
the header and bodies is provided by this nechanismonly to prevent
replay attacks. However, it is possible that applications relying on
the presence of the lIdentity header could | everage this integrity
protection, especially body integrity, for services other than replay
protection.

Accordingly, direct TLS connections SHOULD be used between the UAC
and the authentication service whenever possible. The opportunistic
nature of this nechanism however, nakes it very difficult to
constrai n UAC behavi or, and noreover there will be sone depl oynent
architectures where a direct connection is sinply infeasible and the
UAC cannot act as an authentication service itself. Accordingly,
when a direct connection and TLS are not possible, a UAC shoul d use
the SIPS mechanism Digest "auth-int’ for body integrity, or both
when it can. The ultimate decision to add an ldentity header to a
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request lies with the authentication service, of course; donmain
policy nust identify those cases where the UAC s security association
with the authentication service is too weak.

4. Domai n Names and Subordi nation

When a verifier processes a request containing an Identity-Info
header, it must conpare the domain portion of the URI in the From
header field of the request with the domain nanme that is the subject
of the certificate acquired fromthe Identity-Info header. Wiile it
m ght seemthat this should be a straightforward process, it is
conmplicated by two deploynent realities. |In the first place,
certificates have varying ways of describing their subjects, and may
i ndeed have nultiple subjects, especially in 'virtual hosting cases
where nul tiple domai ns are managed by a single application

Secondl y, sone SIP services nay del egate SIP functions to a

subordi nate domain and utilize the procedures in RFC 3263 [4] that

al |l ow requests for, say, 'exanple.com to be routed to
"sip.exanmple.conmi. As a result, a user with the AoR
"sip:jon@xanpl e.comi may process its requests through a host |ike
"sip.exanmple.conmi, and it may be that latter host that acts as an
aut henti cati on servi ce.

To neet the second of these problens, a domain that depl oys an

aut henti cation service on a subordinate host MJUST be willing to
supply that host with the private keying material associated with a
certificate whose subject is a domain nane that corresponds to the
dommi n portion of the AoRs that the domain distributes to users.
Note that this corresponds to the conparable case of routing inbound
SIP requests to a domain. Wen the NAPTR and SRV procedures of RFC
3263 are used to direct requests to a donain name other than the
domain in the original Request-URl (e.g., for 'sip:jon@xanple.com,
the correspondi ng SRV records point to the service
"sipl.exanple.org’), the client expects that the certificate passed
back in any TLS exchange with that host will correspond exactly with
the domain of the original Request-URI, not the domain nane of the
host. Consequently, in order to make inbound routing to such SIP
services work, a domain administrator nust simlarly be willing to
share the domain’s private key with the service. This design

deci sion was made to conpensate for the insecurity of the DNS, and it
makes certain potential approaches to DNS-based 'virtual hosting
unsecurable for SIP in environments where domain adm nistrators are
unwi I ling to share keys with hosting services.

A verifier MJIST eval uate the correspondence between the user’s
identity and the signing certificate by follow ng the procedures
defined in RFC 2818 [11], Section 3.1. Wile RFC 2818 deals with the
use of HITP in TLS, the procedures described are applicable to
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verifying identity if one substitutes the "hostname of the server" in
HTTP for the domain portion of the user’s identity in the From header
field of a SIP request with an Identity header

Because the donmmin certificates that can be used by authentication
services need to assert only the hostnane of the authentication
service, existing certificate authorities can provide adequate
certificates for this nechanism However, not all proxy servers and
user agents will be able to support the root certificates of all
certificate authorities, and noreover there are sone significant
differences in the policies by which certificate authorities issue
their certificates. This docunent makes no recomendations for the
usage of particular certificate authorities, nor does it describe any
particular policies that certificate authorities should follow, but
it is anticipated that operational experience will create de facto
standards for authentication services. Sone federations of service
providers, for exanple, might only trust certificates that have been
provided by a certificate authority operated by the federation. It
is strongly RECOMMENDED t hat sel f-signed domain certificates should
not be trusted by verifiers, unless sone previous key exchange has
justified such trust.

For further information on certificate security and practices, see
RFC 3280 [9]. The Security Considerations of RFC 3280 are applicable
to this docunent.

5. Authorization and Transitional Strategies

Utimately, the worth of an assurance provided by an ldentity header
is limted by the security practices of the domain that issues the
assurance. Relying on an ldentity header generated by a renote

adm ni strative domain assunmes that the issuing domain used its

adm nistrative practices to authenticate its users. However, it is
possi bl e that sone domamins will inplenent policies that effectively
make users unaccountable (e.g., ones that accept unauthenticated
registrations fromarbitrary users). The value of an ldentity header
fromsuch domains is questionable. While there is no magic way for a
verifier to distinguish "good" from "bad" domai ns by inspecting a SIP
request, it is expected that further work in authorization practices
could be built on top of this identity solution; wthout such an
identity solution, many prom sing approaches to authorization policy
are inpossible. That nuch said, it is RECOVWENDED t hat

aut henti cation services based on proxy servers enploy strong

aut henti cation practices such as token-based identifiers.

One cannot expect the Identity and Identity-Info headers to be
supported by every SIP entity overnight. This |leaves the verifier in
a conprom sing position; when it receives a request froma given SIP
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user, how can it know whether or not the sender’s domain supports
ldentity? 1In the absence of ubiquitous support for identity, some
transitional strategies are necessary.

A verifier could renenber when it receives a request froma donain
that uses ldentity, and in the future, view nessages received from
that domain without Identity headers with skepticism

A verifier could query the domain through sone sort of call back
systemto determ ne whether or not it is running an authentication
service. There are a nunber of potential ways in which this could
be inpl emented; use of the SIP OPTIONS nethod is one possibility.
This is left as a subject for future work.

In the long term sonme sort of identity mechanism either the one
docunented in this specification or a successor, mnust becone

mandat ory-to-use for the SIP protocol; that is the only way to
guarantee that this protection can always be expected by verifiers.

Finally, it is worth noting that the presence or absence of the
Identity headers cannot be the sole factor in making an authorization
decision. Perm ssions mght be granted to a nessage on the basis of
the specific verified lIdentity or really on any other aspect of a SIP
request. Authorization policies are outside the scope of this
specification, but this specification advises any future

aut hori zati on work not to assune that nessages with valid lIdentity
headers are al ways good.

| ANA Consi der ati ons

Thi s docunent requests changes to the header and response-code sub-
registries of the SIP parameters | ANA registry, and requests the
creation of two new registries for parameters for the Ildentity-Info
header .

1. Header Field Nanes

Thi s docunent specifies two new SIP headers: ldentity and ldentity-
Info. Their syntax is given in Section 9. These headers are defined
by the followi ng information, which has been added to the header
sub-regi stry under http://ww.iana. org/assi gnments/sip-paraneters

Header Nane: ldentity
Conmpact Form vy

Header Nane: ldentity-Info
Conpact Form n
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2. 428 'Use ldentity Header’ Response Code

Thi s docunent registers a new SIP response code, which is described
in Section 6. It is sent when a verifier receives a SIP request that
| acks an Identity header in order to indicate that the request should
be re-sent with an lIdentity header. This response code is defined by
the follow ng information, which has been added to the nethod and
response- code sub-registry under

http://wwv. i ana. or g/ assi gnnent s/ si p- par anet er s.

Response Code Nunber: 428
Def ault Reason Phrase: Use ldentity Header

3. 436 'Bad ldentity-Info' Response Code

Thi s docunent registers a new SIP response code, which is described
in Section 6. It is used when the Identity-Info header contains a
URI that cannot be dereferenced by the verifier (either the UR
schene is unsupported by the verifier, or the resource designated by
the URI is otherw se unavailable). This response code is defined by
the follow ng information, which has been added to the nethod and
response- code sub-registry under

http://ww. i ana. or g/ assi gnnent s/ si p- par anet ers.

Response Code Nunber: 436
Def ault Reason Phrase: Bad ldentity-Info

4. 437 ' Unsupported Certificate’ Response Code

Thi s docunent registers a new SIP response code, which is described
in Section 6. It is used when the verifier cannot validate the
certificate referenced by the URI of the ldentity-Info header,
because, for exanple, the certificate is self-signed, or signed by a
root certificate authority for whomthe verifier does not possess a
root certificate. This response code is defined by the follow ng

i nformati on, which has been added to the nethod and response-code
sub-regi stry under http://ww.iana. org/assi gnments/si p-paraneters.

Response Code Nunber: 437
Def ault Reason Phrase: Unsupported Certificate
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5. 438 'Invalid Identity Header’ Response Code

Thi s docunent registers a new SIP response code, which is described
in Section 6. It is used when the verifier receives a nessage with
an ldentity signature that does not correspond to the digest-string
calculated by the verifier. This response code is defined by the
followi ng information, which has been added to the nethod and
response- code sub-registry under

http://wwv. i ana. or g/ assi gnnent s/ si p- par anet er s.

Response Code Nunber: 438
Def ault Reason Phrase: Invalid Identity Header

6. ldentity-Info Paraneters

The 1 ANA has created a new registry for Identity-I1nfo headers. This
registry is to be prepopulated with a single entry for a paraneter
called "alg', which describes the algorithmused to create the
signature that appears in the Identity header. Registry entries nust
contain the nane of the parameter and the specification in which the
paraneter is defined. New paranmeters for the Identity-I1nfo header
may be defined only in Standards Track RFCs.

7. ldentity-Info Al gorithm Parameter Val ues

The |1 ANA has created a new registry for Identity-Info 'alg paraneter
values. This registry is to be prepopulated with a single entry for
a value called "rsa-shal’, which describes the algorithmused to
create the signature that appears in the ldentity header. Registry
entries nmust contain the nane of the 'alg paraneter value and the
specification in which the value is described. New values for the
"al g’ paraneter may be defined only in Standards Track RFCs.
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Appendi x B. Bit-Exact Archive of Exanples of Messages

The followi ng text block is an encoded, gzip-conpressed TAR archive
of files that represent the transformations performed on the exanpl es
of messages discussed in Section 10. It includes for each exanpl e:

o (foo).nessage: the original message

o (foo).canonical: the canonical string constructed fromthat
nmessage

o0 (foo).shal: the SHAl hash of the canonical string (hexadeci mal)

o0 (foo).signed: the RSA-signed SHAL hash of the canonical string
(bi nary)

o (foo).signed.enc: the base64 encodi ng of the RSA-signed SHAl hash
of the canonical string as it would appear in the request

o (foo).identity: the original nessage with the lIdentity and
ldentity-1nfo headers added

Also included in the archive are two public key/certificate pairs,
for atlanta.exanple.comand bil oxi.exanple.org, respectively,
i ncl udi ng:

0o (foo).cer: the certificate of the domain

o (foo).privkey: the private key of the domain

o (foo).pubkey: the public key of the dommin, extracted fromthe
cert file for convenience

To recover the conpressed archive file intact, the text of this

docunent may be passed as input to the follow ng Perl script (the
out put should be redirected to a file or piped to "tar -xzvf -").
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#! [ usr/ bi n/ perl
use strict;
ny $bdata = "";
use M ME: . Baseb64,
while(<>) {
if (/-- BEG N MESSAGE ARCHIVE --/ .. /-- END MESSAGE ARCHI VE --/) {
if ( mMMs*[MNs]+Hs*$/) {
$bdata = $bdata . $_;
}

}
}
print decode_base64($bdat a);

Al ternatively, the base-64 encoded bl ock can be edited by hand to
renove docunent structure lines and fed as input to any base-64
decoding utility.

B.1. Encoded Reference Files

-- BEG N MESSAGE ARCHI VE - -

H4s| CFf az0QCA25] d21 kZWs0LnRhcgDsWus5NhZ7gUSwgi F2CAhFi ki | GhFt 992
+U46i t +u8gPK5UCOWPI Vf j / KdpXt omEDCxaAhFggl SE2WSHCI ol Fi 0QQC8gqAhRA
QQTY8JJAbMyA YTv7b7TO9PTOXN +ngS3F8qVd3j Y/ uc85// +87/ nXOLol v9oG B
B2/ Pl Ai DSBwf v1GERI nx GBEwAh6/ 37UHM QRKI | j Cl 4+gGCUCKt P8BAd3YKender J
S5EFSBWML.QN2Xxmp5Q& bl gXqUPT | f f BdZcet / p82conUeeOHIsf sf hi ACwWL7nf wQa
y+Dr a+McQGFkr | +TOPJgAt 37/ 63bo2t j eHGUTVh+bc6FOUUb/ EOpoM/nLGgyLJ06
| d3NGTocPxyt MAF6j NJYpDgl oXVLoDl nr +pNx+07zt Z1ke8W nXhFUC USGGEL.Z6I

OBYNBT3POUsnLGy DI QGEI BXFE6+y Pec SSvPykuV4ATPB5ne9x NEGBKx QVXnk3cqgn
/ TaK3C3T7A08cRGokyJPUznr V7k5pHK7i 5bQyCanmbNc DLx UrHIz MD2s| 8FGa+W&

B&GbGe5nHaf vFNKSN0dnTENLnmFOngt 3EK3OxQVdi uMz Zr NChPx NOF37Wr w4 L s L
OQAOMpeqt 7RTKTr DX1Czt ZgezbMrr LI vQeBnhW WOV5qDZEdVahLZTo8Wj00Z0L4X
FgkgMhY4pNBdU53sHWI al X5Tj qHO+JKYXAXmegSl 7HON3RVHI ngr | GAUI zCph4
Ghs dHGDWET+WCOESuDt wx XKNvneGYr W @eWhaTEJ XbOLXb6Tr gd2DS0ZZscLWr6B
au3aM8HZKAGEW)zN2oRTuBaGd vLXA+aZKh8kDBYyJj 7bHWREXg] M| gFQ x Pyx
b3eUc3EEH6I Ept uYL1zFRCpr 22r PXuj Fs9EPXx0s+067pbhzRa/ e vEZX+wj t 1hH
gKpDHdvdXJA5er 1Y22t RXXed+KwyxzFadFt ZyWLst 4E7V7ROMARgwSCnx6nc Xb/ Z
5zt dUOTX34dX3Ck8cydPc76+a5uO4XLTM 9@QBi | wbIBA oNbUahd50OK7FnQu637t

L/ cQdl SHel 5t RVj h84Jf hl 7pDf V2zZyPeEVs3D3t 8XoKAVzDo3YAad6sp4r 8nCUb
UmkUUMALYI Ri S848gHAM*NZNc QF78RI Y2I k6qq6DnFC30Q4B2JaLG2WrkcZ2uVx7
ezqGS4vgngA30c5r 3Ksl 8CDevsvt Ff 6vevi cBsMi8) +ME+Q / OPj AnCsT5AQes/ /

d8z/ a4Cer NZzedz+i czvXgwBt vr | +7TMhDg3Wgl MK9nl Kt 3a0z2RHGE C@Bj M ub
akAY2zocFupKgghFgbyFoS8BZx 7Yl 3nZXDZt 5ZwYcj 5keznj EwY/ YCO4r k+l FQc+
26nK7GYb+r hvi UDaVKy2X5DZUv QACd8Ve YQUL OF J6Qx VKt CWDDak DRBDOh3c | k3h
F7t 0Gs5wWBFI dupDkx U1 TXS7dnKNLngFunFWENmhb8AJHOont 08VC23Jt j 1C0A9sn
ZNMFvABKMp8s6FYZkbj 7RdcoudzWrdsCg+3SnT VI vq9i qJOxal ul+6ho406UU2vF
ohHFINVUDOr 4sEl xeKOO6nJKHFZhcl xelLK4DpvUgSdSqGl+eer x35ELXr Pf F5gzq
BWs4j oD2qSUehFTp8aXsr empOnt Lxp+t nVMFALaFWhZHg6HWOr | ohz2unbKzZc V4
QUcNh4BdCIHZV8i kckSn5VWwB3nei ONKavbQ@ S4M ANopl a@n67JbM.Q@XSPunmal
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OD9i BLYPi yDOj udXR4en9xuHQJIHM DGp6Vsj yyBvTESSDM JM y65T2PDt kJqadGz
Va/ KPcj RF8i 38qUyt Vhdnr EUb1r gHDnx 71 Fy Gd+2RC1FCYWFOVEr f KOBoynKyceF
n8Q7oyf slegMEFsqJwloCOf hmaoQNCmll uer LmeSox20+g1i dnmdZA7zKol VXLM/KY
TpCp3Kwzl SHYhj pnBCGHXZEp1Cnl | Onal ZdxHPxt UDLsSEFI NG qGBRCgY9CCd97w
Ypu4H Y8Kyus6wBZ3LI b0t NXx2XnmpGdd9EwgPv1VI B8Dgvdbr 2S4dNVBNZVi r Lp
QbgshOMSKI646r eXl 3K8NKSLaHLINnI r RQAVt sbWRvi DVDwyr TzD+n9y PG 7f hP8|

5kQ3+!1 / AN/ k/ gZHYPf 7f M 6vLEaZs++Ff vGg0pDl Gkf Rmrlsj 2PLX6R5NY6JGecywT
6x90CcDr O0G UgLwok74qJQAVIYT303M3f 6e3b958272cdvQ 55s/ 6DvEF / QoBr

/ YeAi f v4/ yToP3DCsnQyf ZP+s32j / mOO6Tp3ub75uf 6 TLi pXpDDHSDWhp7VCzve
sGxr nf DUMEEET gvpr j N2eda4aFS9Pz VXGA2LmISsmvSgc TQyf gYt K6/ LkCsy4D2F
NnX15k4AAnBp+k9Y/ FxD2LOBs+nMgph+o/ YgXev+u9pM 746BZ4Eot J7YZ0qunQHX
ZJIni 8v5BAWAX] KITnf hLmMWRYMzI XYbFj | 5) Fzl nZwl ZZROgnoAGoi 39e6ENYEK
Hs QOUyJ7unmXRkl / i +LGOLxE6zD3bkFOqoJYZr S3Mb5bYj j Sc16clj wABj Z3Thgw
El Hu51Myj r uBLi hkPUn BWTDKJj JOMyZLpQpj MWGA0iI 2HhaHDt NTc HO8ZDp ASGdm
Vh2T7DzUC/ SI NoE6epSnaVW JNGP360T2b+QcHe OFULeg/ XSt YOQGp Fdc 6+EM: DBK
f Xvi BR7sukN3I x1 | j BR2f kmi Uvl F3SHaEQu9Kng98MINO5PChPMBS20E91 U2zr bV
NVXduLbr RP35f Lnivf YCXdZ9nr HG +yzi 5y5+n7Cl sSCNRABx9010TYG r G vMyJcP
P/ XeqHOx| MszduZuT2l 2gEqFt sYT9j 4suzz3WwHhFkxa4eVAATDkcIJNOTub7Obi

I 4xi VWww3PVTr TbOF53084Q bcl 16 TBnsXHb33UWh260CVoj gnBJk 1l LYPuAk DTk f

L8mhkBJ2i WCpi C5OB8Sc QXFWUTVJ470+sYS6nRFWKbHTI f aBWTGDU7PBxRN5hs vh
97r Pvb3K/ 29B/ nne/ kG t/ wPl +NaYFz/ 49j 9/ s8nR/ 8Jb/ Uf Fi xdZgqes1VXSpDV9
3Cxj cUVb/ RwFc6SNybj HPOF | mvRI20KeEoQ6(Bb58as pcMB6u350UQOEGHRULYS
EcOuDz! | kqqz2qg6t xQOdKTuL4xNyul&AOXt A951 CEEI NTI mB7Gqdqr HOTG/j hdy X
vs2yPshFr EmJ1dTrmy mAnDf | xuQH pgj qedi / pP8syEM zON nCabMim j bhs| wivil
Cpj qVwY78D7TH gcWSUkgFOuQRaDK2/ pxB6UAoUR+r 3i qCEHI Q@ nogxSveX05ukQ
6j t 7c TWPEr Qui Hg7BWMI2xUs1cl UhPOx TuOr gannADguEKwdDeu1 GNJz 6bx Xb Ovy
nFKywH79aS7J12Zbl Up4WyQ7+LM f SDoESpOl oF6AK5LsNr yOnNhebXZ9uj cPA
uPDMZJ cd2ws QA TNr BLs My4WAaO7eoGhKZSo6CB4d5m HLi QZKDj KXf KzmXW / z Br

o/ 1 xNzemOTZbgzDar nnDbgXj 4G xs YVSALxHnVSTeSqZFpqCKi DOet uj 2BWV5Yuz
79UCogl CNggzaEh+1 UyD1Y2YI gak3k TDf naKW2XV7j kvYzcRLOvAkdal 30L3Z0t A
bEmMp3VOgKM Qs npJcxDMityt nzEcHh7W oBlyz TsNZhf JCYJ1Ap3SS+ACIj 3MVGEnG
Rp0y1Z0s25ebO0T47nU8k SB8RD/ UuR8cWEddFYbKR2F0op5BLI 2j aLdE8BiI gUVLYb
E/ b8eGdXCeNI3MLI 51WYCs D35/ we EMbQ yUnKc Cq66gTedl e GQW29C0I QNgt UB9
ZL7Yy71YZETcymuNFI NLRKOMGUr 3Y50sBHZ9bhaYVl YvEewnVWNGBF 8/ f vnnVON/

yBvOB8Wje/ z/ j t B/ Xk8JwOs44aNSAvAGTVI ol ACBI hPu9Z9X4n8l Hnt OURax52R3
G /] AvD5+S8MkbGh9IRBK38f / nVgTV1du6X7+OF wHv ZNXW C4r MOn15eclLPaCz9/ u
Ddxe9cr 8qTPDXMp i YAgRt x+i gDWhNnxT8309DMIBJ4I1 gTt BRkdPYOMpg5we CKq
5t On9wnXJzn+b37F7cdM 2/ M 2AUe3H+E7vZ/ Oeg+/ 2f O7TExZi cvAr 3yUPTxBOT7
xJi vQOQx9BCWY+f g9i / QVI Wi TI 2/ Hi OPsXf ¢2i nB6MFi kTM Quni f wGHMORnf 6R
UNadU/ vN1YQc S4S6zK8mrAd OPvt 6/ PncO60TPNEl b4Z7h4e AWSN6OH GPr vnt ¢ DO
7LaxVTMJgkk SewhwTht c TT4UnmB4Cr JNI j +bc1leR XBsvG@vHxavl c3h4C8+chcj X5
dHPGWOECPI YGXKr t aj v8f EShNnNaezb(kRj ewoX+al W j Yo5e29GaTS1i H 2326
uZQPgckLCyzSJI5f 2TCoCO+RK10bj 1szDVeccKi cPn6sDPUZ80Bg2BB40r EX4NLs9h
20HKCf eaef XSwer VeRnCp23h Xy RXJPMLsc4opr Ai 6XSw126Fw2gBdl B4sJonn37R
pOf z4j COBnej t q2akKxB81Sf v2SX63Dt OFj 6pG+dREznwOESI 0Y6PeaQERIhGV5NX
607RITsM / OgaZwwuOP9Pwh7cf 57hH7i 5vw3gd/ j / z3+f yz4/ 1CGh/ Xs SWW6EK/ 2sk
f wveFP8QyRxn1 9hY43r +Ef g+/ OF d2KGRMM 9VLu/ 5knkwivbl yj UP6A4j Pul 5wf U
GEwdj sEocX2ghnQdGvbgA3bP8N9II 8R+HReDf ef wj 7/ 7/ HOZCOPHs/ A95H/ 93YV/ 6
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POb7Veqgnf 3f 9WB/ 5n9/ 42+/ 75f | 659/ 4f 3X4+p/ Ow0/ 8wt 8Mv/ 97f / j X/ zt 88St f
+/ Lj v/ unb379+0OvZvw3aN 7j n59+6vt / Q7rn6sU3/ RS360T/ 5¢cS+a/ 8pXGLL7gy+R
eY1dET/ 8ga/ +8QQW / Hl P6r/ 9DNf +J9f +8W / c3f / vs/ z4p/ Eb8Q PePf u2Xf us3
r B/ 59381f vl f HO5+Xr 6PWE9c/ DBOCu9u4/ +F/ nt 9BOBGE yXuz/ / dj f 77bYoYwLcr
XADf i | hxv+B4a/ Ef F+edf Tt bQGHKf xy6Pv+D4Si Mos TN+V9yz Anud/ 904v9DN3k +
ZHf of f s/ 6JgQANRKr t | zZ84N2gdAr CLnTC0Jt doDf r DU/ PT8bsu3xi NUFN/ 3875/ Pa
NBi H8Yt 6CBSO0Q2SDYc YEKSI 9k 75Nnkm7ebWle2W.nB646Jp2q7Ft U2bt g496EGe
KMyud4sH5a4dN8Ncc CMLYP6 AMacv+Bg/ e INMUZi mirdl v XyWkx4/ s5pQON5SXPk/ d9
nr cl aSuHr BhbaKb6cH UHOYXWe8SBKK1CTFVTWSpDDAGN Z1vATeRvaWPWhbFI h
nsy QrKNYnmhz38Sa7yG+ck Gy5vJIKSl F5E8v0ev8nmg3bwHPCTYqvInVEANS/ / p+Z+m
f 9qgCMW qv/ +k4f nf Ei qCIbcJf VPnuyR/ 9XS0YxBor SR4j TK/ zWwKUl fj Uf t | EvW
a4qqzKsSEOpyvr f 629Ubi r 6awi gcGnVENPOI i Z5w r 4ezj Ni gr/ 1 Z9I Bl 2e06PU5
Br 1 Ti Ung5p5yxcs OMKUKXv OLE7kHEhQBDbt U0/ Ek4+p4NDnGZ7zh0Fi JvpETIXKF
hKx61 s6AXxi cGmyUJnmvxj XnDTk+qzBSuZivkq0aUKTsz| E6WhdMBFBKk USXZLCPT2I
8U HKOT1ubOBsqt nREzw 5G436 Tk Sgkxz YVKkxr 9bYbTDCFT/ r 0y 9y shXUr Rhl xRF
QDspr xn2SY0q2/ NYCr MAnk DA06GZ/ t +MCghh/ 4/ MVf 2Pvv7DDVE/ wP8Pg/ +Dy QEH
yP+bUQE23P+JqDy zf xpZ9P5f eww8vwXo/ d/ W Cecj aRZhGNaZq04Lt GUj CPI wkUQ
kr UXm 1xEst | UQrbOVD/ | dN/ Eyr APf Z/ Ff 2z+v5P7RDO3wpi t +2TyoevQut i sv3j
fJz48elpxN3xs+1l 74vpOBIMkqur nY/ Xnl xeLFx702I cl j vur Z8ods/ MHQ evPD+
bbBr +dR5amN25Xt f | V+/ f CLPbs62/ f O+OD7yqzx9Ezqbt f Lk4GznxZur p+JHZ0+
71 5+t Pr8vtj 20f Xr 0sLKnHgr gMbDAVIOH/ f / bCnCP/ Z+uf zOnBPyf hf Vf S9hvJkXs
NAdci /1 Z7gt k GAAAAAAAAAAAAAAAAAAAAAAAAAABAPXADY+Bf EQB4AAA=

-- END MESSAGE ARCHI VE - -
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Appendi x C. Oiginal Requirenents

The followi ng requirenments were crafted throughout the devel opment of
the nmechani sm described in this document. They are preserved here

for

(0]

hi storical reasons.

The nechani sm nust allow a UAC or a proxy server to provide a
strong cryptographic identity assurance in a request that can be
verified by a proxy server or UAS

User agents that receive identity assurances nust be able to
val i date these assurances wi thout perfornm ng any network | ookup
User agents that hold certificates on behalf of their user nust be
capabl e of adding this identity assurance to requests.

Proxy servers that hold certificates on behalf of their domain
must be capable of adding this identity assurance to requests; a
UAC is not required to support this nechanismin order for an
identity assurance to be added to a request in this fashion

The nechani sm nust prevent replay of the identity assurance by an
att acker.

In order to provide full replay protection, the mechani sm nust be
capabl e of protecting the integrity of SIP nessage bodies (to
ensure that nmedia offers and answers are linked to the signaling
identity).

It must be possible for a user to have multiple AoRs (i.e.,
accounts or aliases) that it is authorized to use within a
domai n, and for the UAC to assert one identity while
authenticating itself as another, related, identity, as pernmtted
by the local policy of the donmin.

Pet erson & Jenni ngs St andards Track [ Page 38]



RFC 4474

SIP Identity August 2006

Ref er ences

Nor mat i ve Ref erences

[1]

[2]

[3]

[4]

[5]

[ 6]

[7]

[8]

[9]

[10]

[11]

I nformati

[12]

[13]

Pet er son

Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston, A,
Peterson, J., Sparks, R, Handley, M, and E. Schooler, "SIP:
Session Initiation Protocol", RFC 3261, June 2002.

Bradner, S., "Key words for use in RFCs to Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

Peterson, J., "A Privacy Mechanismfor the Session Initiation
Protocol (SIP)", RFC 3323, Novenber 2002.

Rosenberg, J. and H. Schul zrinne, "Session Initiation Protocol
(SIP): Locating SIP Servers", RFC 3263, June 2002.

Peterson, J., "Session Initiation Protocol (SIP) Authenticated
Identity Body (AIB) Format", RFC 3893, Septenber 2004.

Crocker, D. and P. Overell, "Augnmented BNF for Syntax
Speci fications: ABNF', RFC 4234, Cctober 2005.

Housl ey, R, "Cryptographic Message Syntax (CMS) Al gorithns",
RFC 3370, August 2002.

Josefsson, S., "The Basel6, Base32, and Base64 Data Encodi ngs",
RFC 3548, July 2003.

Housley, R, Polk, W, Ford, W, and D. Solo, "Internet X 509
Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile", RFC 3280, April 2002.

Housl ey, R and P. Hoffrman, "Internet X 509 Public Key
Infrastructure Operational Protocols: FTP and HTTP', RFC 2585,
May 1999.

Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000.

ve References

Jennings, C., Peterson, J., and M Watson, "Private Extensions
to the Session Initiation Protocol (SIP) for Asserted ldentity
within Trusted Networks", RFC 3325, Novenber 2002.

Schul zrinne, H, "The tel UR for Tel ephone Nunbers", RFC 3966,
Decenber 2004.

& Jenni ngs St andards Track [ Page 39]



RFC 4474

[14]

[15]

[ 16]

Aut hor s’

SIP Identity August 2006

Faltstrom P. and M Mealling, "The E. 164 to Uni form Resource
Identifiers (URI) Dynamic Del egation Discovery System (DDDS)
Application (ENUM", RFC 3761, April 2004.

Peterson, J., "Retargeting and Security in SIP:. A Framework and
Requi renments", Wirk in Progress, February 2005.

Sparks, R, Ed., Hawylyshen, A., Johnston, A, Rosenberg, J.,
and H Schul zrinne, "Session Initiation Protocol (SIP) Torture
Test Messages, RFC 4475, May 2006.

Addr esses

Jon Pet erson
NeuSt ar, Inc.
1800 Sutter St

Suite

570

Concord, CA 94520

us

Phone:
EMui | :

URI :

+1 925/ 363-8720
j on. peterson@eustar. bi z
http://ww. neust ar. bi z/

Cul I en Jenni ngs

Ci sco

Syst ens

170 West Tasman Drive
MS: SJC-21/2
San Jose, CA 95134

USA

Phone:
EMui | :

Pet er son

+1 408 902- 3341
fluffy@isco.com

& Jenni ngs St andards Track [ Page 40]



RFC 4474 SIP Identity August 2006

Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).
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