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Abst ract

Over the years, many docunents from | MAPEXT and LEMONADE wor ki ng
groups, as well as nmany individual docurments, have added syntactic
ext ensi ons to many base | MAP commands described in RFC 3501. For
ease of reference, this docunent collects nost of such ABNF changes
in one place.

Thi s docunent al so suggests a set of standard patterns for adding
options and extensions to several existing | MAP commands defined in
RFC 3501. The patterns provide for conpatibility between existing
and future extensions.

Thi s document updates ABNF in RFCs 2088, 2342, 3501, 3502, and 3516

It also includes part of the errata to RFC 3501. This docunent
doesn’t specify any senmantic changes to the |listed RFCs.
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1. Introduction

1.1. Purpose of This Docunent
Thi s docunent serves several purposes

1. rationalize and generalize ABNF for sone existing | MAP
ext ensi ons;

2. collect the ABNF in one place in order to mninize cross
ref erences between docunents;

3. define building blocks for future extensions so that they can
be used together in a conpatible way.

It is expected that a future revision of this docunment will be
incorporated into a revision of RFC 3501

Thi s document updates ABNF in RFCs 2088, 2342, 3501, 3502, and 3516
It also includes part of the errata to RFC 3501. This docunent
doesn’t specify any semantic changes to the |listed RFCs.

The ABNF in section 6 of RFC 2342 got rewitten to conformto the
ABNF syntax as defined in RFC 4234 and to reference new non-term nals
fromRFC 3501. It was also restructured to allow for better
readability. There were no changes "on the wire".

Section 2 extends ABNF for SELECT, EXAM NE, CREATE, RENAME, FETCH U D

FETCH, STORE/ U D STORE, SEARCH, and APPEND commands in a consi stent
manner. Extensions to all the commands but APPEND have the sane

Mel ni kov & Daboo St andards Track [ Page 2]



RFC 4466 Col | ected Extensions to | MAP4 ABNF April 2006

structure. Extensibility for the APPEND command was done slightly
differently in order to preserve backward conpatibility with existing
ext ensi ons.

Section 2 also defines a new ESEARCH response, whose purpose is to
define a better version of the SEARCH response defined in RFC 3501

Section 3 defines the collected ABNF that replaces pieces of ABNF in
the aforementi oned RFCs. The coll ected ABNF got generalized to allow
for easier future extensibility.

1.2. Conventions Used in This Docunent

In examples, "C:" and "S:" indicate |lines sent by the client and
server, respectively.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MNAY'
in this docunent are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirenent Levels" [KEYWORDS] .

2. | MAP ABNF Ext ensi ons

This section is not normative. It provides sone background on the
i ntended use of different extensions and it gives sone gui dance about
how future extensions should extend the descri bed conmands.

2.1. Optional Paraneters with the SELECT/ EXAM NE Commrands

Thi s docunent adds the ability to include one or nore paraneters with
the | MAP SELECT (section 6.3.1 of [IMAP4]) or EXAM NE (section 6.3.2
of [I MAP4]) conmands, to turn on or off certain standard behaviors,
or to add new optional behaviors required for a particul ar extension

There are two possi bl e nodes of operation

o A global state change where a single use of the optional paraneter
will affect the session state fromthat tine on, irrespective of
subsequent SELECT/ EXAM NE commands

0 A per-numilbox state change that will affect the session only for
the duration of the new selected state. A subsequent
SELECT/ EXAM NE wi t hout the optional paranmeter will cancel its
effect for the newy sel ected nail box.

Optional parameters to the SELECT or EXAM NE commands are added as a
parent hesi zed list of attribute/value pairs, and appear after the
mai | box name in the standard SELECT or EXAM NE command. The order of
i ndi vi dual paraneters is arbitrary. A paraneter value is optiona
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and may consist of atons, strings, or lists in a specific order. |If
the paraneter value is present, it always appears in parentheses (*).
Any paraneter not defined by extensions that the server supports nust
be rejected with a BAD response.

Exanpl e:

C. a SELECT | NBOX ( ANNOTATE)
S L.
S: a OK SELECT conplete

In the above exanmple, a single paraneter is used with the SELECT
command.

Exanpl e:
C. a EXAM NE | NBOX ( ANNOTATE RESPONSES (" U D Responses")
CONDSTORE)
S
S: a OK EXAM NE conpl ete

In the above exanple, three paranmeters are used with the EXAM NE
command. The second paraneter consists of two itens: an atom
"RESPONSES" foll owed by a quoted string.

Exanpl e:

C. a SELECT | NBOX ( BLURDYBLQOCOP)
S: a BAD Unknown paraneter in SELECT conmand

In the above exanple, a paraneter not supported by the server is
used. This results in the BAD response fromthe server.

(*) - if a paraneter has a mandatory val ue, which can al ways be
represented as a nunber or a sequence-set, the paraneter val ue does
not need the enclosing (). See ABNF for nore details.

2.2. Extended CREATE Command

Argunents: nmil box nane
OPTI ONAL |ist of CREATE paraneters

Responses: no specific responses for this conmand

Resul t: K - create conpleted
NO - create failure: cannot create mailbox with
t hat name

BAD - argunent(s) invalid
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2. 3.

Mel

Thi s docunent adds the ability to include one or nore paraneters with
the | MAP CREATE command (see section 6.3.3 of [IMAP4]), to turn on or
of f certain standard behaviors, or to add new optional behaviors
required for a particular extension. No CREATE paraneters are
defined in this docunent.

Optional parameters to the CREATE conmand are added as a

parent hesi zed list of attribute/value pairs after the mail box nane.
The order of individual parameters is arbitrary. A paraneter value
is optional and may consist of atonms, strings, or lists in a specific
order. If the paraneter value is present, it always appears in
parent heses (*). Any paraneter not defined by extensions that the
server supports rmust be rejected with a BAD response.

(*) - if a paraneter has a mandatory val ue, which can al ways be
represented as a nunber or a sequence-set, the paraneter val ue does
not need the enclosing (). See ABNF for nore details.

Ext ended RENAME Conmand

Arguments: existing mail box name
new mai | box nane
OPTI ONAL |ist of RENAME paraneters

Responses: no specific responses for this conmand

Resul t: K - renane conpl eted
NO - renane failure: cannot rename mail box with
t hat nanme, cannot rename to mailbox with
t hat nane, etc.
BAD - argunent(s) invalid

Thi s docunent adds the ability to include one or nore paraneters wth
the | MAP RENAME comand (see section 6.3.5 of [IMAP4]), to turn on or
of f certain standard behaviors, or to add new optional behaviors
required for a particular extension. No RENAME paraneters are
defined in this docunent.

Optional parameters to the RENAVE conmand are added as a
parent hesi zed list of attribute/value pairs after the new nmil box
nane. The order of individual paraneters is arbitrary. A paraneter
val ue is optional and may consist of atons, strings, or lists in a
specific order. |If the parameter value is present, it always appears
in parentheses (*). Any paraneter not defined by extensions that the
server supports nmust be rejected with a BAD response.
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(*) - if a paraneter has a nandatory val ue, which can al ways be
represented as a nunber or a sequence-set, the paraneter val ue does
not need the enclosing (). See ABNF for nore details.

2.4. Extensions to FETCH and U D FETCH Commands

Argunments: sequence set
message data item nanes or macro
OPTI ONAL fetch nodifiers

Responses: untagged responses: FETCH

Resul t: X - fetch conpl eted
NO - fetch error: cannot fetch that data
BAD - conmmand unknown or argunents invalid

Thi s docunent extends the syntax of the FETCH and U D FETCH conmands
(see section 6.4.5 of [IMAP4]) to include optional FETCH nodifi ers.
No fetch nodifiers are defined in this docunent.

The order of individual nodifiers is arbitrary. Each nodifier is an
attribute/value pair. A nodifier value is optional and may consi st
of atons and/or strings and/or lists in a specific order. If the
nmodi fier value is present, it always appears in parentheses (*). Any
nmodi fi ers not defined by extensions that the server supports nust be
rejected with a BAD response.

(*) - if anodifier has a mandatory val ue, which can al ways be
represented as a nunber or a sequence-set, the nodifier val ue does
not need the enclosing (). See ABNF for nore details.

2.5. Ext ensions to STORE and U D STORE Commands

Argunents: nessage set
OPTI ONAL store nodifiers
message data item nane
val ue for nmessage data item

Responses: untagged responses: FETCH
Resul t: K - store conpl eted
NO - store error: cannot store that data
BAD - conmand unknown or argunents invalid
Thi s docunent extends the syntax of the STORE and U D STORE commands

(see section 6.4.6 of [IMAP4]) to include optional STORE nodifiers.
No store nodifiers are defined in this docunent.
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The order of individual nodifiers is arbitrary. Each nodifier is an
attribute/value pair. A nodifier value is optional and may consi st
of atons and/or strings and/or lists in a specific order. If the
nodi fier value is present, it always appears in parentheses (*). Any
nmodi fi ers not defined by extensions that the server supports nust be
rejected with a BAD response.

(*) - if anodifier has a mandatory val ue, which can al ways be
represented as a nunber or a sequence-set, the nodifier val ue does
not need the enclosing (). See ABNF for nore details.
2.6. Extensions to SEARCH Comrand
2.6.1. Extended SEARCH Conmand
Argunments: OPTIONAL result specifier
OPTI ONAL [ CHARSET] specification

searching criteria (one or nore)

Responses: REQUI RED unt agged response: SEARCH (*)

Resul t: K - search conpl eted
NO - search error: cannot search that [CHARSET] or
criteria

BAD - conmand unknown or argunents invalid

Thi s section updates definition of the SEARCH conmmand described in
section 6.4.4 of [|NMAP4].

The SEARCH command is extended to allow for result options. This
docunent does not define any result options.

The order of individual options is arbitrary. [Individual options may
contain parameters enclosed in parentheses (**). |[If an option has
paraneters, they consist of atons and/or strings and/or lists in a
specific order. Any options not defined by extensions that the
server supports rmust be rejected with a BAD response.

(*) - An extension to the SEARCH command nmay require another untagged
response, or no untagged response to be returned. Section 2.6.2
defines a new ESEARCH unt agged response that replaces the SEARCH

unt agged response. Note that for a given extended SEARCH command t he
SEARCH and ESEARCH responses SHOULD be nutual ly exclusive, i.e., only
one of them should be returned.

(**) - if an option has a mandatory paraneter, which can al ways be

represented as a nunber or a sequence-set, the option paraneter does
not need the enclosing (). See ABNF for nore details.
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2.6.2. ESEARCH untagged response
Cont ent s: one or nore search-return-data pairs

The ESEARCH response SHOULD be sent as a result of an extended SEARCH
or U D SEARCH comand specified in section 2.6.1.

The ESEARCH response starts with an optional search correlator. |If
it is mssing, then the response was not caused by a particul ar | MAP
command, whereas if it is present, it contains the tag of the conmand
that caused the response to be returned.

The search correlator is followed by an optional U D indicator. If
this indicator is present, all data in the ESEARCH response refers to
U Ds, otherwise all returned data refers to nessage nunbers.

The rest of the ESEARCH response contains one or nore search data
pairs. Each pair starts with unique return itemnane, followed by a
space and the correspondi ng data. Search data pairs nay be returned
in any order. Unless specified otherwi se by an extension, any return
i tem nane SHOULD appear only once in an ESEARCH response.

Exanpl e: S: * ESEARCH U D COUNT 5 ALL 4:19, 21, 28
Exanpl e: S: * ESEARCH (TAG "a567") U D COUNT 5 ALL 4:19, 21,28
Exanpl e: S: * ESEARCH COUNT 5 ALL 1:17,21

2.7. Extensions to APPEND Comrand

The | MAP BI NARY ext ensi on [ Bl NARY] extends the APPEND comrand to
allow a client to append data containing NULs by using the <literal 8>
syntax. The ABNF was rewitten to allow for easier extensibility by
| MAP extensions. This docunent hasn’'t specified any semantica
changes to the [BI NARY] extension

In addition, the non-termnal "literal 8 defined in [BINARY] got
extended to allow for non-synchronizing literals if both [BINARY] and
[ LI TERAL+] extensions are supported by the server

The | MAP MULTI APPEND ext ensi on [ MULTI APPEND] extends the APPEND
command to allow a client to append nmultiple nmessages atomically.
Thi s docunent defines a common syntax for the APPEND comrand t hat
takes into consideration syntactic extensions defined by both

[ BI NARY] and [ MULTI APPEND] ext ensi ons.
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3. Formal Syntax

The foll owi ng syntax specification uses the Augnmented Backus- Naur

Form (ABNF) notation as specified in [ ABNF].

Non-term nal s referenced but not defined bel ow are as defined by

[ 1 MAP4] .

Except as noted otherwi se, all al phabetic characters are case-
insensitive. The use of uppercase or |owercase characters to define
I mpl enent ati ons MUST

accept these strings in a case-insensitive fashion.

token strings is for editorial clarity only.

append = "APPEND"' SP mail box 1*append- nessage
;; only a single append-nmessage may appear
7, 1 f MILTI APPEND [ MULTI APPEND] capability

;; 1S not present

append- nessage

append-opts SP append-data

append- ext = append- ext - nane SP append- ext-val ue
;; This non-terminal define extensions to

;; to message netadat a.
append- ext - name = tagged- ext -1 abel

append- ext - val ue= t agged- ext -va

;7 This non-term nal shows recommended syntax

;; for future extensions.

append- dat a

append- dat a- ext t agged- ext

literal / literal 8 / append-data-ext

Thi s non-term nal shows recomrended synt ax

i.e., a mandatory [ abel

;; for future extensions,
;; by paraneters

append- opt s
;; message netadata

char set = atom/ quoted

f ol | owed

[SP flag-list] [SP date-tine] *(SP append-ext)

;; Exact syntax is defined in [ CHARSET].

create = "CREATE" SP mai | box
[ creat e- parans]

;7 Use of INBOX gives a NO error.

Mel ni kov & Daboo St andards Track
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creat e- par ans =
creat e- par am nane

creat e- param

SP "(" create-param*( SP create-param ")"
= tagged- ext -1 abe

= create-paramnane [ SP create-paramval ue]

creat e- param val ue= t agged- ext -va

esear ch-response

exam ne

fetch

fetch-nodifiers

fetch-nodifier =

f et ch- nodi f - par ans

;7 This non-term nal shows reconmended syntax
;; for future extensions.

= "ESEARCH"' [search-correlator] [SP "U D']
*(SP search-return-data)

; Note that SEARCH and ESEARCH responses

; SHOULD be mnutual | y excl usi ve,

; i.e., only one of the response types

; shoul d be

; returned as a result of a command.

"EXAM NE" SP rmmai | box [ sel ect - par ans]
;7 nmodifies the original | MAP EXAM NE command
;; to accept optional paraneters

= "FETCH' SP sequence-set SP ("ALL" / "FULL" /

"FAST" | fetch-att /

"(" fetch-att *(SP fetch-att) ")")
[fetch-nodifiers]

;7 modifies the original | MAP4 FETCH conmand to
;; accept optional nodifiers

SP "(" fetch-nmodifier *(SP fetch-nodifier) ")"
fetch-nodifier-name [ SP fetch-nodif-parans ]
= tagged- ext-va

;7 This non-term nal shows reconmended syntax
i, for future extensions.

fetch-nodifier-nanme = tagged-ext-|abe

literal 8 =

Mel ni kov & Daboo

"~{" nunber ["+"] "}" CRLF *OCTET

A string that night contain NULs.

<nunber > represents the nunmber of OCTETs

in the response string.

The "+" is only all owed when both LI TERAL+ and
Bl NARY ext ensions are supported by the server

LR
(IR
()
(N
(AN
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mai | box- dat a =/ Nanmespace- Response /
esear ch-response
Nanespace =nil / "(" 1*Nanespace-Descr ")"
Nanespace- Cormand = " NAMESPACE"
Nanespace- Descr ="(" string SP

( DQUOTE QUOTED- CHAR DQUOTE / ni l)

*(Namespace- Response- Ext ensi on) ")"

Nanespace- Response- Ext ension = SP string SP

"(" string *(SP string) ")"

Namespace- Response = "NAMESPACE" SP Nanespace

SP Nanespace SP Nanespace
This response is currently only all owed
if the | MAP server supports [ NAMESPACE] .
The first Nanmespace is the Personal Nanmespace(s)
The second Nanespace is the O her Users’ Nanespace(s)
The third Nanespace is the Shared Namespace(s)

rename = "RENAME" SP nmi | box SP mai |l box
[ renane- par ans]
;; Use of INBOX as a destination gives
;; a NO error, unless renamne-parans
7, 1S not enpty.
r enane- par ans = SP "(" rename-param *( SP renane-paranm ")"
r enane- par am = rename- param nane [ SP renane- param val ue]
renane- param nane = tagged-ext-| abel
r enane- par am val ue= t agged- ext - val
;7 This non-term nal shows reconmended syntax
;; for future extensions.
response-dat a = "*" SP response-payl oad CRLF

response- payl oad= resp-cond-state / resp-cond-hbye /

sear ch

sear ch-

mai | box-data / nessage-data / capability-data

= "SEARCH' [search-return-opts]
SP sear ch- program

correlator = SP "(" "TAG' SP tag-string ")"

2006
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sear ch-

sear ch-

sear ch-

sear ch-

sear ch-

sear ch-

sear ch-

sel ect

sel ect -

sel ect -

sel ect -

sel ect -

st at us-
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["CHARSET" SP charset SP]

search-key *(SP search-key)

;; CHARSET argunent to SEARCH MJST be
;; registered with | ANA

pr ogr am

sear ch-nodi fi er-nane SP search-return-val ue
;; Note that not every SEARCH return option
;; is required to have the correspondi ng

;; ESEARCH return data.

return-data

SP "RETURN' SP " (" [search-return-opt
*(SP search-return-opt)] ")"

return-opts

return-opt = search-nodifier-name [SP search-nod- parans]

return-val ue = tagged-ext-va

;; Data for the returned search option
A single "nz-nunber"/"nunmber" val ue
can be returned as an atom (i.e., without
quoting). A sequence-set can be returned
;; as an atomas wel | .

(AN
()
LR
(IR

nodi fi er-nanme = tagged- ext-| abe

nmod- paranms = t agged- ext -va
;7 This non-term nal shows reconmended syntax
;; for future extensions.

"SELECT" SP mai |l box [sel ect-parans]
;7 nmodifies the original | MAP SELECT conmand to
;; accept optional paraneters

par ans = SP "(" select-param*(SP sel ect-param) ")"

param = sel ect - param nane [ SP sel ect - param val ue]
;; a paranmeter to SELECT may contain one or
;; nmore atonms and/or strings and/or lists.

par am nane= t agged- ext - | abe
param val ue= t agged- ext -va

;7 This non-term nal shows reconmended syntax
i, for future extensions.

att-list = status-att-val *(SP status-att-val)
;; Redefines status-att-list from RFC 3501

Mel ni kov & Daboo St andards Track [ Page
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status-att-val =

store =

store-nodifiers

store-nodifier

st or e- nodi f - par ans

;; status-att-val is defined in RFC 3501 errata

(" MESSAGES" SP nunber) /

(" RECENT" SP nunber) /

(" Ul DNEXT" SP nz-nunber) /

("U DVALI DI TY" SP nz-nunber) /
("UNSEEN' SP nunber)

;; Extensions to the STATUS responses
;; should extend this production.

;; Extensions should use the generic
;; syntax defined by tagged-ext.

"STORE" SP sequence-set [store-nodifiers]
SP store-att-fl ags

7, extend [1 MAP4] STORE conmand synt ax

;; to allow for optional store-nodifiers

SP "(" store-nodifier *(SP store-nodifier)
II)II

store-nodifier-name [ SP store-nodif-parans]
= tagged-ext-va

;7 This non-term nal shows reconmended syntax
;; for future extensions.

store-nodifi er-nane = tagged-ext-| abe

tag-string

t agged- ext

t agged- ext - | abel

t agged- | abel - f char

t agged- | abel - char

Mel ni kov & Daboo

string

;; tag of the command that caused
;; the ESEARCH response, sent as
7, a string.

t agged- ext -1 abel SP tagged-ext-va
;7 recommended overarching syntax for
;; extensions

t agged- | abel -fchar *tagged-| abel -char
Is a valid RFC 3501 "atonf.

()

= ALPHA / "-" [ " )

tagged-1 abel -fchar / DA T/ ":"

St andards Track [ Page 13]
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t agged- ext - conp = astring /

t agged- ext - conp *( SP tagged-ext-conp) /

"(" tagged-ext-comp ")"
;; Extensions that follow this genera
;; syntax should use nstring instead of
;; astring when appropriate in the context
;; of the extension.
;; Note that a nessage set or a "nunber"
;; can always be represented as an "atont.
;7 An URL shoul d be represented as
;; a "quoted" string.

t agged- ext - si npl e sequence-set / nunber

t agged- ext - val tagged-ext-sinple /

"(" [tagged-ext-comp] ")"
4. Security Considerations

Thi s docunent updates ABNF in RFCs 2088, 2342, 3501, 3502, and 3516
The updat ed docunents nust be consulted for security considerations
for the extensions that they define.

As a protocol gets nore conplex, parser bugs beconme nore comon

i ncluding buffer overflow, denial of service, and other comon
security coding errors. To the extent that this docunent makes the
parser nore conplex, it makes this situation worse. To the extent
that this docunent nakes the parser nore consistent and thus sinpler,
the situation is inproved. The inpact will depend on how many

depl oyed | MAP ext ensions are consistent with this docunent.

I mpl enenters are encouraged to take care of these issues when

ext endi ng existing inplenmentations. Future | MAP extensions should
strive for consistency and sinplicity to the greatest extent
possi bl e.

Extensions to | MAP conmands that are permitted in NOT AUTHENTI CATED
state are nore sensitive to these security issues due to the |arger
possi bl e attacker conmunity prior to authentication, and the fact
that some | MAP servers run with elevated privileges in that state.
Thi s docunent does not extend any conmmands pernmitted in NOT

AUTHENTI CATED state. Future | MAP extensions to conmands permtted in
NOT AUTHENTI CATED state should favor sinplicity over consistency or
extensibility.

Mel ni kov & Daboo St andards Track [ Page 14]



RFC 4466 Col | ected Extensions to | MAP4 ABNF April 2006

5. Normative References

[ KEYWORDS] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ 1 MAP4] Crispin, M, "INTERNET MESSAGE ACCESS PROTOCOL -
VERSI ON 4rev1", RFC 3501, March 2003.

[ ABNF] Crocker, D., Ed., and P. Overell, "Augnented BNF for
Synt ax Specifications: ABNF', RFC 4234, Cctober 2005.

[ CHARSET] Freed, N. and J. Postel, "I ANA Charset Registration
Procedures", BCP 19, RFC 2978, Cctober 2000.

[ MULTI APPEND] Crispin, M, "Internet Message Access Protocol (IMNMAP) -
MJULTI APPEND Ext ensi on", RFC 3502, March 2003.

[ NAMESPACE] Gahrns, M and C. Newran, "I|MAP4 Nanespace", RFC 2342,
May 1998.

[ LI TERAL+] MWers, J., "I MAP4 non-synchronizing literals", RFC
2088, January 1997.

[ BI NARY] Nerenberg, L., "IMAP4 Binary Content Extension", RFC
3516, April 2003.

6. Acknow edgenents
Thi s docunents is based on ideas proposed by Pete Resnick, Mark
Crispin, Ken Murchison, Philip Guenther, Randall Gellens, and Lyndon
Ner enber g.

However, all errors and om ssions nust be attributed to the authors
of the docunent.

Thanks to Philip Guenther, Dave Cridland, Mark Crispin, Chris Newran,
El wn Davies, and Barry Leiba for conments and corrections.

literal 8 syntax was taken from RFC 3516.

Mel ni kov & Daboo St andards Track [ Page 15]



RFC 4466 Col | ected Extensions to | MAP4 ABNF April 2006

Aut hors’ Addresses
Al exey Mel ni kov
I sode Linmted
5 Castl e Business Village
36 Station Road
Hanpt on, M ddl esex, TWL2 2BX
UK

EMai | : Al exey. Mel ni kov@ sode. com

Cyrus Daboo

EMai | : cyrus@aboo. nane

Mel ni kov & Daboo St andards Track [ Page 16]



RFC 4466 Col | ected Extensions to | MAP4 ABNF April 2006

Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).
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