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The Secure Shell protocol (SSH) is a protocol for secure renote login
and ot her secure network services over an insecure network.

The Generic Security Service Application Programl|nterface (GSS-API)
provi des security services to callers in a nmechani smindependent
fashi on.

This meno descri bes methods for using the GSS-API for authentication
and key exchange in SSH. It defines an SSH user authentication

met hod that uses a specified GSS-API nmechanismto authenticate a
user, and a famly of SSH key exchange nethods that use GSS-API to
authenticate a Diffie-Hellman key exchange.

This meno al so defines a new host public key algorithmthat can be
used when no operations are needed using a host’s public key, and a
new user authentication nethod that allows an authorization name to
be used in conjunction with any authentication that has al ready
occurred as a side-effect of GSS-API-based key exchange.
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1. Introduction

Thi s docunent describes the methods used to perform key exchange and
user authentication in the Secure Shell protocol using the GSS-API.
To do this, it defines a fam |y of key exchange nethods, two user
aut henti cati on nmet hods, and a new host key al gorithm These
definitions allow any GSS-API nechanismto be used with the Secure
Shel | protocol.

Thi s docunent should be read only after readi ng the docunents
describing the SSH protocol architecture [ SSH ARCH], transport |ayer
protocol [SSH TRANSPORT], and user authentication protocol

[ SSH USERAUTH]. Thi s docunent freely uses term nology and notation
fromthe architecture docunment without reference or further

expl anat i on.

1.1. SSH Term nol ogy

The data types used in the packets are defined in the SSH
architecture docunent [SSH-ARCH]. It is particularly inportant to
note the definition of string allows binary content.

The SSH MSG USERAUTH REQUEST packet refers to a service; this service
name is an SSH service name and has no relationship to GSS- AP
service names. Currently, the only defined service nanme is
"ssh-connection", which refers to the SSH connecti on protocol

[ SSH CONNECT] .

1.2. Key Wirds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2. GSS-API-Authenticated Diffie-Hell man Key Exchange

This section defines a class of key exchange nethods that conbine the
Diffie-Hell man key exchange from Section 8 of [SSH TRANSPORT] with
mut ual aut hentication using GSS-API.

Since the GSS-API key exchange net hods described in this section do
not require the use of public key signature or encryption algorithms,
they MAY be used with any host key algorithm including the "null"

al gorithm described in Section 5.
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2. 1.

Generi c GSS- APl Key Exchange

The followi ng synbols are used in this description

(o]

(0]

Cis the client, and Sis the server

pis alarge safe prime, g is a generator for a subgroup of G-(p),
and q is the order of the subgroup

V.S is Ss version string, and V.Cis Cs version string
| _ Cis Cs KEXINIT nmessage, and | _Sis S's KEXINI T nessage

C generates a random nunber x (1 < x < q) and conputes e = g"x
mod p.

Ccalls GSS Init_sec_context(), using the nost recent reply token
received fromsS during this exchange, if any. For this call, the
client MJUST set mutual _req flag to "true" to request that mutual
aut hentication be perfornmed. It also MIST set integ req_flag to
"true" to request that per-nessage integrity protection be
supported for this context. |In addition, deleg req flag MAY be
set to "true" to request access delegation, if requested by the
user. Since the key exchange process authenticates only the
host, the setting of anon_req flag is inmaterial to this process.
If the client does not support the "gssapi-keyex" user

aut henti cati on met hod described in Section 4, or does not intend
to use that nethod in conjunction with the GSS-API context
establ i shed during key exchange, then anon_req_flag SHOULD be set
to "true". Oherwise, this flag MAY be set to true if the client
wi shes to hide its identity. Since the key exchange process wl|
i nvol ve the exchange of only a single token once the context has
been established, it is not necessary that the GSS-API context
support detection of replayed or out-of-sequence tokens. Thus,
replay_det _req flag and sequence_req_flag need not be set for
this process. These flags SHOULD be set to "fal se"

* |If the resulting major_status code is GSS S COWLETE and t he
mutual _state flag is not true, then nutual authentication has
not been established, and the key exchange MUST fai l

* |f the resulting major_status code is GSS S COWLETE and t he
integ _avail flag is not true, then per-nmessage integrity
protection is not avail able, and the key exchange MJST fail.

* |f the resulting major_status code is GSS S COVWLETE and both
the nmutual _state and integ_avail flags are true, the resulting
output token is sent to S
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* |If the resulting major_status code is GSS_S CONTI NUE_NEEDED
the output _token is sent to S, which will reply with a new
token to be provided to GSS | nit_sec_context().

* The client MUST also include "e" with the first message it
sends to the server during this process; if the server
receives nore than one "e" or none at all, the key exchange
fails.

* |t is an error if the call does not produce a token of non-
zero length to be sent to the server. 1|In this case, the key
exchange MUST fai l

3. S calls GSS Accept_sec_context(), using the token received from
C

* |f the resulting major_status code is GSS S COWLETE and t he
mutual _state flag is not true, then nutual authentication has
not been established, and the key exchange MJUST fai l

* |f the resulting major_status code is GSS S COWLETE and t he
integ avail flag is not true, then per-nmessage integrity
protection is not available, and the key exchange MJST faill

* |If the resulting major_status code is GSS_S COWLETE and both
the mutual _state and integ_avail flags are true, then the
security context has been established, and processing
continues with step 4.

* |f the resulting major_status code is GSS S CONTI NUE NEEDED,
then the output token is sent to C, and processi ng continues
with step 2.

* |f the resulting major_status code is GSS S COVWLETE, but a
non-zero-length reply token is returned, then that token is
sent to the client.

4. S generates a randomnunber y (0 <y < q) and computes f = g"
mod p. It computes K=e ~ y nod p, and H = hash(V_.C || V_S
I C|l] I_S|] KS|| e|] f|] K. It then calls GSS _GetM C(
obtain a GSS-APlI nessage integrity code for H S then sends
and the nessage integrity code (MC) to C

y
|
) to
f

5. This step is perforned only (1) if the server’s final call to
GSS _Accept _sec_context () produced a non-zero-length final reply
token to be sent to the client and (2) if no previous call by the
client to GSS Init_sec_context() has resulted in a najor_status
of GSS_ S COWPLETE. Under these conditions, the client makes an
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additional call to GSS Init_sec_context() to process the final
reply token. This call is made exactly as described above.
However, if the resulting major_status is anything other than
GSS S COWPLETE, or a non-zero-length token is returned, it is an
error and the key exchange MUST fail .

6. Ccomputes K= f~x nod p, and H= hash(V.C || V.S |] I_C]|| I_S
|| KS|] e||] f||] K. It then calls GSS VerifyMC() to verify
that the MC sent by S matches H If the MC is not successfully
verified, the key exchange MJST fail.

Ei ther side MJUST NOT send or accept e or f values that are not in the
range [1, p-1]. |If this condition is violated, the key exchange
fails.

If any call to GSS Init_sec_context() or GSS Accept_sec_context ()
returns a nmajor_status other than GSS S COWLETE or

GSS_S CONTI NUE_NEEDED, or any other GSS-APlI call returns a

maj or _status other than GSS_ S COWLETE, the key exchange fails. In
this case, several nechanisns are avail able for conmunicating error
information to the peer before term nating the connection as required
by [ SSH TRANSPORT] :

o |If the key exchange fails due to any GSS-API error on the server
(including errors returned by GSS Accept_sec_context()), the
server MAY send a nessage informing the client of the details of
the error. In this case, if an error token is also sent (see
bel ow), then this message MJST be sent before the error token.

o |If the key exchange fails due to a GSS-APlI error returned fromthe
server’s call to GSS_Accept_sec_context(), and an "error token" is
al so returned, then the server SHOULD send the error token to the
client to allow conpletion of the GSS security exchange.

o |If the key exchange fails due to a GSS-API error returned fromthe
client’s call to GSS Init_sec_context(), and an "error token" is
al so returned, then the client SHOULD send the error token to the
server to allow conpletion of the GSS security exchange.

As noted in Section 9, it may be desirable under site security policy
to obscure information about the precise nature of the error; thus,
it is RECOMWENDED that inplenentations provide a nethod to suppress
these nessages as a matter of policy.

This is inplemented with the foll owi ng nmessages. The hash al gorithm
for conputing the exchange hash is defined by the nethod nane, and is
called HASH  The group used for Diffie-Hell man key exchange and the
underlying GSS- APl nechani sm are al so defined by the nethod nane.
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After the client’s first call to GSS Init_sec_context(), it sends the

fol | owi ng:
byte SSH_MSG _KEXGSS I NI T
string output _token (from GSS I nit_sec_context())
nmpi nt e

Upon receiving the SSH M5G KEXGSS | NI T nessage, the server MAY send
the foll ow ng nmessage, prior to any other nessages, to informthe
client of its host key.

byt e SSH_MSG_KEXGSS_HOSTKEY
string server public host key and certificates (K_S)

Since this key exchange met hod does not require the host key to be

used for any encryption operations, this nessage is OPTIONAL. |If the
"nul " host key algorithmdescribed in Section 5 is used, this
message MJUST NOT be sent. |If this nmessage is sent, the server public

host key(s) and/or certificate(s) in this nessage are encoded as a
single string, in the format specified by the public key type in use
(see [ SSH TRANSPORT], Section 6.6).

In traditional SSH depl oynents, host keys are nornally expected to
change infrequently, and there is often no nechani smfor validating
host keys not already known to the client. As a result, the use of a
new host key by an al ready-known host is usually considered an

i ndication of a possible man-in-the-nmiddle attack, and clients often
present strong warni ngs and/ or abort the connection in such cases.

By contrast, when GSS- APl - based key exchange is used, host keys sent
via the SSH MSG KEXGSS HOSTKEY nessage are authenticated as part of
the GSS- APl key exchange, even when previously unknown to the client.
Further, in environments in which GSS-API-based key exchange is used
heavily, it is possible and even likely that host keys wi |l change
much nore frequently and/or w thout advance war ni ng.

Therefore, when a new key for an al ready-known host is received via
the SSH MSG KEXGSS HOSTKEY nessage, clients SHOULD NOT i ssue strong
war ni ngs or abort the connection, provided the GSS-API-based key
exchange succeeds.

In order to facilitate key re-exchange after the user’s GSS- AP
credentials have expired, client inplenentations SHOULD store host
keys received via SSH M5G KEXGSS HOSTKEY for the duration of the
session, even when such keys are not stored for |ong-termuse.
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Each tinme the server’s call to GSS_Accept_sec_context() returns a
maj or _status code of GSS_ S CONTI NUE NEEDED, it sends the foll ow ng
reply to the client:

byt e SSH_MSG_KEXGSS_CONTI NUE
string out put _token (from GSS_Accept _sec_context())

If the client receives this nmessage after a call to

GSS Init_sec_context() has returned a nmjor_status code of

GSS S COWPLETE, a protocol error has occurred and the key exchange
MUST fail.

Each time the client receives the nessage described above, it makes

another call to GSS Init_sec_context(). It then sends the foll ow ng:
byte SSH_MSG_KEXGSS_CONTI NUE
string output _token (from GSS I nit_sec_context())

The server and client continue to trade these two nessages as | ong as
the server’s calls to GSS Accept_sec_context() result in major_status
codes of GSS_S CONTI NUE_NEEDED. When a call results in a

maj or _status code of GSS S COWPLETE, it sends one of two final
messages.

If the server’s final call to GSS_Accept_sec_context() (resulting in
a mgj or_status code of GSS S COVWPLETE) returns a non-zero-|ength
token to be sent to the client, it sends the foll ow ng:

byte SSH _MSG_KEXGSS_COVPLETE

npi nt f

string per _nsg_token (M C of H)

bool ean TRUE

string out put _token (from GSS_Accept _sec_context())

If the client receives this nessage after a call to

GSS Init_sec_context() has returned a ngjor_status code of

GSS_S COWPLETE, a protocol error has occurred and the key exchange
MJUST fail.

If the server’s final call to GSS Accept _sec_context() (resulting in
a mgpj or_status code of GSS S COWPLETE) returns a zero-length token or

no token at all, it sends the follow ng:
byt e SSH MSG_KEXGSS_COVPLETE
nmpi nt f

string per _nsg_token (M C of H)
bool ean FALSE

Hut zel man, et al. St andards Track [ Page 8]



RFC 4462 SSH GSS- APl Met hods May 2006

If the client receives this message when no call to

GSS Init_sec_context() has yet resulted in a major_status code of
GSS_S COWPLETE, a protocol error has occurred and the key exchange
MJUST fail.

If either the client’s call to GSS Init_sec_context() or the server’'s
call to GSS _Accept_sec_context() returns an error status and produces
an output token (called an "error token"), then the foll ow ng SHOULD
be sent to convey the error information to the peer

byte SSH_MSG_KEXGSS_CONTI NUE
string error_token

If a server sends both this nessage and an SSH MSG KEXGSS ERRCR
message, the SSH M5G KEXGSS ERROR message MJST be sent first, to
allowclients to record and/or display the error information before
processing the error token. This is inportant because a client
processing an error token will Iikely disconnect wthout readi ng any
further nessages.

In the event of a GSS-API error on the server, the server MAY send
the followi ng nessage before term nating the connection

byt e SSH_MSG_KEXGSS_ERROR
ui nt 32 maj or _st atus

ui nt 32 m nor _st at us

string message

string | anguage tag

The nessage text MJST be encoded in the UTF-8 encodi ng described in
[UTF8]. Language tags are those described in [LANGTAG. Note that
the message text may contain nultiple |lines separated by carriage
return-line feed (CRLF) sequences. Application devel opers should
take this into account when displ ayi ng these nessages.

The hash H is conputed as the HASH hash of the concatenation of the

fol | owi ng:
string V_C, the client’s version string (CR NL excl uded)
string V_S, the server’s version string (CR, NL excl uded)
string I C, the payload of the client’s SSH MSG KEXINI T
string I S, the payload of the server’s SSH MSG KEXINI T
string K_S, the host key
nmpi nt e, exchange value sent by the client
nmpi nt f, exchange val ue sent by the server
npi nt K, the shared secret
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This value is called the exchange hash, and it is used to

aut henticate the key exchange. The exchange hash SHOULD be kept
secret. |If no SSH M5G KEXGSS HOSTKEY nessage has been sent by the
server or received by the client, then the enpty string is used in
pl ace of K_S when conputing the exchange hash

The GSS GetM C call MJST be applied over H, not the original data
2.2. Goup Exchange

This section describes a nodification to the generic GSS-API -
authenticated Diffie-Hell man key exchange to allow the negotiation of
the group to be used, using a nmethod based on that described in

[ GROUP- EXCHANGE]

The server keeps a |list of safe prines and correspondi ng generators
that it can select from These are chosen as described in Section 3
of [ GROUP- EXCHANGE]. The client requests a nodulus fromthe server,
i ndicating the m ninum maxi mum and preferred sizes; the server
responds with a suitable nodul us and generator. The exchange then
proceeds as described in Section 2.1 above.

Thi s description uses the follow ng synbols, in addition to those
defi ned above:

0 nis the size of the modulus p in bits that the client would |ike
to receive fromthe server

0o mn and max are the mninmal and nmaxi mal sizes of p in bits that
are acceptable to the client

1. Csends "min || n|| mx" to S, indicating the mninml acceptable
group size, the preferred size of the group, and the naxi nmal
group size in bits the client will accept.

2. S finds a group that best matches the client’s request, and sends
"pl] g toC

3. The exchange proceeds as described in Section 2.1 above,
beginning with step 1, except that the exchange hash is conputed
as described bel ow.

Servers and clients SHOULD support groups with a nodulus |ength of k
bits, where 1024 <= k <= 8192. The recomended val ues for mn and
max are 1024 and 8192, respectively.

This is inplenented using the foll owi ng nessages, in addition to
t hose descri bed above:
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First, the client sends:

byt e SSH_MSG_KEXGSS_GROUPREQ

ui nt 32 mn, mniml size in bits of an acceptabl e group

ui nt 32 n, preferred size in bits of the group the server
shoul d send

ui nt 32 max, maximl size in bits of an acceptabl e group

The server responds wth:

byte SSH_MSG_KEXGSS_GROUP
npi nt p, safe prine
npi nt g, generator for subgroup in G-(p)

This is followed by the nmessage exchange descri bed above in
Section 2.1, except that the exchange hash His conputed as the HASH
hash of the concatenation of the follow ng:

string V_C, the client’s version string (CR NL excl uded)

string V_S, the server’s version string (CR NL excl uded)

string I _C, the payload of the client’s SSH MSG KEXINI T

string I S, the payload of the server’s SSH MSG KEXINI T

string K S, the host key

ui nt 32 mn, mniml size in bits of an acceptabl e group

ui nt 32 n, preferred size in bits of the group the server
shoul d send

ui nt 32 max, maximl size in bits of an acceptabl e group

npi nt p, safe prine

npi nt g, generator for subgroup in G-(p)

npi nt e, exchange value sent by the client

npi nt f, exchange val ue sent by the server

nmpi nt K, the shared secret

2.3. gss-groupl-shal-*

Each of these nmethods specifies GSS-API-authenticated Diffie-Hellnman
key exchange as described in Section 2.1 with SHA-1 as HASH, and the
group defined in Section 8.1 of [SSH TRANSPORT]. The nethod nane for
each nmethod is the concatenation of the string "gss-groupl-shal-"
with the Base64 encoding of the MD5 hash [MD5] of the ASN. 1

Di stingui shed Encodi ng Rul es (DER) encodi ng [ ASN1] of the underlying
GSS- APl mechanismis Object Identifier (OD). Base64 encoding is
described in Section 6.8 of [M Mg]

Each and every such key exchange nmethod is inplicitly registered by
this specification. The IESGis considered to be the owner of al
such key exchange nethods; this does NOT inply that the IESGis
considered to be the owner of the underlying GSS-APlI nechani sm
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2.4. gss-groupl4d-shal-*

Each of these methods specifies GSS-API authenticated Diffie-Hellnman
key exchange as described in Section 2.1 with SHA-1 as HASH, and the
group defined in Section 8.2 of [SSH TRANSPORT]. The nethod nane for
each nmethod is the concatenation of the string "gss-groupl4-shal-"
with the Base64 encoding of the MD5 hash [MD5] of the ASN. 1 DER
encodi ng [ ASN1] of the underlying GSS-API mechanismis OD. Base64
encoding is described in Section 6.8 of [M Mg]

Each and every such key exchange nethod is inplicitly registered by
this specification. The IESGis considered to be the owner of al
such key exchange nethods; this does NOT inply that the IESGis
considered to be the owner of the underlying GSS-APlI nechani sm

2.5. gss-gex-shal-*

Each of these nmethods specifies GSS-API-authenticated Diffie-Hellnman
key exchange as described in Section 2.2 with SHA-1 as HASH. The
met hod nanme for each method is the concatenation of the string "gss-
gex-shal-" with the Base64 encodi ng of the MD5 hash [MD5] of the
ASN. 1 DER encodi ng [ ASN1] of the underlying GSS-API nechanisms OD.
Base64 encoding is described in Section 6.8 of [M Mg

Each and every such key exchange method is inplicitly registered by
this specification. The IESGis considered to be the owner of all
such key exchange met hods; this does NOT inply that the IESGis
considered to be the owner of the underlying GSS-APlI nechani sm

2.6. Oher GSS-APlI Key Exchange Met hods

Key exchange nethod nanmes starting with "gss-" are reserved for key
exchange nethods that conformto this docunment; in particular, for
those nethods that use the GSS-API-authenticated Diffie-Hellmn key
exchange al gorithm described in Section 2.1, including any future
met hods that use different groups and/or hash functions. The intent
is that the names for any such future nethods be defined in a simlar
manner to that used in Section 2.3.
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3.

3.

3.

GSS- APl User Aut hentication

Thi s section describes a general -purpose user authentication nethod
based on [GSSAPI]. It is intended to be run over the SSH user
aut henti cation protocol [SSH USERAUTH] .

The aut hentication method nanme for this protocol is "gssapi-wth-
mc".

1. GSS-APlI Authentication Overview

GSS- APl aut hentication nust naintain a context. Authentication
begi ns when the client sends an SSH MSG _USERAUTH REQUEST, which
specifies the nechanism O Ds the client supports.

If the server supports any of the requested nechanism O Ds, the
server sends an SSH MSG USERAUTH GSSAPI _RESPONSE nessage contai ni ng
t he nmechani sm O D.

After the client receives SSH MSG USERAUTH GSSAPI RESPONSE, the
client and server exchange SSH MSG USERAUTH_GSSAPI _TOKEN packet s
until the authentication nechani smeither succeeds or fails.

If at any tine during the exchange the client sends a new

SSH M5G_USERAUTH REQUEST packet, the GSS-API context is conpletely
di scarded and destroyed, and any further GSS-APlI authentication MJST
restart fromthe beginning.

If the authentication succeeds and a non-enpty user nanme is presented
by the client, the SSH server inplenentation verifies that the user
name is authorized based on the credentials exchanged in the GSS-API
exchange. |If the user nane is not authorized, then the

aut hentication MJST fail.

2. Initiating GSS-API Authentication

The GSS- APl authentication nethod is initiated when the client sends
an SSH MSG USERAUTH REQUEST:

byte SSH_MSG_USERAUTH_REQUEST

string user nane (in | SO 10646 UTF-8 encodi ng)

string service nane (in US-ASClI)

string "gssapi-with-mc" (US-ASCI| met hod nane)

ui nt 32 n, the nunber of nechanism O Ds client supports

string[n] mechani sm O Ds

Mechani sm O Ds are encoded according to the ASN. 1 Di stingui shed
Encodi ng Rul es (DER), as described in [ASNl1] and in Section 3.1 of
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[ GSSAPI]. The nechanism O Ds MJST be listed in order of preference,
and the server nmust choose the first mechanism O D on the |ist that
it supports.

The client SHOULD send GSS- APl nechanism O Ds only for nechani sns
that are of the sane priority, conpared to non-GSS- APl authentication
met hods. Otherw se, authentication nethods may be executed out of
order. Thus, the client could first send an SSH MSG USERAUTH REQUEST
for one GSS-APlI nechanism then try public key authentication, and
then try another GSS-API nmechani sm

If the server does not support any of the specified O Ds, the server
MUST fail the request by sending an SSH MSG USERAUTH_FAI LURE packet .

The user nanme may be an enpty string if it can be deduced fromthe
results of the GSS-API authentication. |f the user name is not
enpty, and the requested user does not exist, the server MAY

di sconnect or MAY send a bogus list of acceptable authentications but
never accept any. This makes it possible for the server to avoid

di scl osing informati on about which accounts exist. |In any case, if
the user does not exist, the authentication request MJST NOT be
accept ed.

Note that the 'user nane’ value is encoded in | SO 10646 UTF-8. It is
up to the server howit interprets the user nane and determni nes

whet her the client is authorized based on his GSS-API credential s.

In particular, the encoding used by the systemfor user names is a
matter for the ssh server inplenmentation. However, if the client
reads the user nane in sone other encoding (e.g., 1SO 8859-1 - |SO
Latinl), it MJUST convert the user nane to | SO 10646 UTF-8 before
transmtting, and the server MJUST convert the user nane to the
encodi ng used on that systemfor user nanes.

Any nornalization or other preparation of names is done by the ssh
server based on the requirenents of the system and is outside the
scope of SSH. SSH i npl enmentations which maintain private user
dat abases SHOULD prepare user nanes as described by [ SASLPREP] .

The client MAY at any tine continue with a new

SSH MBG USERAUTH REQUEST nessage, in which case the server MJST
abandon the previous authentication attenpt and continue with the new
one.

3.3. Initial Server Response
The server responds to the SSH MSG USERAUTH REQUEST with either an

SSH MG _USERAUTH FAI LURE i f none of the nmechani snms are supported or
wi th an SSH _MSG_USERAUTH_GSSAPI _RESPONSE as fol | ows:

Hut zel man, et al. St andards Track [ Page 14]



RFC 4462 SSH GSS- APl Met hods May 2006

byte SSH_MSG_USERAUTH_GSSAPI _ RESPONSE
string sel ected nechani sm O D

The nechani sm O D nust be one of the O Ds sent by the client in the
SSH MG _USERAUTH REQUEST packet .

3.4. GSS-APlI Session

Once the nmechanism O D has been selected, the client will then
initiate an exchange of one or nore pairs of

SSH MG _USERAUTH GSSAPI _TOKEN packets. These packets contain the
t okens produced fromthe 'GSS_ I nit_sec_context()’ and

" GSS_Accept _sec_context()' calls. The actual nunber of packets
exchanged is determ ned by the underlying GSS-APlI nechani sm

byte SSH_MSG_USERAUTH_GSSAPI _TOKEN
string data returned fromeither GSS Init_sec_context()
or GSS Accept _sec_context ()

If an error occurs during this exchange on server side, the server
can term nate the method by sending an SSH MSG USERAUTH_FAI LURE
packet. If an error occurs on client side, the client can term nate
the nmet hod by sending a new SSH MSG USERAUTH REQUEST packet .

When calling GSS_Init_sec_context(), the client MJST set

integ req_flag to "true" to request that per-message integrity
protection be supported for this context. |In addition,

del eg req_flag MAY be set to "true" to request access delegation, if
requested by the user.

Since the user authentication process by its nature authenticates
only the client, the setting of nutual _req_flag is not needed for
this process. This flag SHOULD be set to "fal se".

Since the user authentication process will involve the exchange of
only a single token once the context has been established, it is not
necessary that the context support detection of replayed or out-of-
sequence tokens. Thus, the setting of replay_det _req_flag and
sequence_req_flag are not needed for this process. These flags
SHOULD be set to "fal se".

Addi tional SSH MSG USERAUTH GSSAPI TCOKEN nessages are sent if and
only if the calls to the GSS-API routines produce send tokens of non-
zero | ength.

Any mmj or status code other than GSS S COVWLETE or
GSS_S CONTI NUE_NEEDED SHOULD be a failure.
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3.

3.

5.

6

Bi ndi ng Encryption Keys

In sone cases, it is possible to obtain inproved security by allow ng
access only if the client sends a valid nessage integrity code (MC
bi nding the GSS-API context to the keys used for encryption and
integrity protection of the SSH session. Wth this extra | evel of
protection, a "man-in-the-mddle" attacker who has convinced a client
of his authenticity cannot then relay user authenticati on nessages
between the real client and server, thus gaining access to the rea
server. This additional protection is available when the negoti ated
GSS- APl context supports per-nessage integrity protection, as

i ndi cated by the setting of the integ avail flag on successful return
fromGSS_ Init_sec_context() or GSS_Accept_sec_context().

VWhen the client’s call to GSS_Init_sec_context() returns

GSS S COWLETE with the integ avail flag set, the client MJST
concl ude the user authentication exchange by sending the follow ng
message

byt e SSH MSG_USERAUTH_GSSAPI _M C
string MC

Thi s nmessage MJST be sent only if GSS Init_sec_context() returned
GSS S COWLETE. If a token is also returned, then the
SSH M5G_USERAUTH_GSSAPI _TOKEN nessage MUST be sent before this one.

The contents of the MC field are obtained by calling GSS GetM C()
over the follow ng, using the GSS-API context that was just
est abl i shed:

string session identifier

byte SSH_MSG_USERAUTH_REQUEST
string user nane

string service

string "gssapi-with-mc"

If this nessage is received by the server before the GSS-API cont ext
is fully established, the server MIUST fail the authentication

If this nessage is received by the server when the negotiated GSS-API
context does not support per-nessage integrity protection, the server
MUST fail the authentication

Client Acknow edgenent
Sone servers may wish to pernmit user authentication to proceed even

when the negoti ated GSS- APl context does not support per-nessage
integrity protection. In such cases, it is possible for the server
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3.

3.

7.

8.

to successfully conplete the GSS-API nethod, while the client’s |ast
call to GSS Init_sec_context() fails. |If the server sinply assuned
success on the part of the client and conpleted the authentication
service, it is possible that the client would fail to conplete the
aut henti cation nmethod, but not be able to retry other nethods because
the server had already noved on. To protect against this, a fina
message is sent by the client to indicate it has conpleted

aut henti cati on.

When the client’s call to GSS Init_sec_context() returns

GSS S COWLETE with the integ avail flag not set, the client MJST
concl ude the user authentication exchange by sending the follow ng
nessage

byt e SSH_MSG_USERAUTH_GSSAPI _EXCHANGE_COMPLETE

Thi s nmessage MJST be sent only if GSS Init_sec_context() returned
GSS S COWLETE. If a token is also returned, then the
SSH M5G_USERAUTH_GSSAPI _TOKEN nessage MUST be sent before this one.

If this nessage is received by the server before the GSS-API context
is fully established, the server MUST fail the authentication

If this nessage is received by the server when the negotiated GSS-API
context supports per-nmessage integrity protection, the server MJST
fail the authentication.

It is a site policy decision for the server whether or not to permt
aut henti cation using GSS-API nechani sns and/or contexts that do not
support per-nessage integrity protection. The server MAY fail the
ot herwi se valid gssapi-with-nic authentication if per-nessage
integrity protection is not supported.

Conpl eti on

As with all SSH aut hentication nmethods, successful conpletion is

i ndi cated by an SSH MSG USERAUTH SUCCESS if no ot her authentication
is required, or an SSH MSG USERAUTH FAI LURE with the partial success
flag set if the server requires further authentication. This packet
SHOULD be sent immediately follow ng receipt of the
SSH_MSG_USERAUTH_GSSAPI _ EXCHANGE_COWVPLETE packet .

Error Status

In the event that a GSS-API error occurs on the server during context
establishnent, the server MAY send the follow ng nmessage to inform
the client of the details of the error before sending an

SSH _MSG_USERAUTH_FAI LURE nessage:
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byte SSH_MSG_USERAUTH_GSSAPI _ ERROR
ui nt 32 maj or _st atus

ui nt 32 m nor _st atus

string nmessage

string | anguage tag

The nmessage text MJST be encoded in the UTF-8 encodi ng described in
[UTF8]. Language tags are those described in [LANGTAG. Note that
the message text may contain nultiple |lines separated by carriage
return-line feed (CRLF) sequences. Application devel opers should
take this into account when displ ayi ng these nessages.

Clients receiving this nessage MAY | og the error details and/or
report themto the user. Any server sending this nmessage MJST ignore
any SSH MSG UNI MPLEMENTED sent by the client in response.

3.9. Error Token

In the event that, during context establishment, a client’s call to
GSS Init_sec_context() or a server’'s call to GSS_Accept_sec_context()
returns a token along with an error status, the resulting "error

t oken" SHOULD be sent to the peer using the foll owi ng nmessage:

byte SSH_MSG_USERAUTH_GSSAPI _ ERRTOK
string error token
This nmessage inplies that the authentication is about to fail, and is

defined to allow the error token to be comruni cated w t hout | osing
synchroni zati on.

When a server sends this nmessage, it MJST be foll owed by an

SSH M5G_USERAUTH FAI LURE nessage, which is to be interpreted as

appl ying to the same authentication request. A client receiving this
message SHOULD wait for the foll owi ng SSH MSG USERAUTH FAI LURE
nmessage before begi nning anot her authentication attenpt.

When a client sends this nmessage, it MJST be foll owed by a new

aut henti cation request or by term nating the connection. A server
receiving this nessage MJUST NOT send an SSH MSG USERAUTH_FAI LURE i n
reply, since such a nessage m ght otherwi se be interpreted by a
client as a response to the follow ng authenticati on sequence.

Any server sending this message MJST ignore any SSH MSG UNI MPLEMENTED
sent by the client in response. |If a server sends both this nessage
and an SSH MSG USERAUTH GSSAPI _ERRCOR nessage, the

SSH MBG_USERAUTH GSSAPI _ERRCOR nessage MUST be sent first, to allow
the client to store and/or display the error status before processing
the error token
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4.

Aut henti cation Usi ng GSS- APl Key Exchange

This section describes a user authentication nmethod building on the
framewor k described in [ SSH USERAUTH]. This nethod perforns user
aut henti cation by nmaki ng use of an existing GSS-API context
establ i shed during key exchange.

The aut henticati on nethod name for this protocol is "gssapi-keyex".

This nmethod may be used only if the initial key exchange was
performed using a GSS-API -based key exchange nethod defined in
accordance with Section 2. The GSS-API context used with this nethod
is always that established during an initial GSS-API-based key
exchange. Any context established during key exchange for the

pur pose of rekeying MJUST NOT be used with this method.

The server SHOULD include this user authentication method in the |ist
of methods that can continue (in an SSH MSG USERAUTH FAI LURE) if the
initial key exchange was performed using a GSS- APl -based key exchange
met hod and provides information about the user’s identity that is
useful to the server. 1t MJST NOT include this method if the initia
key exchange was not performed using a GSS-API -based key exchange

met hod defined in accordance with Section 2.

The client SHOULD attenpt to use this nmethod if it is advertised by
the server, initial key exchange was perfornmed using a GSS-API -based
key exchange met hod, and this nethod has not already been tried. The
client SHOULD NOT try this nethod nore than once per session. |t
MUST NOT try this nethod if initial key exchange was not perforned
usi ng a GSS- APl - based key exchange nethod defined in accordance with
Section 2.

If a server receives a request for this method when initial key
exchange was not perforned using a GSS-API-based key exchange net hod
defined in accordance with Section 2, it MJST return
SSH_MSG_USERAUTH_FAI LURE.

This nmethod is defined as a single nessage:

byt e SSH_MSG_USERAUTH_REQUEST
string user nane

string service

string "gssapi - keyex"

string

The contents of the MC field are obtained by calling GSS GetM C over
the follow ng, using the GSS-API context that was established during
initial key exchange:
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string session identifier

byte SSH_MSG_USERAUTH_REQUEST
string user nane

string service

string "gssapi - keyex"

Upon receiving this nessage when initial key exchange was perforned
usi ng a GSS- APl - based key exchange nethod, the server uses

GSS VerifyM(C() to verify that the MCreceived is valid. If the MC
is not valid, the user authentication fails, and the server MJST
return SSH MSG USERAUTH_FAI LURE.

If the MCis valid and the server is satisfied as to the user’s
credentials, it MAY return either SSH MSG USERAUTH SUCCESS or

SSH M5G _USERAUTH FAI LURE with the partial success flag set, depending
on whet her additional authentications are needed.

5. Null Host Key Al gorithm

The "null" host key al gorithm has no associ ated host key material and
provi des neither signature nor encryption algorithnms. Thus, it can
be used only with key exchange nmethods that do not require any
public-key operations and do not require the use of host public key
material. The key exchange nethods described in Section 2 are
exanpl es of such net hods.

This algorithmis used when, as a matter of configuration, the host
does not have or does not wish to use a public key. For exanple, it
can be used when the administrator has decided as a matter of policy
to require that all key exchanges be authenticated using Kerberos

[ KRB5], and thus the only pernitted key exchange nethod is the

GSS- APl - aut henticated Diffie-Hell nan exchange descri bed above, with
Kerberos V5 as the underlying GSS-API mechanism In such a
configuration, the server inplenentation supports the "ssh-dss" key
al gorithm (as required by [ SSH TRANSPORT]), but coul d be prohibited
by configuration fromusing it. In this situation, the server needs
some key exchange algorithmto advertise; the "null" algorithmfills
thi s purpose.

Note that the use of the "null" algorithmin this way neans that the
server will not be able to interoperate with clients that do not
support this algorithm This is not a significant problem since in
the configuration described, it will also be unable to interoperate
with inplementations that do not support the GSS-API-authenticated
key exchange and Ker beros.
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host key al gorithm
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| east one key exchange nethod that

The foll owi ng nessage nunbers have been defined for use with GSS-
APl - based key exchange net hods:

#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne

SSH_MSG_KEXGSS_I NI T
SSH_MSG_KEXGSS_CONTI NUE
SSH_MBG_KEXGSS_COVPLETE
SSH_MSG_KEXGSS_HOSTKEY
SSH_MSG_KEXGSS_ERROR
SSH_MSG_KEXGSS_GROUPREQ
SSH_MSG_KEXGSS_GROUP

30
31
32
33
34
40
41

The nunbers 30-49 are specific to key exchange and may be redefined
by ot her kex met hods.

The foll owi ng nessage nunbers have been defined for use with the
"gssapi-with-mc’ user authentication nethod:

#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne

SSH_MBG_USERAUTH_GSSAPI _RESPONSE
SSH_MSG_USERAUTH_GSSAPI _TOKEN

60
61

SSH_MSG_USERAUTH_GSSAPI _EXCHANGE_COMVPLETE 63

SSH_MSG_USERAUTH_GSSAPI _ERROR
SSH_MSG_USERAUTH_GSSAPI _ERRTCOK
SSH_MSG_USERAUTH_GSSAPI _M C

64
65
66

The nunbers 60-79 are specific to user authentication and may be
redefi ned by other user auth methods. Note that in the nethod
described in this docunent, nmessage nunber 62 is unused.
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7. GSS-API Considerations
7.1. Nam ng Conventions

In order to establish a GSS-API security context, the SSH client
needs to determne the appropriate targ name to use in identifying
the server when calling GSS I nit_sec_context(). For this purpose,
the GSS- APl mechani smi ndependent name form for host-based services
is used, as described in Section 4.1 of [GSSAPI].

In particular, the targ _nane to pass to GSS Init_sec_context() is
obtained by calling GSS | nport_nane() with an input_nane_type of
GSS_C _NT_HOSTBASED_SERVI CE, and an input_nane_string consisting of
the string "host@ concatenated with the hostname of the SSH server.

Because the GSS- APl nechani smuses the targ nanme to authenticate the
server’'s identity, it is inportant that it be determined in a secure
fashion. One conmmon way to do this is to construct the targ_nane
fromthe hostname as typed by the user; unfortunately, because sone
GSS- APl mechani sms do not canoni calize hostnanes, it is likely that
this technique will fail if the user has not typed a fully-qualified,
canoni cal hostnanme. Thus, inplenenters may wi sh to use other

met hods, but should take care to ensure they are secure. For
exanpl e, one should not rely on an unprotected DNS record to nap a
host alias to the primary nane of a server, or an |IP address to a
host name, since an attacker can nodify the mappi ng and i npersonate
the server.

I mpl enent ati ons of mechani sns conformng to this docunent MJST NOT
use the results of insecure DNS queries to construct the targ nane.
Clients MAY nake use of a mapping provided by |ocal configuration or
use other secure neans to deternmine the targ _name to be used. If a
client systemis unable to securely determ ne which targ_name to use,
then it SHOULD NOT use this nechani sm

7.2. Channel Bindings

Thi s docunent recomends that channel bindi ngs SHOULD NOT be
specified in the calls during context establishment. This docunent
does not specify any standard data to be used as channel bi ndings,
and the use of network addresses as channel bindings nmay break SSH in
envi ronments where it is nost useful
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7.3. SPNEGO

The use of the Sinple and Protected GSS-API Negoti ati on Mechani sm
[SPNEGO in conjunction with the authentication and key exchange
met hods described in this docunent is both unnecessary and
undesirable. As a result, nmechanisns conformng to this docunent
MUST NOT use SPNEGO as the underlying GSS-API nechani sm

Since SSH performs its own negotiation of authentication and key
exchange net hods, the negotiation capability of SPNEGO al one does not
provi de any added benefit. 1In fact, as described below, it has the
potential to result in the use of a weaker nethod than desired.

Normal |y, SPNEGO provi des the added benefit of protecting the GSS-API

mechani sm negotiation. It does this by having the server compute a
M C of the Iist of mechani sns proposed by the client, and then
checking that value at the client. |In the case of key exchange, this

protection is not needed because the key exchange nethods descri bed
here al ready perform an equival ent operation; nanely, they generate a
M C of the SSH exchange hash, which is a hash of several itens
including the lists of key exchange nechani sns supported by both
sides. In the case of user authentication, the protection is not
needed because the negotiation occurs over a secure channel, and the
host’s identity has al ready been proved to the user

The use of SPNEGO conbi ned with GSS- APl nechani sns used wi t hout
SPNEGO can lead to interoperability problems. For exanple, a client
that supports key exchange using the Kerberos V5 GSS- APl nmechani sm

[ KRB5- GSS] only underneath SPNEGO will not interoperate with a server
that supports key exchange only using the Kerberos V5 GSS- AP
mechanismdirectly. As a result, allow ng GSS-API nechanisns to be
used both with and wi thout SPNEGO i s undesirabl e.

If aclient’s policy is to first prefer GSS-API-based key exchange
met hod X, then non-GSS- APl nethod Y, then GSS-API-based nmethod Z, and
if a server supports mechanisnms Y and Z but not X, then an attenpt to
use SPNEGO to negotiate a GSS- APl mechani smmight result in the use
of method Z when nethod Y woul d have been preferable. As a result,
the use of SPNEGO could result in the subversion of the negotiation
al gorithm for key exchange nethods as described in Section 7.1 of

[ SSH TRANSPORT] and/or the negotiation al gorithmfor user

aut henti cati on nmet hods as described in [ SSH USERAUTH] .
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8. | ANA Consi derati ons

Consi stent with Section 8 of [SSH ARCH] and Section 4.6 of
[ SSH- NUMBERS], this docunment nakes the followi ng registrations:

The fam |y of SSH key exchange net hod nanes beginning with "gss-
groupl-shal-" and not containing the at-sign (' @), to nanme the
key exchange met hods defined in Section 2.3.

The fam |y of SSH key exchange net hod nanes beginning with "gss-
gex-shal-" and not containing the at-sign ('@), to name the key
exchange net hods defined in Section 2.5.

Al'l other SSH key exchange net hod names beginning with "gss-" and
not containing the at-sign ("@), to be reserved for future key
exchange net hods defined in conformance with this docunent, as
noted in Section 2.6.

The SSH host public key algorithmname "null", to name the NULL
host key al gorithm defined in Section 5.

The SSH user authentication method nane "gssapi-with-mc", to nane
the GSS- APl user authentication nethod defined in Section 3.

The SSH user authentication nmethod nane "gssapi - keyex", to nane
the GSS- APl user authentication nmethod defined in Section 4.

The SSH user authentication nmethod nane "gssapi" is to be
reserved, in order to avoid conflicts with inplenentations
supporting an earlier version of this specification

The SSH user authentication method nane "external -keyx" is to be
reserved, in order to avoid conflicts with inplenentations
supporting an earlier version of this specification

Thi s docunent creates no new registries.
9. Security Considerations

Thi s docunent describes authentication and key-exchange protocols.
As such, security considerations are di scussed throughout.

Thi s protocol depends on the SSH protocol itself, the GSS-APlI, any
under | yi ng GSS- APl mechani sns that are used, and any protocols on

whi ch such nechani sns m ght depend. Each of these conponents plays a
part in the security of the resulting connection, and each will have
its own security considerations
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10.

The key exchange nmethod described in Section 2 depends on the
under | yi ng GSS- APl mechani smto provide both rmutual authentication
and per-nmessage integrity services. |If either of these features is
not supported by a particular GSS-APlI nechanism or by a particul ar
i npl ementation of a GSS-API nechani sm then the key exchange i s not
secure and MJST fail.

In order for the "external -keyx" user authentication nmethod to be
used, it MJIST have access to user authentication information obtained
as a side-effect of the key exchange. |If this information is
unavail abl e, the authenticati on MJST fail

Reveal i ng i nformati on about the reason for an authentication failure
may be considered by sone sites to be an unacceptabl e security risk
for a production environnent. However, having that information
avai | abl e can be inval uabl e for debuggi ng purposes. Thus, it is
RECOMVENDED t hat inpl enentations provide a neans for controlling, as
a matter of policy, whether to send SSH MSG USERAUTH GSSAPI ERROR
SSH _MSG_USERAUTH_GSSAPI _ERRTOK, and SSH _MSG _KEXGSS _ERRCR nessages,
and SSH MSG KEXGSS CONTI NUE messages contai ning a GSS-APl error

t oken.
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