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Abst r act

Thi s docunment specifies the Session Initiation Protoco
P- User - Dat abase Privat e- Header (P-header). This header field is used
in the 3rd-CGeneration Partnership Project (3GPP) IMS (I P Miltinedia
Subsystem) to provide SIP registrars and SIP proxy servers with the
address of the database that contains the user profile of the user
that generated a particular request.
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1.

2

I nt roducti on

The 3rd-Ceneration Partnership Project (3GPP) IMS (IP Miltinedia
Subsystem) uses the Session Initiation Protocol (SIP) [2] as its main
signalling protocol. (For nore information on the IMS, a detailed
description can be found in 3GPP TS 23.228 [5] and 3GPP TS 24. 229
[6].) 3GPP has identified a set of requirenents that can be net,
according to the procedures in RFC 3427 [3], by defining a new SIP
Pri vat e- Header (P-header).

The remai nder of this docunent is organized as follows. Section 2
descri bes the scenari os considered by 3GPP and Section 3 discusses
the requirenents derived fromthese scenarios. Section 4 defines the
P- User - Dat abase header field, which neets those requirenents, and
Section 5 discusses the applicability and scope of this new header
field. Section 6 registers the P-User-Database header field with the
I ANA and Section 7 discusses the security properties of the

envi ronment where this header field is intended to be used.

Scenari os

In the 3GPP I M5, there are two scenari os where a set of proxies
handl i ng a request need to consult the sanme user database. These
scenari os consist of a user registering to the I M5 network and an
unregi stered user receiving an incomng request that triggers a
service (e.g., a voice mail service).

1. User Registering to the IMS

In the 3GPP | M5, SIP REAQ STER requests generated by a User Agent (UA)
traverse a set of SIP proxy servers before reaching the SIP
registrar. A REGQ STER request sent by a UAis routed to the outbound
proxy of the UA, which is referred to as the P-CSCF (Proxy-

Cal I / Sessi on Control Function).

The P-CSCF routes the REAQ STER request to another proxy, which is
referred to as the |-CSCF (Interrogating-CSCF) and is always | ocated
in the hone domain of the user. The |-CSCF consults the user

dat abase of the domain, which is referred to as the Home Subscri ber
Server (HSS), in order to choose the registrar that will process the
REG STER request.

Wth the information received fromthe HSS, the I-CSCF routes the
REAQ STER request to the appropriate registrar, which is referred to
as the S-CSCF (Serving-CSCF). At this point, the S-CSCF needs to
contact the sanme HSS that was previously contacted by the I-CSCF in
order to fetch the user profile of the user that generated the

REG STER request.
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The interface between the |-CSCF and the HSS and between the S-CSCF
and the HSS is called Cx interface and is based on D aneter [4].

When there is a single HSS (i.e., user database) handling all the
users in the donain, both the |-CSCF and the S-CSCF can be confi gured
with its address so that they contact it when necessary. However,
sone domai ns have several HSSs, each of which handles a particul ar
set of users. Wen dealing with a REA STER request, the |-CSCF and
the S-CSCF need to discover which is the HSS that contains the
profile of the user that generated the REQ STER request.

In networks with nore than one HSS, a Dianeter redirect agent
referred to as the Subscription Locator Function (SLF) is

i mpl emented. The interface between the |-CSCF and the SLF and
between the S-CSCF and the SLF is called Dx interface and, |like the
CX interface, is based on Dianeter. The SLF provides the |-CSCF and
the S-CSCF with the address of the HSS that handles the user they are
deal ing with.

Therefore, in a network with nore than one HSS, the SLF is consulted
twi ce per REGQ STER request, first by the I-CSCF, and | ater by the
S-CSCF. If the I-CSCF could provide the S-CSCF with the address of
the HSS handling the user that generated the REQ STER request, the
S-CSCF coul d contact directly that HSS. That is, the S-CSCF woul d
not need to contact the SLF in order to obtain the address of the
HSS.

2.2. Incom ng Request for an Unregistered User

In the 3GPP I M5, inconing requests for a user traverse an |-CSCF in
the home domain of the user. This |-CSCF consults the HSS, using the
D anet er-based Cx interface, in order to decide which S-CSCF should
handl e the request. After consulting the HSS, the |I-CSCF forwards
the request to a S CSCF, which is also located in the hone domai n of
t he user.

If the user the request is addressed to is registered to the I M5
network, the S-CSCF receiving the request knows whi ch HSS handl es the
user. The S-CSCF stored this information when the user registered.
However, if the user is not registered, the S-CSCF needs to consult
the SLF (assuming nore than one HSS in the network) in order to

di scover the HSS handling the user
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Therefore, like in the previous scenario, in a network with nore than
one HSS, the SLF is consulted tw ce per incom ng request addresses to
an unregistered user. First by the 1-CSCF, and | ater by the S-CSCF.
If the |-CSCF could provide the S-CSCF with the address of the HSS
handl i ng the user that generated the request, the S-CSCF could
contact directly that HSS. That is, the S-CSCF woul d not need to
contact the SLF in order to obtain the address of the HSS.

3. Requirenents

This section lists the requirenents derived fromthe previous

scenari os:

1. It is necessary to optimze the registration process in the 3GPP
IM5S by reducing the time it takes for a UAto register to the IMS
net wor K.

2. It is necessary to optim ze the handling of incom ng requests to

unregi stered users in the 3GPP I M5 by reducing the tinme it takes
for a domain to handl e these requests.

3. It is necessary to inprove the scalability of SLFs in the 3GPP
I M5 by reducing the anount of traffic the SLF of a network needs
to handl e.

4, P- User - Dat abase Header Field Definition

Thi s docunment defines the SIP P-User-Database P-header. This header
field can be added to requests routed froman |-CSCF to an S- CSCF.
The P-User-Dat abase P-header contains the address of the HSS handling
the user that generated the request.

The augment ed Backus-Naur Form (BNF) [1] syntax of the P-User-
Dat abase header field is the foll ow ng:

P- User - Dat abase = "P-User - Dat abase" HCOLON dat abase
*( SEM generic-param)
LAQUOT Di anet er URI RAQUOT

dat abase

DiameterURI is defined in RFC 3588 [4]. HCOLON, LAQUOT, RAQUOT, and
generic-paramare defined in RFC 3261 [2].

The following is an exanple of a P-User-Database header field:

P- User - Dat abase: <aaa://host. exanpl e.com transport=tcp>
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5. Applicability

According to RFC 3427 [3], P-headers have a limted applicability.
Speci fications of P-headers such as this RFC need to clearly docunent
the useful scope of the proposal, and explain its limtations and why
it is not suitable for the general use of SIP on the Internet.

The P-User - Dat abase header field is intended to be used in 3GPP | M5
networks. This header field carries the address of a user database,
which is referred to as HSS, between two proxies, which are referred
to as I-CSCF and S-CSCF. The |-CSCF and the S-CSCF belong to the
sane adm ni strative domain and share a conmon frane of reference to
the user database. The |-CSCF inserts the P-User-Database header
field into a SIP request and the S-CSCF renoves it before routing the
request further.

When SIP is used on the Internet, there are typically no proxies
querying a user database between the UA sending a REG STER request
and the registrar. Consequently, the P-User-Database header field
does not seemuseful in a general Internet environnent.

6. | ANA Consi derations

Thi s docunent defines a new SIP header field: P-User-Database. This
header field has been registered by the ANA in the SIP Paraneters
regi stry under the Header Fields subregistry.

7. Security Considerations

The P-User-Database defined in this document is to be used in an
envi ronment where el enments are trusted and where attackers are not
supposed to have access to the protocol nessages between those

el ements. Traffic protection between network el ements is sonetines
achi eved by using IP Security (lIPsec) and sonetines by physically
protecting the network. In any case, the environnent where the

P- User - Dat abase header field will be used ensures the integrity and
the confidentiality of the contents of this header field.

There is a slight security risk if a P-User-Database header field is
all oned to propagate out of the administrative donmain where it was
generated. No user-sensitive information would be reveal ed by such a
breach, but this could result in disclosure of information about the
topol ogy of the operator network that goes beyond the |evel of

di sclosure explicit in SIP nessages w thout this extension
Consequently, operators need to ensure that the P-User-Database
header field is renpbved fromrequests before these are sent to

anot her adm ni strative domai n.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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