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Abstract
This meno defines a portion of the Management |nformati on Base (M B),
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for Small Conputer System
Interface (SCSI) entities, independently of the interconnect
subsystem | ayer.
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1. The Internet-Standard Managenment Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Requirements Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Overview

This nmeno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes a set of managed objects to configure and
moni tor Small Computer SystemInterface entities (SCSI entities),
i.e., SCSI target devices and SCSI initiator devices and SCSI ports.
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SCSI is a client-server protocol in which application clients within
a SCSI initiator device (client) issue service requests to |ogica
units contained in a SCSI target device(server).

This M B nodul e is based on docunents defined by the ANSI T10
Techni cal Conmittee, specifically the SCSI Architecture Mdel - 2
[ SAM2] and SCSI Primary Conmands - 2 [ SPC?].

The [ SAM2] standard is the primary source for the SCSI architecture
di scussion in this docunent and the termnology used in this MB
nmodul e.

3.1. Introduction

In the late 1970s, a firmcalled Shugart Associates started to have
sonme consi derabl e success with a peripheral interface definition in
what becanme the PC narketplace, and this interface was adopted and
ext ended by an open standards comrittee to formthe Snmall Conputer
Systens Interface (SCSI). SCSI defines an 8-bit-wi de nulti-drop
"bus" structure, which could interconnect a total of eight

peri pheral s and comput er systens.

It is inportant to realize that initially SCSI standardized only the
"physi cal connection", i.e., the connectors, cables, and interface
signals. Thus, even though a peripheral could be connected to
multiple systems, the information that flowed across the interface
was different in each case. This was addressed sone five years |ater
by the definition of a Cormon Command Set, and with this definition
in place it was possible for the first tine to devel op a periphera
with both a common interface and comon operating firnmware for
connection to nultiple systens.

The physical interface of SCSI continued to be devel oped throughout
the 1980s with the addition of fast (up to 10 negabytes/s) and wi de
(16 bits) variants, but the distance supported renai ned a maxi num of
25 neters (fromone end of the bus to another), and indeed sone of
the faster variants supported much | ess than that distance. The
command set devel opnent continued, wi th special comuands for tapes,
printers, and even processors being added to the original disk-
oriented set. So successful was SCSI in the 1980s that the majority
of the avail able Operating Systens incorporated support for the SCS
command set as standard.

However, at the end of the 1980s the di stance, speed, and nunber of
devi ces supported by SCSI were starting to becone significant

i npedi ments to systens design, and although the "infornmation

expl osi on" had not yet started in earnest, it was al ready being
anticipated. At the same tinme, the serial interface technol ogies
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devel oped for Local Area Networks such as Ethernet, and the fibre
optics technol ogies that were first deployed in tel ecomunications
applications were starting to appear sufficiently rugged and | ow cost
for use in peripheral interface applications. Thus, a standards
proj ect was begun in 1988 to develop a new serial, fibre-optic
interface to carry the SCSI command sets and ot her periphera
protocols. This interface eventually became known as Fi bre Channe
(FC, and it is based on an architecture centered around an
abstractly defined "fabric", which nmay be a switch or a | oop
connection. M B nodules for various FC equipnents are already in
exi st ence.

In order to support the new interfaces, it was necessary to

compl etely reorgani ze the SCSI standards and definitions. The
command sets were separated fromthe physical interface definitions,
and a SCSI Architectural Mdel (SAM was created to define the

i nteracti on between the various standards. It is a key to
understanding SAMto realize that it was first created approxi nately
10 years AFTER the first SCSI products were shipped!

The nost recent development in this saga occurred in 2000 when an

| ETF Working Group was forned to address, anong other things, a
definition for transporting the SCSI comand sets directly over a
TCP/I P infrastructure. This effort is known as i SCSI [RFC3720], and
an i SCSI M B nodul e is already under devel opment [1SCSI].

Most of the projects are in T10, except Fibre Channel, which is
defined by T11 and | EEE defines 1394.

The SCSI M B nodul e represents the SCSI protocol |ayer common to al
SCSI conmand sets and transports. It does not represent the command
sets and transports themsel ves. These should appear in other MB
modul es specific to the transport or command set. The follow ng
illustration shows the rel ationshi ps between the various actual and
possi ble SCSI-rel ated M B nodul es.
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An i SCSI M B nodule [ISCSI] and a Fi bre Channel interconnect MB
nmodul e [ RFC4044] are currently being devel oped. No devel opnent is
currently planned for standard command-set-specific or device-
specific M Bs.

The TCP-M B [ RFC4022] is already a proposed standard RFC 4022
3.2. SCSI Term nol ogy

The foll owi ng sections explain sone of the SCSI term nology, which is
used later in defining the MB nodule. For the authoritative
definitions of these terms, see SAM 2 [ SAM?].

3.2.1. SCSlI Application Layer

The protocol s and procedures that inplenment or invoke SCSI conmands
and task nmanagement functions by using services provided by a SCS
transport protocol |ayer

3.2.2. SCSI Device

A SCSI device is an entity that contains one or nmore SCSI ports that
are connected to a service delivery subsystem and supports a SCS
appl i cation protocol

3.2.3. SCSlI Port

A SCSI port is a device-resident entity that connects the application
client, device server, or task manager to the service delivery
subsystem t hr ough whi ch requests and responses are routed. A SCS
port is synonynmous with port and either a SCSI initiator port or a
SCSI target port.
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3.2.4. SCSI Initiator Device

A SCSI initiator device contains application clients and SCS
initiator ports that originate device service and task nmanagenent
requests to be processed by a SCSI target device. Wen used, this
termrefers to SCSI initiator devices or SCSI target/initiator
devices that are using the SCSI target/initiator port as a SCS
initiator port.

3.2.5. SCSI Initiator Port

A SCSI initiator port acts as the connection between application
clients and the service delivery subsystemthrough which requests and
responses are routed. 1In all cases when this termis used, it refers
to an initiator port or a SCSI target/initiator port operating as a
SCSl initiator port.

3.2.6. SCSI Target Device

A SCSI target device contains |ogical units and SCSI target ports
that receive device service and task nanagenment requests for
processing. Wen used, this termrefers to SCSI target devices or
SCSI target/initiator devices that are using the SCS
target/initiator port as a SCSI target port.

3.2.7. SCSI Target Port

A SCSI target port contains a task router and acts as the connection
bet ween devi ce servers and task nmanagers and the service delivery
subsystem t hr ough whi ch requests and responses are routed. Wen this
termis used, it refers to a SCSI target port or a SCS
target/initiator port operating as a SCSI target port.

3.2.8. Logical Units
A logical unit is an entity residing in the SCSI target device that
i mpl ements a devi ce nodel and processes SCSI comrands sent by an
application client.

3.2.9. Logical Unit Nunber

A Logical Unit Nunber or LUNis a 64-bit identifier for a |ogica
unit.

3.2.10. Interconnect Subsystem

An interconnect subsystemis one or nore interconnects that appear as
a single path for the transfer of information between SCSI devices.
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3.2.11. Devi ce Server

A device server is an object within the logical unit that processes
SCSl tasks according to the rules for task managenent.

3.2.12. Task Manager

A task manager is a server within the SCSI target device that
processes task nmanagement functi ons.

3.2.13. SCSI Instance

A "SCSI instance" is a distinct SCSI entity within a nanaged system
Whereas nost inplenmentations will have just one SCSI instance, the

M B nodule allows for multiple (virtual) instances, such that a | arge
system can be "partitioned" into multiple, distinct virtual systens.

For exanple, in a host, it allows nultiple vendors’' inplenentations
of the MB nodule to co-exist under a single SNWP agent through each
vendor’s inplenmentation being a different SCSI instance. 1t also
all ows a single SNVMP agent to represent nultiple subsystens each of
whi ch has its own SCSI instance

3.3. SCSI MB Mdul e | npl enentation

The SCSI M B nodule is a basic building block to use in the various
SCSI managenent scenarios. This nodule is intended to be inplenmented
in every SCSI entity in a managed system A SCSI entity can be a
SCSl initiator device, SCSI target device or SCSI initiator and
Target device. Since SCSI (storage) networking devices nmay contain
nmore than one SCSI entity, it is possible that nore than one SCS
instance will reside in a single device.

In small-scale environnents, a single network managenent station
(NVS) may have SNMP access to both SCSI initiator devices and SCS
target devices. However, if the SCSI target devices, or virtualized
target devices, are being provided as a service, it is nore likely
that the provider of the service owns and nanages the SCSI target
devi ces and that the consumer of the service owns and manages the
SCSl initiator devices. In this case, the service provider NVB and
the consunmer NMS nmay have only allowed SNWP access to the SCSI target
devices and the SCSI initiator devices, respectively.

The figures in this chapter describe the | ocation of the SCSI MB
modul e i nmpl enentations in the various SCSI managenent scenarios. The
| ocations of the SCSI SNMP agent inplenenting the SCSI M B nodul e are
denoted with '*’
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Figure 1. Single SCSI Initiator Device and
Singl e SCSI Target Device

Figure 1 describes a sinple SCSI managenent scenario of a SCSI
initiator device, a SCSI target device, and a nmanagenent station. In
this scenario, there are two SNWP agents, each containing its SCSI
instance and its respective objects. As the SCSI target device and
SCSI initiator device are interconnected, their target and initiator

port objects will be conpl enmentary.
S +
| 4+ +-+ SCSI Transport AT +
| | SCsI I e + SCSl |
[* | Initiator+------c-mmm e + Target |
+--| Device | SCSI Transport | Device |
| | * | | * |
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I I I
I I I
I I I
I I I
| | |
| SNMP | SNWVP S + SNWVP |
oo - e | SCSI I +
| Managenent |
| (NVB) I
Fomm oo - +

Figure 2. Miltiple Hosts and a Single Target Device
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Figure 2 adds another SCSI initiator device, to the SCSI network,

whi ch connects to the sane SCSI target device. The additional SCS
initiator device also has an SNVP agent inplenenting the SCSI MB
module. In this case, the SCSI target device’s MB nodule will show
that two SCSI initiator devices are attached to it.

S + I +
| Fomm e e e oo + Fom e e e oo - + B N + |
| | SCSI |[-------------- | Virtualization] | SCsi |
|* |Initiator +-------------- | Device oo - + Target | |
+--| Devi ce | SCsi | | | Device | *
| | * I I o I * |--+
| +-----a--- + Transport R +- -+ R +
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
| | SNVP AR TR + | SNVP | |
B S, o e e e e a e oo m + SCSI B S SN S B S, +
| Managenent |
| (NVB) I
S +

Figure 3. Miltiple Hosts, Virtualization Device and Miltiple SCS
Tar get Devi ces

Figure 3 adds an in-band virtualization device that encapsul ates, and
possi bly nodifies, the SCSI target devices' representation to the
SCSI Initiator devices. It is conmmon practice for an in-band
virtualization device to include both SCSI target and initiator
device functionality. Therefore, its SCSI M B nodul e i npl ementation
i ncludes both the SCSI Target device and Initiator device objects.

It should be noted that the Virtualization device m ght inplenent
additional proprietary M B nobdules, as the SCSI M B nodul e does not

di stingui sh between physical and virtual SCSI entities.

3.4. Bridging and Virtualization

Storage virtualization is a concept that abstracts storage resources
in such a way that, storage entities are provided as pool of |ogica
entities.

Usual ly, the virtualization process is transparent to the storage
users (i.e., hosts). Virtualization normally affects the SCS
entities represented to SCSI initiator devices. However, the SCS
M B nodul e enabl es the representation of SCSI entities and their
respective status, including error and performance-nonitoring
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3.

4.

4.

4.

statistics. It should be possible to performa limted nunber of
configuration nodification and di agnostic actions.

The SCSI entities enbodied in the bridging and virtualization devices
can be represented by the SCSI M B nodule. However, the
configuration of bridging and virtualization devices is beyond the
above-descri bed scope and therefore should be provided through other
M B nodul es.

5. SCSI Command M B Mbdul e

The managenent of SCSI commands is beyond the scope of this MB
modul e.  Future SCSI Command M B nodule can link to this M B npdul e,
through the use of Object Identifiers (O Ds) or |INDEX val ues of
appropriate tabl es.

Structure of the MB
This M B nodul e contains fourteen conformance groups:
1. The SCSI Device Goup

The scsi Devi ceGroup group contains the objects general to each SCSI
i nstance: instance, device, and port objects. It contains also the
objects referring to the transport(s) used by those SCSI instances.
This group is mandatory for all SCSI managed system

Alias objects are provided for SCSI instances and SCSI devices to
enable adnmnistrators to identify them These objects contain
human-r eadabl e admi ni strative text strings, and hence use the
SnnpAdmi nString textual convention from[RFC3411].

2. The Initiator G oup

The scsilnitiatorDeviceGoup contains all the nanaged infornation
related to a local SCSI initiator device and port. In addition, it
contains the managed objects referring to the nonitored attached SCSI
target devices. Any nanaged systemacting as a SCSI initiator or
target/initiator device and port MJST support this group.

4.3. The Target G oup

The scsi Target Devi ceGoup contains all the nanaged objects related to
a local SCSI target device, a local SCSI target port, nonitored
attached initiator ports, logical units, and |ogical unit

identifiers.
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Managed systens acting as a SCSI target or target/initiator device
and port nust support this group.

4.4. The Discovery G oup

The scsi Di scoveryGroup group is a collection of nanaged objects
referring to renpte SCSI target devices, renpte SCSI target ports,
renote logical units, and renote logical unit identifiers discovered
by or configured to a managed systemacting as a SCSI initiator

devi ce.

Managed systens acting as a SCSI initiator device and port and
supporting renote SCSI target devices or ports configuration or
di scovery shoul d inplenent this group.

4.5. The LUN Map Group

The scsi LunMapG oup group is a collection of nanaged objects all ow ng
mappi ng between SCSI target devices, logical units, and |logical unit
nunbers in one side to renote authorized SCSI initiator devices or
ports in another side.

Managed systens supporting this mapping should inpl enent the
scsi LunMapG oup.

4.6. The Target Statistic G oup

The scsi TargetDevStatsGroup group is a collection of nmanaged objects
representing various statistics referring to a SCSI target device or
port. Managed systens acting as a SCSI target device and port
supporting statistics should inplenment this group.

4.7. The Target High Speed Statistic G oup

The scsi Target DevHSSt at sG-oup group is a collection of managed
obj ects representing various statistics referring to a SCSI target
device or port. It provides support for systens that can quickly
generate countable informati on because they run at hi gh speed.

Managed systens acting as a SCSI target device and port and running
at high speed supporting should inplenment this group.

4.8. The LUN Map Statistics Goup
The scsi LunMapStatsG oup group is a collection of managed objects

representing various statistics referring to renpte authorized SCSI
initiator devices or ports.
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Managed systens acting as a SCSI target device and port and able to
gather statistics on rempte SCSI initiator devices or ports should
i npl ement this group.

4.9. The LUN Map Statistics H gh Speed G oup

The scsi LunMapHSSt at sGroup group is a collection of managed objects
representing various statistics referring to renpte authorized SSCl

initiator devices or ports. It provides support for systens that can
qui ckly generate countable information because they run at high
speed.

Managed systens acting as a SCSI target device and port and able to
gather statistics on remote SCSI initiator devices or ports and
runni ng at hi gh speed shoul d inplement this group.

4.10. The Initiator Statistics G oup

The scsilnitiatorDevStatsG oup group is a collection of nanaged
obj ects representing various statistics referring to a SCSI initiator
devi ce or port.

Managed systens acting as a SCSI initiator device and port supporting
statistics should inplement this group.

4.11. The Initiator H gh Speed Statistic Goup

The scsilnitiatorDevHSSt at sGoup group is a collection of managed

obj ects representing various statistics referring to a SCSI initiator
device or port. It provides support for systens that can quickly
generate countable information because they run at hi gh speed.

Managed systens acting as a SCSI initiator device and port and
runni ng at hi gh speed supporting should inplenent this group.

4.12. The Discovery Statistics G oup
The scsi Di scoveryStatsG oup group is a collection of nanaged objects
representing various statistics referring to renmote di scovered or
configured SCSI target devices or ports.
Managed systens acting as a SCSI initiator device and port and able

to gather statistics on renote SCSI target devices or ports should
i npl ement this group.

Hal | ak- Stam er, et al. St andards Track [ Page 13]



RFC 4455 SCSI M B April 2006

4.13. The Discovery Statistics H gh Speed G oup

The scsi Di scoveryHSSt at sG-oup group is a collection of managed

obj ects representing various statistics referring to renote

di scovered or configured SCSI target devices or ports. It provides
support for systens that can quickly generate countable infornation
because they run at hi gh speed.

Managed systens acting as a SCSI initiator device and port and able
to gather statistics on renote SCSI target devices or ports and
runni ng at high speed should inplenment this group

4.14. The Device Statistics Goup

The scsi DeviceStat Group group is a collection of managed objects
representing various statistics referring to a SCSI devi ce.

Managed systens able to gather device statistics should inplenent
this group.

5. Relationships in This MB

This section outlines the functionality and the dependency between
the MB tables providing the required managenent functionality for
SCSl initiator and target devices. For specific usage of these

tabl es, the reader should refer to the description of the tables and
their respective table entries and attri butes.

Following is a list of required SCSI initiator-related features, and
the respective tables facilitating this functionality:

o List all the SCSI initiator ports that shoul d be managed t hrough
this MB nodule. The table scsilntrPortTable maintains all the
SCSI initiator ports for the SCSI initiator devices in the MB
nmodul e.

o Provide a list of all SCSI target ports or SCSI target devices to
which a SCSI initiator port can attach. This should prevent a
SCSI initiator device or port fromattaching to SCSI target
devi ces that should be either invisible or inaccessible toit.

The entries in this list can be created either manually or by
automati c di scovery nechanisns (e.g., SLP, i SNS). The

Scsi DscTgt Tabl e provides this information. The entries in this
table point to the SCSI initiator port, and indicate that the SCS
initiator port can only attach to SCSI target ports or SCSI target
devices provided in the respective entries of the Scsi DscTgt Tabl e.
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This M B nodul e permts, but does not require, this table to be
witten via SNMP. There are significant security considerations
inallowing wites to this table; see Section 11

The information, for the aforenentioned SCSI target ports or SCS
target devices, about the LUs and their respective LUN Ids should
be provided. The scsiDscLunTabl e and scsi DscLunl dTabl e mai ntain
this information.

The scsi AttTgt Port Tabl e provides the information about the SCS
target ports each SCSI initiator port is currently conmunicating
with. This table should be dynanically updated to reflect those
connecti ons.

Following is a list of required SCSI target device-rel ated features,
and the respective tables facilitating this functionality:

(o]

List all the SCSI target ports that shoul d be managed through this
M B nodul e. The table scsiTgtPortTabl e maintains all the SCS
target ports for the SCSI target devices in the M B nodul e.

Provide a list of valid SCSI initiator ports or SCSI initiator

devi ces authorized to attach to a SCSI target port. This |ist
shoul d feature the concept of "access lists", which are comopn in
IP routers and switches. The Scsi Authorizedintr table provides
this information. This MB nodule pernmits, but does not require
this table to be witten via SNMP. There are significant security
considerations in allowing wites to this table; see Section 11

It should be possible to specify the list of LUNs exposed to each
SCSI initiator port or device, when it is attached to the SCS
target device. SCSI target devices nmust provide a default list of
LUNs. This list of LUNs can either be a unique list for each SCS
initiator device or be the default list. For each entry in the
Scsi Aut hori zedl ntr table, a pointer, named

scsi Aut hl nt r LunMapl ndex, indexing the ScsiLunMapTable facilitates
this feature.

Provide neans to nonitor all the SCSI initiator ports currently
attached to this SCSI target port. The scsiAttlntrPortTable
provides this information. This table should be dynamically
updated to reflect those connections.
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6. Relationship to Oher MBs
6. 1. Host Resource M B

The SCSI M B nodul e extends objects defined in the host resource MB
modul e to SCSI-specific entities but does not contain information on
sof tware nodul es such as device drivers. |f MB objects are required
for installed packages of SCSI software, then the hr SWnstall edG oup
of the Host Resources M B [RFC2790] are the standard M B objects to
use.

6.2. iSCSI MB Mdule

The SCSI M B nodul e defi nes managed objects for the SCSI protoco

| ayer. The SCSI |ayer can run on top of several transport |ayers;
iSCSI is one of them The ISCSI-MB [ISCSI] is the MB portion
defining the managed objects for the transport called i SCSI. 1In the
same way, a fibre channel or parallel SCSI MB nodul e woul d define
managed objects for a transport called, respectively, fibre channe
or parallel SCSI

The rel ati onship between the SCSI M B nodul e and any valid transport
M B nodule is determ ned via the SCSI port nmanaged table that has an
obj ect pointing to the corresponding row, if any, of the rel evant
table in a transport M B nodul e

7. Mscellaneous Details

7.1. Nanes and ldentifiers
The nanes and the identifiers of the SCSI devices, ports, and |ogica
units depend on the underlying transport protocols; their format and
| ength vary accordingly. Please refer to SAM2 [SAM2] for nore
detail s.

7.2. Logical Unit Number
The Logical Unit Nunber is a 64-bit integer. This type does not
exist in SM and therefore, this MB contains a textual convention
defining LUN as an OCTET STRI NG

7.3. Notifications
Separate SNMP notifications nmay be enabl ed/ di sabled to notify of a

change in any of the SCSI device status variables. A notification
will be generated theoretically for each occurrence (see restriction

Hal | ak- Stam er, et al. St andards Track [ Page 16]



RFC 4455 SCSI M B April 2006

bel ow) of the abnormal status (e.g., if the SCSI device s current
status is abnormal and another |ogical unit changes its status from
avail abl e to abnormal another notification will occur).

To avoi d sending an excessive nunber of notifications due to nultiple
errors counted, an SNWP agent inplenenting the SCSI M B nodul e shoul d
not send nore than three SCSI notifications in any 10-second peri od.

The 3-in-10 rul e was chosen because one notification every three
seconds was deenmed often enough, but if and when two or three
different notifications happen at the sane tine, it would not be
desirable to suppress them Three notifications in 10 seconds is a
happy nmedi um where a short burst of notifications is allowed,

wi t hout inundating the network and/or destination host with a |arge
nunber of notifications.

The ultimate control on sending of notifications is in command of the
notification generator nodule specified in [ RFC3413].

7.4. SCS|I Dommi ns

SAM 2 [ SAMR] specifies that devices belong to a domain. However, it
is not usually possible to deternmine this fromwithin a system so
domai ns are not represented within this MB nodul e.

7.5. Counters: 32 Bits and 64 Bits

Sone counters, in (newer) high-perfornmance systens, can increase at a
fast enough rate such that their representation as Counter32s can
cause themto "wap" in less than an hour. The SMv2 provides
Counter64 as the syntax for such counters. However, (older) SNwPv1l

i mpl ement ati ons cannot support Counter64s. Thus, this M B nodul e
defines such counters as both Counter32s and Counter64’s.

The counters in this MB nodul e that count data are defined in terns
of megabytes (i.e., as the nunber of negabytes of data), such that
Count er64s are not required.

However, the counters in this MB nodul e that count commands, when in
use at 5 GBit/second with 512-byte read/wite operations, could wap
within an hour. Therefore, each of these counters will be defined as
both a Counter32 and a Counter64, with the latter being mandatory,
for system speeds of 4 Gbit/second or higher

A possible (but not required) inplementation strategy is to have the

val ue of each Counter32 be the sane value as the |oworder 32 bits of
the correspondi ng Count er 64.
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7.

9.

6. Local versus Renote Entities

This M B nodule qualifies often SCSI entities as |ocal or renote.
The local entities are the ones for which the agent is reporting.
The renote entities are the ones that the local entities are in
communi cation with via the SCSI protocol.

Abbr evi ati ons

This M B nodule will use the foll ow ng abbreviations:

Inst = I nstance
Dev = SCSI Device
Tgt = SCSI Target Device

Intr = SCSI Initiator Device
Att = Attached

Id = lIdentifier

Dsc = Di scovered

pSCSI = Parallel SCSI

oj ect Definitions
SCSI-M B DEFINITIONS ::= BEG@ N
| MPORTS

MODULE- | DENTI TY, OBJECT-1 DENTI TY, OBJECT- TYPE,

NOTI FI CATI ON- TYPE, | nteger32, Unsigned32, Counter32,
Count er 64, Gauge32,

m b- 2 FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, Ti neStanp, TruthVal ue,

RowSt at us, RowPoi nter, AutononbusType,

St or ageType FROM SNWVPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP,

NOTI FI CATI ON- GROUP FROM SNWVPv 2- CONF
SnipAdmi nStri ng FROM SNWVP- FRAVEWORK- M B;

scsi M B MODULE-| DENTI TY
LAST- UPDATED " 200603300000Z" -- 30th March 2006
ORGANI ZATI ON " | ETF"
CONTACT- | NFO "
M chel e Hal | ak- St anl er
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Sanrad Intelligent Network
27 Habarzel Street

Tel Aviv, |srael

Phone: +972 3 7674809
E-mail: mchel e@anrad. com

Yar on Leder man

Siliquent Technol ogi es Ltd.
21 Etzel Street

Ramat Gan, |srael

Phone: +972 54 5308833
E-mail: yaronl ed@ezeqi nt. net

Mar k Bakke

Postal : Cisco Systems, Inc

7900 International Drive, Suite 400
Bl oom ngt on, WN

USA 55425

E-mai | : nmbakke@i sco. com

Marj ori e Krueger

Postal : Hew ett- Packard

8000 Foothills Bl vd.

Rosevill e, CA 95747

E-mail: marjorie_krueger @p. com

Keith McC oghrie

Cisco Systens, Inc.

Postal : 170 West Tasman Drive
San Jose, CA USA 95134

Phone: +1 408 526-5260

E-mail : kzm@i sco. com

DESCRI PTI ON
"The SCSI M B Mdul e.
Copyright (C) The Internet Society (2006). This version of
this MB nmodule is part of RFC 4455; see the RFC
itself for full legal notices.”

-- Revision History

REVI SI ON "2006033000002"
DESCRIPTION " Initial version published as RFC 4455."
:={ mb-2 139}

_kkk Ak hkkkhk Kk kA kK hkhkkkk Textual COﬂVEﬂ'[IOﬂS EEE R R IR I R R R R I S

Scsi LUN :: = TEXTUAL- CONVENTI ON
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STATUS current

DESCRI PTI ON
"This textual convention represents a SCSI Logical Unit
Nunmber (LUN). The format of a LUN is docunented in Tabl es
A.2 and A 3 of SAM2 [ SAM2]."

REFERENCE

"SCSI Architecture Mddel-2 (SAM 2), ANSI INCI TS 366-2003,

T10 Project 1157-D, 12 Septenber 2002 - Annex A [ SAM]"

SYNTAX OCTET STRING (SIZE ( 2 | 8))

Scsi | ndexVal ue :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"An arbitrary integer value, greater than zero, for use
as a uni que index value."
SYNTAX Unsi gned32 (1..4294967295)
Scsi Port |1 ndexVal ueOr Zero :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"Thi s textual convention is an extension of the ScsilndexVal ue
convention. The latter defines a greater than zero val ue used
to identify an index. This extension pernmts the additiona
val ue of zero and is applicable only to indices of SCSI port.
Usage of the zero is object-specific and nmust therefore be
defined as part of the description of any object that uses
this syntax. Exanples of the usage of zero m ght include
situations where the index was unknown, or when none or al
i ndi ces need to be referenced.”
SYNTAX Unsi gned32 (0..4294967295)
Scsi | ndexVal ueOr Zero :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"This textual convention is an extension of the ScsilndexVal ue
convention. The latter defines a greater than zero val ue used
to identify an index. This extension pernits the additiona
val ue of zero. Usage of the zero is object-specific and nust
therefore be defined as part of the description of any object
that uses this syntax. Exanples of the usage of zero m ght
i ncl ude situations where i ndex was unknown, or when none or
all indices need to be referenced.”
SYNTAX Unsi gned32 (0..4294967295)
Scsildentifier ::= TEXTUAL- CONVENTI ON
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STATUS current

DESCRI PTI ON
"This textual convention represents a generic SCSI port
identifier.
The format depends on the transport used and is docunented
in Tables A.2 and A 3 of SAM 2 [ SAM2]."

REFERENCE

"SCSI Architecture Mdel -2 (SAM2), ANSI |INCI TS 366-2003,
T10 Project 1157-D, 12 Septenber 2002 - Annex A [ SAM?2]™"

SYNTAX OCTET STRING (SIZE (0..262))

Scsi Nanme :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This textual convention represents the name of a SCS
initiator device, a SCSI target device, a SCSI initiator port
or a SCSI target port.
The format depends on the transport used and is docunented
in Tables A4 and A5 of SAM 2 [ SAMZ].
Every object defined using this syntax nust define whether it
is
a) always used for a port,
b) al ways used for a device, or
c) the circunstances under which it is used for a port or
devi ce. "
REFERENCE
"SCSI Architecture Mddel -2 (SAM 2), ANSI |INC TS 366- 2003,
T10 Project 1157-D, 12 Septenber 2002 - Annex A [ SAM2]"
SYNTAX OCTET STRING (S| ZE (0..262))

Scsi LuNameOr Zero @ : = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"This textual convention represents either the name of a SCS
| ogical unit or a zero-length string. ojects defined with
this syntax nmust specify the neaning of the zero-length
string.
The format of the name of a LU is defined as:
- a zero-length octet string or
- a string of eight bytes."

REFERENCE

"SCSI Architecture Model -2 (SAM 2), ANSI |INCI TS 366-2003,
T10 Project 1157-D, 12 Septenber 2002 - Annex A [ SAM2]"

SYNTAX OCTET STRING (SIZE (0 | 8))

Scsi Devi ceOrPort ::= TEXTUAL- CONVENTI ON
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STATUS current
DESCRI PTI ON
"This type specifies whether a particular configuration is
applicable to a port or to a device."
SYNTAX | NTEGER {
device(1),
port(2),
ot her ( 3)

Scsi | dCodeSet :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"This textual convention specifies the code set for the
identifier contained in an lIdentification Descriptor returned
in alogical unit’'s Device lIdentification Page, and is
formatted as defined in T10 SPC-2 (see REFERENCE) Table 172 -
Code Set™"

REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC 2),
ANSI I NCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"

SYNTAX Unsi gned32 (0..15)

Scsi | dAssoci ation ::= TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"This textual convention specifies what the identifier is
associated with (e.g., with the addressed physical/l ogi cal
device or with a particular port) for the identifier
contained in an ldentification Descriptor returned in a
| ogical unit’'s Device lIdentification Page, and is
formatted as defined in T10 SPC-2 (see REFERENCE)
Tabl e 173 - Association.”

REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC- 2),
ANSI INCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"

SYNTAX Unsi gned32 (0..3)

Scsi | dType ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"This textual convention specifies the type for the identifier
contained in an ldentification Descriptor returned in a
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| ogical unit's Device lIdentification Page, and is formatted
as defined in T10 SPC-2 (see REFERENCE) table 174 - ldentifier
Type. "

REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC-2),
ANSI INCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"

SYNTAX Unsi gned32 (0..15)

Scsi | dVal ue :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Thi s textual convention represents an identifier. The objects
of type ScsildCodeSet, ScsildAssociation, ScsildType define
together the format.
The format is the same as contained in an ldentification
Descriptor returned in a logical unit’'s Device ldentification
Page, and is formatted as defined in T10 SPC- 2
(see REFERENCE)."
REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC 2),
ANSI I NCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"
SYNTAX OCTET STRING (Sl ZE (0. . 255))

Scsi H SW nst al | edl ndexOr Zero :: = TEXTUAL- CONVENTI ON

DI SPLAY- H NT "d"

STATUS current

DESCRI PTI ON
"The index value for a software nodule’'s row in the Host
Resources M Bs hrSWnstall edTable. A zero value indicates
that no rowin the hrSWnstall edTable is applicable.”

REFERENCE
"hrSWnstal |l edTable is defined in the Host Resources M B,
[ RFC2790] . "

SYNTAX Integer32 (0..2147483647)

_okkkkkkkhkhkhkhkhkhkhkhkhk kK Structure of the MB ER R R R R R R I R

scsi Notifications OBJECT IDENTIFIER ::={ scsiMB 0 }

scsi Adm n OBJECT IDENTIFIER ::={ scsiMB 1 }

scsi hj ects OBJECT IDENTIFIER ::= { scsiMB 2}

scsi Conf or mance OBJECT IDENTIFIER ::= { scsiMB 3}

scsi Transport Types OBJECT IDENTIFIER ::={ scsiAdmn 1}
scsi Gener al OBJECT IDENTIFIER ::={ scsiObjects 1}
scsilnitiatorDevice OBJECT IDENTIFIER ::= { scsijects 2}
scsi Tar get Devi ce OBJECT IDENTIFIER ::= { scsiObjects 3}
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scsi Logi cal Unit OBJECT IDENTIFIER ::= { scsibjects 4 }

_okkkkkkkkhkhkhkhkhkhkhkhkkh K Transport Types ER R R R R I R R R I O R R

-- The following object identifiers allow determ ning the different
-- transports (service delivery subsystens) in use under the SCS
-- layer.

scsi Transport O her OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"This identity identifies a transport that has no identity; it
m ght happen because the transport is unknown or m ght not
have been defined when this MB nodul e was created.”
::={ scsiTransport Types 1 }

scsi Transport SPI OBJECT- | DENTI TY
STATUS  current
DESCRI PTI ON
"This identity identifies a parallel SCSI transport."
REFERENCE

"T10 - SCSI Parallel Interface - 4 (SPI-4)
- ANSI INCI TS 362-2002 [SPI4]"
::={ scsiTransport Types 2 }

scsi Transport FCP OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"This identity identifies a Fibre Channel Protocol for SCSI
Second Version."
REFERENCE
"T10 - SCSI Fibre Channel Protocol - 2 (FCP-2)
- ANSI I NCI TS 350-2003 [FCP2]"
::={ scsiTransport Types 3 }

scsi Transport SRP  OBJECT- | DENTI TY
STATUS current

DESCRI PTI ON
"This identity identifies a protocol for transporting SCSI over
Renote Direct Menory Access (RDMA) interfaces, e.g., InfiniBand
(tm."

REFERENCE

"T10 - SCSI RDMA Protocol (SRP)
- ANSI INCI TS 365-2002 [SRP]."
::={ scsiTransport Types 4 }

scsi Transport | SCSI OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON
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"This identity identifies an i SCSI transport.”
REFERENCE
"IETF I PS WG - Internet Small Conputer Systens Interface
(isCsl) [RFC3720] "
::={ scsiTransport Types 5 }

scsi Transport SBP  OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"This identity identifies the Serial Bus Protocol 3."
REFERENCE
"T10 - Serial Bus Protocol 3 (SBP-3)
- ANSI INCITS 375-2004 [SBP3]."
::={ scsiTransport Types 6 }

scsi Transport SAS OBJECT- | DENTI TY
STATUS  current
DESCRI PTI ON
"This identity identifies the Serial Attach SCSI Protocol."
REFERENCE
"T10 - Serial Attached SCSI - 1.1 (SAS - 1.1)
- #1601-D Rev-10 [SAS-1.1]."
::={ scsiTransport Types 7 }

_okkkkkkkkhkhkkhkhkkhkkkk I nst ance Tabl e R Sk S O I R S

scsi | nst anceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Scsil nstanceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of SCSI instances present on the system
The SCSI instance is the top-level entity, to which everything
el se bel ongs. An SNWP agent could represent nore than one
instance if it represents either a stack of devices, or virtua
partitions of a larger device, or a host running nultiple SCS
i mpl ementations fromdifferent vendors."

1= { scsiCeneral 1}

scsil nstanceEntry OBJECT- TYPE

SYNTAX Scsi I nst anceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (row) containing nanagenent information applicable to
a particular SCSI instance.”
I NDEX { scsilnstlndex }
::={ scsilnstanceTable 1 }
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Scsi I nstanceEntry ::= SEQUENCE {
scsi | nst | ndex Scsi | ndexVal ue,
scsilnstAlias SnnpAdmi nStri ng,
scsi | nst Sof t war el ndex Scsi Hr SW nst al | edl ndexOr Zer o,
scsi | nst Vendor Ver si on SnnpAdmi nStri ng,
scsi Il nst Scsi NotificationsEnable TruthVal ue,
scsi | nst St orageType St or ageType

}

scsi | nstl ndex OBJECT- TYPE
SYNTAX Scsi | ndexVal ue
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"This object represents an arbitrary integer used to uniquely
identify a particular SCSI instance."
::={ scsilnstanceEntry 1 }

scsilnst Ali as OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O0..79))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This object represents an adm nistrative string, configured by
the adnministrator. It can be a zero-length string."

::={ scsilnstanceEntry 2 }

scsi | nst Sof t war el ndex OBJECT- TYPE

SYNTAX Scsi Hr SW nst al | edl ndexOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"If this managenment instance corresponds to an installed
software nodule, then this object’s value is the value of the
hr SWnstal | edl ndex of that nmodule. |If there is no
correspondence to an installed software nodule (or no nodul e
that has an hrSWnstall edl ndex value), then the value of this
object is zero."
REFERENCE

"hrSWnstall edindex is defined in the Host Resources M B,
[ RFC2790] . "

::={ scsilnstanceEntry 3}

scsi | nst Vendor Ver si on OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
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"This object represents a text string set by the manufacturer
describing the version of this instance. The format of this
string is determ ned solely by the manufacturer and is for
i nformati onal purposes only. It is unrelated to the SCS
specification version nunbers."

::={ scsilnstanceEntry 4 }

scsilnstScsi Notificati onsEnable OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Thi s object indicates whether notifications defined in this
M B nodule will be generated."

DEFVAL { true }
::={ scsilnstanceEntry 5 }

scsi | nst St orageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies the nenory realization for
this SCSI entity.
Specifically, each rowin the follow ng tables

scsi Il ntrDevTabl e
scsi DscTgt Tabl e
scsi Aut hori zedl ntr Tabl e
scsi LunMapTabl e

has a StorageType as specified by the instance of
this object that is | NDEXed by the sane val ue of
scsi | nst | ndex.
This value of this object is also used to indicate
the persistence across reboots of witable values in
its row of the scsilnstanceTabl e.
Conceptual rows having the value ’permanent’ need not
all ow wite-access to any columar objects in the row,
nor to any object belonging to a table whose entry is
| NDEXed by the sane val ue of scsilnstlndex."
DEFVAL { nonVol atile }
::={ scsilnstanceEntry 6 }

__kkAkhkkhkrk kA kK hkhkkhkkkkk DEVI ce Tabl e ER R L R R R R R R O R

scsi Devi ceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Scsi Devi ceEntry
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MAX- ACCESS

STATUS

DESCRI PTI ON
"Alist of SCS

::={ scsiCGeneral 2}

not -
current

devi ces contained in each of the SCS
i nstances that this agent

SCSI M B 2006

Apri

accessi bl e

manageabl e
is reporting."

scsi Devi ceEntry OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"An entry (row) containi ng managenent
device included in this SCS

a particular SCS

Scsi Devi ceEntry
not - accessi bl e
current

i nformati on applicable to
manageabl e

instance identifiable by the value of scsilnstlndex."

I NDEX {scsi |l nstl ndex,

scsi Devi cel ndex}

::={ scsiDeviceTable 1}

Scsi Devi ceEntry
scsi Devi cel ndex
scsi Devi ceAl i as
scsi Devi ceRol e
scsi Devi cePort Nunber

= SEQUENCE {

Scsi | ndexVal ue,
SnnpAdmi nStri ng,
BI TS,

Unsi gned32

}
scsi Devi cel ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object is an arbitrary integer used to uniquely identify

a particular device within a particular SCSI instance."

::={ scsiDeviceEntry 1}

scsi Devi ceAl i as OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O0..79))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object contains an adm nistrative nane for this device.
If no nane is assigned, the value of this object is the
zero-length string.
The StorageType of this object is specified by the instance
of scsilnstStorageType that is | NDEXed by the sane val ue of
scsi I nstl ndex. "

::={ scsiDeviceEntry 2}

scsi Devi ceRol e OBJECT- TYPE
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SYNTAX BI TS {
target (0),
initiator(1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object determ nes whether this device is acting as a
SCSI initiator device, or as a SCSI target device, or as both."
::={ scsiDeviceEntry 3}

scsi Devi cePort Nunber OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object represents the nunber of ports contained in this
device. "

::={ scsiDeviceEntry 4}

scsi Port Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Scsi PortEntry

_kkkAhk Ak kkrkhkhkhkhkkhkhkkkk Port Table EE R R R R R I R I R O I R I

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Alist of SCSI ports for each SCSI device in each instance."
::={ scsiCeneral 3}

scsi Port Entry OBJECT- TYPE

SYNTAX Scsi PortEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information applicable to
a particular SCSI port of a particular SCSI device in a
particul ar SCSI instance."
I NDEX { scsilnstlndex, scsiDevicelndex, scsiPortlndex }
::={ scsiPortTable 1}

Scsi PortEntry ::= SEQUENCE {
scsi Port | ndex Scsi | ndexVal ue,
scsi Port Rol e BI TS,
scsi Port TransportPtr RowPoi nt er,

scsi Port BusySt at uses Count er 32
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scsi Port | ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An arbitrary integer used to uniquely identify a particular
port of a given device within a particular SCSI instance."
::={ scsiPortEntry 1 }

scsi Port Rol e OBJECT- TYPE
SYNTAX BI TS {
target (0),
initiator(1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates whether this port is acting as a
SCSl initiator port, or as a SCSI target port or as both."
::={ scsiPortEntry 2}

scsi Port Transport Ptr OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a pointer to the corresponding rowin the
scsi Transport Table. This row contains information on the
transport such as transport type and port nane."

::={ scsiPortEntry 3}

scsi Port BusySt at uses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represents the nunber of port busy statuses sent or
received by this port. Note: Initiator ports only receive busy
status and SCSI target ports only send busy status.
Di scontinuities in the value of this counter can occur at re-
initialization of the nanagenent system”

::={ scsiPortEntry 4 }

ok kkkkhkkhkhkkhkkkkhkhkhhkhkhkikx Table of Supported transports kkkkkkkikhkhkhkkikkkk*k
scsi Transport Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Scsi TransportEntry

MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"This table contains the device transport-specific information
for each transport connected to each device in
scsi Devi ceTabl e. "
::={ scsiCGeneral 5}

scsi Transport Entry OBJECT- TYPE

SYNTAX Scsi Transport Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (row) containing paranmeters applicable to a transport
used by a particular device of a particular SCSI nanageabl e
i nstance. "
I NDEX { scsilnstlndex, scsiDevicelndex, scsiTransportl|ndex}
::={ scsiTransportTable 1 }

Scsi TransportEntry ::= SEQUENCE {
scsi Transport | ndex Scsi | ndexVal ue,
scsi Transport Type Aut ononousType,

scsi Transport Poi nt er RowPoi nt er,
scsi Transport DevNane Scsi Nane

}

scsi Transport | ndex OBJECT- TYPE
SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a particul ar
transport within a given device within a particul ar SCSI
i nstance. "

::={ scsiTransportEntry 1 }

scsi Transport Type OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object identifies the transport type of this row of the

transport table. For exanple, if this object has the val ue

scsi Transport FCP, then the identified transport is FCP."
::={ scsiTransportEntry 2 }

scsi Transport Poi nt er OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"This object represents a pointer to a conceptual rowin a
"transport’ MB nodul e all owi ng a manager to get useful
information for the transport described by this entry.
For exanple, if the transport of this device is iSCSI, this
object will point to the i SCSI Instance of the i SCSI MB
modul e.
If there is no MB for this transport, this object has the
value 0.0."

::={ scsiTransportEntry 3 }

scsi Transport DevNanme OBJECT- TYPE

SYNTAX Scsi Namre
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represents the nane of this device in one of the
format (s) appropriate for this type of transport."”
::={ scsiTransportEntry 4 }

__kkkkkkhkkhkhkkhkkkkhkkhkkikhkhkhkk SCS' |n|t|ator DEVI Ce Table *hkkkkkkkkkkkk kK
scsi Il ntrDevTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Scsil ntrDevEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains information for each local SCSI initiator
device in each instance."
2= { scsilnitiatorDevice 1}

scsilntrDevEntry OBJECT- TYPE

SYNTAX ScsilntrDevEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (row) containing information applicable to a SCSI
initiator device within a particular SCSI instance."
I NDEX { scsilnstlndex, scsiDevicelndex }
::={ scsilntrDevTable 1}

ScsilntrDevEntry ::= SEQUENCE {
scsi | ntrDevTgt AccessMde | NTECER,
scsi | ntrDevQut Reset s Count er 32

}

scsi | ntr DevTgt AccessMde OBJECT- TYPE
SYNTAX | NTEGER {
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unknown( 1),
aut oEnabl e( 2),
manual Enabl e( 3)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Thi s object controls whether or not a discovered SCSI target
device is i medi ately authori zed:
- autoEnable (2) neans that when a SCSI initiator device
di scovers a SCSI target device, it can use it imediately.
- manual Enabl e (3) means that the SCSI initiator device
must wait for an operator to set scsilntrDscTgt Configured
= true before it is authorized.
The StorageType of this object is specified by the instance
of scsilnstStorageType that is | NDEXed by the sane val ue of
scsi | nst | ndex. "
.= { scsilntrDevEntry 1}

scsi | ntrDevQut Reset s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represents the total nunber of tines that this SCS

initiator device has issued

- a LOE@ CAL UNIT RESET or TARGET RESET task managenent request,
or

- any other SCSI transport protocol-specific action or event
that causes a Logical Unit Reset or a Hard Reset at one or
more SCSI target ports ([SAM2] chapters 5.9.6, 5.9.7).

Di scontinuities in the value of this counter can occur at re-

initialization of the managenent system”

REFERENCE

"SCSI Architecture Mddel -2 (SAM2), ANSI |INCI TS 366- 2003,

T10 Project 1157-D, 12 Septenber 2002

Chapters 5.9.6 & 5.9.7 [ SAM2] "

::={ scsilntrDevEntry 2 }

-- The followi ng section describes nanaged objects related to
-- SCSI initiator ports.

scsilntrPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ScsilntrPortEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"This table contains all the SCSI initiator ports for each
local SCSI initiator or target/initiator devices in each SCSI
i nstance. "

::={ scsilnitiatorDevice 2 }

scsilntrPortEntry OBJECT- TYPE

SYNTAX ScsilntrPortEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (row) containing information applicable to a
particular SCSI initiator port of a particular SCSI device
within a SCSI instance."
I NDEX { scsilnstlndex, scsiDevicelndex, scsiPortlndex }
::={ scsilntrPortTable 1}

ScsilntrPortEntry ::= SEQUENCE ({
scsi | ntr Port Nane Scsi Nane,
scsilntrPortldentifier Scsi ldentifier,

scsi | ntrPort Qut Comands Count er 32,
scsilntrPort WittenMegaBytes Counter 32,
scsi | ntrPort ReadMegaByt es Count er 32,
scsi | ntrPort HSOut Commands Count er 64

}

scsi | ntrPort Name OBJECT- TYPE
SYNTAX Scsi Name
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represents the nane of the port assigned for use
by the SCSI protocol. The format will depend on the type of
transport this port is using.”

::={ scsilntrPortEntry 1}

scsilntrPortldentifier OBIJECT- TYPE

SYNTAX Scsildentifier
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object represents the identifier of the port in one of
the format(s) appropriate for the type of transport in use."
::={ scsilntrPortEntry 2 }

scsi | ntr Port Qut Conmands OBJECT- TYPE

SYNTAX Count er 32
UNI TS "commands”
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object represents the nunber of commands sent by this
SCSl initiator port.
Di scontinuities in the value of this counter can occur at re-
initialization of the nmanagenent system”

::={ scsilntrPortEntry 3 }

scsilntrPort WittenMegaBytes OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the anobunt of data in nmegabytes sent
by this SCSI initiator port.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system”

::={ scsilntrPortEntry 4 }

scsi | ntrPort ReadMegaByt es OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the ampbunt of data in megabytes
received by this SCSI initiator port.
Di scontinuities in the value of this counter can occur at re-
initialization of the nmanagenent system”

::={ scsilntrPortEntry 5 }

scsi | ntr Port HSQut Commands OBJECT- TYPE

SYNTAX Count er 64
UNI TS "commands”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the nunber of conmmands sent by this
SCSl initiator port. This object provides support for systens
that can quickly generate a | arge nunber of commands because
they run at high speed.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system”

::={ scsilntrPortEntry 6 }
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scsi Renot eTgt Dev OBJECT IDENTIFIER ::= { scsilnitiatorDevice 3}

-- SCSI target device discovered or authorized to attach each of the
-- SCSI initiator ports of each SCSI initiator device of each

-- instance.

scsi DscTgt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Scsi DscTgtEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes all the renote (not in the |ocal systen
SCSI target ports that are authorized to attach to each | ocal
SCSI initiator port of this SCSI instance."”

::={ scsiRenpteTgtDev 1 }

scsi DscTgt Entry OBJECT- TYPE

SYNTAX Scsi DscTgt Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry (row) contains information about the SCSI target
device or port to which this SCSI initiator port (or all SCS
initiator ports in the SCSI initiator entry indexed by
scsilnstlndex, scsiDevicelndex) will attenmpt to attach. The
entry is either for all local ports (if scsiDscTgtlntrPortl ndex
is zero) or only for the specific SCSI initiator port
identified by scsiDscTgtlintrPortlndex. Note that if an entry in
this table is deleted, any corresponding entries in the
scsi DscLunsTabl e nust be deleted as well.
The StorageType of a rowin this table is specified by the
i nstance of scsilnstStorageType that is | NDEXed by the sane
val ue of scsilnstlndex."

I NDEX { scsilnstlndex, scsiDevicelndex, scsiDscTgtlntrPortlndex,

scsi DscTgt I ndex }

::={ scsiDscTgtTable 1 }

Scsi DscTgt Entry ::= SEQUENCE {
scsi DscTgt I ntrPortl ndex Scsi PortlndexVal ueOr Zer o,
scsi DscTgt | ndex Scsi | ndexVal ue,
scsi DscTgt DevOr Por t Scsi Devi ceOr Port
scsi DscTgt Nane Scsi Nane,
scsi DscTgt Confi gur ed Trut hVal ue,
scsi DscTgt Di scover ed Trut hVval ue,

scsi DscTgt | nConmands Count er 32,
scsi DscTgt Wi ttenMegaByt es Count er 32,
scsi DscTgt ReadMegaByt es Count er 32,
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scsi DscTgt HSI nCommands  Count er 64,
scsi DscTgt Last Creation Ti meSt anp,
scsi DscTgt Rowst at us RowSt at us

}

scsi DscTgt I ntrPortlndex OBJECT-TYPE
SYNTAX Scsi Port | ndexVal ueOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object relates to a particular local device within a
particular SCSI instance and specifies
- the index of the local SCSI initiator port,
- or zero, if this entry refers to the |ocal device and
therefore refers to all the local SCSI initiator ports.”
::={ scsiDscTgtEntry 1 }

scsi DscTgt | ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This object is an arbitrary integer used to uniquely identify
a particular SCSI target device either discovered by, or
configured for use with, one or nore ports scsiDscTgt Nane of
a particular device within a particular SCSI instance."

::={ scsiDscTgtEntry 2 }

scsi DscTgt DevOr Port OBJECT- TYPE

SYNTAX Scsi Devi ceOr Por t
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object indicates whether this entry describes a
configured SCSI target device nane (and applies to all ports
on the identified SCSI target device) or an individual SCSI
target port."

::={ scsiDscTgtEntry 3 }

scsi DscTgt Name OBJECT- TYPE

SYNTAX Scsi Name
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object represents the nane of this configured or
di scovered SCSI target device or port depending on the val ue
of scsi DscTgt DevOrPort. "

.= { scsiDscTgtEntry 4 }
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scsi DscTgt Confi gured OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s obj ect means
-true(l): this entry has been configured by an admini strator.
-false(2): this entry has been added from a di scovery
mechani sm (e.g., SendTargets, SLP, iSNS).
An admi nistrator can nodify this value fromfalse to true."
DEFVAL { true }
::={ scsiDscTgtEntry 5 }

scsi DscTgt Di scovered OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object means

-true(l): this entry has been di scovered by the SCSI instance

as result of an automatic discovery process.

-false(2):this entry has been added by nmanual configuration
This entry is read-only because an adm ni strator cannot change
it.

Note that it is an inplenmentation decision to determine how
long to retain a row with configured=fal se, such as when the
SCSI target device is no |onger visible/accessible to the |oca
SCSI initiator device."

::={ scsiDscTgtEntry 6 }

scsi DscTgt | nCommands OBJECT- TYPE

SYNTAX Count er 32
UNI TS "commnds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represents the nunber of commands received from
this SCSI target port or device.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of scsi DscTgtLastCreation."

::={ scsiDscTgtEntry 7 }

scsi DscTgt Wi ttenMegaByt es OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"This object represents the amount of negabytes of data sent as
the result of WRITE commands to this SCSI target port or device.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of scsiDscTgtLastCreation."
::={ scsiDscTgtEntry 8 }

scsi DscTgt ReadMegaByt es OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the ambunt of negabytes received as the
result of READ commands to this SCSI target port or device.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of scsiDscTgtLastCreation."

::={ scsiDscTgtEntry 9 }

scsi DscTgt HSI nCormands OBJECT- TYPE

SYNTAX Count er 64
UNI TS "commands”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the nunber of commands received by this
SCSI target port or device. This object provides support for
systemthat can quickly generate a | arge nunber of conmands
because they run at hi gh speed.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of scsi DscTgtLastCreation."

::={ scsibDscTgtEntry 10 }

scsi DscTgt Last Creati on OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the value of sysUpTime when this row
was created.”
::={ scsibDscTgtEntry 11 }

scsi DscTgt RowsSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"This object allows an adnministrator to configure dynamcally a
new entry in this table via SNWP or eventually delete it.
An administrator is not allowed to delete an entry for which
the val ue of the object scsilntrDscTgtD scovered is equal to
true.
Note that when an entry in this table is deleted, then any
corresponding entries in the scsi DscLunsTabl e nust al so be
automati cal |l y del et ed.

A newly created row cannot be made active until a val ue has
been set for scsiDscTgtNane. |In this case, the value of the
correspondi ng i nstance of the scsiDscTgt RowSt atus colum wil |
stay ’'not Ready’ .
The RowStatus TC [ RFC2579] requires that this DESCRI PTI ON
cl ause states under which circunstances other objects in this
row can be nodified
The val ue of this object has no effect on whether other objects
in this conceptual row can be nodified."

::={ scsibDscTgtEntry 12 }

ok kkhkkkAhkhkhkhkhkkhkhAk Ak kA Ak hkkKk LU'\IS d| SCOVGI’ed EE R R I R I R R I R I O

scsi DscLunTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Scsi DsclLunEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes all the renote (not in the |ocal systen
| ogi cal unit nunbers (LUNs) discovered via each |ocal SCS
initiator port of each local device within a particular SCS
i nstance. "

::={ scsiRenpteTgtDev 2 }

scsi DscLunEntry OBJECT- TYPE

SYNTAX Scsi DscLunEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (row) represents a discovered LUN at a particul ar

SCSI target device (scsiDscTgtlndex), where the LUN was

di scovered by a particular local SCSI initiator device within a
particul ar SCSI instance, possibly via a particular loca

SCSl initiator port.

Note that when an entry in the scsiDscTgtTable is del eted,

all corresponding entries in this table should automatically be
deleted."

Hal | ak- Stam er, et al. St andards Track [ Page 40]



RFC 4455 SCSI M B April 2006

I NDEX { scsilnstlndex, scsiDevicelndex, scsiDscTgtlntrPortl ndex,
scsi DscTgt | ndex, scsi DscLunl ndex }
::={ scsiDscLunTable 1}

Scsi DscLunEntry ::= SEQUENCE {
scsi DsclLunl ndex Scsi | ndexVal ue,
scsi DscLunLun Scsi LUN

}

scsi DscLunl ndex OBJECT- TYPE
SYNTAX Scsi | ndexVal ue
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"This object is an arbitrary integer used to uniquely identify
a particular LUN discovered by a particular SCSI initiator port
or a particular SCSI initiator device within a particul ar SCSI
i nst ance.
Entries in the scsiDscLunl dTable are associated with a LUN by
havi ng the value of this object in their | NDEX "

::={ scsiDscLunEntry 1}

scsi DscLunLun OBJECT- TYPE

SYNTAX Scsi LUN
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the Logical Unit Nunmber (LUN) of the
di scovered logical unit."
::={ scsiDscLunEntry 2}

ok kkkkhkkhkkhkkhkkkkhkhkhhkhkhkkkx LU |dent|f|ers d| SCOVGl‘ed EIR R b I b I R I R I I I I I
scsi DscLunl dTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Scsi DscLunl dEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes all the known LU identifiers of the renmote

(not in the local systen) |ogical units discovered via each

| ocal SCSI initiator port or device of this SCSI instance."
::={ scsiRenpteTgtDev 3 }

scsi DscLunl dEntry OBJECT- TYPE

SYNTAX Scsi DscLunl dEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

Hal | ak- Stam er, et al. St andards Track [ Page 41]



RFC 4455 SCSI M B April 2006

"An entry (row) represents the LU identifier of a discovered
LUN at a particular SCSI target device (scsiDscTgtlndex), where
the LUN was di scovered by a particular local SCSI initiator
device within a particular SCSI instance, possibly via a
particular local SCSI initiator port."

I NDEX { scsilnstlndex, scsiDevicelndex, scsiDscTgtlntrPortl ndex,

scsi DscTgt I ndex, scsi DscLunl ndex, scsi DscLunl dl ndex }

::={ scsibDscLunldTable 1}

Scsi DscLunl dEntry ::= SEQUENCE ({
scsi DscLunl dl ndex Scsi | ndexVal ue,
scsi DsclLunl dCodeSet Scsi | dCodeSet ,
scsi DsclLunl dAssoci ati on Scsi | dAssoci ati on,
scsi DscLunl dType Scsi | dType,
scsi DscLunl dval ue Scsi | dval ue

}

scsi DscLunl dl ndex OBJECT- TYPE
SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object is an arbitrary integer used to uniquely identify
a particular LUN identifier discovered by each SCSI initiator
device or particular SCSI initiator port within a particular
SCSl i nstance.”

::={ scsibDscLunldEntry 1 }

scsi DscLunl dCodeSet OBJECT- TYPE

SYNTAX Scsi | dCodeSet
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies the code set in use with this
identifier. The value is represented in the sane format as
is contained in the identifier’'s Identification Descriptor
within the logical unit’'s Device ldentification Page."
REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC 2),
ANSI I NCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"
::={ scsibDscLunldEntry 2 }

scsi DscLunl dAssoci ati on OBJECT- TYPE

SYNTAX Scsi | dAssoci ati on
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
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"Thi s object specifies what the identifier is associated with
(e.g., with the addressed physical/logical device or with a
particular port). The value is represented in the sanme fornmat
as is contained in the identifier's lIdentification Descriptor
within the logical unit’'s Device ldentification Page."
REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC-2),
ANSI INCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"
::={ scsiDscLunldEntry 3}

scsi DscLunl dType OBJECT- TYPE

SYNTAX Scsi | dType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies the type of the identifier.

The value is represented in the sanme fornmat as is contained in

the identifier’'s Identification Descriptor within the |ogical

unit’s Device ldentification Page."

REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC- 2),
ANSI INCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"
::={ scsibDscLunldEntry 4 }

scsi DscLunl dVal ue OBJECT- TYPE

SYNTAX Scsi | dval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the actual value of this identifier.
The format is defined by the objects scsi DscLunl dCodeSet ,
scsi DscLunl dAssoci ati on, scsi DscLunl dType.
The value is represented in the sanme fornmat as is contained in
the identifier’'s Identification Descriptor within the |ogical
unit’s Device Identification Page."
REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC 2),
ANSI I NCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"
::={ scsibDscLunldEntry 5 }

--***x*x Taple of SCSI Target Device Attached to | ocal SCSI
--****%x Injtiator Ports
scsi Att Tgt Port Tabl e OBJECT- TYPE

SYNTAX  SEQUENCE OF Scsi Att Tgt PortEntry

MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"This table includes all the renote (not in the |ocal system
SCSI target ports that are currently attached to each | ocal
SCSl initiator port of this SCSI instance."
::={ scsiRenpteTgtDev 4 }

scsi Att Tgt Port Entry OBJECT- TYPE

SYNTAX Scsi Att Tgt Port Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (row) represents a renpte SCSI target port
(scsi Att Tgt Portlndex) currently attached to a particul ar
SCSI initiator port (scsiPortlndex) of a particular SCSI
initiator device within a particular SCSI instance."
I NDEX { scsilnstlndex, scsiDevicelndex, scsiPortl ndex,
scsi Att Tgt Port | ndex }
c:={ scsiAttTgtPortTable 1 }

Scsi Att Tgt Port Entry :: = SEQUENCE {
scsi Att Tgt Port | ndex Scsi | ndexVal ue,
scsi Att Tgt Port DscTgt | dx Scsi | ndexVal ueOr Zer o,
scsi Att Tgt Port Nane Scsi Nane,
scsi Att Tgt Portldentifier Scsildentifier
}
scsi Att Tgt Port |l ndex OBJECT- TYPE
SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a particul ar
SCSI target currently attached to a particular SCSI initiator
port of a particular SCSI initiator device within a particular
SCSI instance.”

c:={ scsiAttTgtPortEntry 1 }

scsi Att Tgt Port DscTgt | dx OBJECT- TYPE

SYNTAX Scsi | ndexVal ueOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the value of the scsiDscTgtlntrPortl ndex
i ndex variable for the row in the scsiDscTgt Tabl e representing
this currently attached SCSI target port. |If the currently
attached SCSI target port is not represented in the

scsi DscTgt Tabl e, then the value of this object is zero."
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c:={ scsiAttTgtPortEntry 2 }

scsi Att Tgt Port Name OBJECT- TYPE

SYNTAX Scsi Name

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object contains the name of the attached SCSI target
port."

::={ scsiAttTgtPortEntry 3 }

scsi Att Tgt Port i dentifier OBJECT- TYPE
SYNTAX Scsildentifier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object contains the identifier of the attached SCSI
target port."
c:={ scsiAttTgtPortEntry 4 }

ER R R R R R I R R O R R S R R R Sk I O R R R R I I

-- ***** Table of SCSI Target devices

scsi Tgt DevTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF Scsi Tgt DevEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table contains information about each |ocal SCSI target
device. "

::={ scsiTargetDevice 1}

scsi Tgt DevEnt ry OBJECT- TYPE

SYNTAX Scsi Tgt DevEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (row) containing information applicable to a
particular |local SCSI target device within a particul ar SCSI
i nstance. "
I NDEX { scsilnstlndex, scsiDevicelndex }
::={ scsiTgtDevTable 1 }

Scsi Tgt DevEntry :: = SEQUENCE {
scsi Tgt DevNunber OF LUs Gauge32,
scsi Tgt Devi ceSt at us | NTECER,
scsi Tgt DevNonAccessi bl eLUs Gauge32,
scsi Tgt DevReset s Count er 32
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scsi Tgt DevNunber O LUs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is the nunber of logical units accessible via this

| ocal

SCSI target device."

::={ scsiTgtDevEntry 1 }

scsi Tgt Devi ceSt atus  OBJECT- TYPE

SYNTAX

| NTEGER {

unknown( 1),
avail abl e(2),

br oken(3),

r eadyi ng(4),
abnor nmal (5),
nonAddr Fai | ure(6),
nonAddr Fai | Readyi ng(7),
nonAddr Fai | Abnor mal ( 8)

}
MAX- ACCESS read-only

STATUS

current

DESCRI PTI ON
"This object represents the status of this SCSI devi ce,
summari zing the state of both the addressabl e devices (i.e.,
the logical units) and the non-addressable devices within this

SCSl

devi ce:

- unknown(1l): This value is used when the status cannot be
det er m ned

- available(2): Al addressable and non-addressabl e
devices within the SCSI device are fully operational (i.e.
no |l ogical units have an abnornmal status).

- broken(3): The SCSI device is not operational and cannot
be nmade operational wi thout external intervention

- readying(4): One or nore logical units within the SCS
device are being initialized and access to the SCSI device
is temporarily limted (i.e., one or nore of the |ogica
units have a readyi ng status).

- abnormal (5): One or nore addressabl e devices within the
SCSI device are indicating a status other than avail abl e;
neverthel ess, the SCSI device is operational (i.e., one or
more of the logical units have an abnormal status).

- nonAddr Fai l ure(6): One or nore non-addressabl e devi ces
within the SCSI device have failed; neverthel ess, the SCS
device is operational (i.e., no logical units have an
abnornmal or readying status).

Hal | ak- Stam er, et al. St andards Track [ Page 46]



RFC 4455 SCSI M B April 2006

- nonAddr Fai | Readying(7): One or nore non-addressabl e
devices within the SCSI device have failed; neverthel ess,
one or nmore logical units within the SCSI device are being
initialized and access to the SCSI device is tenporarily
limted.
- nonAddr Fai | Abnornmal (8): One or nore non-addressabl e
devices within the SCSI device have fail ed and one or nore
addressabl e devices within the SCSI device are indicating a
status other than avail abl e; however, the SCSI device is
operational .
REFERENCE
"SCSI Controller Commands-2 (SCC-2) ANSI INCITS 318-1998
6. 3. 1. 8 REPORT STATES service action [SCC2]"
::={ scsiTgtDevEntry 2}

scsi Tgt DevNonAccessi bl eLUs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is the nunber of logical units existing but not
currently accessible via this local SCSI target device."
.= { scsiTgtDevEntry 3 }

scsi Tgt DevReset s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object counts the nunber of hard resets encountered
by this SCSI target device.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system”
REFERENCE
"SCSI Architecture Mddel -2 (SAM2), ANSI |INCI TS 366-2003,
T10 Project 1157-D, 12 Septenber 2002 - Chapter 5.9.7 [ SAM2]"
::={ scsiTgtDevEntry 4 }

__kkkkkkhkkhkhkkhkkhkkhkhkhkkhkkikkhkhkhkk SCS' Target Port Table ER R R R S b R S I I S O
scsi Tgt Port Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Scsi Tgt PortEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table includes all the local SCSI target ports of all the
| ocal SCSI target devices."
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::={ scsiTargetDevice 2 }

scsi Tgt Port Entry OBJECT- TYPE
SYNTAX  Scsi Tgt PortEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (row) containing information applicable to a
particul ar local SCSI target port of a particular |ocal SCSI
target device within a particular SCSI instance."
I NDEX { scsilnstlndex, scsiDevicelndex, scsiPortlndex}
::={ scsiTgtPortTable 1 }

Scsi Tgt PortEntry :: = SEQUENCE {
scsi Tgt Por t Nane Scsi Nane,
scsi Tgt Portldentifier Scsildentifier,
scsi Tgt Port | nCommands Count er 32,
scsi Tgt Port Wi ttenMegaByt es Count er 32,
scsi Tgt Port ReadMegaByt es Count er 32,
scsi Tgt Por t HSI nConmmands Count er 64

}

scsi Tgt Port Nanme OBJECT- TYPE
SYNTAX Scsi Nane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the nane of the port assigned for use
in the SCSI protocol."
2= { scsiTgtPortEntry 1}

scsi Tgt Portldentifier OBJECT- TYPE
SYNTAX Scsildentifier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object represents the identifier of the port in one of
the format(s) appropriate for the type of transport.”
::={ scsiTgtPortEntry 2 }

scsi Tgt Port | nCommands OBJECT- TYPE

SYNTAX Count er 32

UNI TS "commands"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object represents the nunber of commands received by this
SCSI target port.
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Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system”
::={ scsiTgtPortEntry 3 }

scsi Tgt Port Wi ttenMegaByt es OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object represents the ambunt of data written in megabytes
by this SCSI target port.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system”
::={ scsiTgtPortEntry 4 }

scsi Tgt Port ReadMegaByt es OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object represents the ambunt of data read in negabytes by
this SCSI target port.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system”
::={ scsiTgtPortEntry 5 }

scsi Tgt Port HSI nConmands OBJECT- TYPE
SYNTAX Count er 64
UNI TS "commands"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object represents the nunber of commands received. This
obj ect provides support for systens that can quickly generate a
| arge number of commands because they run at high speed.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system”
::={ scsiTgtPortEntry 6 }

scsi Renotel ntrDev OBJECT | DENTIFIER ::= { scsi TargetDevice 3 }

-- The scsi AuthorizedlntrTable contains the list of renpte initiator
-- ports that are authorized to be attached to specific SCSI target
-- ports and on which an adm nistrator would |i ke to keep pernanent
-- information and long termstatistics even when not currently

-- attached.

Hal | ak- Stam er, et al. St andards Track [ Page 49]



RFC 4455 SCSI M B

scsi Aut hori zedl ntr Tabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF Scsi Aut hori zedlntrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

April 2006

"This table includes all the authorized SCSI initiator devices

or ports that nmay attach a SCSI target device

(Scsi Authl ntrTgt Portlndex = 0) or port (ScsiAuthlntrTgtPortl ndex
different than 0) of the local SCSI instance. Statistics are
kept for each such authorization; thus, the authorizations

shoul d be configured in the manner that will cause the desired
set of statistics to be collected and that will determ ne the

correct LUN map."
::={ scsiRemptelntrDev 1 }

scsi Aut hori zedlntrEntry OBJECT- TYPE

SYNTAX Scsi Aut hori zedl ntrEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) represents a renote SCSI initiator port or
renote SCSI initiator device that may attach to the | ocal SCS
target port or device within a particular SCSI instance.

The StorageType of a rowin this table is specified by the

i nstance of scsilnstStorageType that is | NDEXed by the sane

val ue of scsilnstlndex."

I NDEX { scsilnstlndex, scsiDevicelndex, scsiAuthlntrTgtPortl ndex,

scsi Authl ntrlndex }
::={ scsiAuthorizedintrTable 1 }

Scsi Aut hori zedlntrEntry :: = SEQUENCE {
scsi Aut hl ntr Tgt Port | ndex Scsi Port | ndexVal ueOr Zer o,
scsi Aut hl ntr 1 ndex Scsi | ndexVal ue,
scsi Aut hl nt r DevOr Por t Scsi Devi ceOr Port
scsi Aut hl nt r Nane Scsi Nane,

scsi Aut hl nt r LunMapl ndex Scsi | ndexVal ueOr Zer o,
scsi Aut hl ntr Att achedTi nes Count er 32,

scsi Aut hl nt r Qut Commands Count er 32,

scsi Aut hl nt r ReadMegaByt es  Count er 32,

scsi AuthlntrWittenMegaBytes Counter 32,

scsi Aut hl nt r HSQut Commands  Count er 64,

scsi Aut hl ntrLast Creation Ti meSt anp,

scsi Aut hl nt r RowSt at us RowSt at us

scsi Aut hl ntr Tgt Port | ndex OBJECT- TYPE
SYNTAX Scsi Port | ndexVal ueOr Zer o
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object contains either the index of the port or zero, to
i ndi cate any port, on the particular |ocal SCSI target device."
::={ scsiAuthorizedintrEntry 1}

scsi Aut hl ntrl ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object is an arbitrary integer used to uniquely identify
a SCSI initiator device or port that is authorized to attach
to a particular |local SCSI target device or port of a particular
SCSI instance."

::={ scsiAuthorizedintrEntry 2 }

scsi Aut hl ntr DevOr Port OBJECT- TYPE

SYNTAX Scsi Devi ceOr Por t
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"Thi s object specifies whether this entry refers to a renote
SCSI initiator port or to a SCSI initiator device.
A val ue of device(1l) neans that the authorized renote initiator
is a SCSI initiator device and includes all of its ports.
A value of port(2) neans that the authorized renote initiator
is a SCSI initiator port."

::={ scsiAuthorizedintrEntry 3 }

scsi Aut hl nt r Name OBJECT- TYPE

SYNTAX Scsi Name
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object represents the nane of the renote SCSI initiator
device or port authorized by this row "
::={ scsiAuthorizedintrEntry 4 }

scsi Aut hl nt r LunMapl ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ueOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object identifies the set of entries in the
scsi LunMapTabl e for which scsi LunMapl ndex has the sane val ue as
the value of this object. The identified set of entries
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constitutes the LUN map to be used for accessing |ogical units
when the renpte SCSI initiator port or device corresponding to
this entry is attached to any | ocal SCSI target port or device
corresponding to this entry.
Note that this object has a value of zero if this entry should
use the default LUN map."

::={ scsiAuthorizedintrEntry 5 }

scsi Aut hl ntr Att achedTi nes OBJECT- TYPE
SYNTAX Count er 32
UNI' TS "Ti mes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the nunber of tinmes that this renote
SCSI initiator device or port has transitioned from unattached
to attached to this local SCSI target device or port.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other times as
i ndi cated by the value of scsi AuthlntrLastCreation.”
::={ scsiAuthorizedintrEntry 6 }

scsi Aut hl nt r Qut Commands OBJECT- TYPE
SYNTAX Count er 32
UNI TS "commands"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the nunber of commands that the renpte
SCSl initiator device or port corresponding to this entry has
sent to the local SCSI target device or port corresponding to
this entry.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the value of scsi AuthlntrLastCreation."
::={ scsiAuthorizedintrEntry 7 }

scsi Aut hl nt r ReadMegaByt es OBJECT- TYPE

SYNTAX Count er 32

UNI TS "Megabyt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the amount of data in megabytes that
the renote SCSI initiator device or port corresponding to this
entry has read fromthe |local SCSI target device or port
corresponding to this entry.
Di scontinuities in the value of this counter can occur at re-
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initialization of the managenent system and at other times as
i ndi cated by the value of scsi AuthlntrLastCreation.”
::={ scsiAuthorizedintrEntry 8 }

scsi AuthlntrWittenMegaBytes OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the ambunt of data in negabytes that the
renote SCSI initiator device or port corresponding to this
entry has witten to the local SCSI target device or port
corresponding to this entry.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of scsi AuthlntrLastCreation."
::={ scsiAuthorizedintrEntry 9}

scsi Aut hl nt r HSQut Commands OBJECT- TYPE
SYNTAX Count er 64
UNI TS " commands”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object represents the nunber of commands sent by the
renote SCSI initiator device or port corresponding to this
entry to the local SCSI target device or port corresponding to
this entry. This object provides support for systens that can
qui ckly generate a | arge nunber of commands because they run at
hi gh speed.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the value of scsi AuthlntrLastCreation.”
::={ scsiAuthorizedintrEntry 10 }

scsi Aut hl ntr Last Creati on OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the value of sysUpTine when this row was
| ast created."
::={ scsiAuthorizedintrEntry 11 }

scsi Aut hl nt r RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"This object allows an adnmnistrator to create or delete this
entry.
A newy created row cannot be made active until a val ue has
been set for scsiAuthlntrName. |In this case, the value of the

correspondi ng i nstance of the scsi Authl ntrRowStatus col um wil |l
stay ’'not Ready’ .
The RowStatus TC [ RFC2579] requires that this DESCRI PTI ON
cl ause states under which circunstances other objects in this
row can be nodified:
The value of this object has no effect on whether other objects
in this conceptual row can be nodified."

::={ scsiAuthorizedintrEntry 12 }

-- Table of SCSI initiator devices or ports attached to | ocal
-- SCSI target ports

scsi AttlntrPort Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Scsi AttintrPortEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table includes all the renote SCSI initiator ports that
are currently attached to a | ocal SCSI target port of all |ocal

devices within all SCSI instances."”
::={ scsiRenmptelntrDev 2 }

scsi AttintrPort Entry OBJECT- TYPE

SYNTAX ScsiAttintrPortEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (row) represents a renote SCSI initiator port
currently attached to a particular |ocal SCSI target port of a
particul ar SCSI target device of a particular SCSI instance."
I NDEX { scsilnstlndex, scsiDevicelndex, scsiPortl ndex,
scsi AttlntrPortlndex }
::={ scsiAttintrPortTable 1 }

ScsiAttintrPortEntry ::= SEQUENCE {
scsi Attl ntrPortl ndex Scsi | ndexVal ue,
scsiAttlIntrPort Authlntrldx Scsil ndexVal ueOr Zer o,
scsi Attl ntrPort Nane Scsi Nane,
scsiAttIntrPortldentifier Scsildentifier

}
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scsi AttlntrPortl ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This object represents an arbitrary integer used to uniquely
identify a particular attached renote initiator port to a
particular SCSI target port within a particular SCSI target
device within a particular SCSI instance."

::={ scsiAttintrPortEntry 1 }

scsi AttlntrPortAut hlntrldx OBJECT- TYPE

SYNTAX Scsi | ndexVal ueOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object is the corresponding index in the
scsi Aut hori zedintrTable for this current attached renote
SCSI initiator device or zero if this renote attached SCSI
initiator device is not configured in that table."

:={ scsiAttintrPortEntry 2 }

scsi Att I ntrPort Nane OBJECT- TYPE

SYNTAX Scsi Namre
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the nane of the renote SCSI initiator
device attached to this local SCSI target port."
:={ scsiAttintrPortEntry 3 }

scsiAttlntrPortldentifier OBJECT- TYPE

SYNTAX Scsildentifier
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Thi s object represents the identifier of the renote SCSI
initiator device attached to this |l ocal SCSI target port."
:={ scsiAttintrPortEntry 4 }

SoFkxkxkkxkkxkkkxkkxkxx Managed Objects regarding logical units ****x*x*
scsi LuTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF Scsi LuEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the logical units exposed by |ocal SCSI
target devices.
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Apri

It includes attributes for the Wrld Wde Nane (WW),
scsi LuVendor | d, scsiLuProductld,
al so appear in the scsilLuldTabl e.
a WW as a LuldTable entry,
this table. [If an inplenentati on exposes a (vendor,
revision) identifier as an LuldTable entry,
must match the scsiLuVendorld, scsilLuProductld, and
scsi LuRevisionld attributes in this table."
::={ scsilLogicalUnit 1}

scsi LuEntry OBJECT- TYPE

2006

and scsi LuRevi si onld, which may
If an inplenmentation exposes
it nmust match the scsi LuWwnNane in
pr oduct,
each of these fields

SYNTAX Scsi LUEntry
MAX- ACCESS not-accessi ble
STATUS current
DESCRI PTI ON

"An entry (row) contains information applicable to a particul ar

| ogi cal
particul ar SCS

::={ scsilLuTable 1}

unit of a particular |oca
i nstance. "
I NDEX { scsi |l nstl ndex,

SCSl

scsi Devi cel ndex, scsi Lul ndex}

Scsi LUuEntry :: = SEQUENCE {

scsi Lul ndex

scsi LuDef aul t Lun
scsi LuwwnNane

scsi LuVendor | d

scsi LuProduct 1 d
scsi LuRevi sionld
scsi LuPeri pheral Type
scsi LuSt at us

scsi LuSt ate

scsi Lul nConmands
scsi LuReadMegaByt es

scsi LuWwittenMegaByt es

scsi Lul nReset s

scsi LuQut TaskSet Ful | St at us

scsi LuHSI nCommands
scsi LuLast Creati on

}

scsi Lul ndex OBJECT- TYPE
Scsi | ndexVal ue
not - accessi bl e

SYNTAX
MAX- ACCESS
STATUS current
DESCRI PTI ON
"Thi s object

identify a particular |ogica
target device within a particular SCS

Hal | ak- Stam er, et al

Scsi | ndexVal ue,
Scsi LUN

Scsi LuNameOr Zer o,
SnnpAdmi nStri ng,
SnnpAdmi nStri ng,
SnnpAdmi nString,
Unsi gned32,

| NTEGER

BI TS,

Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 64,

Ti meSt anmp

i nstance. "
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target device within a

represents an arbitrary integer used to uniquely
unit within a particular SCS
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::={ scsilLuEntry 1}

scsi LuDef aul t Lun OBJECT- TYPE
SYNTAX Scsi LUN
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

April 2006

"This object represents the default Logical Unit Nunmber (LUN)
for this logical unit; if a SCSI initiator device has not been
configured to viewthis logical unit via an entry in the

Scsi LunMapTabl e, the LU will be visible as scsiLuDefaul tLun.

If this logical unit does not have a default LUN,

it will only

be visible if specified via the ScsiLunMapTabl e, and this

object will contain a zero-length string."
::={ scsilLuEntry 2}

scsi LuwwnNane OBJECT- TYPE
SYNTAX Scsi LuNameOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the World Wde Nanme of this LU that is
the device identifier of the Vital Product Data (VPD) page nane;
if there is no WW for this LU, this object will contain a
zero-length string. |If there is nore than one identifier, they
will be listed in the scsilLuldTable and this object will contain

a zero-length string."
::={ scsilLuEntry 3}

scsi LuVendor | d OBJECT- TYPE
SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents a string identifying the vendor of this

LU as reported in the Standard | NQUI RY data."
::={ scsilLuEntry 4}

scsi LuProduct 1 d OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents a string identifying the product for

this LU as reported in the Standard | NQUI RY data."
::={ scsilLuEntry 5}

scsi LuRevi si onl d OBJECT- TYPE
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SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents a string defining the product revision
of this LU as reported in the Standard | NQUI RY data."
::={ scsilLuEntry 6 }

scsi LuPeri pheral Type OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object is the value returned by SCSI Standard | NQU RY
data. It can be: direct-access device, sequential -access

device, printer, comrunication device and so on.
The val ues that can be returned here are defined in SCS
Primary Commands -2."
REFERENCE
"ANSI - SCSI Primary Commands - 2 (SPC- 2),
ANSI I NCI TS 351-2001, 11 July 2001 [SPC2]- Table 48."
::={ scsilLukntry 7 }

scsi LuSt at us OBJECT- TYPE
SYNTAX I NTEGER {

unknown( 1),
avail abl e(2),
not Avai | abl e(3),
br oken(4),
r eadyi ng(5),
abnor mal ( 6)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object represents the status of this logical unit:

- unknown(1l): The status of this |ogical unit cannot be
det er mi ned.
- available(2): The logical unit is fully operational (i.e.,
accepts nmedi a access SCSI commands and has no state
informati on to report).
- notAvail able(3): The logical unit is capable of being
supported but is not available (i.e., no logical unit is
currently present or the logical unit is present but not
configured for use).
- broken(4): The logical unit has failed and cannot respond
to SCSI comrands
- readying(5): The logical unit is being initialized and
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access is tenporarily limted.
- abnormal (6): The logical unit has state information
available that indicates it is operating with limts. The
scsi LuState indicates what those limits are.
REFERENCE
"SCSI Controller Commands-2 (SCC-2) ANSI INCI TS 318-1998
6. 3. 1. 8 REPORT STATES service action [SCC2]"
::={ scsilLuEntry 8 }

scsi LuState OBJECT-TYPE

SYNTAX BITS {
dat aLost (0),
dynani cReconfi gurati onl nProgress(1),
exposed(2),
fractional | yExposed(3),
partial | yExposed(4),
pr ot ect edRebui | d(5),
prot ecti onDi sabl ed(6),
rebuil d(7),
recal cul ate(8),
sparel nUse(9),
verifyl nProgress(10)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object represents the state of a logical unit and its
meani ng according to the bit position
O Data lost: Wthin the logical unit data has been | ost.
1 Dynamic reconfiguration in progress: The logical unit is

being reconfigured. 1In this state all data is stil
pr ot ect ed.

2 Exposed: Wthin the logical unit data is not protected.
In this state all data is still valid; however, |oss

of data or data availability is unavoidable in the
event of a failure.

3 Fractionally exposed: Wthin the logical unit part of
the data is not protected. 1In this state all data is
still valid; however, a failure may cause a | oss of
data or a loss of data availability.

4 Partially exposed: Wthin the logical unit one or nore

underlying storage devices have failed. |In this state
all data is still protected.

5 Protected rebuild: The logical unit is in the process of
a rebuild operation. In this state all data is
pr ot ect ed.

6 Protection disabled: Wthin the |ogical unit the data
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protection method has been di sabl ed.

In this state all data is still valid; however,

| oss of data or data availability is unavoidabl e
in the event of a failure.

7 Rebuild: The data protection nmethod is in the process of
rebuilding data. 1In this state data is not protected.

8 Recal cul ate: The logical unit is in the process of a
recal cul ate operati on.

9 Spare in use: Wthin the logical unit a storage device
in full or part is being used to store data. In this
state all data is still protected.

10 Verify in progress: Wthin the logical unit data is
being verified."

REFERENCE
"SCSI Controller Commands-2 (SCC-2) ANSI INCI TS 318-1998
6. 3. 1. 8 REPORT STATES service action [SCC2]"
::={ scsilLuEntry 9 }

scsi Lul nConmands OBJECT- TYPE

SYNTAX Count er 32
UNI TS "commnds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represents the nunber of commands received by this
| ogi cal unit.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of scsilulLastCreation."

::={ scsilLuEntry 10 }

scsi LuReadMegaByt es OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the anmount of data in negabytes read
fromthis logical unit.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the value of scsilulLastCreation."

::={ scsilLuEntry 11 }

scsi LuwittenMegaByt es OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Megabyt es"
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"This object represents the ampbunt of data in nmegabytes witten
to this logical unit.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the value of scsilulLastCreation."

::={ scsilLuEntry 12 }

scsi Lul nReset s OBJECT- TYPE

SYNTAX Count er 32
UNI TS "resets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the nunber of tines that this | ogical

unit received

- a LOEd CAL UNIT RESET or TARCGET RESET task managenent request,

or

- any other SCSI transport protocol-specific action or event

that causes a Logical Unit Reset or a Hard Reset at a SCSI

target port of the containing device

([ SAMR] Chapters 5.9.6, 5.9.7).

Di scontinuities in the value of this counter can occur at re-

initialization of the managenent system and at other times as

i ndi cated by the val ue of scsilulLastCreation."

REFERENCE

"SCSI Architecture Mddel -2 (SAM 2), ANSI |INC TS 366- 2003,

T10 Project 1157-D, 12 Septenber 2002 - Chapter 5.9.7 [ SAM]"
::={ scsilLuEntry 13 }

scsi LuQut TaskSet Ful | St at us OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the nunber of Task Set full statuses
issued for this logical unit.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of scsilulLastCreation."

::={ scsiLuEntry 14 }

scsi LuHSI nCommands OBJECT- TYPE

SYNTAX Count er 64
UNI TS "commands”
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"This object represents the nunber of commands received by this
I ogical unit. This object provides support for systens that can
qui ckly generate a | arge nunber of commands because they run at
hi gh speed.
Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other times as
i ndi cated by the val ue of scsilulLastCreation."

::={ scsilLuEntry 15}

scsi LuLast Creati on OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the value of sysUpTine when this row was
| ast created."
::={ scsilLuEntry 16 }

P I I I I I LOgI Cal Un|t Identifier Table BRI IR SR b I 0 I IR I R I b I b
scsi Lul dTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Scsi Lul dEntry

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of identifiers for all logical units exposed by the

| ocal SCSI target device.”
::={ scsilogicalUnit 2}

scsi Lul dEntry OBJECT- TYPE

SYNTAX Scsi Lul dEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (row) containing information applicable to a
particular identifier for a particular logical unit of a
particular SCSI target device within a particular SCS
i nstance. "
I NDEX {scsilnstlndex, scsiDevicelndex, scsilulndex, scsilLuldlndex}
::={ scsilLuldTable 1 }

Scsi Lul dEntry ::= SEQUENCE {
scsi Lul dl ndex Scsi | ndexVal ue,
scsi Lul dCodeSet Scsi | dCodeSet ,
scsi Lul dAssoci ati on Scsi |l dAssoci ati on,
scsi Lul dType Scsi | dType,
scsi Lul dval ue Scsi | dval ue

}
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scsi Lul dl ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This object represents an arbitrary integer used to uniquely
identify a particular LU identifier within a particul ar |ogical
unit within a particular SCSI target device within a particul ar
SCSI instance.”

::={ scsilLuldeEntry 1 }

scsi Lul dCodeSet OBJECT- TYPE

SYNTAX Scsi | dCodeSet
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object specifies the code set in use with this
identifier. The value is represented in the same format as is
contained in the identifier's Identification Descriptor within
the logical unit’s Device Identification Page."
REFERENCE

"ANSI - SCSI Primary Commands - 2 (SPC- 2),
ANSI INCI TS 351-2001, 11 July 2001 Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"

::={ scsilLuldEntry 2 }

scsi Lul dAssoci ati on OBJECT- TYPE

SYNTAX Scsi | dAssoci ati on
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object specifies what the identifier is associated with
(e.g., with the addressed physical/logical device or with a
particular port). The value is represented in the sane fornmat
as is contained in the identifier's lIdentification Descriptor
within the logical unit’s Device ldentification Page."
REFERENCE

"ANSI - SCSI Primary Commands - 2 (SPC- 2),
ANSI INCI TS 351-2001, 11 July 2001, Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"

::={ scsilLuldeEntry 3}

scsi Lul dType OBJECT- TYPE

SYNTAX Scsi | dType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies the type of the identifier.
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The value is represented in the same fornmat as is contained in
the identifier’'s lIdentification Descriptor within the |ogical
unit’s Device lIdentification Page."
REFERENCE

"ANSI - SCSI Primary Commands - 2 (SPC-2),
ANSI INCI TS 351-2001, 11 July 2001, Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"

::={ scsilLuldEntry 4 }

scsi Lul dval ue OBJECT- TYPE

SYNTAX Scsi | dval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the actual value of this identifier.
The format is defined by the objects scsiLul dCodeSet,
scsi Lul dAssoci ati on, scsi Lul dType.
The value is represented in the sanme fornmat as is contained in
the identifier’'s Identification Descriptor within the |ogical
unit’s Device ldentification Page."
REFERENCE

"ANSI - SCSI Primary Commands - 2 (SPC- 2),
ANSI INCI TS 351-2001, 11 July 2001, Chapter 8: section 8.4.4,
Vital Product Data Paraneters [SPC2]"

::={ scsilLuldEntry 5}

_okkkkkkhkhkhkhkhkhkhkhkhkhkhkkk The LUN '\/Bp Table ER R R R O R R R R

scsi LunMapTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF Scsi LunMapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table provides the ability to present a logical unit
using different Logical Unit Nunmbers for different SCSI
initiator devices.
This table provides a nmappi ng between a logical unit and a
Logical Unit Nunber, and can be referenced by a
Scsi Aut hori zedintrEntry to specify the LUN map for that
initiator."
::={ scsilogicalUnit 3}

scsi LunMapEntry OBJECT- TYPE

SYNTAX Scsi LunMapEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry containing information about the napping of a
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particular logical unit to a particular LUN. The set of
entries that all have the same val ues of scsilnstl ndex,
scsi Devi cel ndex and scsi LunMapl ndex constitutes a LUN map
within a particular SCSI instance.
The StorageType of a rowin this table is specified by
the instance of scsilnstStorageType that is | NDEX-ed by
the same val ue of scsilnstlndex."

I NDEX { scsilnstlndex, scsiDevicelndex, scsilLunMapl ndex,

scsi LunMaplLun}

::={ scsilLunMapTable 1 }

Scsi LunMapEntry :: = SEQUENCE {
scsi LunMapl ndex Scsi | ndexVal ue,
scsi LunMapLun Scsi LUN,
scsi LunMapLul ndex Scsi | ndexVal ue,
scsi LunMapRowSt at us  RowSt at us
}
scsi LunMapl ndex OBJECT- TYPE
SYNTAX Scsi | ndexVal ue
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object represents an arbitrary integer used to uniquely
identify a particular LunMap within a particular SCSI target
device within a particular SCSI instance."
::={ scsilLunMapEntry 1 }
scsi LunMapLun OBJECT- TYPE
SYNTAX Scsi LUN
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object specifies the Logical Unit Nunber, to which a
| ogical unit is nmapped by this row "
::={ scsiLunMapEntry 2 }

scsi LunMapLul ndex OBJECT- TYPE

SYNTAX Scsi | ndexVal ue
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object identifies the logical unit for which the val ue of
scsiLulndex is the same as the value of this object. The
identified logical unit is the one mapped to a LUN by this
row. "

::={ scsilLunMapEntry 3 }
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scsi LunMapRowsSt at us  OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object allows an administrator to create and delete this
entry."

::={ scsilLunMapEntry 4 }

_okk Ak Ak khkhkkhkhk Ak kA kK hkhkk ok ok ok I\btlfl Catl ons EE R R R R I R I R R

-- scsiNotifications OBJECT IDENTIFIER ::={ scsiMB 2}

scsi NotificationsPrefix OBJECT | DENTI FI ER
::={ scsiNotifications 0 }

scsi Tgt Devi ceSt at usChanged NOTI FI CATI ON- TYPE
OBJECTS { scsi TgtDevi ceStatus }
STATUS current

DESCRI PTI ON
"This notification will be generated for each occurrence of the
abnormal status (e.g., if the SCSI target device’' s current

status is abnormal) providing that the SCSI instance's val ue of
scsil nst Scsi NotificationsEnable is enabl ed.
An SNWP agent inplenmenting the SCSI M B nodul e shoul d not send
nmore than three SCSI identical notifications in any 10-second
period."

::={ scsiNotificationsPrefix 1 }

scsi LuSt at usChanged NOTI FI CATI ON- TYPE
OBJECTS { scsiLuStatus }
STATUS current
DESCRI PTI ON
"This notification will be generated each time that
scsi LuSt at us changes providing that the SCSI instance’s val ue
of scsilnstScsiNotificationsEnable is enabl ed.
An SNWP agent inplenmenting the SCSI M B nodul e shoul d not send
nmore than three SCSI identical notifications in any 10-second
period."
::={ scsiNotificationsPrefix 2 }

PR O I R O O R R o R R O R O O

-- The next part defines the confornmance groups in use
-- for SCSI M B nodul e.
scsi Conpl i ances OBJECT IDENTIFIER ::= { scsiConformance 1 }

scsi Conpl i ance MODULE- COVPLI ANCE
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STATUS current
DESCRI PTI ON
"Describes the requirenents for conpliance to this SCSI MB
nmodul e.
If an inplementation can be both a SCSI target device and a SCSI
initiator device, all groups are nandatory."
MODULE -- this nodul e
MANDATORY- GROUPS {
scsi Devi ceG oup
}

OBJECT scsilnstAlias
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not mandatory."

OBJECT scsilnstScsi NotificationsEnable
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not mandatory."

OBJECT scsi Devi ceAli as
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not mandatory."

OBJECT scsi |l nst St or ageType
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

-- Conditionally nandatory groups to be included wth
-- the mandatory groups when the inplenentation has
-- SCSI target device.

GROUP scsi Tar get Devi ceG oup

DESCRI PTI ON
"This group is mandatory for all SCSI inplenentations that
have SCSI target devices."

GROUP scsi LunMapG oup

DESCRI PTI ON

"This group is mandatory for systems having the capabilities

of mapping | ocal SCSI target devices and logical units
according to rempte SCSI initiator devices."

OBJECT scsi Aut hl nt r DevOr Por t

M N-ACCESS read-only
DESCRI PTI ON
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"Wite access is not required."

OBJECT scsi Aut hl nt r Namre
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT scsi Aut hl nt r LunMapl ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT scsi Aut hl nt r Rowst at us

SYNTAX RowStatus { active(l) }

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required, and only one of the six
enuner ated val ues for the RowStatus textual convention need
be supported, specifically: active(l)."

GROUP scsi Tgt DevLuNot i fi cati onsG oup

DESCRI PTI ON
"This group is mandatory for all SCSI inplenentations that
have SCSI target devices and are able to report status
changes. "

-- Conditionally nandatory groups to be included with
-- the mandatory groups when the inpl enentation has
-- SCSI initiator device.

GROUP scsi lnitiatorDeviceG oup

DESCRI PTI ON
"This group is mandatory for all SCSI inplenentations that
have SCSI initiator devices."

OBJECT scsi | ntrDevTgt AccessMde
M N- ACCESS r ead-only
DESCRI PTION "Wite access is not mandatory."

GROUP scsi Di scoveryG oup

DESCRI PTI ON
"This group is mandatory for systems having the capabilities
of discovering renote SCSI target devices via |ocal SCSI
initiator devices."

OBJECT scsi LunMapLul ndex
M N- ACCESS read-only
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DESCRI PTI ON
"Wite access is not mandatory."

OBJECT scsi LunMapRowsSt at us

SYNTAX RowStatus { active(l) }

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required, and only one of the six
enuner at ed val ues for the RowStatus textual convention need
be supported, specifically: active(1)."

OBJECT scsi DscTgt DevOr Port
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not mandatory."

OBJECT scsi DscTgt Nane
M N- ACCESS read-only
DESCRI PTION "Wite access is not mandatory."

OBJECT scsi DscTgt Confi gured
SYNTAX Trut hval ue { false(2) }
M N- ACCESS r ead-only

DESCRI PTI ON
"The value of true(l) is not nandatory neither is the wite
access. "

OBJECT scsi DscTgt Rowst at us

SYNTAX RowStatus { active(l) }

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required, and only one of the six
enuner at ed val ues for the RowStatus textual convention need
be supported, specifically: active(1)."

-- Conditionally nmandatory groups to be included with the nandatory
-- groups when the inplenentation can gather statistics.

GROUP scsi Devi ceSt at G oup

DESCRI PTI ON
"This group is mandatory for all SCSI inplenentations that
can gather statistics."

-- Conditionally mandatory groups to be included with the nandatory
-- groups when the inplenentation can gather statistics at the SCSI
-- initiator device side.

GROUP scsilnitiatorDevStatsG oup
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DESCRI PTI ON

"This group is mandatory for all SCSI inplenentations that
can gather statistics at SCSI initiator device side."

GROUP scsi Di scoverySt at sGoup
DESCRI PTI ON

"This group is mandatory for system having the capabilities

of gathering statistics regarding renote SCSI target devices
via local SCSI initiator devices."

-- Conditionally nmandatory groups to be included with the nandatory

-- groups when the inplenentation can gather statistics at the SCSI
-- target side.

GROUP scsi Tar get DevSt at sG oup
DESCRI PTI ON

"This group is mandatory for all SCSI inplenentations that
can gather statistics at SCSI target devices."

GROUP scsi LunMapSt at sG oup
DESCRI PTI ON

"This group is mandatory for SCSI inplenentations able to map
| ocal SCSI target devices and |logical units according to
renote SCSI initiator devices."

-- Conditionally mandatory groups to be included with the nandatory
-- groups when the inplenmentation is running at high speed and can
-- gather statistics at the SCSI initiator device side.

GROUP scsi I nitiatorDevHSSt at sG oup

DESCRI PTI ON
"This group is mandatory for all SCSI inplenentations that
can gather statistics at the SCSI initiator device side and

are running at high speed, neani ng speed of 4 Ghit/second or
hi gher."

GROUP scsi Di scover yHSSt at sG oup

DESCRI PTI ON
"This group is mandatory for systenms having the capabilities
of gathering statistics regarding renote SCSI target devices
via local SCSI initiator devices and are running at high
speed, neani ng speed of 4 Ghit/second or higher."

-- Conditionally mandatory groups to be included with the nandatory
-- groups when the inplenentation is running at high speed and can
-- gather statistics at the SCSI target side.

GROUP scsi Tar get DevHSSt at sGr oup

DESCRI PTI ON
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"This group is mandatory for all SCSI inplenentations that
can gather statistics at SCSI target devices in high speed
systens, neani ng speed of 4 (oit/second or higher."

GROUP scsi LunMapHSSt at sGr oup
DESCRI PTI ON
"This group is mandatory for SCSI inplenmentations able to map
| ocal SCSI target devices and |logical units according to
renote SCSI initiator devices in a high speed system neaning
speed of 4 Ghit/second or higher."
::={ scsiConpliances 1}

scsi Groups OBJECT I DENTIFIER ::= { scsi Conformance 2 }

scsi Devi ceG oup OBJECT- GROUP
OBJECTS {

scsilnstAli as,
scsi | nst Sof t war el ndex,
scsi | nst Vendor Ver si on,
scsi Il nst Scsi Noti ficati onsEnabl e,
scsi | nst St or ageType,
scsi Devi ceAl i as,
scsi Devi ceRol e,
scsi Devi cePort Nunber ,
scsi Port Rol e,
scsi Port TransportPtr,
scsi Transport Type,
scsi Transport Poi nter,
scsi Transport DevNane

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about SCSI
i nstances, devices, and ports.”
::={ scsiGoups 1}

scsilnitiatorDeviceG oup OBJECT- GROUP
OBJECTS {
scsi | ntr DevTgt AccessMode,
scsi | ntrPort Nane,
scsilntrPortldentifier,
scsi Att Tgt Port DscTgt | dx,
scsi Att Tgt Por t Narre,
scsi Att Tgt Portldentifier

}
STATUS current

DESCRI PTI ON
"This group is relevant for s SCSI initiator device and port."
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:={ scsiGoups 2}

SCSI

scsi Di scover yG oup OBJECT- GROUP
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OBJECTS {
scsi DscTgt DevOr Port ,
scsi DscTgt Nane,
scsi DscTgt Confi gur ed,
scsi DscTgt Di scover ed,
scsi DscTgt Rowst at us,

scsi DscTgt Last Creati on,

scsi DsclLunLun,
scsi DsclLunl dCodeSet ,

scsi DsclLunl dAssoci ati on,

scsi DscLunl dType,
scsi DscLunl dVal ue

}
STATUS current
DESCRI PTI ON

"This group is relevant for the discovered SCSI

by a SCSI initiator port."

:={ scsiGoups 3}

OBJECTS {
scsi Tgt DevNunber OF LUs,
scsi Tgt Devi ceSt at us,

scsi Tar get Devi ceG oup OBJECT- GROUP

scsi Tgt DevNonAccessi bl eLUs,

scsi Tgt Port Narre,
scsi Tgt Portldentifier,

scsi Attl ntrPortAut hl ntrl dx,

scsi Attl ntrPort Nanme,

scsiAttlntrPortldentifier,

scsi LuDef aul t Lun,
scsi LuwwnNane,

scsi LuVendor | d,

scsi LuProduct 1 d,
scsi LuRevi si onl d,
scsi LuPeri pher al Type,
scsi LuSt at us,

scsi LuSt at e,

scsi LuLast Creati on,
scsi Lul dCodeSet ,
scsi Lul dAssoci ati on,
scsi Lul dType,
scsi Lul dval ue

}
STATUS current
DESCRI PTI ON
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"This group is relevant for a SCSI target device and port."
:={ scsiGoups 4}

scsi LunMapG oup OBJECT- GROUP
OBJECTS {

scsi LunMapLul ndex,
scsi LunMapRowst at us,
scsi Aut hl ntrDevOr Port
scsi Aut hl nt r Name,
scsi Aut hl nt r LunMapl ndex,
scsi Aut hl ntrLast Creati on,
scsi Aut hl nt r RowSt at us

}
STATUS current
DESCRI PTI ON
"This group is a collection of attributes regarding the napping
bet ween Logical Unit Nunmber, logical unit, and target device."
::={ scsi Goups 5}

scsi Tar get DevSt at sG oup OBJECT- GROUP
OBJECTS {
scsi Tgt DevReset s,
scsi Tgt Port | nConmands,
scsi Tgt Port Wi ttenMegaByt es,
scsi Tgt Port ReadMegaByt es,
scsi Lul nCommands,
scsi LuReadMegaByt es,
scsi LUWittenMegaByt es,
scsi Lul nReset s,
scsi LuQut TaskSet Ful | St at us

}
STATUS current
DESCRI PTI ON
"This group is a collection of statistics for all
i mpl ementations of the SCSI MB nodul e that contain SCSI target
devi ces. "
::={ scsi Goups 6}

scsi Tar get DevHSSt at sG oup OBJECT- GROUP
OBJECTS {
scsi Tgt Por t HSI nConmrands,
scsi LUHSI nComrands

}

STATUS current

DESCRI PTI ON
"This group is a collection of high speed statistics for all
i mpl ementations of the SCSI MB nodul e that contain SCSI target
devi ces. "
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::={ scsiGoups 7}

scsi LunMapSt at sG oup OBJECT- GROUP
OBJECTS {
scsi Aut hl ntr Att achedTi nes,
scsi Aut hl nt r Qut Conmands,
scsi Aut hl nt r ReadMegaByt es,
scsi AuthlntrWittenMegaByt es

}
STATUS current
DESCRI PTI ON
"This group is a collection of statistics regarding SCSI
initiator devices authorized to attach | ocal |ogical unit and
SCSI target device."
::={ scsi Goups 8}

scsi LunMapHSSt at sGroup OBJECT- GROUP
OBJECTS {
scsi Aut hl nt r HSOQut Comands

}
STATUS current
DESCRI PTI ON
"This group is a collection of high speed statistics regarding
SCSI initiator devices authorized to attach |ocal |ogical unit
and SCSI target device."
::={ scsi Goups 9}

scsilnitiatorDevStatsG oup OBJECT- GROUP
OBJECTS {
scsi | ntrDevQut Reset s,
scsi | ntrPort Qut Conmands,
scsilntrPortWittenMegaByt es,
scsi | ntrPort ReadMegaByt es

}
STATUS current
DESCRI PTI ON
"This group is a collection of statistics for all
i mpl ement ati ons of the SCSI M B nodul e that contain SCSI
initiator devices."
::={ scsi Goups 10}

scsilnitiatorDevHSSt at sGoup OBJECT- GROUP
OBJECTS {
scsi | nt r Port HSQut Comands

}
STATUS current

DESCRI PTI ON
"This group is a collection of high speed statistics for all
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i mpl erentations of the SCSI M B nodul e that contain SCSI
initiator devices."
::={ scsiGoups 11}

scsi Di scoverySt at sG oup OBJECT- GROUP
OBJECTS {
scsi DscTgt | nCommands,
scsi DscTgt ReadMegaByt es,
scsi DscTgt Wi tt enMegaByt es

}
STATUS current
DESCRI PTI ON
"This group is a collection of statistics for all
i mpl ementati ons of the SCSI M B nodul e that contain di scovered
SCSI initiator devices."
::={ scsi Goups 12}

scsi Di scover yHSSt at sGroup OBJECT- GROUP
OBJECTS {
scsi DscTgt HSI nComuands

}
STATUS current
DESCRI PTI ON
"This group is a collection of high speed statistics for all
i mpl erent ations of the SCSI M B nodul e that contain discovered
SCSI initiator devices."
::={ scsiGoups 13}

scsi Devi ceSt at G oup OBJECT- GROUP
OBJECTS {
scsi Port BusySt at uses

}
STATUS current

DESCRI PTI ON
"A collection of statistics regarding SCSI devi ces and
ports."

::={ scsiGoups 14 }

scsi Tgt DevLuNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
scsi Tgt Devi ceSt at usChanged,
scsi LuSt at usChanged

}
STATUS current
DESCRI PTI ON
"A collection of notifications regardi ng status change of SCSI
target devices and logical units."
::={ scsiGoups 15}
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END

10. (bject Popul ati on Exanple: SCSI Target and Initiator Devices on a
pSCSI Bus

This section provides a sanple set of values for a parallel SCS
scenario in which a SCSI M B nodul e can be inplenmented. The exanple
shown below is not a normative part of this docunent and makes some
assunpti ons about the underlying inplenmentation, which are not based
on actual inplenmentations.

The respective sections describe the sequence of object
instantiations and attenpts to explain non-typical values for
attributes that are unique to the scenario.

Not e: Wil e popul ating the objects, the population of statistics is
not consi der ed.

This scenario deals with a SCSI target and initiator devices attached
to a parallel SCSI bus, defined by one of the SCSI-3 Parall el
Interface standards (the version referenced in the MB nodule is the
4th generation, called SPI-4). W assune that the SCSI initiator
device is a Host Bus Adaptor (HBA), and the SCSI target device is a
physi cal disk. W assune that the SCSI target device has one
integrated logical unit, identified by a Logical Unit Number (LUN) of
0, which is the default LUN. The parallel SCSI transport only
supports port identifiers, and not port names. The transport pointer
is set to 0 since there is no MB nodul e defined for SPI-4.

We assunme an HBA as the SCSI initiator device and a disk as the SCS
target device. W assunme that the SCSI target device has one |ogica
unit, addressed by Logical Unit Number set to O (LUNO), which is the
default LUN. Parallel SCSI has only port identifiers, no port nanes.
The transport pointer for parallel SCSI is set to 0 since there is no
reference transport (SPI) M B nodul e

Once the SCSI systemis initialized, an SNMP agent should be able to
vi ew t he val ues of variables populated in the ScsiDevi ce,
ScsilnitiatorDevice, ScsiTargetDevice, ScsiPort, Scsi TargetPort,
ScsilnitiatorPort, ScsilogicalUnit, ScsilLU dentifier objects.

The Scsi Aut hori zedl ntr popul ati on depends on the transport and the
i mpl ementation. As this exanple scenario is parallel SCSI, we dea
with the ports. Hence the ScsiPortlndexOrZero is the index of the
SCSI target port and Scsi AuthlntrDevOrPort is "port". Sane is the
case with the variables in scsiDscTgt DevOr Port.

Note that "" means zero-length string.
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10.1. scsilnstance Tabl e:

Attribute Val ue

scsi | nst | ndex 1
scsilnstAlias "pScCsl - 1"
scsi | nst Sof t war el ndex 1000

scsi | nst Vendor Ver si on "1.0a"
scsilnst Scsi Notificati onsEnabl e true

scsi | nst St orageType nonVol atil e

10.2. scsi Device Tabl e:

Attribute Val ue

scsi | nst | ndex 1 1

scsi Devi cel ndex 1 2

scsi Devi ceAl i as "pSCsSI - HBA" "pSCsl - Di sk1"
scsi Devi ceRol e initiator(1) target (0)
scsi Devi cePort Nunber 1 1

10. 3. scsiPort Tabl e:

Attribute Val ue
scsi | nst | ndex 1 1
scsi Devi cel ndex 1 2
scsi Port | ndex 1 2
scsi Port Rol e initiator(1) target (0)
scsi Port TransportPtr 1 2
10. 4. scsi Transport Tabl e:
Attribute Val ue
scsi | nst | ndex 1 1
scsi Devi cel ndex 1 2
scsi Transport | ndex 1 2
scsi Transport Type scsi Transport SPI scsi Transport SP
scsi Transport Poi nt er 0.0 0.0

scsi Transport DevNane " "

Hal | ak- Stam er, et al. St andards Track [ Page 77]



Hal | ak- St am er,

SCSI

scsi Il ntrDev Tabl e:

Attribute

scsi | nst | ndex

scsi Devi cel ndex

scsi | ntrDevTgt AccessMde

scsilnitiatorPort Tabl e:

Attribute
scsi | nst | ndex

scsi Devi cel ndex

scsi Port | ndex

scsi | ntr Port Nane
scsilntrPortldentifier *1

*1 Port ldentifier for SCS

scsi DscTgt Tabl e:

Attribute

scsi | nst | ndex

scsi Devi cel ndex

scsi DscTgt I ntr Port | ndex
scsi DscTgt | ndex

scsi DscTgt DevOr Por t

scsi DscTgt Nane

scsi DscTgt Confi gur ed
scsi DscTgt Di scover ed
scsi DscTgt Rowst at us

scsi DscLUN:

Attribute

scsi | nst | ndex

scsi Devi cel ndex

scsi DscTgt I ntrPort| ndex
scsi DscTgt | ndex

scsi DsclLunl ndex

scsi DscLunLun

et al.

M B

0001b

is represented by 4 bits.

port(2)
fal se(2)
true(1)
active(l)
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10.9. scsiDscLUNI dentifier:

Attribute Val ue

scsi | nst | ndex 1

scsi Devi cel ndex 1

scsi DsclLunl ndex 1

scsi DscLunl dl ndex 1

scsi DscLunl dCodeSet *1 2

scsi DscLunl dAssoci ati on *2 1

scsi DscLunl dType *3 1

scsi DscLunl dval ue ASPENs| 318203- 001

*1 - The identifier field will have ASCI| graphic codes.
*2 - The identifier is associated with the port that received
the request.

*3 - As defined in SPC. (This val ue specifies that the

scsi DscLunl dVal ue contains a vendorID in the first 8 bytes
concatenated with the product identifier field and product
serial nunber.)

10. 10. scsi AttTgtPort Tabl e:

Attribute Val ue
scsi | nst |l ndex 1
scsi Devi cel ndex 1
scsi Port | ndex 1
scsi Att Tgt Port | ndex 1
scsi Att Tgt Port DscTgt | dx 1
scsi Att Tgt Port Namre "
scsi Att Tgt Portid 0011b

10. 11. scsi TgtDev Tabl e:

Attribute Val ue
scsi | nst I ndex 1
scsi Devi cel ndex 2
scsi Tgt DevNunber Of LUs 1
scsi Tgt Devi ceSt at us a
scsi Tgt DevNonAccessi bl eLUs 0
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scsi Tgt Port Tabl e:

Attribute
scsi | nst | ndex

scsi Devi cel ndex

scsi Port | ndex

scsi Port Nane

scsi Tgt Portldentifier

scsi LU Tabl e:

Attribute
scsi | nst | ndex
scsi Devi cel ndex
scsi Lul ndex

scsi LuDef aul t Lun
scsi LuwwnNane
scsi LuVendor | d
scsi LuProduct 1 d
scsi Revi si onl d
scsi LUPeri pheral Type
scsi LUSt at us
scsi LuSt ate

scsi Lul d Tabl e:

Attribute
scsi | nst | ndex

scsi Devi cel ndex
scsi Lul ndex
scsi Lul dl ndex

scsi Lul dCodeSet *1
scsi Lul dAssoci ation *2
scsi Lul dType *3
scsi Lul dval ue

*1 - The identifier field will
*2 - The identifier is associated with the port that

the request.
*3 - As defined in SPC

M B

"Xyz-corp"

"super turbo disk"
02

00

avai | abl e(2)
exposed( 3)

ASPENs| 318203- 0004

April 2006

have ASCI| graphic codes

recei ved

(This val ue specifies that the

Lul dVal ue contains a vendorID in the first 8 bytes concatenated

with the product identifier field and product serial

St andards Track
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10. 15. scsi LunMap Tabl e:

Attribute Val ue
scsi | nst | ndex 1

scsi Devi cel ndex 2

scsi LunMapl ndex 1

scsi LunMapLun 0

scsi LunMapLul ndex 1

scsi LunMapLunRowSt at us active(l)

10.16. scsi Authori zedl ntr Tabl e:

Attribute Val ue
scsi | nst | ndex 1
scsi Devi cel ndex 2
scsi Aut hl ntr Tgt Port | ndex 2
scsi Aut hl ntrl ndex 1

scsi Aut hl nt r DevOr Por t port(2)
scsi Aut hl nt r Nane "

scsi Aut hl nt r LunMapl ndex 1

scsi Aut hl nt r RowSt at us active(l)

10.17. scsiAttlntrPort Tabl e:

Attribute Val ue
scsi | nst | ndex

scsi Devi cel ndex
scsi Port | ndex
scsiAttlntrPortldx
scsi AttlntrPortAut hl ntrldx 1
scsi Att | ntrPort Nane "
scsi AttIntrPortldentifier 0011b

11. Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
that have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the foll ow ng:

0 scsilnstAlias, scsilnstScsiNotificationsEnabl e,

scsi | nst St orageType and scsi Devi ceAli as: these objects can be
mani pul ated to affect the managenent of a SCSI instance and its
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devi ces; specifically, the SCSI instance’s adninistrative alias,
whet her it generates notifications, whether its non-default
paraneter settings are retained over restarts, and the

admi nistrative alias for each of its devices

0 scsilntrDevTgt AccessMde: this object can be nmanipulated to all ow
i medi at e access by local SCSI initiator devices to discovered
SCSI target devices without waiting for adm nistrator approval,
where such approval m ght not be forthcom ng

0 scsiDscTgt Table: the objects in this table can be manipulated to
remove adni ni strator-specified controls on access by |ocal SCS
initiator devices to discovered SCSI target devices.

0 scsiAuthorizedintrTable: the objects in this table can be
mani pul ated to renove adm ni strator-specified controls on access
by renmbte SCSI initiator devices to |ocal SCSI target devices

0 scsilunMapTable: the objects in this table can be manipulated to
provi de access by a renote SCSI initiator device to | ogical units
that an admi ni strator has configured as not accessible to said
initiator.

In each of the last four cases, the objects in the tables can also be
mani pul ated to cause a denial of service attack, by preventing
adm ni strator-authorized access.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. All seventeen of the tables in this M B nodul e
contain information which mght be considered sensitive to read
access in some environnents, e.g.,

o the settings of all read-wite/read-create paranmeter objects
menti oned above,

o0 scsilnstSoftwarel ndex, scsilnstVendor Version
--which version of which software is running;

0 scsiDeviceRol e, scsiPortRole, scsiTransportType,
scsi Transport Poi nter, scsi Transport DevNane, scsi DscLunl dCodeSet,
scsi DscLunl dAssoci ati on, scsi DscLunl dType, scsi DscLunl dVal ue pl us
information in several tables: scsiTgtDevTabl e, scsilLuTabl e,
scsi Lul dTabl e, scsi LunMapTabl e
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--topol ogy information indicating which devices/ports are targets,
about the transport protocols they use, and nmore specific

i nformati on about such targets, including detailed informtion
about the LUNs they expose and how they are nmapped onto | ogica
units;

0 scsilntrPort Qut Conmands,
scsilntrPort WittenMegaBytes, scsilntrPortReadMegaBytes,
scsi | ntrPort HSQut Commands scsi DscTgt | nCommands,
scsi DscTgt Wi ttenMegaByt es, scsi DscTgt ReadMegaByt es,
scsi DscTgt HSI nCommands, scsi Tgt Port | nConmands,
scsi Tgt Port Wi ttenMegaBytes, scsi Tgt Port ReadMegaByt es,
scsi Tgt Por t HSI nConmands, scsi Aut hl ntr Att achedTi nes,
scsi Aut hl nt r Qut Conmmands, scsi Aut hl nt r ReadMegaByt es,
scsi AuthlntrWittenMegaBytes, scsi AuthlntrHSCQut Commands,
scsi Lul nCommands, scsi LuReadMegaBytes, scsi LuWittenMegaBytes,
scsi LUHSI nComrands
-- statistics that could be used for traffic analysis.

0 scsiAttTgt Port Tabl e
-- information on which initiators are connected to which targets
that could be used for traffic anal ysis.

0 scsiAuthorizedlntrTable and scsi AttlntrPort Tabl e tabl es
-- information about which initiators are authorized to connect to
that targets

These information may need to be kept private in sensitive
envi ronments.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example, by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nmechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have |egitimte
rights to indeed GET or SET (change/create/ delete) them
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