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Abstract

The Session Initiation Protocol (SIP) supports communicati ons across
many nedi a types, including real-tine audio, video, text, instant
messagi ng, and presence. In its current form it allows session
invitations, instant nmessages, and other requests to be delivered
fromone party to another without requiring explicit consent of the
recipient. Wthout such consent, it is possible for SIP to be used
for malicious purposes, including spam and deni al - of -servi ce attacks.
Thi s docunent identifies a set of requirenments for extensions to SIP
that add consent-based commruni cati ons.
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1.

I nt roducti on

The Session Initiation Protocol (SIP) [1] supports comuni cations
across many nedia types, including real-tinme audio, video, text,

i nstant nessagi ng, and presence. This conmunication is established
by the transm ssion of various SIP requests (such as | NVITE and
MESSAGE [3]) froman initiator to the recipient, with whom

communi cation is desired. Although a recipient of such a SIP request
can reject the request, and therefore decline the session, a SIP
network will deliver a SIP request to the recipient without their
explicit consent.

Recei pt of these requests without explicit consent can cause a nunber
of problens in SIP networks. These include anplification attacks.
These probl ens have plagued email. At the tine of this witing, nost
SI P services are not interconnected, so the incidence of
anplification attacks directed at SIP services is |ow conpared to the
sane attacks on emmil services. The SIPPING working group believes
it is necessary to address these attacks proactively so the attacks
do not becone as burdensonme as attacks on email have becone.

Thi s docunent el aborates on the probl ens posed by the current open
nmodel in which SIP was designed, and then goes on to define a set of
requirenents for adding a consent framework to SIP

Pr obl em St at enment

In SIP networks designed according to the principles of RFC 3261 [1]
and RFC 3263 [2], anyone on the Internet can create and send a SIP
request to any other SIP user, by identifying that user with a SIP
Uni form Resource ldentifier (URI). The SIP network will usually
deliver this request to the user identified by that URI. It is
possi bl e, of course, for network services, such as call screening, to
bl ock such nessaging fromoccurring, but this is not w despread and
certainly not a systematic solution to the probl em under

consi deration here.

Once the SIP request is received by the recipient, the user agent
typically takes sonme kind of automated action to alert the user about
recei pt of the nessage. For INVITE requests, this usually involves
delivering an audible alert (e.g., "ringing the phone"), or a visua
alert (e.g., creating a screen pop-up window). These indicators
frequently convey the subject of the call and the identity of the
caller. Due to the real-tine nature of the session, these alerts are
typically disruptive in nature, so as to get the attention of the
user.
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For MESSACGE requests, the content of the nmessage is usually rendered
to the user.

SUBSCRI BE [4] requests do not nornally get delivered to the user
agents residing on a user’'s devices. Rather, they are normally
processed by network-based state agents. The watcher information
event package allows a user to find out that such requests were
generated for them affording the user the opportunity to approve or
deny the request. As a result, SUBSCRIBE processing, and nost

not ably presence, already has a consent-based operation
Nevert hel ess, this already-existing consent nechanismfor SIP
subscriptions does not protect network agents agai nst denial - of -
service (DoS) attacks.

A problemthat arises when requests can be delivered to user agents
directly, without their consent, is anplification attacks. SIP
proxi es provide a convenient relay point for targeting a nessage to a
particular user or |P address and, in particular, forwarding to a
recipient that is often not directly reachabl e without usage of the
proxy. Sonme SIP proxy servers forward a single request to severa

i nstances or contacts for the same user or resource. This process is
called "forking". Another type of SIP server provides the SIP URI -
list service [5], which sends a new copy of the sane request to each
recipient inthe URI-l1ist. Exanples of URI-list services are
subscriptions to resource lists [6], dial-out conference servers [8],
and MESSAGE URI-list services [7]. A SIP URI -list service could be
used as an anplifier, allowing a single SIP request to flood a single
target host or network. For exanple, a user can create a resource
list with 100 entries, each of which is a URI of the form
"sip:identifier@arget-1P", where target-IP is the IP address to
which the attack is to be directed. Sending a single SIP SUBSCRI BE
request to such a list will cause the resource list server to
generate 100 SUBSCRI BE requests, each to the |IP address of the
target, which does not even need to be a SIP node.

Note that the target-1P does not need to be the sanme in all the
URIs in order to attack a single machine. For exanmple, the
target-1P addresses may all belong to the same subnetwork, in

whi ch case the target of the attack would be the access router of
t he subnetwork

In addition to | aunching DoS attacks, attackers could also use SIP
URI-1ist servers as anplifiers to deliver spam For |INVITE requests,
this takes the formof typical "telemarketer" calls. A user night
receive a stream of never-ending requests for comunications, each of
them di srupting the user and demanding their attention. For MESSAGE
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requests, the problemis even nore severe. The user mght receive a
never-endi ng stream of visual alerts (e.g., screen pop-up W ndows)
that deliver unwanted, malicious, or otherw se undesired content.

Both anplification attacks related to spam and DoS can be all evi at ed
by addi ng a consent-based conmuni cations framework to SIP. Such a
framewor k keeps servers fromrel ayi ng messages to users wthout their

consent.
The framework for SIP URI-1ist services [5] identifies
anplification attacks as a problemin the context of URI-Ilist

services. That framework nmandates the use of opt-in lists, which
are a form of consent-based conmuni cations. The reader can find
an anal ysis on how a consent-based franmework hel ps alleviate
spamrel ated problens in [9].

3. Requirenents

The following identify requirenents for a solution that provides
consent - based comuni cations in SIP. A relay is defined as any SIP
server, be it a proxy, Back-to-Back User Agent (B2BUA), or sone
hybrid, that receives a request and translates the request URl into
one or nore next-hop URIs to which it then delivers a request.

REQ 1: The solution nust keep relays fromdelivering a SIP request
to a recipient unless the recipient has explicitly granted
perm ssion to the relay using appropriately authenticated
nessages.

REQ 2: The solution shall prevent relays from generating nore than
one out bound request in response to an inbound request, unless
perm ssion to do so has been granted by the resource to whomthe
out bound request was to be targeted. This requirenment avoids the
consent mechanismitself becom ng the focus of DoS attacks.

REQ 3: The perm ssions shall be capable of specifying that nessages
froma specific user, identified by a SIP URI that is an Address-
of -Record (AOR), are permtted.

REQ 4: Each recipient AOR nust be able to specify perm ssions
separately for each SIP service that forwards nessages to the
recipient. For exanple, Alice may authorize forwarding to her
fromdomain A but not from domain B.

REQ 5: It shall be possible for a user to revoke perm ssions at any
time.
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REQ 6: It shall not be required for a user or user agent to store
information in order to be able to revoke perm ssions that were
previously granted for a relay resource.

REQ 7: The solution shall work in an inter-domain context, wthout
requiring preestablished rel ationshi ps between donai ns.

REQ 8: The solution shall work for all current and future SIP
met hods.

REQ 9: The solution shall be applicable to forking proxies.

REQ 10: The solution shall be applicable to URI-list services, such
as resource list servers [5], MESSAGE URI-list services [7], and
conference servers performng dial-out functions [8].

REQ 11: In SIP, URI-lists can be stored on the URI-list server or
provided in a SIP request. The consent franmework nust work in
bot h cases.

REQ 12: The solution shall allow anonynbus comuni cations, as |ong
as the recipient is willing to accept anonynbus comuni cati ons.

REQ 13: If the recipient of a request wi shes to be anonynous with
respect to the original sender, it rmust be possible for the
recipient to grant permssion for the sender wi thout the origina
sender learning the recipient’s identity.

REQ 14: The solution shall prevent attacks that seek to underm ne
the underlying goal of consent. That is, it should not be
possible to "fool" the systeminto delivering a request for which
perm ssion was not, in fact, granted.

REQ 15: The solution shall not require the recipient of the
communi cations to be connected to the network at the time
conmmuni cations are attenpted

REQ 16: The solution shall not require the sender of a SIP request
to be connected at the time that a recipient provides perm ssion

REQ 17: The solution should scale to Internet-w de depl oynent.
4. Security Considerations

Security has been di scussed throughout this docunent.
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Ful I Copyright Statenent
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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