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Status of This Meno
Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2006).
Abst ract
A nobi |l e node and a correspondent node nay preconfigure data useful
for preconmputing a Binding Managenent Key that can subsequently be

used for authorizing Bi nding Updates.
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1. Introduction

This specification introduces an alternative, |owlatency security
mechani sm for protecting signaling related to the route optim zation
in Mbile IPv6. The default mechani smspecified in [1] uses a
periodic return routability test to verify both the "right" of the
mobi | e node to use a specific honme address, as well as the validity
of the clained care-of address. That nechani smrequires no
configuration and no trusted entities beyond the nobile node’s hone
agent .
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The mechani sm specified in this docunment, however, requires the
configuration of a shared secret between mobile node and its
correspondent node. As a result, nessages relating to the
routability tests can be omtted, leading to significantly smaller
|atency. 1In addition, the right to use a specific hone address is
ensured in a stronger manner than in [1]. On the other hand, the
applicability of this nechanisns is linmted due to the need for
preconfiguration. This mechanismis also linmted to use only in
scenari os where nobil e nodes can be trusted not to m sbehave, as the
validity of the clained care-of addresses is not verified.

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2]. Oher
term nology is used as already defined in [1].

2. Applicability Statenent

This mechanismis useful in scenarios where the follow ng conditions
are all net:

- Mbbil e node and correspondent node are adnministered within the
sane domai n.

- The correspondent node has good reason to trust the actions of
the mobile node. In particular, the correspondent node needs to
be certain that the nobile node will not launch flooding attacks
against a third party as described in [5].

- The configuration effort related to this mechanismis acceptable.
Users MJST be able to generate/select a sufficiently good val ue
for Ken (see [3])

- There is a desire to take advantage of higher efficiency or
greater assurance with regards to the correctness of the hone
address offered via this nechani sm

- This mechanismis used only for authenticating Binding Update
messages (and not, e.g., data), so the total volunme of traffic is
| ow (see RFC 4107 [4], and the discussion in section 4).

Thi s mechani sm can al so be useful in software devel opnent, testing,
and di agnostics related to nobility signaling.

General |y speaking, the required | evel of trust that the
correspondent node needs for enabling a preconputable Kbomwith a
nmobi |l e node is nore often found within relatively small, closed
groups of users who are personally familiar with each other, or who
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have sonme external basis for establishing trustworthy interactions.
A typi cal exanple scenario where this mechanismis applicable is
within a corporation, or between specific users. Application in the
general Internet is typically not possible due to the effort that is
required to manually configure the correspondent nodes. Application
at a public network operator is typically not possible due to

requi renents placed on the trustworthi ness of nobile nodes.

3. Preconputing a Binding Management Key (Kbm)

A nobil e node and a correspondent node may preconfigure data usefu
for creating a Binding Managenent Key (Kbn), which can then be used
for authorizing bindi ng management nessages, especially Binding
Updat e and Bi ndi ng Acknowl edgenent messages. This data is as
fol | ows:

- A shared key (Kcn) used to generate keygen tokens, at |east 20
octets | ong

- A nonce for use when generating the care-of keygen token
- A nonce for use when generating the home keygen token

The keygen tokens MUST be generated from Kcn and the nonces as
specified in Mbile IPv6 [1] return routability. Likew se, the

bi ndi ng managenment key Kbm rmust subsequently be generated fromthe
keygen tokens in the sanme way as specified in Mbile IPv6 [1]. The
preconfigured data is associated to the nobil e node’s hone address.
Kcn MUST be generated with sufficient randomess (see RFC 4086 [3]).

Repl ay protection for Binding Update nmessages usi ng Kbm conmputed from
the preconfigured data depends upon the value of the Sequence Number
field in the Binding Update. |If the correspondent node does not

mai ntain informati on about the recently used values of that field,
then there nay be an opportunity for a malicious node to replay old
Bi ndi ng Update nessages and fool the correspondent node into routing
toward an ol d care-of address. For this reason, a correspondent node
that uses a precomputabl e Kbm al so MIUST keep track of the nbst recent
val ue of the Sequence Nunber field of Binding Update nessages using
the preconputabl e Kbm value (for exanple, by commtting it to stable
st orage).
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When a Binding Update is to be authenticated using such a

pr econput abl e bi ndi ng key (Kbm), the Binding Authorization Data
subopti on MJUST be present. The Nonce Indices option SHOULD NOT be
present. If it is present, the nonce indices supplied SHOULD be

i gnored and are not included as part of the calculation for the

aut hentication data, which is to be perforned exactly as specified in

[1].
4. Security Considerations

A correspondent node and a nobile node may use a preconputable

bi ndi ng managenent key (Kbnm) to manage the authentication

requi renents for binding cache managenent nmessages. Such keys nust
be handl ed carefully to avoid inadvertent exposure to the threats
outlined in [5]. Many requirenents listed in this docunent are
intended to ensure the safety of the manual configuration. In
particular, Kcn MJST be generated with sufficient randomess (see RFC
4086 [3]), as noted in Section 3.

Manual |y configured keys MJST be used in conformance with RFC 4107
[4]. Used according to the applicability statenent, and with the
other security measures mandated in this specification, the keys wll
satisfy the properties in that docunent. |n order to ensure
protection against dictionary attacks, the configured security
information is intended to be used ONLY for authenticating Binding
Updat e nmessages

A nobil e node MUST use a different value for Kcn for each node inits
Bi ndi ng Update List, and a correspondent node MJUST ensure that every
nmobi | e node uses a different value of Kecn. This ensures that the
sender of a Binding Update can al ways be uniquely determned. This
is necessary, as this authorization nethod does not provide any
guarantee that the given care-of address is legitimte. For the same
reason, this method SHOULD only be applied between nodes that are
under the sane admi nistration. The return routability procedure is
RECOMMVENDED for all general use and MUST be the default, unless the
user explicitly overrides this by entering the aforenentioned
preconfigured data for a particul ar peer.

Repl ay protection for the Binding Authorization Data option

aut henti cation nmechanismis provided by the Sequence Nunber field of
the Binding Update. This nmethod of providing replay protection fails
when the Bi ndi ng Update sequence nunbers cycle through the 16 bit
counter (i.e., not nore than 65,536 distinct uses of Kbm, or if the
sequence nunbers are not protected against reboots. If the nobile
node were to send a fresh Binding Update to its correspondent node
every hour, 24 hours a day, every day of the year, this would require
changi ng keys every 7 years. Even if the nobile node were to do so
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1.

every mnute, this would provide protection for over a nmonth. G ven
typical nobility patterns, there is little danger of replay problens;
nodes for which problens m ght arise are expected to use mnethods

ot her than manual configuration for Kcn and the associ ated nonces.
When the Sequence Nunber field rolls over, the parties SHOULD
configure a new value for Kcn, so that new Kbm val ues will be

comput ed.

If a correspondent node does NOT keep track of the sequence nunber

for Binding Update nessages froma particular nobile node, then the
correspondent node could be fooled into accepting an old val ue for
the nobile node’'s care-of address. |In the unlikely event that this
address was reallocated to another |1 Pv6 node in the nmeantine, that

| Pv6 node woul d then be vulnerable to unwanted traffic emanating from
the correspondent node.

Not e that where a node has been configured to use the mechani sm
specified in this docunent with a particular peer, it SHOULD NOT
attenpt to use another mechanism even if the peer requests this or
clainms not to support the mechanismin this docunent. This is
necessary in order to prevent bidding down attacks.

There is no upper bound on the lifetine defined for the preconputable
Kbm As noted, the key is very likely to be quite secure over the
lifetime of the security association and useful ness of applications
bet ween a nobil e node and correspondent node that fit the terns
specified in section 2.

Acknowl edgenent

Thanks are due to everyone who reviewed the di scussion of issue #146
Thanks to Jari Arkko for supplying text for the Introduction

Ref er ences
Nor mat i ve Ref erences

[1] Johnson, D., Perkins, C., and J. Arkko, "Mbility Support in
| Pv6", RFC 3775, June 2004.

[2] Bradner, S., "Key words for use in RFCs to |Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

[3] Eastlake, D., 3rd, Schiller, J., and S. Crocker, "Randomess
Requirements for Security", BCP 106, RFC 4086, June 2005

[4] Bellovin, S. and R Housley, "Guidelines for Cryptographic Key
Managenment ", BCP 107, RFC 4107, June 2005.

Per ki ns St andards Track [ Page 5]



RFC 4449 Shared Data for Preconputable Kbm June 2006

6.2. Informative References

[5] N kander, P., Arkko, J., Aura, T., Mntenegro, G, and E.
Nordmark, "Mobile IP Version 6 Route Optim zation Security Design
Background", RFC 4226, Decenber 2005.

Aut hor’ s Addr ess

Charl es E. Perkins

Noki a Research Center
313 Fairchild Drive
Mountai n Vi ew, CA 94043

USA

Phone: +1 650 625-2986

Fax: +1 650 625-2502

EMai | : charl es. perki ns@oki a. com

Per ki ns St andards Track [ Page 6]



RFC 4449 Shared Data for Preconputable Kbm June 2006

Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
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on the procedures with respect to rights in RFC docunents can be
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