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Abst ract

TESLA, the Timed Efficient Stream Loss-tol erant Authentication
protocol, provides source authentication in nulticast scenarios.
TESLA is an efficient protocol with | ow comuni cati on and comnputation
overhead that scales to |large nunbers of receivers and also tol erates
packet |oss. TESLA is based on |oose tinme synchronization between
the sender and the receivers. Source authentication is realized in
TESLA by using Message Aut hentication Code (MAC) chaining. The use
of TESLA within the Secure Real -tinme Transport Protocol (SRTP) has
been published, targeting nmulticast authentication in scenarios where
SRTP is applied to protect the nmultinedia data. This solution
assunes that TESLA paraneters are nmade avail abl e by out - of - band
mechani sns.

Thi s docunent specifies payloads for the Miultimedia Internet Keying
(M KEY) protocol for bootstrapping TESLA for source authentication of
secure group comruni cati ons using SRTP. TESLA nay be boot st rapped
usi ng one of the M KEY key managenent approaches, e.g., by using a
digitally signed MKEY message sent via unicast, nulticast, or

br oadcast .

Fries & Tschofenig St andards Track [ Page 1]



RFC 4442 Boot st rappi ng TESLA March 2006

Tabl e of Contents

b=

N

INtroducti ON .. ... 3
Term Nol OgY .. .o 4
TESLA Paramet er OVervi W . ...ttt 4
Paraneter Encoding within MKEY ...... ... .. ... . ... . . .. 6
4.1. Security Policy (SP) Payload ......... .. ... ... . ... . ... 6
4.2, TESLA POl i CY .ot 7
4.3. Time Synchronization ........ ... ... 8
4.4. Key Data Transport within MKEY' s Ceneral

Extension Payload ......... ... ... . . . . . . e 10
Security Considerati ONS ... ... ... 11
5.1. Man-in-the-Mddle Attack ........ .. ... .. .. . .. . 11
5.2. Downgrading Attack ......... ... 12
5.3. Denial of Service Attack ....... ... . .. . .. .. i 12
5.4. Replay Attack ........ .. 13
5.5, Traffic Analysis ... e 13
IANA Considerati ONS . ... ... e e e 14
Acknow edgement S . ... .. 15
Ref r eNCeS . .. 16
8.1. Normative References .......... ... .. 16
8.2. Informative References ....... ... .. . . . . .. 16

Fries & Tschofenig St andards Track [ Page 2]



RFC 4442 Boot st rappi ng TESLA March 2006

1.

I nt roducti on

In many nulticast, broadcast, and uni cast conmuni cation scenarios, it
is necessary to guarantee that a received nessage has been sent from
a dedi cated source and has not been altered in transit. [In unicast
conmmuni cation, conmonly a pairwi se security association exists that
enabl es the validation of nessage integrity and data origin. The
approach in group-based comunication is different, as here a key is
normal |y shared between the nenbers of a group and thus may not be
used for data origin authentication. As in sone applications a

dedi cated identification of a sender is required, there exists the
requirenent to support data origin authentication also in multicast
scenarios. One of the methods supporting this is TESLA [ RFC4082].
TESLA provi des source authentication in nulticast scenarios by using
MAC chaining. It is based on |oose tinme synchronization between the
sender and the receivers.

[ RFC4383] describes extensions for SRTP [ RFC3711] in order to support
TESLA [ RFC4082] for source authentication in nulticast scenari os.
SRTP needs dedi cated cryptographi c context describing the security
paraneter and security policy per multinmedi a session to be protected.
Thi s cryptographi c context needs to be enhanced with a set of TESLA
paraneters. It is necessary to provide these paraneters before the
actual multicast session starts. [RFC4383] does not address the
boot st rappi ng for these paraneters.

Thi s docunent details bootstrapping of TESLA paranmeters in terns of
paraneter distribution for TESLA policy as well as the initial key,
using the Multinedia Internet Keying (MKEY) [RFC3830] protocol

M KEY defines an authentication and key managenent framework that can
be used for real-tinme applications (both for peer-to-peer

communi cati on and group comunication). In particular, [RFC3830] is
defined in a way that is intended to support SRTP in the first place
but is open to enhancenents to be used for other purposes too.
Fol | owi ng the description in [ RFC3830], MKEY is targeted for point-
to-point as well as group comunication. In the context of group
communi cation, an administrator entity can distribute session keys to
the associated entities participating in the comruni cati on session
This scenario is also applicable for TESLA where one entity may
provide information to many others in a way that the integrity of the
communi cated i nformati on can be assured. The conbi nation of M KEY
and TESLA supports this group-based approach by utilizing the MKEY
framework to distribute TESLA paraneter information to all involved
entities. Note that this docunent focuses only on the distribution
of the paraneters, not on the generation of those paraneters.

M KEY [ RFC3830] itself describes three authentication and key
exchange protocols (symetric key encryption, public key encryption,
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and signed Diffie-Hellnman). Extensions to the MKEY key exchange
met hods have been defined. A fourth key distribution nethod is

provi ded by [ DHHVAC] and describes a symretrically protected Diffie-
Hel | man key agreenment. A further option has been proposed in [ RSA-R]
that describes an enhanced asymmetri c exchange variant, also
supporting inband certificate exchange. Al the different key
managenment schenes nentioned above may be used to provide the TESLA
paraneters. The required TESLA paraneters to be exchanged are

al ready described in [RFC4383], while this docunment describes their
transport within MKEY.

The followi ng security requirenents have to be placed on the exchange
of TESLA paraneters

0 Authentication and Integrity MJST be provi ded when sending the
TESLA paraneters, especially for the initial key.
0 Confidentiality MAY be provided for the TESLA paraneters.

These security requirenents apply to the TESLA boot strappi ng
procedure only. Security requirenents for applications using TESLA
are beyond the scope of this docunent. Security aspects that relate
to TESLA itself are described in [RFC4082], and security issues for
TESLA usage for SRTP are covered in [ RFC4383].

It is inportant to note that this docunment is one piece of a conplete
solution. Assuming that nedia traffic is to be secured using TESLA
as described in [RFC4383], then (a) keying material and (b)
paraneters for TESLA are required. This docunent contributes the
paraneters and the authentication nmethods used in MKEY to provide
the keying material. The parameter exchange for TESLA al so needs to
be secured agai nst tanmpering. This protection is also provided by

M KEY.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. TESLA Paraneter Overview

According to [ RFC4383], a nunber of transform dependent paraneters
need to be provided for proper TESLA operation. The conplete |ist of
paraneters can be found in Section 4.3 of [RFC4383]. Note that
paraneter 10 of [RFC4383], describing the lag of the receiver clock
relative to the sender clock, is omitted in this docunment since it
can be conputed
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M KEY al ready requires synchroni zed cl ocks, which al so provides for
synchroni zati on for TESLA. Moreover, Section 4.3 states an option to
use MKEY for clock drift determ nation between the sender and
receiver. Thus, this paranmeter does not need to be transmtted in

M KEY directly.

The information in brackets provides the default val ues as specified
in Section 6.2 of [RFC4383].

1. An identifier for the PRF (TESLA PRF), inplenenting the one-way
function F(x) in TESLA (to derive the keys in the chain), and
the one-way function F' (x) in TESLA (to derive the keys for the
TESLA MAC, fromthe keys in the chain), e.g., to indicate the
keyed hash function (default HVAC SHA1).

2. A non-negative integer, determning the |l ength of the F output,
i.e., the length of the keys in the chain, which is also the key
di sclosed in an SRTP packet if TESLA is used in the SRTP context
(default 160 bit).

3. A non-negative integer, determ ning the I ength of the output of
F, i.e., the length of the key for the TESLA MAC (default 160
bit).

4. An identifier for the TESLA MAC that accepts the output of F (x)
as its key, e.g., to indicate a keyed hashing function (default
HVAC- SHA1) .

5. A non-negative integer, determning the I ength of the output of
the TESLA MAC (default 80 bit).

6. The begi nning of the session for which a key will be applied.

7. The interval duration (in mlliseconds) for which a dedicated
key will be used.

8. The key disclosure delay (in nunmber of intervals) characterizes
the period after which the key will be sent to the invol ved
entities (e.g., as part of SRTP packets).

9. Non- negative integer, deternmining the length of the key chain,
which is determ ned based on the expected duration of the
stream

10. The initial key of the chain to which the sender has conmtted
hi nsel f.
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4. Paraneter Encoding within M KEY

As nentioned in Section 3, TESLA paraneters need to be transported

before actually starting a session. MKEY currently only def
payl oad for transporting the SRTP policy (see Section 6.10 of
[ RFC3830]). This section describes the enhancenent of M KEY
the transport of a TESLA policy and additionally the initia
key.

4.1. Security Policy (SP) Payl oad

ines a

to all ow
TESLA

The Security Policy payl oad defines a set of policies that apply to a
specific security protocol. The definition here relies on the

security policy payload definition in [ RFC3830].

0 1 2
01234567890123456789012345673829

3
01

I S i o T s S S S e s s T
! Next payload ! Policy no ! Prot type ! Policy param ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

~ length (cont) ! Policy param

i S T S S e T S it Sl DU DU S R

*  Next payload (8 bits):
Identifies the payload that is added after
this payload. See Section 6.1 of [RFC3830] for
nmore details.

* Policy no (8 bits):
Each security policy payl oad nust be given a
di stinct nunber for the current MKEY session by the

| ocal peer. This nunber is used to map a cryptographic session
to a specific policy (see also Section 6.1.1 of [RFC3830]).

* Prot type (8 bits):
Thi s val ue defines the security protocol
A second val ue needs to be defined as shown bel ow
(M KEY al ready defines the value 0.)

Prot type | Val ue
SRTP | 0|
TESLA | 1]

* Policy paramlength (16 bits):
This field defines the total length of the
policy paraneters for the selected security protocol
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* Policy param (variable | ength):
This field defines the policy for the specific
security protocol

The Policy parampart is built up by a set of Type/Length/Value (TLV)
payl oads. For each security protocol, a set of possible type/value
pai rs can be negotiated as defi ned.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
I Type ! Length I Val ue ~
R et e s i o e s i i

* Type (8 bits):
Specifies the type of the paraneter.

* Length (8 bits):
Specifies the length of the Value field (in bytes).

* Value (variable |ength):
Specifies the value of the paraneter.

4.2. TESLA Policy

This policy specifies the paraneters for TESLA. The types/val ues
that can be negotiated are defined by the follow ng table. The
concrete default values are taken from|[RFC4383], but other val ues
may al so be used

Type | Meaning | Possible val ues

1| PRFidentifier for f and f', realising | see bel ow
F(x) and F (x)

2 | Length of PRF f' output | 160

3| ldentifier for the TESLA MAC | see bel ow

4 | Length of TESLA MAC out put | 80 (truncated)
5| Start of session | in bytes

6 | Interval duration (in nsec) | in bytes

7 | Key disclosure del ay | in bytes

8 | Key chain length (nunber of intervals) | in bytes

9 | Local tinestanp nedia receiver | see bel ow

The tine values stated in items 5 and 9 SHALL be transported in NTP-
UTC format, which is one of the three options described in Section
6.6 of [RFC3830]. A four-byte integer value for policy item6 and a
two-byte integer value for policy item7 are RECOWENDED, carrying
interval duration and key disclosure delay. Policy type 9 stated
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above is optional and SHOULD be used if the tinme synchronization
described in Section 4.3, point two, is used. Qherw se, it SHOULD
be omtted.

For the PRF realizing F(x) and F (x), a one-byte length is
sufficient. The currently defined possible val ues are:

TESLA PRF F(x), F (x) | Value

HVAC- SHAL | O

For the TESLA MAC, a one-byte length is enough
The currently defined possible val ues are:

TESLA MAC | Val ue

HVAC- SHAL | O
4.3. Time Synchroni zation

M KEY as well as TESLA require the time synchronization of the
conmmuni cating peers. MKEY requires tinme synchronization to provide
ti mest anp- based replay protection for the one-roundtrip

aut henti cation and key exchange protocols. TESLA, on the other hand,
needs this information to determ ne the clock drift between the
senders and the receivers in order to rel ease the disclosed key
appropriately. Two alternatives are available for tine
synchroni zati on:

1. Usage of out-of-band synchronization using NTP [ RFC1305]. This
approach is already recomended within [ RFC3830]. The advant age
of this approach is the option to use the M KEY key managenent
variants that performwthin a half-roundtrip. The di sadvantage
is the required time synchroni zation via an additional protocol

2. [RFC4082] al so sketches a possible inband synchronization in
Section 3.3.1. This approach is sumarized here in the context
of MKEY. Note that here the actual TESLA policy payload is
transmtted as part of the MKEY responder message.

* The data receiver, which would be the MKEY initiator, sets
the local tinme paraneter t r and sends it as part of the
ti mestanp payl oad as described in [RFC3830]. This value t_r
needs to be stored locally.

* Upon receipt of the MKEY initiator nessage, the data sender

replies with the MKEY responder nessage, setting the loca
time stanp at data receiver (paraneter 11) to the value t r
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received in the MKEY initiator message, and sets his |oca
time as a 64-bit UTC value t_s in the tinestanp payl oad as
described in [ RFC3830].

M KEY initiator nessage
[MKEY parameter incl. local tinestanp (t_r)]

M KEY r esponder nessage
[ M KEY parameter incl. local tinestanp (t_s), TESLA policy
payl oad, received local time stanp t_r]

* Upon receiving the MKEY responder message the data receiver
sets Dt =t s -t r + S where Sis an estimted bound on the
clock drift throughout the duration of the session

Thi s approach has the advantage that it does not require an
additional time synchronization protocol. The disadvantage is
the necessity to performa full MKEY handshake, to enable
correct paraneter transport. Mreover this approach is direction
dependent, as it nay only be applied if the nedia receiver is
also the MKEY initiator

Qut - of - band synchroni zati on using NTP (i.e., alternative 1) is the
RECOMVENDED approach for clock synchronization. In scenarios where
the media receiver is also the MKEY initiator piggybacking tinmestanp
information in MKEY (i.e., alternative 2) MAY be used to allow for
i nband determination of the clock drift between sender and receiver
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4.4. Key Data Transport within MKEY' s General Extension Payl oad

The General Extensions Payl oad was defined to all ow possible
extensions to MKEY wi thout the need for defining a conpletely new
payl oad each tine. This payload can be used in any M KEY nessage and
is part of the authenticated/signed data part.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

! Next payload ! Type ! Length !
I S i o T s S S S e s s T
! Data ~

T T T o T i S S i oI S SEp S S S

*  Next payload (8 bits):
Identifies the payload followi ng this payl oad.

* Type (8 bits):
Identifies the type of general payl oad.
M KEY al ready defines the values 0 and 1.
Thi s docunent introduces a new value (2).

Vendor |ID | 0 | Vendor specific byte string
SDP | Ds | 1| List of SDP key nmgnt |Ds
TESLA | - Key | 2 | TESLA initial key

* Length (16 bits):
The length in bytes of the Data fi el d.

* Data (variable length):
The general payl oad dat a.
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5

5.

1.

Security Considerations

The security properties of nulti-nedia data in a multicast
envi ronnment depends on a nunber of buil ding bl ocks.

SRTP- TESLA [ RFC4383] descri bes extensions for SRTP [ RFC3711] in order
to support TESLA [ RFC4082] for source authentication in multicast
scenarios. As such, security considerations described with TESLA
(see [PCST] and [RFC4082]), the TESLA SRTP mappi ng [ RFC4383], and
SRTP [ RFC3711] itself are relevant in this context.

Furt hernore, since this docunent details bootstrapping of TESLA using
the Multimedia I nternet Keying (MKEY) [ RFC3830] protocol, the
security considerations of MKEY are applicable to this docunent.

As a summary, in order for a nulti-media application to support
TESLA, the follow ng protocol interactions (in relationship to this
docunent) are necessary:

0 MKEY [ RFC3830] is executed between the desired entities to
perform aut hentication and a secure distribution of keying
material. |In order to subsequently use TESLA, the paraneters
described in this docunent are distributed using MKEY. M KEY
itself uses another protocol for paraneter transport, nanely, the
Sessi on Description Protocol (SDP) [RFC2327]. SDP m ght again be
used within Session Initiation Protocol (SIP, [RFC3261]) to set up
a session between the desired entities.

0 After the algorithnms, paraneters, and session keys are avail abl e
at the respective conmmunication entities, data traffic protection
vi a SRTP- TESLA [ RFC4383] can be used. SRTP-TESLA itself applies
TESLA to the SRTP protocol, and as such the processing guidelines
of TESLA need to be foll owed.

Man-in-the-M ddl e Attack

Threat :
The exchange of security-related paraneters and al gorithns w thout
mut ual authentication of the two peers can allow an adversary to
performa man-in-the-mddle attack. The nechani sns described in
this docunment do not thenselves provide such an authentication and
integrity protection.

Count er measur es:

Thr oughout the docunent, it is assuned that the paraneter exchange
i s secured using another protocol, i.e., the exchange paraneters
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5. 2.

5.3.

and algorithns are part of a authentication and key exchange
protocol (nanely, MKEY). Source authentication of group and
mul ti cast communi cati on cannot be provided for the data traffic if
the prior signaling exchange did not provide facilities to

aut henticate the source. Using an authentication protocol that
does not provide session keys as part of a successful protoco
exchange will nake it inpossible to derive the necessary
paraneters required by TESLA. M KEY provi des sessi on key
establishnent. Additionally, the exchange of paraneters and

al gorithms MUST be authenticated and integrity protected. The
security protection of the paraneter exchange needs to provide the
sane | evel or a higher level of security.

Downgr adi ng Attack

Thr eat :

The exchange of security-related paraneters and algorithns is

al ways subj ect to downgradi ng whereby an adversary nodifies some
(or all) of the provided parameters. For exanple, a few
paraneters require that a supported hash algorithmbe listed. To
mount an attack, the adversary has to nodify the |ist of provided
algorithms and to sel ect the weakest one.

Count er measur es:

TESLA par amet er boot strapping MIST be integrity protected to
prevent nodification of the paraneters and their val ues.

Mor eover, since unnodified paraneters from an unknown source are
not useful, authentication MJST be provided. This functionality

i s not provided by nechani sns described in this document.

Instead, the capabilities of the underlying authentication and key
exchange protocol (MKEY) are reused for this purpose.

Deni al of Service Attack

Thr eat :

An adversary mght want to nodify parameters exchanged between the
conmmuni cating entities in order to establish different state
informati on at the respective comunication entities. For
exanpl e, an adversary m ght want to nodify the key disclosure
delay or the interval duration in order to disrupt the

comruni cation at a later state since the TESLA al gorithm assunes
that the participating comunication entities know the sane
paraneter set.
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5

5

4.

5

Count er measur es:

The exchanged paraneters and the paraneters and al gorithns MJST be
integrity protected to allow the recipient to detect whether an
adversary attenpted to nodify the exchanged i nformation.

Aut henti cation and key exchange al gorithns provided by M KEY of fer
this protection.

Repl ay Attack

Thr eat :

An adversary who is able to eavesdrop on one or multiple protoco
exchanges (M KEY exchanges with the paraneters described in this
docunent) mght be able to replay the payloads in a later protoco
exchange. |f the recipients accept the paraneters and al gorithns
(or even the nessages that carry these payl oads), then a denial of
servi ce, downgrading, or a man-in-the-niddle attack m ght be the
consequence (depending on the entire set of replayed attributes
and nessages).

Count er measur es:

In order to prevent replay attacks, a freshness guarantee MJST be
provided. As such, the TESLA boot strappi ng nessage exchange MJST
be uni que and fresh, and the correspondi ng aut henticati on and key
exchange protocol MJST provide the same properties. |In fact, it
is essential to derive a unique and fresh session key as part of
the aut hentication and key exchange protocol run that MJST be
bound to the protocol session. This includes the exchanged

par amet ers

Traffic Analysis

Thr eat :

An adversary mght be able to |l earn paraneters and algorithns if
he is |l ocated along the signaling path. This information can then
| ater be used to nount attacks against the end-to-end nultinedia
conmmuni cation. |In sonme high-security and military environnents,

it mght even be desirable not to reveal infornation about the
used paraneters to make it nmore difficult to launch an attack

Count er neasur es:

Confidentiality protection can be provided by a subset of the
avai |l abl e M KEY aut henti cation and key exchange protocols, nanely,
those providing public key encryption and symmetric key
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6

encryption. The initial hash key, which is also one of the TESLA
boot st rappi ng paraneters, does not require confidentiality
protection due to the properties of a hash chain.

| ANA Consi der ati ons

Thi s docunent requires an | ANA registration for the foll ow ng
attributes. The registries are provided by MKEY [ RFC3830].

Prot Type:

This attribute specifies the protocol type for the security
protocol as described in Section 4.1.

Type:

Identifies the type of the general payload. The Cenera

Ext ensi ons Payl oad was defined to all ow possible extensions to

M KEY wi t hout the need for defining a conpletely new payl oad each
time. Section 4.4 describes this attribute in nore detail.

Fol l owi ng the policies outlined in [RFC3830], the values in the range
up to 240 (including 240) for the above attributes are assigned after
expert review by the MSEC working group or its designated successor

The values in the range from 241 to 255 are reserved for private use.

The | ANA has added the following attributes and their respective
values to an existing registry created in [ RFC3830]:

Prot Type:

Prot Type | Value | Description

TESLA | 1| TESLA as a security protoco

The value of 1 for the 'Prot Type' nust be added to the ’'Prot type
registry created by [ RFC3830].

Type:
Type | Value | Description

TESLA | - Key | 2 | TESLA initial key

The value of 2 for the 'Type’ nust be added to the ’Type' registry
created by [ RFC3830]. The values of 0 and 1 are already registered
in [ RFC3830].
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Al so, the I ANA has created two new registries
TESLA- PRF: Pseudo-random Function (PRF) used in the TESLA policy:

This attribute specifies values for pseudo-random functions used
in the TESLA policy (see Section 4.2).

TESLA- MAC: MAC Function used in TESLA:

This attribute specifies values for pseudo-random functions used
in the TESLA policy (see Section 4.2).

Foll owi ng the policies outlined in [ RFC2434], the values for the
TESLA- PRF and the TESLA-MAC registry in the range up to 240
(including 240) for the above attributes are assigned after expert
revi ew by the MSEC working group or its designated successor. The
values in the range from 241 to 255 are reserved for private use.

I ANA has added the follow ng values to the TESLA-PRF and the
TESLA- MAC registry:

TESLA- PRF:
PRF Function | Val ue
HACSHAL | 0
TESLA- MAC:
MAC Function | Val ue
HACSHAL | 0
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