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1.

1.

I nt roducti on

Since the late 1980s, participants in | EEE 802 and the | ETF have
cooperated in the devel opnent of Managenent |nfornmation Bases (M Bs)
and Aut hentication, Authorization, and Accounting (AAA) applications
relating to | EEE standards. This has included the Bridge MB

[ RFC1493] [RFC4188], the multicast filtering and VLAN extension MB
[ RFC2674] [ RFC4363], the Hub M B [ RFC2108], the Ethernet-like
Interfaces M B [ RFC3635], the MAU M B [ RFC3636], the WAN Interfaces
Subl ayer M B [ RFC3637], the Power Ethernet M B [ RFC3621], |EEE 802.1X
RADI US usage gui del i nes [ RFC3580], the revised Extensible

Aut henti cation Protocol (EAP) specification [ RFC3748], RADI US/ EAP

[ RFC3579], and the EAP State Machi ne specification [RFC4137]. This
docunent describes the policies and procedures that have been put in
pl ace to encourage cooperation between the | ETF and | EEE 802.
Details of the relationship history are included in Appendix A

In order to inprove communications between the | ETF and | EEE 802,
menbers of the Internet Engineering Steering Goup (IESG and
Internet Architecture Board (1AB) (including Bert Wjnen, Janes
Kenpf, and Bernard Aboba) net with the | EEE 802 Executive Conmittee
i n Vancouver, Canada, in January 2004. At that neeting, a nunber of
i ssues were discussed and new procedures were put in place.

1. Liaison Comrunications

| ETF Worki ng Groups are organi zed i nto areas, which have one or nore
Area Directors. The Area Directors, plus the | ETF Chair, conprise
the Internet Engineering Steering Goup (IESG. |EEE 802 Wrking
Groups have one or nore Task Groups. The | EEE 802 Wirking G oup
Chairs, plus the | EEE 802 Chair, conprise the | EEE 802 Executive
Conmittee (ExComm .

Participants in the |ETF are appointed as |iaisons to other

organi zations by the | AB or |ESG as appropriate. This includes a
liaison to | EEE 802 as well as liaisons to specific | EEE 802 Wrking
Groups. The IETF |liaison web page includes a list of |ETF |iaisons,
as well as a pointer to the archive of liaison statenments received by
the | ETF [Liai son-Page]. |ETF processes for nanagenment of |iaison
rel ati onshi ps are described in [BCP102]; procedures for handling of
incomng liaison statenents are described in [BCP103]. 1In order to
ensure that liaison statements from | EEE 802 to the | ETF are archived
and responded to, |EEE 802 liaisons to | ETF should utilize the | ETF

| i ai son managenment tool to submt |iaison comrunications. A usernane
and password suitable for use with the tool can be obtained by
sending mail to iesg-secretary@etf.org. |If a liaison managenent
account is not available, liaison comunications can be sent to the

| ETF liaison(s) to | EEE 802 and copied to statenents@etf. org.
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However, in this case substantially greater processing delays will
occur due to the need for manual handling by the | ETF Secretari at
staff.

Li ai son requests fromthe | ETF to | EEE 802 should be sent to the
Chair(s) of the I EEE 802 W5 to which the request pertains, with a
copy sent to the I EEE 802 Chair and the | EEE 802 |iaison(s) to | ETF.

| EEE 802 procedures for conmunicating with other standards bodies are
described in Section 14.1 of [Policy]. Liaison comunications to

| EEE 802 WGs are archived by the individual Ws.

1.2. Access to | EEE 802 Archives

Access to | EEE 802 standards nore than six months old is provided
free of charge on the I EEE 802 website via the Get | EEE 802 Program
[ Get | EEE-802]. Access to | EEE 802 work-in-progress has frequently
arisen as an issue in cooperation between | ETF and | EEE 802. While
in the past | ETF Wirki ng Groups (Wss) have successfully negoti ated
access to | EEE 802 work-in-progress, each instance has been handl ed
separately and took significant time and effort to conplete. In
order to nore easily enable docunent access for | ETF Wss
collaborating with | EEE 802, a liaison statenent was sent to the | ETF
in July 2004 by Paul N kolich, Chair of |EEE 802 [I|EEE-802Li ai son],
describing the process by which | ETF Wss can obtain access to | EEE
802 work-in-progress. |EEE 802 WG Chairs have the authority to grant
menbership in their Wss, and can use this authority to grant
menbership to an | ETF WG chair upon request. The IETF WG chair will
be provided with access to the usernane/ password for the | EEE 802 WG
archives, and is permtted to share that information with
participants in the |IETF Wa Since it is possible to participate in
| ETF wi thout attending nmeetings, or even joining a mailing list, |IETF
W5 chairs will provide the information to anyone who requests it.
However, since | EEE 802 work-in-progress is copyrighted,
incorporating material into | ETF docunents or posting the

user nane/ password on mailing lists or websites is not pernitted.

1. 3. New Wor k Revi ew

In order to enable | EEE 802 revi ew of proposed | ETF W5 charters, as
well as to enable | ETF review of proposed | EEE 802 Proj ect

Aut hori zation Requests (PARs), the New Wrk mailing list is used.

The | EEE 802 Executive Commttee is subscribed to the list, so that
it can receive proposed | ETF WG Charters. Proposed | EEE 802 PARs are
posted to the New Work list as well. Were a New Wrk announcenent
is of particular interest, it is also (manually) forwarded to the

rel evant | ETF and I EEE 802 mailing lists.
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However, by the tine an | ETF WG Charter or | EEE 802 PAR appears on
New Work, a |ETF BOF or I EEE 802 "Call for Interest"” has already
occurred, interest has been denonstrated and consi derabl e work has
gone into devel opnent of the Charter or PAR If problens are found
at that point, it is often too late in the process to nmake mgjor
changes. Therefore, where a potential work itemis likely to be
controversial, discussions between | ETF and | EEE 802 are encouraged
to occur earlier in the process.

1.4. MB Review

Wth travel budgets under pressure, it has becone increasingly
difficult for conpanies to fund enpl oyees to attend both | EEE 802 and
| ETF neetings. As a result, an alternative is needed to past
arrangenments that involved chartering MB work itenms within an | ETF
WG In order to encourage w der review of M Bs devel oped by | EEE 802
Wes, it is recormended that Sinple Network Managenment Protocol (SNWP)
M Bs devel oped in | EEE 802 follow the M B guidelines [RFC4181] and be
reviewed as part of the IETF SNWP quality control process ('"MB
Doctors’). An | EEE 802 group may request assignment of a 'MB
Doctor’ to assist in a MB review by contacting the | ETF Operations
and Managenent Area Director.

By standardizing | EEE 802 MBs only within | EEE 802 while utilizing
the SNWP quality control process, the |IETF and | EEE 802 seek to
ensure quality while decreasing overhead. A trial run of this
process has taken place in | EEE 802.1 where a M B Doctor (David
Harrington) has agreed to review | EEE 802.1 MBs. Currently,

di scussion is under way on how change control of selected | EEE 802.1
M B docunents published as RFCs can be transferred to | EEE 802.1

[ M B- TRANSFER] .

1.5. EAP Revi ew

Several | EEE 802 standards, including [|EEE-802.1X-2004],

[ 1 EEE-802. 11i], and [|EEE-802.16e], depend on EAP [ RFC3748] and EAP
key managenent, described in [KEYFRAME]. Rather than devel opi ng
their own EAP nethods, or extensions for EAP key managenent, | EEE 802
wor ki ng groups should send a liaison letter to the I ETF, outlining
the required functionality or requesting a review of draft text.

Most recently, a security review of | EEE 802. 16e D8 [ EAPREVI EW has
been carried out by the EAP W5 at the request of the | EEE 802. 16
Chair, Roger Marks [|EEE-802.16-Liai sonl] [I|EEE-802.16-Li ai son2].
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1.6. AAA Review

| EEE 802 WGs requiring new AAA applications should send a |iaison
request to the IETF. \Where new attributes are required rather than a
new application, an Internet-Draft can be submitted and review can

be requested from AAA-rel ated Wss such as the AAA or RADEXT WGs. For
attributes of general utility, and particularly those useful in
multiple potential applications, allocation fromthe | ETF standard
attribute space is preferred to creation of | EEE 802 Vendor- Specific
Attributes (VSAs). As noted in [RFC3575]:

RADI US defines a mechani smfor Vendor-Specific extensions (Attribute
26) and the use of that should be encouraged instead of allocation of
gl obal attribute types, for functions specific only to one vendor’s

i mpl ement ati on of RADIUS, where no interoperability is deemed useful.

Where allocation of VSAs are required, it is recomended that |EEE
802 create a uniformformat for all of |EEE 802, rather than having
each | EEE 802 group create their own VSA format. The VSA fornat
defined in [I EEE-802.11F] is inappropriate for this, since the Type
field is only a single octet, allowing for only 255 attri butes.
Recently, the AAA Doctors |ist has been created within the | ETF
Qperations and Managenent Area Directorate, serving a simlar
function to the MB Doctors. Wile the AAA Doctors have not yet been
called upon to assist with and review AAA work outside of the |IETF,
this group could potentially be of assistance to | EEE 802 worki ng
groups requiring help with AAA

1.7. Docunent Review

Wth the areas of cooperation between | EEE 802 and | ETF i ncreasi ng,
the docunent review process has extended beyond the traditional

subj ects of SNVP M Bs and AAA. For exanple, as part of the I ETF
CAPWAP WG charter, |EEE 802.11 was asked to review the CAPWAP
Taxonony Docunent [RFC4118]; Dorothy Stanley organi zed an ad hoc
group for this purpose. |EEE 802.11 has also reviewed [IDSEL] and
[1ABLINK]. Wthin I ETF, |EEE 802 conments are resol ved using nornal
W5 and | ETF processes.

| ETF participants can comrent as part of the | EEE 802 ball ot process,
regardl ess of their voting status within | EEE 802. Conments nust be
conposed in the format specified for the ballot, and subnitted by the
bal | ot deadli ne.
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1.8. EtherType Allocation

The EtherType field is very limted, so that allocations are nade
solely on an "as needed" basis. For related uses, a single EtherType
shoul d be requested, with additional fields serving as sub-protoco
identifiers, rather than applying for nultiple EtherTypes. EtherType
al l ocation policy is described in [ TYPE-TUT].

VWiile a fee is normally charged by I EEE 802 for the allocation of an
Et her Type, | EEE 802 will consider waiving the fee for allocations
relating to an | ETF standards track docunment, based on a request from
the | ESG

2. Security Considerations

As | EEE 802 becones increasingly involved in the specification of
standards for |ink-layer security, experience has shown that it is
hel pful to obtain outside review of work-in-progress prior to
publication. This has proven somewhat challengi ng since access to

| EEE 802 wor k-in-progress docunments is often tightly controlled. For
exanpl e, special perm ssion had to be obtained for |EEE 802.11i to be
able to circulate a version of its security standard-in-progress for
review. A liaison between an | EEE 802 group and an | ETF WG can hel p
in obtaining the necessary level of review.

Experi ence has al so shown that | ETF standards may not be witten to
the level of clarity required by the | EEE 802 standards process. In
the case of EAP [ RFC3748], the process of devel oping the EAP state
machi ne specification [ RFC4137] proved useful in uncovering aspects
requiring clarification, and the joint review process exposed | EEE
802 and | ETF docunents-in-progress to w der review than night

ot herwi se have been possi bl e.

Simlarly, the devel opnent of [|EEE-802.11i], [RFC3748], [KEYFRAME]
and [ RFC4017] led to a deeper understanding of the limtations and
security vulnerabilities of the EAP/ AAA system As described in

[ Housl ey], it is not advisable to devel op new AAA key nanagenent
applications wthout conmpleting a security analysis, such as the
anal ysis provided i n [ KEYFRAME] .

Due to weaknesses in the RADIUS specification [ RFC2865], it is
relatively easy for protocol extensions to introduce serious security
vul nerabilities. As a result, |ETF review of | EEE 802 RAD US
extensions is advisable, and the RAD US | ANA Consi derations [ RFC3575]
have been revised so as to require such a review in nost cases.
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Appendi x A. Relationship History
A.1. M B Devel opnent
A.1.1. Bridge MB

The rel ati onship between | ETF and | EEE 802 began in the |late 1980s
with SNMP M Bs devel oped for the original |EEE 802.1D standard.
Because the | EEE specification [|EEE-802.1D0 contained only a
functional definition of the counters and operations, the |ETF s
Bridge MB WG took on the role of defining the Bridge MB [ RFC1493],
whi ch was published as an RFC. Fred Baker and |later Keith MC oghrie
served as chairs of the Bridge WG

The Bridge M B conbined the work of Keith MC oghrie, Eric Decker,
and Paul Langille, with spanning tree expertise provided by Anil

Ri j singhani. M ck Seaman (author of 802.1D) and Fl oyd Backes (who
had witten the code for Digital Equipnment’s spanning tree

i mpl ementation) were the main contacts within | EEE 802.1. Since

M ck, Floyd, Anil, and Paul all worked for Digital Equipnent
Corporation at the time, nuch of the coordination between | EEE 802. 1
and the Bridge M B W5 took place in the hallways at Digital, rather
than within official channels.

A.1.2. MU and Hub M Bs

In the early 1990s when | EEE 802.3 was conpleting the first Ethernet
standards, SNMP was not yet the dom nant network nmanagenent protocol.
As a result, a 'protocol independent’ MB is included in Cause 30 of
the | EEE 802. 3 standard [| EEE-802. 3], which is updated each tine the
Et hernet standard is enhanced to support higher speeds. |In parallel,
| EEE 802 participants interested in network nmanagenent were active in
the formation of the | ETF HUBM B W5, whi ch took on the task of
transform ng | EEE 802 definitions into SNMP M Bs docunented as
Standards Track RFCs. This included Dan Romascanu, Chair of the | ETF
HUBM B WG si nce 1996.

The Charter of the HUBM B WG explicitly nentions that the | EEE 802. 3
standard is the starting point for the Ethernet MB, but at the sane
time reserves the right to deviate fromthe | EEE nodel -- either to
cover only part of the capabilities offered by the standard or to add
M B objects that are not directly derived fromthe | EEE nodel (nostly
implemented in software). |f managenent needs | ead to requirenents
for hardware support, the |[ETF HUBMB WG is to provide this input to
| EEE 802.3 in a tinely nanner.
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Cooperati on between the | ETF HUBM B WG and | EEE 802. 3 has conti nued
for more than a decade until today, nostly based on the work of a few
editors supported by their conpanies, who are taking the | EEE

st andards and mapping theminto a nmanagenent data nodel and M Bs

Work itenms include:

- The Hub M B [ RFC2108], which has gone through three iterations,
and is probably ending its evolution, as repeaters are |ess used
in Ethernets.

- The MAU M B, which has been updated each tine a new Ethernet speed
i s devel oped, with [ RFC3636] acconmpdati ng 10- Gops Et hernet.

- The Ethernet-like Interfaces MB was not originally a work item
of the HUBM B W5, but the W5 took responsibility for a revision
publ i shed as [ RFC3635].

- The WAN I nterface Sublayer MB [ RFC3637] and the Power Ethernet MB
[ RFC3621] were devel oped in | EEE 802.3 and the | ETF HUBM B WG

In 2000, an official |iaison was established between | EEE 802.3 and
the | ETF HUBM B W5, and Dan Romascanu was appoi nted | ETF |iai son

The conditions of the |iaison agreenent allows editors and ot her
participants in the | ETF HUBM B WG access to work-in-progress drafts
in | EEE 802.3 on a personal basis, for the purpose of working on M Bs
before the rel ease of the standard. However, the usernane and
password for | EEE 802. 3 docunent access are not for publication on
any | ETF website or mailing list.

A 1.3. 802.1p/Q MB

In 1996 as the 802.1p and 802.1Q [| EEE-802.1Q standards were being
conpl eted, a need was perceived for devel opnent of an SNVP M B, based
on the managenent clauses of those standards. |EEE 802 managenent
clauses are witten in a manner that was independent of any protoco
that may be used to inplement them

At that time, there were a nunber of proprietary VLAN managenent M Bs
that were both inadequate and difficult to understand. As a result,
there was a need for a nore conprehensive, sinpler nodel for VLAN
managenent, along with the priority and multicast filtering
managenent al so defined by these standards

A small group of participants fromthe 802.1 W5 began worki ng on the
probl em i ndependently, then conbined their work. The origina
authors of the Bridge M B, on which sone of the work was based,
reviewed the initial work.
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By the end of 1997, the work was ready for review by a | arger

audi ence. Andrew Smith worked with Keith M oghrie, chair of the
Bridge MB WG (dormant at the time), to obtain a neeting slot at the
March 1998 | ETF neeting. After this, review and devel opnent of the
M B continued on the | ETF standards track.

During the devel opnent of [RFC2674], there was no official inter-
wor ki ng between the | ETF Bridge M B and | EEE 802.1 groups.

Devel opment of this M B was successful, because the nmain devel opers
(Andrew Smith and Les Bell) were involved in both the | EEE 802.1 and
the | ETF Bridge M B WGs.

A.1.4. 802.3ad and 802.1X M Bs

As part of the | EEE 802. 3ad and | EEE 802. 1X standards work, it was
decided that it would be better to develop a MB as part of the
standards, rather than wait until an | ETF WG was forned, and devel op
the M Bs separately, so as to avoid a significant tine lag in their
devel opment .

As Les Bell was the participant in | EEE 802.3ad and | EEE 802. 1 nost
famliar with SNMP M B devel opnent, he put together the initial MBs
based on the managenent framework the groups had cone up with.

Addi tional assistance was then received for both MBs fromw thin the
| EEE 802. 3ad and | EEE 802. 1X groups. Tony Jeffree, editor of both
standards, acted as editor of the MBs as well.

The problemw th | EEE 802 devel oping these M Bs wi thout |ETF

i nvol venent was the |ack of review | EEE 802 nenbers are generally
not famliar with MBs, and very few comrents were received as part
of the balloting process for either MB.

In the case of the | EEE 802.3ad MB, this neant that basic errors
were not discovered until just before publication. Unfortunately, by
then it was too late, and the corrections subnmitted to the | EEE

802. 3ad chair and docunent editor did not get applied to the

publ i shed versi on.

Subsequent to the publication of [IEEE-802.1X], the | EEE 802.1X MB
was reviewed within the Bridge W5 and several syntax errors were
found. These have been corrected in the version of the MB nodul e
that was devel oped as part of [I|EEE-802.1X-2004]. However, while
[ 1 EEE-802.1X-M B] was originally published as a work in progress
within the Bridge W5 there was not sufficient interest to conplete
its publication as an RFC. As a result, the draft has now expired.
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A 1.5 802.1t, 802.1u, 802.1lv, and 802. 1w M Bs

802. 1t and 802.1u were mnor amendnments to the 802. 1D and 802. 1Q
standards, requiring sone additions to the MB published in

[ RFC2674]. 802.1v was a new feature extending the VLAN
classification schenes of 802.1Q also requiring extensions to

[ RFC2674]. 802.1w was a new version of Spanning Tree, requiring
rewiting of part of [RFC1493].

When Les Bell took on the role of Chair of the |ETF Bridge MB W5 in
2001, these issues were raised as new work itens and two vol unteers

were found to becone editors of the Internet-Drafts. A work item was
al so included to publish the | EEE 802. 1X M B as an Informational RFC

Thi s approach worked well for a while, but it then becane difficult
for the participants, including the editors and the Chair, to sustain
a level of interest sufficient to overcone the difficulties

i ntroduced by budget cutbacks. As a result, the drafts have now

expi red, although there are no significant technical issues

out st andi ng.

A 2. AAAN EAP

Since the late 1990s, |EEE 802.1 has been involved in work relating
to authentication and authorization [| EEE-802.1X], which led to

di scovery of issues in several |ETF specifications, including

[ RFC2284] and [RFC2869]. Simlarly, |IETF participants have uncovered
issues in early versions of the RADI US usage specifications such as

[ RFC3580], as well as the | EEE 802.1X state nmachine [ M shra].

In order to address these issues and ensure synchronization between
| EEE 802.1 and the | ETF EAP and AAA Wss, a liaison arrangenment was
utilized during the devel opment of [IEEE-802.1X] and

[ 1 EEE- 802. 1X- 2004] .

| EEE 802. 11 groups such as | EEE 802. 11i and | EEE 802. 11F have al so
becone dependent on EAP and AAA work. This relationship was nore
chal I engi ng since | EEE 802. 11 required devel opment of EAP net hods and
the EAP Key Managenent Franework, which represented substantial new

| ETF work, as opposed to the clarifications and updates required by

| EEE 802. 1.

A . 2.1. | EEE 802.1X
| EEE 802. 1X-2001 [I| EEE-802. 1X] defined the encapsul ati on of EAP

[ RFC2284] over | EEE 802, as well as a state nmachine for the joint
operation of | EEE 802. 1X and EAP
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During the devel opnent of | EEE 802. 1X- 2001, several problens were

di scovered in the specification for RAD US/ EAP [ RFC2869], and as a
result, work was begun on a revision [RFC3579]. In addition,
clarifications were required on how RADIUS attributes defined in

[ RFC2865], [ RFC2866], [RFC2867], [RFC2868], [RFC2869], and [ RFC3162]
woul d be interpreted by | EEE 802.1X i npl enentati ons. To address
this, a non-normative RADI US usage appendi x was added to

[1 EEE-802. 1X], and published as [ RFC3580].

Subsequent to the publication of [IEEE-802.1X], a formal analysis of
the | EEE 802. 1X state machine by the University of Maryland di scl osed
several security issues [Mshra]. Discussion within |EEE 802.1
pointed to lack of clarity in [RFC2284], which resulted fromthe
absence of a specification for the EAP state nachi ne specification.

At that time, EAP was handled within the | ETF PPPEXT W5 whi ch was
|largely inactive. |In order to undertake work on a revised EAP
specification as well as the specification of the EAP state machine,
the ETF EAP W5 was formed in July 2002. Bernard Aboba, a
participant in | EEE 802.1 as well as PPPEXT, was nanmed co-chair.

Work on the EAP state machine [ RFC4137] and revi sed EAP specification
[ RFC3748] proceeded in parallel within the EAP W5 w th issues or
changes in one docunent requiring changes to the other docunment, as
well as revisions to [|EEE-802.1X-2004]. The revised RAD US/ EAP
specification [ RFC3579] was al so reviewed within the EAP W5 since at
that time the RADEXT WG had not yet been fornmed.

The revision to | EEE 802. 1X [ | EEE-802. 1X-2004] incl uded the
fol |l owi ng:

- a revised RADI US usage appendi x based on [ RFC3580]

- clarifications based on [ RFC3579]

- a revised | EEE 802. 1X state nmachi ne, based on [ RFC3748] and
[ RFC4137]

Due to the deep dependenci es between [I| EEE-802. 1X-2004], [ RFC3748],
and [ RFC4137], a liaison was established between | EEE 802. 1X- REV and
the 1 ETF EAP WG i n August 2002. This enabled participants in the

| ETF EAP WG to obtain access to the | EEE 802. 1X revision in progress.

| EEE 802 groups are duty bound to consider all comrents received,
regardl ess of their origin. This allows |ETF participants to coment
as part of the I EEE 802 ball ot process, regardless of their voting
status within | EEE 802. Where there is active cooperation, |ETF W&
may be nade aware that | EEE 802 ballots are occurring and that their
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conments are wel cone. | EEE 802. 1X-REV and | EEE 802. 11i ballots were
announced on the EAP W mailing list, as are | EEE 802 interim meeting
arrangemnents.

Simlarly, during the | EEE 802. 1X- REV bal | ot process, comrents were
received relating to [ RFC3748], [RFC4137], and [RFC3579]. These
comrents were tracked on the EAP WG | ssues List, and were
subsequent |y addressed in the docunents.

In April 2003, [RFC3580] was approved by the I ESG for publication as
an RFC, and in May 2003, [RFC3579] was approved for publication as an
RFC. The review process for both drafts involved bringing the
docunents to | ETF last call, and then reposting the | ETF | ast-cal
announcenent on the IEEE 802.1 nmailing list. Wile ballot conments
on | EEE 802. 1X-REV were also reflected in changes to both docunents,
it was necessary for both docunents to be approved for publication as
RFCs wel | in advance of Sponsor Ballot, in order to ensure that RFC
numbers woul d be assigned in tine, so as to avoid del ayi ng

publi cati on.

Overall, despite the conpl ex inter-dependencies between

[ 1 EEE- 802. 1X-2004], [RFC3748], and [RFC4137], the docunments were
produced without undue delay. This was largely due to the work of
joint participants in | EEE 802.1 and | ETF EAP WG

A.2.2. | EEE 802. 11i

| EEE 802.11i was chartered to specify security enhancenents to

[ EEE-802. 11]. Since [|EEE-802.11i] utilized | EEE 802.1X, it
depended on [| EEE-802. 1X-2004]. As a result, |EEE 802.11i and | EEE
802.1 held joint neetings at | EEE 802 plenaries and established a
Iiaison arrangenent that pernmitted menbers of either group (as well
as EAP WG participants) access to | EEE 802. 11i wor k-i n- progr ess.

Since [| EEE-802. 11i] depended on [| EEE-802. 1X-2004], it inherited the
dependenci es of [I|EEE-802. 1X-2004], including work on EAP, EAP

met hods, and AAA support for EAP. In addition, since |EEE 802.11i
utilized EAP for key managenment whereas [| EEE-802.1X] does not,
additional security requirenents arose with respect to EAP met hods.

In February 2002, | EEE 802.11 sent a liaison letter to the | ESG

[ | EEE-80211Li ai sonl] requesting additional work on EAP, EAP nethods,
and EAP key managenent. This letter was presented at the second EAP
BOF at | ETF 53, and was used as input to the EAP W5 charter. In
March 2003, another liaison |letter was presented, providing further
clarifications on requirenents for EAP nethod work

[ EEE-80211Li ai son2]. This included a request from | EEE 802.11i for
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the EAP W5 to consi der changi ng the mandatory-to-inpl emrent EAP net hod
within [RFC3748], so as to provide a nethod neeting the security
requi renents of | EEE 802. 11i

During | ETF 56, the request for changi ng the mandatory-to-i npl enent
met hod was considered by the EAP Wa A recomrendati on was nade by
the Internet Area Director Erik Nordmark that the | EEE 802. 11i

requi renents be docunented in an RFC and that the EAP W5 consi der the
security requirenments for EAP nethods in various situations. It was
recomended not to change the mandatory-to-inplenment nethod, since
the EAP WG was not chartered to do work on nethods. However, it was
deci ded to produce a docunent describing the EAP net hod requirenents
for WLAN usage. This docunent was subsequently published as

[ RFC4017] .

Most recently, |EEE 802.11r has been involved in discussions relating
to fast handoff, which may potentially require AAA extensions as well
as changes to the EAP key hierarchy. However, the direction of this

wor k has not yet been deternined so that no |iaison request has been

fornul ated yet.

In April 2003, Dorothy Stanley was appointed |iaison from|EEE 802. 11
to the IETF, in order to help coordinate between | EEE 802. 11 and | ETF
Wss, including AAA, BMAG CAPWAP, and EAP

A 2.3. | EEE 802. 11F

| EEE 802. 11F was chartered with devel opnent of a recommended practice
for Inter-Access Point Conmunications. As part of devel opnent of an
I nter-Access Point Protocol (I1APP), it was necessary to secure
communi cati ons between the access points, as well as to support the
reverse resolution of the MAC address of the previous access point to
its I P address, so as to allow the two access points to comunicate
via | APP. Since the two access points mght not be on the sane |ink,
I nverse ARP [ RFC2390] was not considered sufficient in all cases.

| EEE 802. 11F el ected to extend the RADI US protocol [RFC2865] to
provi de i nverse address resolution as well as |IPsec key managenent.
Thi s was acconplished via use of Vendor-Specific Attributes (VSAs),
as well as new RADI US commuands, added through definition of

addi tional values for the RADIUS Service-Type attribute. As a
result, |IETF review was not required under the | ANA consi derations
included in [ RFC2865]. Subsequently, the RADI US | ANA consi derati ons
[ RFC3575] were revised so as to require | ETF review in npst cases.
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No |iai son arrangenent was devel oped between | EEE 802. 11F and | ETF
WEs such as AAA WG or SEAMOBY WG so as to allow | ETF partici pants
access to the | EEE 802. 11F specifications prior to publication. Once
| EEE 802. 11F entered into Recirculation ballot, only conments
relating to changes in the specification could be considered. As a
result, issues raised relating to the | EEE 802. 11F RADI US ext ensi ons
were rejected.

| EEE 802. 11F was a Trial Use Recommended Practice. The |EEE 802
Executive Committee approved its withdrawal on Novenber 18, 2005. As
a result, the RADI US paranmeters allocated for use by | EEE 802. 11F are
avail abl e to be recl ai ned.
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is provided by the | ETF
Admi ni strative Support Activity (1 ASA)

| AB I nf or mat i onal [ Page 22]






