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Abstract

This nmeno defines a portion of the Managenent |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to a Fibre Channel network’s Fabric Address Manager.
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1.

I nt roducti on

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to a Fibre Channel network’s Fabric Address Manager. Fabric Address
Manager refers to the functionality of acquiring Domainl D(s) as
specified in [FC-SW3], and managi ng Fi bre Channel Identifiers as
specified in [ FCFS].

The | nternet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Short Overvi ew of Fi bre Channel

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channel
provi des a general transport vehicle for higher-level protocols such
as Small Conputer System lInterface (SCSI) command sets, the Hi gh-
Performance Parallel Interface (H PPlI) data fram ng, |IP (Internet
Protocol ), |EEE 802.2, and ot hers.

Physically, Fibre Channel is an interconnection of multiple

communi cati on points, called N Ports, interconnected either by a
switching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "node" consists of one or more N Ports. A Fabric may
consist of multiple Interconnect El ements, some of which are
switches. An N Port connects to the Fabric via a port on a switch
called an F Port. Wien nmultiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topology, the switch port
is called an FL_Port, and the nodes’ ports are called NL_Ports. The
term Nx_Port is used to refer to either an N Port or an NL_Port. The
termFx_Port is used to refer to either an F_Port or an FL _Port. A
switch port, which is interconnected to another switch port via an
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Inter-Switch Link (ISL), is called an E_Port. A B Port connects a
bridge device with an E Port on a switch; a B Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the Fabric, each node, and
nmost ports, have gl obal | y-uni que nanmes. These gl obal | y-uni que nanes
are typically formatted as Wrld Wde Nanes (WWs). Mre information
on WANs can be found in [FGFS]. WA\Ws are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers, which
identify the frame’s source and destination ports. Each FC port has
both an address identifier and a WM. Wen a Fabric is in use, the
FC address identifiers are dynam cally assigned by a switch. Each
octet of a 24-bit address represents a |level in an address hierarchy,
with a Domain_I D being the highest |evel of the hierarchy.

Each switch in a Fabric is assigned one (or nore) unique Donmain_IDs
using a two-step process. First, one switch, called Principal
Switch, is selected fromthe switches of a Fabric. Then, the
Principal Switch assigns Domain_IDs to the other switches of the
Fabric. Address assignnent within a domain is performed by the
switch to which that Domain_ID is granted.

4. Relationship to Oher MBs

The first standardized M B for Fibre Channel [RFC2837] was focused on
Fi bre Channel switches. It is being replaced by the nore generic

Fi bre Channel Managenent M B [ FC-MGMI], which defines basic

informati on for Fibre Channel hosts and swi tches, including
extensions to the standard IF-MB [IF-MB] for Fibre Channel
interfaces. [FC MaVI] includes the specification of how the generic
objects defined in [IF-MB] apply to Fibre Channel interfaces.

Note that an interface's iflndex value nust be unique within an SNW
context, irrespective of how many Fi bre Channel nanagenent instances
(see bel ow) and how nmany Fi bre Channel switches are instrunented

wi thin that SNMP cont ext.

Thi s docunent defines the T1l1- FC- FABRI C- ADDR- MGR- M B nodul e, whi ch
ext ends beyond [FC-MaVI] to cover the functionality, in Fibre Channel
swi tches, which is used to nanage Fabric configuration, donains, and
addresses within a domain.

Thi s docunment al so contains a MB nodule, T11-TC-MB, to define

textual conventions that mght also be useful in other MBs defined
by T11.
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5. M B Overvi ew

This section explains the use of a Fibre Channel managenent instance,
a Switch Index, and a Fabric Index. It also describes the six MB
groups contained in the MB.

5.1. Fibre Channel Mnagenent |nstance

A Fi bre Channel nmanagenent instance is defined in [ FCGMGMI] as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nanagenent
i nstances in whatever way i s npbst convenient for the

i npl ementation(s). For exanple, one such groupi ng accommpdates a
singl e SNMP agent having nultiple Agent X sub-agents, with each sub-
agent inmplenenting a different Fibre Channel managenent instance.

The object, fcm nstancel ndex, is | MPORTed fromthe FC MGVI-M B
[ FCG-MaMI as the index value to uniquely identify a Fibre Channe
managenent i nstance.

5.2. Switch I ndex

The FC-MGMI-M B [ FC- MaMI] defines the fecnBwitchTable as a table of

i nformati on about Fibre Channel switches that are managed by Fibre
Channel managenent instances. Each Fibre Channel managenent instance
can manage one or nore Fibre Channel switches. The Switch Index,
fcrbwi t chl ndex, is | MPORTed fromthe FC-MaMI-M B as the index val ue
to uniquely identify a Fibre Channel sw tch anongst those (one or
nmore) managed by the sane Fi bre Channel managenent instance.

5. 3. Fabri c | ndex

The [FC-SW 3] standard for an interconnecting Fabric consisting of
multiple Fabric Switch el enments describes the operation of a single
Fabric in a physical infrastructure. The current [FC-SW4] standard
al so supports the operation of nmultiple Virtual Fabrics operating
within one (or nore) physical infrastructures. |In such a scenario,
each Fabric has, of course, its own managenent instrunentation. In
order to accommodate this scenario, this MB nodul e defines al
Fabric-related information in tables that are | NDEXed by an arbitrary
integer, naned a "Fabric Index". |In a Fabric that is conformant to
[FCG-SW3], the value of this Fabric Index will always be 1
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It is quite possible, and nay even becone likely, that (a port of) a
Fi bre Channel switch will be connected to multiple such Fabrics.
Thus, in order to sinmplify a query concerning all the Fabrics to
which a single switch is connected, fcnBwitchlndex will be listed
bef ore t 11Fantabri cl ndex when they both appear in the sane | NDEX

cl ause.

5.4. The t1lFantz oup G oup

This group contains basic infornmati on about the Fabric Address
Manager functionality within a switch, including its configuration
paraneters that are per-interface (i.e., specified for a particul ar
Fi bre Channel interface identified by an iflndex val ue).

5.5. The t1l1FanDat abaseG oup G oup

This group contains infornmation about which switches are assigned to
whi ch donai ns.

5.6. The t1l1FanmAreaG oup G oup

This group contains information about which Port-1Ds have been
assigned within the areas of the | ocal donain.

5.7. The tllFanmCacheG oup G oup

This conditional nmandatory group contains information about all the
FC address identifier assignnents that have been recently rel eased.

This cache is kept to support the concept of Preferred Donmain_ID via
a best-effort attenpt for (short-term re-assignnent of the same FC
address identifiers.

5.8. The t1lFanCommandG oup G oup

Thi s optional group contains objects used for initiating an operation
on a Fabric.

5.9. The t1l1FanNotificati onG oup G oup

This group contains notifications of significant events concerning
the Fabric Address nanagenent functionality within a swtch.

5.10. Use of RCF and BF
Included in [FC-SW3] is the specification of Reconfigure Fabric
(RCF) and Build Fabric (BF), both of which are command codes of the

Switch Fabric Internal Link Service (SWILS). [FC SW3] includes the
war ni ng:
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NOTE 13 - Since the RCF causes a conplete reconfiguration of the
Fabric, and may cause addresses allocated to a Switch to change,
this SWILS should be used with caution. The BF SWILS allows the
Fabric to attenpt reconfiguration without |oss of or change of
address and therefore should be attenpted before an RCF. Exanpl es
of situations in which RCF nmay be appropriate include resol ution
of overl apped Domai ns, or the failure of a Fabric Reconfiguration
initiated by a BF.

Further, [FC-M] specifies:

A Fabric is prohibited from autononously generating an RCF, but an
outside administrative function may request a switch to generate
an RCF. Such an adm nistrative function is outside the scope of
this technical report.

The T11- FC- FABRI C- ADDR- MGR-M B defined in this docunment is consistent
with both of the above quotes since it defines two objects,

t 11FanAut oReconfi gure and t11FanRestart, which are defined with a
MAX- ACCESS of read-wite, and setting themto the appropriate val ue
is a nmeans by which "an outside adm nistrative function may request a
switch to generate an RCF" [FC-M].

Not e, however, the MB specifies in its conpliance section that the
m ni mum required | evel of support for these two objects is read-only.

Further, for both t11FanAut oReconfigure and tl1llFanRestart, the MB
serves only as a request to generate; it does not represent the
action of the RCF or BF. That is, a successful SNWP Set Request on
these objects will cause an RCF (or BF) to be sent, but SNWP does
not/cannot ensure the successful operation of the SWILS operation

DeSanti, et al. St andards Track [ Page 7]



RFC 4439 Fi bre Channel Fabric Address Manager M B March 2006

6. Definitions

6.1. The T11-TC-M B Modul e

T11-TCGM B DEFINITIONS ::= BEG N
I MPORTS
MODULE- | DENTI TY, Unsi gned32, nib-2
FROM SNWPv2-SM  -- [ RFC2578]
TEXTUAL- CONVENTI ON FROM SNWMPv2- TC, -- [RFC2579]

t11TcM B MODULE- | DENTI TY

LAST- UPDATED "200603020000Z"

ORGANI ZATION "T11"

CONTACT- | NFO

" Cl audi o DeSanti

Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134 USA
Phone: +1 408 853-9172
EMai |l : cds@i sco. com

Keith McC oghrie
Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA USA 95134
Phone: +1 408-526-5260
EMui | : kzm@i sco. cont

DESCRI PTI ON

"Thi s nodul e defines textual conventions used in Tll M Bs.

Copyright (C) The Internet Society (2006). This version

of this MB nodule is part of RFC 4439; see the RFC

itself for full legal notices.”
REVI SI ON "2006030200002"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 4439."
:={ mb-2 136 }

T11Fabri cl ndex ::= TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "d"
STATUS current
DESCRI PTI ON
"A Fabric Index that is used as a uni que
index value to identify a particular Fabric within
one (or nore) physical infrastructures.

In an environnent that is conformant to FC-SW 3, where
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there is always exactly one Fabric in a single physical
infrastructure, the value of this Fabric Index wll
al ways be 1.

However, the current standard, FC SW4, defines

how nul tiple Fabrics, each with its own nanagenent
instrunmentation, could operate within one (or nore)
physi cal infrastructures. Wen such multiple Fabrics
are in use, this index value is used to uniquely
identify a particular Fabric within a physical

i nfrastructure.

Note that the value of this textual convention has a
range of (0..4095) so as to be consistent with FC SW4,
which says that a 'VF_ID Bitmap’ is 512 bytes long, with
the high-order bit representing VF_ID zero, and the
| oworder bit representing 4095."

REFERENCE "Fi bre Channel - Switch Fabric - 4 (FC SW4),

ANSI I NCI TS 418-2006, section 6.1.27.2.4."
SYNTAX Unsi gned32 (0..4095)

END

6.2. The T1l-FC- FABRI C- ADDR- MGR-M B Modul e

T11- FC- FABRI C- ADDR-MGR-M B DEFINITIONS ::= BEGA N

-- the Fibre Channel Fabric Address Manager M B

-- for managenment of the functionality, in Fibre Channel switches,

-- which is used to manage fabric configuration, domains, and
-- addresses within a domain.

I MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, Unsi gned32,

Count er 32, Gauge32, mib-2 FROM SNWVPv2- SM -- [ RFC2578]
MODULE- COMPLI ANCE, OBJECT- GROUP,

NOTI FI CATI ON- GROUP FROM SNWVPv2- CONF  -- [ RFC2580]
TEXTUAL- CONVENTI ON, Tr ut hVal ue,

RowSt at us FROM SNWPv2- TC -- [ RFC2579]
i f1ndex FROM | F-M B -- [IF-MB]
f cm nst ancel ndex, fcnBw tchl ndex,

FcDomai nl dOr Zer o, FcNanel dOr Zer o FROM FC-MaMI-M B -- [ FC- MGMT]
T11lFabri cl ndex FROM T11- TC-M B;

t 11FcFabri cAddr Mgr M B MODULE- | DENTI TY
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LAST- UPDATED "200603020000Z"

ORGANI ZATION "T11"

CONTACT- | NFO
" Cl audi o DeSanti

Cisco Systemns, Inc.

170 West Tasman Drive

San Jose, CA 95134 USA

Phone: +1 408 853-9172

EMai |l : cds@i sco.com

Keith McC oghrie

Cisco Systens, Inc.

170 West Tasnman Drive

San Jose, CA USA 95134

Phone: +1 408-526-5260

EMai | : kzm@i sco. cont

DESCRI PTI ON

"The M B nodul e for the Fabric Address managenent
functionality defined by the Fibre Channel standards. For
the purposes of this MB, Fabric Address Manager refers to
the functionality of acquiring Domainl D(s) as specified in
FC-SW 3, and nanagi ng Fi bre Channel Identifiers as specified
in FCG-FS. An instance of 'Fabric Address Manager’ software
functionality executes in the Principal Switch, and in each
ot her switch.

After an agent reboot, the values of read-wite objects
defined in this MB nodul e are inpl enentation-dependent.

Copyright (C The Internet Society (2006). This version of
this MB nmodule is part of RFC 4439; see the RFCitself for

full legal notices."
REVI SI ON "2006030200002"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 4439."
:={ mb-2 137 }

t 11FamNoti fi cati ons OBJECT | DENTI FI ER :: t 11FcFabri cAddrMgrM B O }
t 11FamM Bbj ect s OBJECT | DENTI FI ER :: t 11FcFabri cAddrMgrM B 1 }
t 11FamM BConf or mance OBJECT | DENTI FI ER : : B2}

t 11FanConfi gurati on OBJECT | DENTI FI ER ::
t 11Fam nf o OBJECT | DENTI FI ER : :
t 11FamNot i f yCont r ol OBJECT | DENTI FI ER : :

t 11FanmM BOoj ects 1
t 11FanmM BOoj ects 2

M
M
t 11FcFabri cAddr Mgr M
}
}
t 11FamM BOoj ects 3 }

1 T O O I |
A A A A

-- Textual Conventions

T11FamDomai nPriority ::= TEXTUAL- CONVENTI ON
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DI SPLAY-HI NT "d"
STATUS current
DESCRI PTI ON

REFERENCE "Fi bre Channel - Switch Fabric - 3 (FC SW3),

T11FanDommi nl nt er f aceRol e

"Priority of a switch.

The Principal Switch selection is influenced by the
priority of the switches.

Sone val ues of inportance are:

1 : The highest priority in Principal Swtch

sel ection, which is used by the adm nistrator

March 2006

to establish which switch becomes the Principa

Swi t ch.

255 : Indicates that the switch is not capabl e of
acting as a Principal Switch."

ANS|I | NCI TS 384-2004, section 6.1.5."
SYNTAX Unsi gned32 (1..255)

STATUS current
DESCRI PTI ON
"The 'designated’ state/role of the Inter-Switch Link (ISL)

REFERENCE "Fi bre Channel - Switch Fabric - 3 (FC SW3),

to which an interface connects,

: = TEXTUAL- CONVENTI ON

the state of the interface:

nonPri nci pal (1) -
princi pal Upstream (2) -
pri nci pal Downst eam (3) -
i solated (4) -
down (5) -
unknown (6) -

non- Princi pal |SL
Upstream Princi pal |SL
Downst ream Pri nci pal |SL
interface is isol ated
interface i s down
state/role is unknown

ANS| | NCI TS 384-2004, Sections 3.1, 5.7,

and Figure 9."

SYNTAX I NTEGER {

nonPri nci pa

(1),

princi pal Upstream (2),
pri nci pal Downst eam ( 3),

i solated (4),

down (5),
unknown (6)

}

Tl1lFanState ::= TEXTUAL- CONVENTI ON
STATUS current

DeSanti ,
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DESCRI PTI ON
"The state of the Fabric Address Manager, as described in
Tabl e 86 and Figure 15 of FC SW 3.

- "other’ represents a switch that is in a state not
represented by any of the bel ow enunerati ons.

"starting’ represents a switch engaged in the process
represented by the first row in Table 86.

- "unconfigured represents a switch that requires
operator input before it can begin the process
represented by the first rowin Table 86.

- 'principal SwitchSel ection’ represents a switch engaged
in the process represented by the second row in
Table 86, but not in states FO or F1 of Figure 15.

- "domminldDistribution” represents a switch engaged in
the process represented by the third row in Table 86.

- " buil dFabri cPhase’ represents a switch that is in
state FO of Figure 15.

- 'reconfigureFabricPhase’ represents a switch that is
in state F1 of Figure 15.

- "stable’ represents a switch that has successfully
conpl eted the process represented by the third rowin
Tabl e 86 and has at | east one E Port.

- 'stabl eWthNoEports’ represents a switch that has
successfully compl eted the process represented by the
third rowin Table 86 but has no E Ports.

- 'noDomai ns’ represents a switch that has conpleted
the process represented by the third row in Table 86
but failed to obtain a Domai n_ID.

- "disabled’ represents any situation in which the
correspondi ng i nstance of tllFantEnabl e has the val ue
"false’.

- unknown’ represents a switch that is confused about
what state it is in.”
REFERENCE "Fi bre Channel - Switch Fabric - 3 (FC SW3),
ANSI I NCI TS 384-2004, Table 86 and Figure 15."
SYNTAX | NTEGER {
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other (1),

starting(2),
unconfigured(3),
princi pal Swi tchSel ection(4),
domai nl dDi stri bution(5),
bui | dFabri cPhase(6),
reconfi gureFabri cPhase(7),
stabl e(8),

st abl eWt hNoEports(9),
noDomai ns( 10),

di sabl ed(11),

unknown( 12)

-- tl1llFaniabl e

t 11FanTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ti1lFanEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains Fabric Address Manager rel ated
paraneters that are able to be configured and nonitored
in a Fibre Channel switch. For each of the swtches
(identified by fcnBwi tchl ndex) managed by a Fi bre Channe
managenent instance (identified by fcnlnstancel ndex),
there is any entry for each Fabric known to that switch
Entries are inplicitly created/renoved if and when
additional Fabrics are created/deleted."”

::={ tllFamConfiguration 1 }

t11FanEntry OBJECT- TYPE

SYNTAX TllFanEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry provides information on the |ocal Fabric Address
Manager functionality for a Fabric known to a
particular switch."

I NDEX { fcml nstancel ndex, fcnBw tchlndex, tllFanfabriclndex }

:={ tllFanrable 1 }

T1lFanEntry ::= SEQUENCE {
t 11Fanfabri cl ndex T11lFabri cl ndex,
t 11FantConf i gDomai nl d FcDomai nl dOr Zer o,
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t 11FantConf i gDomai nl dType

t 11FamAut oReconfi gure

t 11FanmCont i guousAl | ocati on
t11FanPriority

t 11FanPri nci pal Swi t chWwwn

t 11Fanlocal Swi t chWwn

t 11FamAssi gnedAr eal dLi st

t 11Fam& ant edFcl ds

t 11FanRecover edFcl ds

t 11Fantr eeFcl ds

t 11FamAssi gnedFcl ds

t 11FamAvai | abl eFcl ds

t 11FanRunni ngPriority

t 11FanmPri ncSwRunni ngPriority
t11Fanft at e

t 11Fanmiocal Pri nci pal Swi tchSl ctns
t 11FanPri nci pal Swi t chSel ecti ons
t 11FanBui | dFabri cs

t 11Fanfabri cReconfi gures

t 11FanmDomai nl d

t 11Fantti cky

t11FanRest art

t 11FanRcFabri cNoti f yEnabl e

t 11FanEnabl e

t 11Fantabri cName

}
t 11Fanfabri cl ndex OBJECT- TYPE

Fabri c Address Manager

M B

| NTEGER,

Tr ut hval ue,

Tr ut hval ue,
T1l1lFanmDorai nPriority,
FcNanmel dOr Zer o,
FcNamel dOr Zer o,

CCTET STRI NG,

Count er 32,

Count er 32,

Gauge3?2,

Gauge32,

Gauge32,

T11FamDorai nPriority,
T11FamDorai nPriority,
T1lFantt at e,

Count er 32,

Count er 32,

Count er 32,

Count er 32,

FcDomai nl dOr Zer o,

Tr ut hval ue,

| NTEGER,

Tr ut hval ue,

Tr ut hVval ue,

FcNanmel dOr Zer o

SYNTAX T11lFabri cl ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A uni que index value that uniquely identifies a
particular Fabric known to a particular swtch.

In a Fabric conformant to FC SW 3,
infrastructure,

can operate within a physical

the value of this Fabric Index wll

However ,
how mul ti pl e Fabrics,
i nstrunmentati on,
physi cal infrastructures.
are in use,
identify a particul ar
infrastructure. "
o= { tllFanEntry 1 }

DeSanti, et al. St andards Track
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t 11FanConfi gDomai nl d OBJECT- TYPE

SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The configured Domain_ID of the particular switch on this
Fabric, or zero if no Domain_|ID has been confi gured.

The neani ng of this object depends on

t 11FanmConf i gDomai nl dType obj ect.

I f t1lFanConfi gDormai nldType is 'preferred’ , then the
configured Domain_IDis called the 'preferred Domain_I D .
Valid values are between 0 and 239. In a situation where
this Domai n_I D cannot be assigned, any other Domain_ID
will be acceptable. A value of zero neans any Domain_ID.

I f t1lFanConfi gDormai nldType is 'insistent’, then the
configured Domain_ IDis called the "insistent Domain |ID and
valid values are between 1 and 239. 1In a situation where
this Domai n_I D cannot be assigned, no other Domain_ID is
accept abl e.

In both of the above cases, the switch sends an RD (Request
Domain _ID) to request this Donmain_ID to the Principal

Switch. If no Domain_ IDis able to be granted in the case
of 'preferred’, or if an 'insistent’ Domain_ID is configured
but not able to be granted, then it is an error condition.
When this error occurs, the switch will continue as if it
receives a SWRIT with a reason/explanation of 'Unable to
perform conmand request’ /' Donmain_I D not available’. That
is, its E Ports on that Fabric will be isolated and the

adm nistrator inforned via a ’'t11FanDomai nl dNot Assi gned’
notification.

I f tl1lFanConfi gDormai nldType is 'static’, then the configured
Domain_IDis called the 'static Domain_ID and valid val ues
are between 1 and 239. |In this situation, there is no
Principal Switch in the Fabric and the Domain_IDis sinply
assigned by configuration, together with the Fabric_Nane.

A switch configured with a static Domain_|ID, on receiving

an EFP, BF, RCF, DIA or RDI SWILS, shall reply with an
SWRIT havi ng Reason Code Explanation 'E Port is |solated’
and shall isolate the receiving E Port.

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "
REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),
ANSI INCITS 418-2006, section 7."
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DEFVAL {0}
:={ tllFanEntry 2 }

t 11FanConfi gDomai nl dType OBJECT- TYPE
SYNTAX I NTEGER {
preferred(1l),
i nsistent(2),
static(3)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Type of configured Donmain_I D contained in
t 11FamConf i gDomai nl d.

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "

DEFVAL { preferred }

:={ tllFankEntry 3}

t 11FamAut oReconf i gure OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object determ nes how a particular switch
responds to certain error conditions.

The condition that m ght cause these errors is
the nmerging of two disjoint Fabrics that have
over |l apping Domain_ID I|ists.

If value of this object is "true’, the switch wll
send an RCF (ReConfigureFabric) to rebuild the
Fabri c.

If "false’, the switch will isolate the E Ports on
whi ch the errors happened.

For the persistence of values across reboots, see the
MODULE- | DENTI TY’ s DESCRI PTI ON cl ause. "
REFERENCE "Fi bre Channel - Switch Fabric - 3 (FC SW3),
Decenber 2003, sections 6.1.12 & 7. 3.
Fi bre Channel - Methodol ogies for Interconnects
(FCGM), INCITS TR 30-2002, table 14, note g."
DEFVAL { false }
o= { tllFanEntry 4 }
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t 11FanCont i guousAl | ocati on OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Determ nes how a particular switch behaves when el ected as
the Principal Swtch.

If true, the switch will only accept RDIs with a conti guous
al l ocation; specifically, it will reject RDIs with
non-conti guous Domain IDs, and if an RDI for a contiguous
Domain_IDis not able to be fulfilled, it will try to
replace all the Domain_IDs in the list with contiguous
Domain_IDs, and if that fails, the RDI will be rejected.

If false, then the switch acts normally in granting
the Donmain_IDs even if they are not contiguous.

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "
:={ tllFanEntry 5 }

t11FanPriority OBJECT- TYPE
SYNTAX T11FanmDomai nPriority
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The initial or configured priority of a particular switch
to be used in Principal Switch selection process.

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "
:={ tllFanEntry 6 }

t 11FanPri nci pal Swi t chwwn OBJECT- TYPE

SYNTAX FcNanmel dOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The WAN of the Principal Switch on this Fabric,
or zero-length string if the identity of the principal
switch i s unknown."

DEFVAL { ""H}

:={ tllFanEntry 7 }

t 11FamLocal Swi t chwwwn OBJECT- TYPE

SYNTAX FcNarel dOr Zero
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The WAN of the particular switch on this Fabric."
:={ tllFanEntry 8 }

t 11FamAssi gnedAr eal dLi st OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(O0. . 256))

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The list of (zero or nore) Area |IDs that have been
assigned by a particular switch in this Fabric, formatted
as an array of octets in ascending order.

Each octet represents one Area_ID. So, the |ist containing
Area | Ds 23, 45, 235, and 56 would be formatted as the
4-octet string x'172d38eb’ .

A particular area’s Area_IDis used as the index into the
t 11FamAreaTabl e to get the statistics on that area."
:={ tllFanEntry 9 }

t 11FanG ant edFcl ds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of Fibre Channel Address ldentifiers
granted (for local use, i.e., with a particular switch’'s

Domain_ID) by the Fabric Address Manager on that switch.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
:={ tllFanEntry 10 }

t 11FanRecover edFcl ds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of Fibre Channel Address Identifiers that
have been recovered by the Fabric Address Manager on a
particular switch since the switch has been initialized.
A recovered Fibre Channel Address ldentifier is one that is
explicitly returned after previously being used.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
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i={ tllFankEntry 11 }

t 11Fanfr eeFcl ds OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of Fibre Channel Address Identifiers that are
currently unassigned on this Fabric and coul d be avail abl e
for assignment either imediately or at sone later tine.

The sum of the instances of FreeFclds and Assi gnedFcl ds

corresponding to a particular Fabric is the total number of

Fi bre Channel Address ldentifiers that the |ocal Fabric

Addr ess Managenent is capabl e of assigning on that Fabric."
:={ tllFanEntry 12 }

t 11FamAssi gnedFcl ds OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of Fibre Channel Address ldentifiers that are
currently assigned on this Fabric.

The sum of the instances of FreeFclds and Assi gnedFcl ds

corresponding to a particular Fabric is the total number of

Fi bre Channel Address ldentifiers that the |ocal Fabric

Addr ess Managenent is capabl e of assigning on that Fabric."
o= { tllFankEntry 13 }

t 11FamAvai | abl eFcl ds OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunmber of Fibre Channel Address ldentifiers that are
unassi gned and currently avail able for i medi ate assi gnnment
on the Fabric, e.g., with the 'C ean Address’ bit set to 1."
REFERENCE
"Fi bre Channel - Framing and Signaling (FCFS),
ANSI INCI TS 373-2003, section 15.6.2.4.2."
i={ tllFankEntry 14 }

t 11FanRunni ngPriority OBJECT- TYPE

SYNTAX T11FanmDomai nPriority
MAX- ACCESS r ead- onl y
STATUS current
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DESCRI PTI ON
"The running priority of a particular switch on this Fabric.

This value is initialized to the value of tl1llFanPriority,
and subsequently altered as specified by the procedures
defined in FC-SW3."

o= { tllFankEntry 15 }

t 11FanPri ncSwRunni ngPri ority OBJECT- TYPE

SYNTAX T11FanmDomai nPriority

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The running priority of the Principal Switch on this
Fabric."

r={ tllFanEntry 16 }

t 11Fantt at e OBJECT- TYPE
SYNTAX T11Fantt at e
MAX- ACCESS r ead- onl y
STATUS current

DESCRI PTI ON
"The state of the Fabric Address Manager on a particul ar

switch on this Fabric."
o= { tllFankEntry 17 }

t 11Famiocal Pri nci pal Swi t chSl ct ns OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
"The nunber of tines a particular switch becane the

Principal Switch on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
o= { tllFanEntry 18 }

t 11FanPri nci pal Swi t chSel ecti ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
"The nunber of Principal Switch selections on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
:={ tllFanEntry 19 }
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t 11FanBui | dFabri cs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of non-disruptive fabric reconfigurations (BFs)
that have occurred on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
:={ tllFanEntry 20 }

t 11Fanfabri cReconfi gures OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of disruptive fabric reconfigurations (RCFs)
that have occurred on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
:={ tllFanEntry 21 }

t 11FanDomai nl d OBJECT- TYPE

SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The Domain_ID of a particular switch on this Fabric or
zero if no Domain_I D has been assigned."
i={ tllFanmEntry 22 }

t 11Fansti cky OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An indication of whether a particular switch is supporting
the concept of Preferred Domain IDs via a best-effort
attenpt to re-assign the sane Fi bre Channel Address
Identifier value to a port on the next occasion when a port
requests an assignnent on this Fabric.

If the value of this object is "true’, then the switch is
mai ntaining rows in the tllFanFcl dCacheTable for this
Fabric."

o= { tllFankEntry 23}
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t11FanRestart OBJECT- TYPE
SYNTAX I NTEGER {
nonDi sruptive(1l),
di sruptive(2),
noOp( 3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object tells the Fabric Address Manager to
request a Fabric reconfiguration

If this object is set to 'disruptive', then an RCF
(ReConfigure Fabric) is generated in the Fabric
in order for the Fabric to recover fromthe errors.

If this object is set to 'nonDisruptive', then a
BF (Build Fabric) is generated in the Fabric.

No action is taken if this object is set to 'noQp’.
The val ue of the object when read is always 'noQp’ .

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "
REFERENCE "Fi bre Channel - Switch Fabric - 3 (FC SW3),
ANSI | NCI TS 384-2004, section 7.3."
i={ tllFanEntry 24 }

t 11FanRcFabri cNot i f yEnabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"An indication of whether or not a particular switch
shoul d i ssue a tl1lFanfabri cChangeNotify notification on
sendi ng or receiving ReConfigureFabric (RCF) on a Fabric.

If the value of the object is "true’, then the
notification is generated. |If the value is 'false’,
notification is not generated.

If an inplenmentation requires all Fabrics to have the
same val ue, then setting one instance of this object
to a new object will result in all corresponding

i nstances being set to that sanme new val ue.

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "

DeSanti, et al. St andards Track [ Page 22]



RFC 4439 Fi bre Channel Fabric Address Manager M B March 2006

DEFVAL { fal se }
i={ tllFanEntry 25 }

t 11FanEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Enabl es the Fabric Address Manager on this switch
on this Fabric.

If enabled on a Fabric, the switch will participate in
Principal Switch sel ection, and Donain_I Ds are assi gnhed
dynanmically. |If disabled, the switch will not participate
in Principal Switch selection, and Domain_I Ds are

assigned statically. Thus, the correspondi ng val ue of

t 11FanConfi gDonmai nl dType needs to be 'static’

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "
REFERENCE  "Fi bre Channel - Switch Fabric - 4 (FCG SW4),
ANSI INCITS 418-2006, sections 7.1 and 7.3."
DEFVAL { true }
o= { tllFankEntry 26 }

t 11Fantabri cName OBJECT- TYPE

SYNTAX FcNamrel dOr Zer o
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The WAN that is configured on this switch to be used as
the nane of this Fabric when the value of tl1llFanEnable is
"fal se’.

If the value of tl1lFanEnable is "true’, this value is not
used.

Fi bre Channel requires that:

a) all switches in an operational Fabric be

configured with the sane Fabric nane; and

b) each Fabric have a uni que Fabric nane.
If either of these is violated, either by switches within a
singl e Fabric being configured with different Fabric names,
or by nmultiple Fabrics that share managenent applications
or interact in other ways having the same Fabric nane,
then the behavior of the switches and associ at ed managenent
functions is not specified by Fibre Channel or Internet
st andar ds.

DeSanti, et al. St andards Track [ Page 23]



RFC 4439 Fi bre Channel Fabric Address Manager M B March 2006

For the persistence of values across reboots, see the
MODULE- | DENTI TY' s DESCRI PTI ON cl ause. "
REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCG SW4),
ANSI INCITS 418-2006, section 7.1."
o= { tllFanEntry 27 }

-- t11Fam fTable - Interface configuration

t11Fam f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl1llFam fEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains those Fabric Address Manager paraneters
and status values that are per-interface (identified

by an iflndex value), per-Fabric (identified by a

t 11Fanfabri cl ndex value), and per-switch (identified by

val ues of fcml nstancel ndex and fcnbwi t chl ndex) .

An entry in this table is automatically created when
an E Port becones non-isolated on a particular Fabric.

An entry is deleted automatically fromthis table if:

a) the corresponding interface is no longer an E Port (e.g.,
a G Port that is dynamcally determined to be an F Port),
and all configuration paraneter(s) have default val ues; or

b) the interface identified by iflndex no | onger exists
(e.g., because a line-card is physically renmoved); or

c) the rowin the tllFanfTabl e corresponding the fabric
identified by tl1llFanfabriclD no | onger exists.

Creating an entry in this table via t1l1Fanl f RowSt at us
provi des the nmeans to specify non-default paraneter val ue(s)
for an interface at a tine when the relevant rowin this
tabl e does not exist, i.e., because the interface is either
down or it is not an E Port."

.= { tllFanConfiguration 2 }

t11Fam fEntry OBJECT- TYPE
SYNTAX T1lFam fEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing information on the interface
configuration on the Fabric identified by
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t 11Fantabri cl ndex. "
I NDEX { fcm nstancel ndex, fcnBw tchl ndex,
t 11Fanfabri cl ndex, iflndex}
:={ tllFam fTable 1 }

TllFam fEntry ::= SEQUENCE {

t 11Fam f Rcf Rej ect Tr ut hVval ue,
t11Fam f Rol e T11FanDomai nl nt er f aceRol e,
t 11Fand f RowSt at us RowSt at us

t 11Fam f Rcf Rej ect OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object deternmines if the incom ng ReConfigure
Fabric (RCF) nessages on this interface on this

Fabric is accepted or not. |If this object is "true
the incomng RCF is rejected. |If 'false', incomng
accept ed.

March 2006

', then
RCF is

Note that this object does not apply to the outgoing

RCFs generated by this interface.

I mpl enent ati ons that support wite-access to this o
can do so under whatever conditions they choose."
DEFVAL {fal se}
:={ tllFam fEntry 1 }

t11Fam f Rol e OBJECT- TYPE

SYNTAX T11FanDonmi nl nt er f aceRol e
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The role of this interface."
i={ tllFam fEntry 2 }

t 11Fam f RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this row "
:={ tllFam fEntry 3 }
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-- tl1ll1FamAr eaTabl e

t 11FamAr eaTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl1llFamAreaEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains area assignnents per-Fabric by a
switch’'s Fabric Address Manager. Each octet in
t 11FamAssi gnedArealist is able to be used to index into
this table to find informati on on each area.”
REFERENCE "Fi bre Channel - Switch Fabric - 3 (FC SW3),
ANSI | NCI TS 384-2004, section 4.8."
:={ tllFamnfo 1 }

t 11FamAr eaEnt ry OBJECT- TYPE

SYNTAX Tl1lFamAreaEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry gives information on the Area ID and all
Port I Ds that have been assigned within an area for
the Fabric identified by t1lFanfFabriclndex, by the
Fabric Address Manager in the switch identified by
fcm nst ancel ndex and fcnBwi t chl ndex. "

I NDEX { fcm nstancel ndex, fcnBw tchl ndex,

t 11Fanfabri cl ndex, t11FanmAreaAreal d}
c:={ tllFamAreaTable 1 }

T1lFamAreaEntry ::= SEQUENCE {

t 11FamAr eaAr eal d Unsi gnhed32,

t 11FamAr eaAssi gnedPor t | dLi st OCTET STRI NG
}
t 11FanAr eaAreal d OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The Area_ ID of this area."
= { tllFanmAreaEntry 1 }

t 11FamAr eaAssi gnedPort | dLi st OBJECT- TYPE
SYNTAX OCTET STRING (SI ZE(O. . 256))
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The list of Port_IDs which have been assigned in

this area and Fabric, formatted as an array of

octets in ascending order. There could be zero or nore
Port I Ds assigned on this area and Fabri c.

Each octet represents one Port ID. So, the |ist containing
the Port I Ds 23, 45, 235, and 56 would be formatted as the
4-octet string x' 172d38eb’."

:={ tllFamAreaEntry 2 }

-- t1lFanDat abaseTabl e

t 11FanDat abaseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl1llFanDat abaseEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains all information known by

a switch about all the domains that have been
assigned in each Fabric."
REFERENCE "Fi bre Channel - Switch Fabric - 3 (FC SW3),
ANSI | NCI TS 384-2004, section 4.8."
:={ tllFamnfo 2 }

t 11FanDat abaseEnt ry OBJECT- TYPE

SYNTAX T1l1lFanDat abaseEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) in the tllFanDatabaseTabl e
containing informati on about one Donmain_ID in the
Fabric identified by tl1lFanfabriclndex, and known by
the switch identified by tl1lFanfFabriclndex and
t 11FanDat abaseDonai nl d. "

I NDEX { fcm nstancel ndex, fcnBw tchl ndex,

t 11Fanfabri cl ndex , t11FanDat abaseDomai nl d}
;.= { tllFanDat abaseTable 1 }

T1l1lFanDat abaseEntry ::= SEQUENCE ({
t 11FanDat abaseDomai nl d FcDomai nl dOr Zer o,
t 11FanDat abaseSw t chVWWwn FcNamrel dOr Zer o

}

t 11FanDat abaseDomai nld OBJECT- TYPE
SYNTAX FcDormai nl dOr Zero (1..239)
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The Domain_ID for which this row contains infornation.
The val ue nust be non-zero."

::={ tllFanDat abaseEntry 1 }

t 11FanDat abaseSwi t chwwn  OBJECT- TYPE

SYNTAX FcNamrel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The node nanme (WMW) of the switch to which the
correspondi ng val ue of t1l1FanDat abaseDomainld is currently
assigned for the particular Fabric."

;.= { tllFanDat abaseEntry 2 }

-- Fibre Channel Address ldentifier cache information

-- The cached information all ows the Fabric Address Manager to
-- inplenment the concept of a Preferred Dormai n_|I D, whereby after a port
-- releases a Fibre Channel Address ldentifier value, a switch makes an
-- attenpt to re-assign the sane Fibre Channel Address ldentifier value
-- on the next occasion when that port requests an assignment.

t 11FamvlaxFcl dCacheSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum nunber of Fi bre Channel Address ldentifiers
that are able to be cached in the t1llFanfcl dCacheTabl e.
If the nunber is unknown, the value of this object is
zero."

:={ tllFamnfo 3 }

-- tl1llFanfcl dCacheTabl e

t 11Fanfcl dCacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFantcl dCacheEntry
MAX- ACCESS not - accessi bl e
STATUS current
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the Fi bre Channel Address

Identifiers that have recently been rel eased by the
Fabric Address Manager in a switch. So, it lists

all the Fibre Channel Address ldentifiers that have valid
WAN-t o- Fi bre Channel Address Identifier nappings and are
currently not assigned to any ports. These Fibre Channe
Address Identifiers were assigned to ports but have since
been rel eased. These cached Fi bre Channel Address
Identifiers contain only Area_ID and Port I D information
This cache is kept to provide best-effort re-assignnent of
sane Fi bre Channel Address ldentifiers; i.e., when an
Nx_Port asks for a Fibre Channel Address ldentifier, soon
after releasing one, the sane value is re-assigned, if

possi ble.”
;= { tllFanmnfo 4 }

t 11Fantcl dCacheEntry OBJECT- TYPE
SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (conceptual row)

T1l1Fanfcl dCacheEntry

in the t11Fanfcl dCacheTabl e

contai ning information about one Fi bre Channel Address
Identifier that was released froma WW, corresponding to a
range of one or nore ports connected to the switch
(identified by tl1lFanfabriclndex and t11lFanfcl dCacheWwn) in
the Fabric (identified by tllFanfFabriclndex). An entry is

created when a Fi bre Channe

Address ldentifier is rel eased

by the last port in the range. The oldest entry is deleted
if the nunber of rows in this table reaches

t 11FamvlaxFcl dCacheSi ze,

and its space is required for a new

entry. An entry is also deleted when its Fi bre Channe
Address ldentifier is assigned to a port."

I NDEX { fcm nstancel ndex, fcnBwi tchl ndex,
t 11Fantabri cl ndex, t11Fanfcl dCacheVWn}

::={ tllFanfFcl dCacheTable 1 }

T1l1lFanftcl dCacheEntry ::= SEQUENCE {
t 11Fanfcl dCacheWwn
t 11Fanfcl dCacheAreal dPortld
t 11Fanfcl dCachePort | ds

}

t 11Fanfcl dCacheWwwnm OBJECT- TYPE
SYNTAX FcNanmel dOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The N _Port_Nane (WA) of the port associated with this
entry."

::={ tllFanfFcldCacheEntry 1 }

t 11Fanfcl dCacheAreal dPortld OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (2))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The conbination of this object and t1lFanfFcl dCachePortlds
represent one range of Fibre Channel Address ldentifiers,
whi ch were assigned and | ater released. This object
contains the Area ID and Port ID of the first Fibre
Channel Address ldentifier in the range.

Note that this object is only 2 bytes."
::={ tllFanfcl dCacheEntry 2 }

t 11Fanfcl dCachePortl ds OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The combi nati on of tl1lFanfcldCacheArealdPortld and this
obj ect represent one range of Fibre Channel Address
ldentifiers, which were assigned and | ater released. This
obj ect contains the nunber of (consecutive) Fibre Channe
Address Identifiers in the range."

::={ tllFanfcl dCacheEntry 3 }

-- Objects for use in notifications

t 11FamNot i f yFabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"A uni que index value that identifies a particular
Fabric for which a particular notification is generated.

In a Fabric confornmant to SW3, only a single Fabric
can operate within a physical infrastructure, and thus,
the value of this Fabric Index will always be 1.

However, the current standard, FC SW4, defines
how nul tiple Fabrics, each with its own nanagenent
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instrunmentation, could operate within one (or nore)

physical infrastructures. |In order to accomodate this

scenario, this index value is used to uniquely identify a

particular Fabric within a physical infrastructure."
c:={ tllFamNotifyControl 1 }

-- Notifications

t 11FanDomai nl dNot Assi gnedNot i fy NOTI FI CATI ON- TYPE

OBJECTS { tllFanlLocal SwitchWw, t11FanNotifyFabriclndex }
STATUS current
DESCRI PTI ON

"This notification indicates that a Domai n_I D has not
been configured or assigned for a particular Fabric,
identified by tllFamNotifyFabriclndex, on a particul ar
switch identified by tllFanmLocal SwitchWww. This could
happen under the follow ng conditions, and results in the
switch isolating E Ports on the Fabric:

- if the switch’s request for a configured static
Domain IDis rejected or no other Domain IDis
assigned, then the E Ports are isolated."

o= { tllFamNotifications 1}

t 11FanNewPr i nci pal Swi t chNoti fy NOTI FI CATI ON- TYPE

OBJECTS { tllFanlLocal Swi tchWwm, t11FanNotifyFabriclndex }
STATUS current
DESCRI PTI ON

"This notification indicates that a particular swtch,
identified by tllFanlocal SwitchWw, has become the new
Principal Switch on the Fabric identified by

t 11FamNot i f yFabri cl ndex.

This notification is sent soon after its election as

the new Principal Switch, i.e., upon expiration of a

Principal Switch selection timer that is equal to

twice the Fabric Stability Tineout value (F_S TOV)."
:={ tllFamNotifications 2 }

t 11Fanfabri cChangeNoti fy NOTI FI CATI ON- TYPE

OBJECTS { t11FanLocal Swi tchWw, t11FanNotifyFabriclndex }
STATUS current
DESCRI PTI ON

"This notification is sent whenever a particular swtch,
identified by tllFamnmlocal SwitchWw, sends or

receives a Build Fabric (BF) or a ReConfigure Fabric
(RCF) nessage on the Fabric identified by
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t 11FamNot i f yFabri cl ndex.

This notification is not sent if a
"t 11FamNewPr i nci pal SwitchNotify’ notification is sent
for the sane event."

o= { tllFanmNotifications 3}

-- Conformance

t 11FanM BConpl i ances OBJECT | DENTI FI ER ::= { t11FamnmM BConfornmance 1 }
t 11FamM BG oups OBJECT | DENTI FIER ::= { t11FanM BConf or mance 2 }

t 11FanmM BConpl i ance MODULE- COMPLI ANCE
STATUS  current
DESCRI PTI ON
"The compliance statenment for Fibre Channel switches
that inplement Fabric Address Manager functionality.”
MODULE
MANDATCORY- GROUPS { t 11FanG oup,
t 11FanDat abaseG oup,
t 11FamAr eaG oup,
t11FamNoti fi cati onG oup

}

OBJECT t 11FantConfi gDonmi nl d
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT t 11FantConfi gDomai nl dType
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT t 11FanAut oReconfi gure
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT t 11Fantonti guousAl | ocati on
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t1lFanPriority
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M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT t 11Fam f Rcf Rej ect
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT t 11Fam f RowsSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT t 11FanRcFabri cNoti f yEnabl e
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
GROUP t 11FantacheG oup
DESCRI PTI ON
"This group is mandatory only for sw tches that
support the concept of Preferred Domain ID via a best-
effort attenpt for (short-term re-assignnment of the
sane FC address identifiers."

GROUP t 11FanConmandG oup
DESCRI PTI ON
"This group is optional."

c:={ tllFamM BConpli ances 1 }

-- Units of Conformance

t 11FanG oup OBJECT- GROUP

OBJECTS { t1ll1lFamConfi gDomai nld,
t 11FanConf i gDomai nl dType,
t 11FamAut oReconfi gure,
t 11FanCont i guousAl | ocati on,
t11FanPriority,
t 11FanPri nci pal Swi t chWwn,
t 11Fanmliocal Swi t chWwn,
t 11FamAssi gnedAr eal dLi st ,
t 11Fanr ant edFcl ds,
t 11FanRecover edFcl ds,
t 11Fantr eeFcl ds,
t 11FamAssi gnedFcl ds,
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t 11FanAvai | abl eFcl ds,

t 11FamRunni ngPriority,

t 11FanPri ncSwRunni ngPriority,
t11Fantt at e,

t 11Fanmiocal Pri nci pal Swi t chSl ct ns,
t 11FanPri nci pal Swi t chSel ect i ons,
t 11FanBui | dFabri cs,

t 11Fanfabri cReconfi gures,

t 11FanmDomai nl d,

t 11Fantti cky,

t11FanRestart,

t 11FanmRcFabri cNoti f yEnabl e,

t 11FanEnabl e,

t 11Fantabri cName,

t 11Fam f Ref Rej ect

t 11Fam f Rol e,

t 11Fam f Rowst at us,

t 11FanNot i f yFabri cl ndex

}
STATUS current
DESCRI PTI ON
"A collection of general objects for displaying
configuring Fabric Address nanagenent."
:={ tllFanmM BG oups 1 }

t 11FanCommandG oup OBJECT- GROUP
OBJECTS { tllFamRestart }
STATUS  current
DESCRI PTI ON
"A collection of objects used for initiating an
operation on the Fabric."
:={ tl1lFanmM BG oups 2 }

t 11FanDat abaseG oup OBJECT- GROUP
OBJECTS { tllFanDat abaseSw tchWwn }
STATUS  current
DESCRI PTI ON
"A collection of objects containing information
Domai n-1 Ds assi gnnments. "
.= { tl1lFanM BG oups 3 }

t 11FamAr eaG oup OBJECT- GROUP
OBJECTS { tllFamAreaAssignedPortldList }
STATUS current
DESCRI PTI ON
"A collection of objects containing information
currently assigned addresses within a domain."
.= { tl1lFanmM BG oups 4 }
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t 11FamCacheG oup OBJECT- GROUP
OBJECTS { tllFamvhaxFcl dCacheSi ze,
t 11Fanfcl dCacheAr eal dPortld,
t 11Fanfcl dCachePort | ds

}
STATUS  current
DESCRI PTI ON
"A collection of objects containing information about
recently-rel eased Fi bre Channel Address ldentifiers."
;= { tl1lFanM BG oups 5 }

t 11FamNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATIONS { t11FanDomai nl dNot Assi gnedNoti fy,
t 11FamNewPr i nci pal Swi t chNot i fy,
t 11Fanfabri cChangeNotify }
STATUS  current
DESCRI PTI ON
"A collection of notifications for status nonitoring
and notification."
:={ tl1lFanmM BG oups 6 }
END
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10.

11.

| ANA Consi der ati ons

| ANA has made two M B O D assignments, one for the T11-TC-M B nodul e
and one for the T11-FC FABRI C- ADDR- MaR-M B nodul e, under the
appropri ate subtree(s).

Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

t 11FanConfi gDomai nl d, t1l1FanConfi gDormai nl dType and
t 11FanmConti guousAl l ocation -- ability to change the address
al  ocation policy.

t11FanRestart and t 11FamAut oReconfigure -- ability to cause a
fabric reconfiguration, e.g., on certain error conditions.

t1llFanPriority -- ability to affect which switch becones the
Princi pal Switch.

t 11FanRcFabri cNoti fyEnable -- ability to enable/disable a
notification.

t11Fam f RefReject -- ability to change the switch's behavi or on
recei pt of an RCF.

t11Fam f RowStatus -- ability to change an interface
configuration paraneter.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may al so be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control even GET and/or NOTIFY access to these objects
and possibly to even encrypt the values of these objects when sending
them over the network via SNMP. These are the tables and objects and
their sensitivity/vulnerability:

t 11FamTabl e and t11Fam f Tabl e -- contain the configuration,
status, and statistics of the Fabric Address Mnager
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t 11FamAr eaTabl e, t 1l1FanDat abaseTabl e and t 11Fanfcl dCacheTabl e
-- contain information on currently assigned or recently-
rel eased addresses.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenentors consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNVMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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