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Abst r act

Thi s specification defines an extension to Web Di stributed Authoring
and Versioning (WbDAV) to allow clients to author HTTP redirect

ref erence resources whose default response is an HITP/ 1.1 3xx
(Redirection) status code. A redirect reference makes it possible to
access the target resourced indirectly through any URl mapped to the
redirect reference resource. This specification does not address
remappi ng of trees of resources or regul ar expression based
redirections. There are no integrity guarantees associated with
redirect reference resources. O her nmechanisns can also be used to
achi eve the sane functionality as this specification. This
specification allows operators to experinent with this mechani sm and
devel op experience on what is the best approach to the probl em

Tabl e of Contents

1. IntroducCti ON . ... 3
2. Notational Conventions . ........ ... e e e 4
3. Term Nol OQY ..ot 4
4. Overview of Redirect Reference ReESOUrCeS ..........c.iiunnun.. 5
5. Operations on Redirect Reference Resources ...................... 6
6. MKREDI RECTREF Met hod . ... ... ... . . e e 7

Wi t ehead, et al. Experi ment al [ Page 1]



RFC 4437 WebDAV Redi rect Ref erence Resources March 2006

11.
12.

13.

14.

15.

16.

17.

18.
19.

20.
21.
22.

6.1. Example: Creating a Redirect Reference Resource

with MKREDI RECTREF . .. .. .. . e 8
UPDATEREDI RECTREF Method . ... ... . . e 9
7.1. Exanple: Updating a Redirect Reference Resource with

UPDATEREDI RECTREF . . . . . . e 10
Qperations on Collections That Contain Redirect
Ref erence ResSOUrCeS . ... ... .. i e 11
8.1. Exanple: PROPFIND on a Collection with Redirect

Ref erence ... ... .. 11
8.2. Exanple: PROPFIND with Apply-To-Redirect-Ref on a

Col lection with Redirect Reference Resources .............. 13
Operations on Targets of Redirect Reference Resources .......... 15

Rel ati ve References in DAV:ireftarget .......... ... ... .. ... ..... 15
10. 1. Exanple: Resolving a Relative Reference in a
Miul ti-Status Response. .. ... .. ... 16
Redirect References to Collections ........... ... . ... ... .. .. ... 17
Header S ... 18
12.1. Redirect-Ref Response Header ............. ... ... . ... ...... 18
12. 2. Apply-To-Redirect-Ref Request Header ..................... 19
Redi rect Reference Resource Properties ........................ 19
13.1. DAV:redirect-lifetime (protected) ........... .. ... ... ..... 19
13.2. DAV:reftarget (protected) ........... .. .. . . ... 19
XML El emMBNt S . 19
14.1. redirectref XML Element . ....... . ... . . . . . . 19
Extensions to the DAV:response XM. El enment for Milti-Status
RESPONSES . . 20
Capabi ity Di SCOVEIY ... e e e e e 20
16. 1. Exanpl e: Discovery of Support for Redirect
Ref erence ReSOUICEeS ... .. it e 20
Security Considerati OnNs . ..... ... .. 21
17.1. Privacy CONCEINS ...ttt e e e 21
17.2. Redirect LOOPS ... it e e 21
17.3. Redirect Reference Resources and Denial of Service ....... 21
17.4. Revealing Private Locations ............. ... ... ... 22
Internationalization Considerations ........... ... ... ......... 22
IANA Considerati ONS ... ... i e 22
19.1. HITP headers . ... ... e e 22
19.1.1. Redirect-Ref ... . . . . 22
19.1.2. Apply-To-Redirect-Ref ... ... .. ... . .. . . ... . .. ... 23
CoNtri DUt Or S L 23
Acknow edgemBnt S .. ... .. e 23
Normative References ....... ... ..., 23

Whi t ehead, et al. Experi ment al [ Page 2]



RFC 4437 WebDAV Redi rect Ref erence Resources March 2006

1. Introduction

Thi s specification extends the Web Di stri buted Authoring Protoco
(WebDAV) to enable clients to create new access paths to existing
resources. This capability is useful for several reasons.

WebDAV nekes it possible to organize HTTP resources into hierarchies,
pl acing theminto groupings, known as collections, that are nore
easily browsed and nmani pul ated than a single flat collection.
However, hierarchies require categorization decisions that |ocate
resources at a single location in the hierarchy, a drawback when a
resource has nultiple valid categories. For exanmple, in a hierarchy
of vehicle descriptions containing collections for cars and boats, a
description of a conbination car/boat vehicle could belong in either
collection. ldeally, the description should be accessible from both.
Allowing clients to create new URIs that access the existing resource
|l ets them put that resource into nultiple collections.

Hi erarchies al so make resource sharing nore difficult, since
resources that have utility across many collections are still forced
into a single collection. For example, the mathematics departnent at
one university mght create a collection of information on fractals
that contains bindings to sone |ocal resources, but also provides
access to sone resources at other universities. For nmany reasons, it
may be undesirable to make physical copies of the shared resources:
to conserve di sk space, to respect copyright constraints, or to make
any changes in the shared resources visible automatically. Being
able to create new access paths to existing resources in other

coll ections or even on other unrelated systens is useful for this
sort of case.

The redirect reference resources defined here provide a nechanismfor
creating alternative access paths to existing resources. A redirect
reference resource is a resource in one collection whose purpose is
to redirect requests to another resource (its target), possibly in a
different collection. In this way, it allows clients to submt
requests to the target resource fromanother collection. It
redirects nost requests to the target resource using an HTTP status
code fromthe 3xx range (Redirection), thereby providing a form of
medi at ed access to the target resource.

Whi t ehead, et al. Experi ment al [ Page 3]



RFC 4437 WebDAV Redi rect Ref erence Resources March 2006

A redirect reference is a resource with properties but with no body
of its own. Properties of a redirect reference resource can contain
i nformati on such as who created the reference, when, and why. Since
redirect reference resources are inplenented using HITP 3xx
responses, it generally takes two round trips to submit a request to
the intended resource. Redirect references work equally well for

| ocal resources and for resources that reside on a different system
fromthe reference.

The remai nder of this docunent is structured as follows: Section 3
defines terns that will be used throughout the specification
Section 4 provides an overview of redirect reference resources.
Section 5 defines the semantics of existing nmethods when applied to
redirect reference resources. Section 6 discusses howto create a
redirect reference resource, and Section 7 discusses updating
redirect references. Section 8 discusses their semantics when
applied to collections that contain redirect reference resources.
Sections 9 through 11 discuss several other issues raised by the
exi stence of redirect reference resources. Sections 12 through 15
define the new headers, properties, and XM_ el enents required to
support redirect reference resources. Section 16 discusses
capability discovery. Sections 17 through 19 present the security,
internationalization, and | ANA concerns raised by this specification
The remaining sections provide a variety of supporting information.

2. Not at i onal Conventi ons

Since this docunent describes a set of extensions to the WebDAV

Di stributed Authoring Protocol [RFC2518], itself an extension to the
HTTP/ 1.1 protocol, the augnented BNF used here to describe protoco
el ements is exactly the same as described in Section 2.1 of

[ RFC2616]. Since this augnented BNF uses the basic production rules
provided in Section 2.2 of [RFC2616], these rules apply to this
docunent as wel |.

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMVENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].

3. Term nol ogy
The term nol ogy used here follows and extends that in the WhbDAV
Di stributed Authoring Protocol specification [RFC2518]. Definitions

of the terms resource, Uniform Resource Identifier (URI), and Uniform
Resource Locator (URL) are provided in [ RFC3986].

Whi t ehead, et al. Experi ment al [ Page 4]



RFC 4437 WebDAV Redi rect Ref erence Resources March 2006

Redi rect Reference Resource

A resource created to redirect all requests made to it, using an
HTTP status code fromthe 3xx range, to a defined target resource.

Non- Ref erence Resource
A resource that is not a reference to another resource.
Target Resource

The resource to which requests are redirected by a redirect
ref erence resource. A target resource can be anything that can be
identified by an absolute URI (see [RFC3986], "absolute-URl").

Thi s docunent uses the terns "precondition", "postcondition", and
"protected property" as defined in [ RFC3253]. Servers MJST report
pre-/postcondition failures as described in Section 1.6 of this
docunent .

4. Overview of Redirect Reference Resources

For all operations submitted to a redirect reference resource, the
default response is a 302 (Found), acconpani ed by the Redirect-Ref
header (defined in Section 12.1, below) and the Location header

([ RFC2616], Section 14.30) set to the URI of the target resource.
Wth this information, the client can resubmt the request to the URl
of the target resource

A redirect reference resource never automatically forwards requests
to its target resource. Redirect resources bring the same benefits
as links in HTM. docunments. They can be created and nuai ntai ned

wi t hout the invol venent or even know edge of their target resource.
Thi s reduces the cost of |inking between resources.

If the client is aware that it is operating on a redirect reference
resource, it can resolve the reference by retrieving the reference
resource’s DAV:reftarget property (defined in Section 13.2, bel ow),
whose val ue contains the URI of the target resource. It can then
submit requests to the target resource

A redirect reference resource is a new type of resource. To

di stinguish redirect reference resources from non-reference
resources, a new value of the DAV:resourcetype property (defined in
[ RFC2518]), DAV:redirectref, is defined in Section 14.1, bel ow.

Since a redirect reference resource is a resource, nethods can be
applied to the reference resource as well as to its target resource.
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The Appl y-To- Redi rect - Ref request header (defined in Section 12.2,
bel ow) is provided so that referencing-aware clients can contro

whet her an operation is applied to the redirect reference resource or
st andard HTTP/ WebDAV behavi our (redirection with a 3xx status code)
shoul d occur. The Apply-To-Redirect-Ref header can be used wi th nost
requests to redirect reference resources. This header is
particularly useful with PROPFIND, to retrieve the reference
resource’'s own properties.

I npl enentati on Note: Operations on the target of a redirect reference
usual ly do not affect the redirect reference itself. However,
clients should not rely on this behaviour (for instance, some servers
may update redirect references as a result of namespace operations on
the reference’s target).

5. Operations on Redirect Reference Resources

Al t hough non-referencing-aware clients cannot create reference
resources, they should be able to submit requests through the

ref erence resources created by reference-aware WebDAV clients. They
should be able to follow any references to their targets. To make
this possible, a server that receives any request nade via a redirect
reference resource MJST return a 3xx range (Redirection) status code,
unl ess the request includes an Apply-To-Redirect-Ref header
specifying "T". The client and server MJST foll ow [ RFC2616], Section
10. 3, but with these additional rules:

0 The Location response header MJUST contain a URl (see [ RFC3986],
Section 3) that identifies the target of the reference resource.

0 The response MJST include the Redirect-Ref header. This header
al l ows reference-aware WeDbDAV clients to recogni ze the resource as
a reference resource and to understand the reason for the
redirection.

A reference-aware WbDAV client can, |ike a non-referencing client,
resubmt the request to the URI in the Location header in order to
operate on the target resource. Alternatively, it can resubnmit the
request to the URI of the redirect reference resource with the
"Appl y-To-Redirect-Ref: T" header in order to operate on the

reference resource itself. In this case, the request MJST be applied
to the reference resource itself, and a 3xx response MJST NOT be
ret ur ned.

As redirect references do not have bodies, GET and PUT requests wth
"Appl y-To-Redirect-Ref: T* MJST fail with status 403 (forbidden).
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6. MKREDI RECTREF Met hod

The MKREDI RECTREF net hod requests the creation of a redirect
reference resource.

I f a MKREDI RECTREF request fails, the server state preceding the
request MJST be restored.

Responses from a MKREDI RECTREF request MJST NOT be cached, as
MKREDI RECTREF has non-i denpotent and non-safe semantics (see
[ RFC2616], Section 9.1).

Mar shal | i ng
The request body MJST be a DAV: nkredirectref XM el enment.

<! ELEMENT nkredirectref (reftarget, redirect-lifetine?)>
<l ELEMENT reftarget (href)>

<IELEMENT redirect-lifetine (permanent | tenporary)>

<l ELEMENT per manent EMPTY>

<I ELEMENT tenporary EMPTY>

The DAV: href elenment is defined in [ RFC2518] (Section 12.3) and

MJST contain either a URI or a relative-ref (see [ RFC3986],
Sections 3 and 4.2).

If no DAV:redirect-lifetime elenent is specified, the server
behave as if a value of DAV:tenporary was specified.

If the request succeeds, the server MJST return 201 (Created)
st at us.

If a response body for a successful request is included, it MJST

be a DAV: nkredirectref-response XM. elenent. Note that this
docunent does not define any elenents for the MKREDI RECTREF
response body, but the DAV:nkredirectref-response elenment is

defined to ensure interoperability between future extensions that

do define elenments for the response body.
<! ELEMENT nkr edirectref-response ANY>
Precondi ti ons

(DAV: resource-must-be-null): A resource MIST NOT exist at the
Request - URI .

( DAV: par ent -resour ce-nmust - be-non-nul | ): The Request-UR minus the

| ast past segnment MJST identify a collection.
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(DAV: nane-al | owed): The | ast segment of the Request-URl is
avai l abl e for use as a resource nane.

(DAV: | ocked-update-allowed): If the collection identified by the
Request-URI minus the last path segnent is wite-locked, then the
appropri ate token MJST be specified in an If request header.

(DAV:redirect-lifetine-supported): If the request body contains a
DAV:redirect-lifetime el ement, the server MJST support the
specified lifetime. Support for DAV:tenporary is REQU RED, while
support for DAV: permanent is OPTI ONAL.

(DAV: |l egal -reftarget): The specified is a legal URI or relative-
ref.

Post condi ti ons

(DAV:newredirectref): a new redirect reference resource is
creat ed whose DAV:reftarget property has the value specified in
the request body.

6.1. Exanple: Creating a Redirect Reference Resource w th MKREDI RECTREF
>> Request:

MKREDI RECTREF / ~whi t ehead/ dav/ spec08.ref HITP/ 1.1
Host: www. exanpl e. com

Content - Type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D: nkredirectref xm ns: D="DAV: ">
<D: reftarget>
<D: href >/i-d/ draft-webdav-protocol -08. txt</D: href>
</D:reftarget>
</ D: nkredirectref>

>> Response:

HTTP/ 1.1 201 Created
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This request resulted in the creation of a new redirect reference
resource at http://ww. exanpl e. conl ~whi t ehead/ dav/ spec08. ref, which
points to the resource identified by the DAV:reftarget property. In
this exanple, the target resource is identified by the UR

http://ww. exanpl e. conli -d/ draft-webdav-protocol -08.txt. The
redirect reference resource’ s DAV:resourcetype property is set to
DAV:redirectref, and its DAV:redirect-lifetine property has the val ue
DAV: t enpor ary

7. UPDATEREDI RECTREF Met hod

The UPDATEREDI RECTREF net hod requests the update of a redirect
ref erence resource.

I f a UPDATEREDI RECTREF request fails, the server state preceding the
request MJST be restored.

Responses from a UPDATEREDI RECTREF request MJST NOT be cached, as
UPDATEREDI RECTREF has non-safe semantics (see [ RFC2616], Section
9.1).

Mar shal | i ng
The request body MJST be a DAV: updateredirectref XM el enent.
<!l ELEMENT updateredirectref (reftarget?, redirect-lifetime?)>

See Section 6 for a definition of DAV:reftarget and DAV:redirect-
lifetine.

If no DAV:reftarget elenment is specified, the server MUST NOT
change the target of the redirect reference.

If no DAV:redirect-lifetime elenent is specified, the server MJST
NOT change the lifetine of the redirect reference.

If a response body for a successful request is included, it MJST
be a DAV: updateredirectref-response XML el enent. Note that this
docunent does not define any el enents for the UPDATEREDI RECTREF
response body, but the DAV:updateredirectref-response elenment is
defined to ensure interoperability between future extensions that
do define elenents for the response body.

<! ELEMENT updat eredirectref-response ANY>
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Precondi ti ons

(DAV: | ocked-update-allowed): if the resource is wite-Ilocked, then
the appropriate token MJUST be specified in an |If request header.

(DAV: must -be-redirectref): the resource identified by the
Request-URI nust be a redirect reference resource as defined by
this specification.
(DAV:redirect-lifetine-supported): see Section 6.
(DAV:redirect-1lifetine-update-supported): servers MAY support
changing the DAV:redirect-lifetinme property; if they don't, this
condition code can be used to signal failure.
(DAV: | egal -reftarget): see Section 6.

Post condi ti ons

(DAV:redirectref-updated): the DAV:reftarget and DAV:redirect-
lifetime properties of the redirect reference have been updated
accordingly.

7.1. Exanple: Updating a Redirect Reference Resource with
UPDATEREDI RECTREF

>> Request:

UPDATEREDI RECTREF / ~whi t ehead/ dav/ spec08.ref HITP/ 1.1
Host: www. exanpl e. com

Apply-To-Redirect-Ref: T

Content - Type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxx

<?xm version="1.0" encodi ng="utf-8" ?>
<D: updat er edi rectref xm ns: D="DAV: ">
<D: reftarget>
<D: href >/i-d/draft-webdav- protocol - 08b. t xt </ D: hr ef >
</D:reftarget>
</ D: updat er edi rectref >

>> Response:
HTTP/ 1.1 200 XK
Thi s request has updated the redirect reference’s DAV:reftarget

property to "/i-d/draft-webdav-protocol -08b.txt" and has not changed
the DAV:redirect-lifetinme value. Note that the "Apply-To-Redirect-
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Ref " request header must be used; otherw se, the request would result
in a redirect (3xx) response status.

8. Operations on Collections That Contain Redirect Reference Resources

According to [ RFC2518], Section 9.2, nethods that have defined
interactions with the "Depth" request header should apply all other
request headers to each resource in scope. However, applying this
principle to the "Apply-To-Redirect-Ref" header uniformy would nake
it inpractical to inplenent this specification on top of existing
servers and al so would result in unexpected server behaviour for
clients that do not take the existence of redirect references into
account. On the other hand, the definition of the "Depth" header

all ows alternate behaviours to be explicitly defined.

For this reason, this specification defines the interaction between
"Dept h" and "Appl y- To- Redi rect-Ref" request headers on a case-hy-case
basis and al so provides a default for nethods not nentioned here that
do not specify the behavi our thensel ves.

S o e e e oo o e e e e oo oo R +
| method nane | defined in | supported depths | behaviour

Fom e o - o e e e oo o e e e oo Fom e +
| coPYy | [RFC2518], 8.9 | 0, infinity | T |
| DELETE | [RFC2518], 8.7 | infinity | T |
| LOCK | [RFC2518], 8.11 | O, infinity | T |
| MOVE | [RFC2518], 8.10 | O, infinity | "T" |
| PROPFI ND | [RFC2518], 8.2 | O, 1, infinity | inherit |
| REPORT | [RFC3253], 3.6 | O, 1, infinity | inherit |
| default | | | "7 |
R o Fom e e e oo R +

VWhen the behaviour is defined to be "inherit", the method shoul d
fol |l ow RFC2518' s default behavi our for "Depth" operations, which
means appl ying the value given for "Apply-To-Redirect-Ref" to each
resource in scope. On the other hand, when it is defined to be "T",
the met hod shoul d behave as if a "Apply-To-Redirect-Ref: T" header
was specified for each operation on child resources. The latter
ensures that "Depth: infinity" operations will not fail unexpectedly
just because there was a redirect reference resource in scope.

8.1. Exanple: PROPFIND on a Collection with Redirect Reference
Resour ces

Suppose a PROPFIND request with Depth: infinity is subnmtted to the
followi ng collection, with the nenbers shown here:
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/ MyCol | ecti on/
(non-reference resource) diary. htm
(redirect reference resource) nunavut

>> Request:

PROPFI ND / MyCol | ection/ HTTP/ 1.1
Host: exanpl e. com

Depth: infinity

Appl y-To-Redirect-Ref: F

Cont ent - Type: text/xm

Cont ent - Lengt h:  xxxx

<?xm version="1.0" ?>
<D: propfind xm ns: D="DAV: ">
<D: prop xm ns:J="http://exanpl e.conljsprops/">
<D: r esour cet ype/ >
<J: keywor ds/ >
</ D: pr op>
</ D: pr opfi nd>

>> Response:

HTTP/ 1.1 207 Multi-Status
Cont ent - Type: text/xm
Cont ent - Lengt h:  xxxx

<?xm version="1.0" ?>
<D:mul tistatus xm ns: D="DAV: " xnl ns:J="http://exanpl e. com j sprops/">
<D: response>
<D: href >/ MyCol | ecti on/ </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: resour cet ype><D: col | ecti on/ ></ D: resour cet ype>
<J: keywor ds>di ary, interests, hobbies</J: keywords>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
<D: response>
<D: href >/ MyCol | ection/diary. html </ D: href >
<D: pr opst at >
<D: pr op>
<D: r esour cet ype/ >
<J: keywords>di ary, travel, famly, history</J:keywords>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
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</ D: response>

<D: response>
<D: hr ef >/ MyCol | ecti on/ nunavut </ D: hr ef >
<D: status>HTTP/ 1.1 302 Found</D: st at us>
<D: | ocati on>

<D: href >http://exanpl e.cal/art/inuit/</D: href>

</ D: | ocation>

</ D: response>

</D:nul tistatus>

In this exanple, the Depth header is set to infinity, and the Apply-
To- Redirect-Ref header is set to "F'. The collection contains one
URI that identifies a redirect reference resource. The response

el ement for the redirect reference resource has a status of 302
(Found) and includes a DAV:|ocation extension elenent to all ow
clients to retrieve the properties of its target resource. (The
response elenent for the redirect reference resource does not include
the requested properties. The client can subnit anot her PROPFI ND
request to the URI in the DAV:|ocation pseudo-property to retrieve
those properties.)

8.2. Exanple: PROPFIND with Apply-To-Redirect-Ref on a Collection with
Redi rect Reference Resources

Suppose a PROPFI ND request with "Apply-To-Redirect-Ref: T" and Depth:
infinity is subnmitted to the following collection, with the menbers
shown here:

/ MyCol | ecti on/
(non-reference resource) diary. htm
(redirect reference resource) nunavut

>> Request:

PROPFI ND / MyCol | ection/ HTTP/ 1.1
Host: exampl e.com

Depth: infinity
Apply-To-Redirect-Ref: T

Cont ent - Type: text/xm

Cont ent - Lengt h:  xxxx
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<?xm version="1.0" ?>
<D: propfind xm ns: D="DAV: ">
<D: prop>
<D: r esour cet ype/ >
<D:reftarget/>
<D:redirect-lifetine/>
</ D: pr op>
</ D: pr opfi nd>

>> Response:

HTTP/ 1.1 207 Multi-Status
Cont ent - Type: text/xm
Cont ent - Lengt h:  xxxx

<?xm version="1.0" ?>
<D:nmul tistatus xm ns: D="DAV: ">
<D: response>
<D: href >/ MyCol | ecti on/ </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: resour cet ype><D: col | ecti on/ ></ D: resour cet ype>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
<D: pr opst at >
<D: prop>
<D:reftarget/>
<D:redirect-lifetine/>
</ D: pr op>
<D: status>HTTP/ 1.1 404 Not Found</D: st at us>
</ D: pr opst at >
</ D: response>
<D: response>
<D: href >/ MyCol | ection/diary. html </ D: hr ef >
<D: pr opst at >
<D: pr op>
<D: r esour cet ype/ >
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
<D: pr opst at >
<D: pr op>
<D:reftarget/>
<D:redirect-lifetime/>
</ D: pr op>
<D: status>HTTP/ 1.1 404 Not Found</D: st at us>
</ D: pr opst at >
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10.

</ D: response>
<D: response>
<D: hr ef >/ MyCol | ecti on/ nunavut </ D: hr ef >
<D: pr opst at >
<D: pr op>
<D: resour cet ype><D: redi rectref/></D:. resour cet ype>
<D: reftarget>
<D: href>http://exanpl e.cal/art/inuit/</D: href>
</D:reftarget>
<D:redirect-lifetime><D:tenporary/></D.redirect-lifetine>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:nul tistatus>

Since the "Apply-To-Redirect-Ref: T" header is present, the response
shows the properties of the redirect reference resource in the
collection rather than reporting a 302 status.

Operations on Targets of Redirect Reference Resources

Qperations on targets of redirect reference resources have no effect
on the reference resource.

Rel ati ve References in DAV:reftarget

The URI in the href in a DAV:reftarget property MAY be a relative
reference. In this case, the base URI to be used for resolving it to
absolute formis the URI used in the HTTP nessage to identify the
redirect reference resource to which the DAV:reftarget property

bel ongs.

When DAV:reftarget appears in the context of a Milti-Status response,
it is in a DAV:response el enent that contains a single DAV: href
element. The value of this DAV: href element serves as the base UR
for resolving a relative reference in DAV:reftarget. The val ue of
DAV: href may itself be relative, in which case it must be resol ved
first in order to serve as the base URI for the relative reference in
DAV:reftarget. |If the DAV: href elenent is relative, its base URl is
constructed fromthe scheme conponent "http", the value of the Host
header in the request, and the Request-URl.
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10.1. Exanple: Resolving a Relative Reference in a Milti-Status
Response

>> Request:

PROPFI ND / geog/ HTTP/ 1.1
Host: exampl e. com
Apply-To-Redirect-Ref: T
Depth: 1

Cont ent - Type: text/xm
Content - Lengt h: nnn

<?xm version="1.0" ?>
<D: propfind xm ns: D="DAV: ">
<D: prop>
<D: r esour cet ype/ >
<D:reftarget/>
</ D: pr op>
</ D: pr opfi nd>

>> Response:

HTTP/ 1.1 207 Multi- Status
Cont ent - Type: text/xm
Cont ent - Lengt h: nnn

<?xm version="1/0" ?>
<D:nul tistatus xm ns: D="DAV: ">
<D: response>
<D: hr ef >/ geog/ </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: r esour cet ype><D: col | ecti on/ ></ D: r esour cet ype>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
<D: pr opst at >
<D: prop><D: reftarget/></D: prop>
<D: status>HTTP/ 1.1 404 Not Found</D: st at us>
</ D: pr opst at >
</ D: response>
<D: response>
<D: hr ef >/ geog/ stats. ht m </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: resour cet ype><D: redi rectref/></D:. resour cet ype>
<D: reftarget>
<D: href >stati stics/ popul ati on/ 1997. ht m </ D: hr ef >
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</D:reftarget>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:multistatus>

In this example, the relative reference
"statistics/population/1997.html" is returned as the value of the
DAV: reftarget property for the reference resource identified by href
/geog/stats.htm. The href is itself a relative reference, which
resolves to http://exanple.confgeog/stats.htnml. This is the base UR
for resolving the relative reference in reftarget. The absolute UR
of reftarget is

http:// exanpl e. com geog/ stati stics/popul ati on/1997. htm .

Redi rect References to Collections

In a Request-URI /segnent1l/segnent 2/ segnent3, any of the three
segments may identify a redirect reference resource. (See [RFC3986],
Section 3.3, for definitions of "path" and "segment”.) [If any
segnent in a Request-URI identifies a redirect reference resource,
the response SHOULD be a 3xx. The value of the Location header in
the response is as foll ows:

The | eftnmost path segrment of the Request-URI that identifies a
redirect reference resource, together with all path segments and
separators to the left of it, is replaced by the value of the
redirect reference resource’s DAV:reftarget property (resolved to an
absolute URI). The renainder of the Request-URI is concatenated to
thi s path.

Note: If the DAV:reftarget property ends with a "/" and the renmai nder
of the Request-URI is non-enpty (and therefore nust begin with a
"/"), the final "/" in the DAV:reftarget property is dropped before
the renmai nder of the Request-URlI is appended.

Consi der Request-URI /x/y/z.html. Suppose that /x/ is a redirect
ref erence resource, whose target resource is collection /a/, which
contains redirect reference resource y whose target resource is
collection /b/, which contains redirect reference resource z.htm,
whose target resource is /c/d.htm.
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12.

Ix/ylz. htm
I
| /x ->/a
I
v
lalylz.htm

I
laly -> /b

I
|
\
/bl z. htm

I
| /b/z.htn -> /c/d. htn
I

\
/c/d. htm

In this case, the client nmust follow up three separate 3xx responses
before finally reaching the target resource. The server responds to
the initial request with a 3xx with Location: /a/y/z.htm, and the
client resubnmits the request to /aly/z.htm. The server responds to
this request with a 3xx with Location: /b/z.html, and the client
resubmts the request to /b/z.html. The server responds to this
request with a 3xx with Location: /c/d.htm, and the client resubnits
the request to /c/d.htm. This final request succeeds.

Not e: The behavi our descri bed above may have a very serious inmpact
on the efficiency of mapping Request-URIs to resources in HITP
request processing. Therefore, servers MAY respond with a 404
status code if the cost of checking all |eading path segnents for
redirect references seens prohibitive.

Header s
1. Redirect-Ref Response Header
Redirect-Ref = "Redirect-Ref:" (URl | relative-ref)
; URI: see [RFC3986], Section 3
; relative-ref: see [ RFC3986], Section 4.2

The Redirect-Ref header is used in all 3xx responses fromredirect
reference resources. The value is the link target as specified
during redirect reference resource creation
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12.2. Apply-To- Redirect-Ref Request Header
Appl y-To- Redirect -Ref = "Apply-To-Redirect-Ref" ":" ("T" | "F")
The optional Apply-To-Redirect-Ref header can be used on any request
to a redirect reference resource. Wen it is present and set to "T",

the request MJST be applied to the reference resource itself, and a
3xx response MJST NOT be returned.

If the Apply-To-Redirect-Ref header is used on a request to any other
sort of resource besides a redirect reference resource, the server
MJUST ignore it.

13. Redirect Reference Resource Properties
The properties defined bel ow are REQUI RED on redirect reference
resources. A PROPFIND al | prop request SHOULD NOT return any of the
properties defined in this docunent.

13.1. DAV:redirect-lifetine (protected)
This property provides information about the lifetime of a redirect.
It can be either DAV: permanent (HTTP status 301) or DAV:tenporary
(HTTP status 302). Future protocols may define additional val ues.
<IELEMENT redirect-lifetine (permanent | tenporary)>
<I ELEMENT per manent EMPTY>
<! ELEMENT t enporary EMPTY>

13.2. DAV:reftarget (protected)
This property provides an efficient way for clients to discover the
URI of the target resource. This is a read-only property after its
initial creation. |Its value can only be set in a MKREDH RECTREF
request. The value is a DAV: href elenent containing the URI of the
target resource
<! ELEMENT reftarget href >

14. XM El enents

14.1. redirectref XM El enment

Nane: redirectref

Nanmespace: DAV.
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Purpose: Used as the value of the DAV:resourcetype property to
specify that the resource type is a redirect reference resource.

<! ELEMENT redirectref EMPTY >

Extensions to the DAV:response XML El erent for Milti-Status
Responses

As described in Section 8, the DAV:IlIocation el enment may be returned
in the DAV: response el enent of a 207 Multi-Status response, to allow
clients to resubnmit their requests to the target resource of a
redirect reference resource.

Consequently, the definition of the DAV:response XM el ement changes
to the foll ow ng:

<! ELEMENT response (href, ((href*, status)|(propstat+)),
responsedescri pti on?, location?) >
<l ELEMENT | ocation (href) >

Capabi lity Di scovery

Sections 9.1 and 15 of [RFC2518] describe the use of conpliance
classes with the DAV header in responses to OPTIONS, to indicate

whi ch parts of the WebDAV Di stributed Authoring protocols the
resource supports. This specification defines an OPTI ONAL extensi on

to [ RFC2518]. It defines a new conpliance class, called
redirectrefs, for use with the DAV header in responses to OPTI ONS
requests. |If a resource does support redirect references, its

response to an OPTIONS request may indicate that it does, by listing
the new redirectrefs conpliance class in the DAV header and by
listing the MKREDI RECTREF met hod as one it supports.

When respondi ng to an OPTI ONS request, any type of resource can
include redirectrefs in the value of the DAV header. Doing so
indicates that the server pernmits a redirect reference resource at
the Request-URI.

1. Exanple: Discovery of Support for Redirect Reference Resources
>> Request:

OPTI ONS / sonecol | ecti on/ someresource HTTP/ 1.1
Host: exanple.org
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>> Response:

HTTP/ 1.1 200 OK

Al l ow. OPTIONS, GET, HEAD, POST, PUT, DELETE, TRACE, COPY, MOVE
Al l ow. MKCOL, PRCPFI ND, PROPPATCH, LOCK, UNLOCK, MKREDI RECTREF
DAV: 1, 2, redirectrefs

The DAV header in the response indicates that the resource

/ sonmecol | ecti on/ someresource is level 1 and level 2 conpliant, as
defined in [RFC2518]. In addition, /sonecollection/soneresource
supports redirect reference resources. The Al ow header indicates
t hat MKREDI RECTREF requests can be submitted to

/ somecol | ecti on/ somer esour ce

Security Considerations

This section is provided to nmake applications that inplenent this
protocol aware of the security inplications of this protocol

Al of the security considerations of HITP/1.1 and the WbDAV

Di stributed Authoring Protocol specification also apply to this
protocol specification. |In addition, redirect reference resources

i ntroduce several new security concerns and increase the risk of sone
existing threats. These issues are detail ed bel ow

1. Privacy Concerns

By creating redirect reference resources on a trusted server, it is
possible for a hostile agent to induce users to send private
information to a target on an unrel ated system This risk is
mtigated sonewhat, since clients are required to notify the user of
the redirection for any request other than GET or HEAD. (See

[ RFC2616], Section 10.3.3, 302 Found.)

2. Redirect Loops

Al t hough redirect |oops were already possible in HTTP 1.1, the

i ntroduction of the MKREDI RECTREF net hod creates a new avenue for
clients to create | oops accidentally or maliciously. If the
reference resource and its target are on the sane server, the server
may be able to detect MKREDI RECTREF requests that woul d create | oops.
See al so [ RFC2616], Section 10.3, "Redirection 3xx."

3. Redirect Reference Resources and Denial of Service
Deni al of service attacks were already possible by posting URLs that

were intended for linmted use at heavily used Wb sites. The
i ntroducti on of MKREDI RECTREF creates a new avenue for simlar denial
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of service attacks. Cients can now create redirect reference

resources at heavily used sites to target |ocations that were not

desi gned for heavy usage.

4. Revealing Private Locations

There are several ways that redirect reference resources nmay revea

i nformati on about collection structures. First, the DAV:reftarget

property of every redirect reference resource contains the URl of the

target resource. Anyone who has access to the reference resource can

di scover the collection path that leads to the target resource. The

owner of the target resource may have wanted to linmt know edge of

this collection structure.

Sufficiently powerful access control mechani snms can control this risk

to sone extent. Property-level access control could prevent users

fromexam ning the DAV:reftarget property. (The Location header

returned in responses to requests on redirect reference resources

reveals the same information, however.)

This risk is no greater than the simlar risk posed by HTM. |i nks.
Internationalization Considerations

Al'l internationalization considerations nentioned in [ RFC2518] al so
apply to this docunent.

| ANA Consi der ati ons

Al'l 1 ANA consi derations nentioned in [ RFC2518] also apply to this
docunent .

1. HITP headers

Thi s docunent specifies the two new HITP headers |isted bel ow.
1.1. Redirect-Ref

Header field nane: Redirect-Ref

Applicabl e protocol: http

Status: standard

Aut hor/ Change controller: |ETF

Speci fication docunent: this specification (Section 12.1)
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1.2 Apply-To- Redirect - Ref

Header field nane: Apply-To-Redirect- Ref

Applicabl e protocol: http

Status: standard

Aut hor/ Change controller: |ETF

Speci fication docunent: this specification (Section 12.2)
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