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Abst ract

Mul tiprotocol Label Switching (MPLS) Label Switched Paths (LSPs) nay
be established using the Resource Reservation Protocol Traffic

Engi neering (RSVP-TE) extensions. This protocol includes an object
(the SESSI ON ATTRI BUTE object) that carries a Flags field used to

i ndicate options and attributes of the LSP. That Flags field has
eight bits allowing for eight options to be set. Recent proposals in
many docunents that extend RSVP-TE have suggested uses for each of
the previously unused bits.

Thi s docunent defines a new object for RSVP-TE nessages that allows
the signaling of further attribute bits and also the carriage of
arbitrary attribute paraneters to make RSVP-TE easily extensible to
support new requirenents. Additionally, this docunent defines a way
to record the attributes applied to the LSP on a hop-by-hop basi s.

The obj ect nechanisns defined in this docunent are equally applicable

to Generalized MPLS (GWLS) Packet Switch Capable (PSC) LSPs and to
GWPLS non- PSC LSPs.
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1.

I ntroduction and Probl em St at enent

Traffic-Engi neered Miul tiprotocol Label Sw tching (MPLS) Labe

Swi tched Paths (LSPs) [ RFC3031] may be set up using the Path nessage
of the RSVP-TE signaling protocol [RFC3209]. The Path nessage

i ncludes the SESSI ON ATTRI BUTE obj ect, which carries a Flags field
used to indicate desired options and attributes of the LSP

The Flags field in the SESSI ON ATTRI BUTE obj ect has eight bits. Just
three of those bits are assigned in [RFC3209]. A further two bits
are assigned in [ RFC4090] for fast re-reroute functionality |eaving
only three bits available. Several recent proposals and Internet
Drafts have denonstrated that there is a high demand for the use of
the other three bits. Some, if not all, of those proposals are
likely to go forward as RFCs resulting in depletion or near depletion
of the Flags field and a consequent difficulty in signaling new
options and attributes that may be devel oped in the future.

Thi s docunent defines a new object for RSVP-TE nessages that allows
the signaling of further attributes bits. The new object is
constructed from TLVs, and a new TLV is defined to carry a variable
nunmber of attributes bits.

The new RSVP-TE nessage object is quite flexible, due to the use of
the TLV format and al |l ows:

- future specification of bit flags
- additional options and attribute paraneters carried in TLV
format.

Note that the LSP Attributes defined in this docunment are
specifically scoped to an LSP. They may be set differently on
separate LSPs with the sane Tunnel |ID between the same source and
destination (that is, within the sane session).

It is noted that some options and attributes do not need to be acted
on by all Label Switched Routers (LSRs) along the path of the LSP

In particular, these options and attributes may apply only to key
LSRs on the path such as the ingress LSR and egress LSR  Specia
transit LSRs, such as Area or Autononpus System Border Routers (ABRs
or ASBRs), may also fall into this category. This neans that the new
options and attributes shoul d be signaled transparently, and only
exam ned at those points that need to act on them

On the other hand, other options and attributes may require action at
all transit LSRs along the path of the LSP. Inability to support the
required attributes by one of those transit LSRs nay require the LSR
to refuse the establishment of the LSP
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These considerations are particularly inmportant in the context of
backward conpatibility. In general, it should be possible to provide
new MPLS services across a | egacy network w t hout upgradi ng those
LSRs that do not need to participate actively in the new services.

Mor eover, sonme features just require action on specific internediate
hops, and not on every visited LSR

Note that options already specified for the SESSI ON_ATTRI BUTE obj ect
in preexisting RFCs are not migrated to the new nmechani sns descri bed
in this docunent.

RSVP includes a way for unrecogni zed objects to be transparently
forwarded by transit nodes w thout themrefusing the incom ng

prot ocol nmessages and without the objects being stripped fromthe
out goi ng protocol nessage (see [RFC2205], Section 3.10). This
capability extends to RSVP-TE and provides a good way to ensure that
only those LSRs that understand a particul ar object examine it.

Thi s docunent di stingui shes between options and attributes that are
only required at key LSRs along the path of the LSP, and those that
must be acted on by every LSR along the LSP. Two LSP Attributes
objects are defined in this docunent: using the G- Num definition
rules inherited from|[RFC2205], the first is passed transparently by
LSRs that do not recognize it, and the second causes LSP setup
failure with the generation of a PathErr nessage with an appropriate
Error Code if an LSR does not recognize it.

1.1. Applicability to Generalized MPLS

The RSVP-TE signaling protocol also forns the basis of a signaling
protocol for Generalized MPLS (GWLS) as described in [ RFC3471] and
[ RFC3473]. The extensions described in this docunent are equally
applicable to MPLS and GWLS

1.2. A Rejected Alternate Sol ution

A rejected alternate solution was to define a new C Type for the
exi sting SESSI ON_ATTRI BUTE object. This new C Type could allow a
| arger Flags field and address the inmedi ate probl em

This solution was rejected because:

- A new CType is not backward compatible with depl oyed
i mpl ement ati ons that expect to see a CType of 1 or 7. It is
i mportant that any solution be capable of carrying new attributes
transparently across |legacy LSRs if those LSRs are not required to
act on the attributes.
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- Support for arbitrary attributes paraneters through TLVs woul d have
meant a significant change of substance to the existing object.

2. Term nol ogy

Thi s docunent uses term nology fromthe MPLS architecture docunent

[ RFC3031] and fromthe RSVP-TE protocol specification [ RFC3209],

whi ch inherits fromthe RSVP specification [ RFC2205]. It al so nakes
use of the CGeneralized MPLS RSVP-TE term nol ogy introduced in

[ RFC3471] and [ RFC3473].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Attributes TLVs

Attributes carried by the new objects defined in this docunent are
encoded within TLVs. One or nore TLVs may be present in each object.
There are no ordering rules for TLVs, and no interpretation should be
pl aced on the order in which TLVs are received.

Each TLV is encoded as fol | ows.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s
I I
/1 Val ue /1

T S S S T S S S S it S S SEp DI S S

Type
The identifier of the TLV.
Length

The I ength of the Value field in bytes. Thus, if no Val ue
field is present the Length field contains the value zero.
Each Value field rmust be zero padded at the end to take it up
to a four byte boundary -- the padding is not included in the
Il ength so that a one byte val ue woul d be encoded in an eight
byte TLV with Length field set to one.
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Val ue
The data for the TLV padded as descri bed above.
3.1. Attributes Flags TLV

Thi s docunent defines only one TLV type value. Type 1 indicates the
Attributes Flags TLV. OQher TLV types may be defined in the future
with type val ues assigned by | ANA (see Section 11.2).

The Attributes Flags TLV may be present in an LSP_ATTRI BUTES obj ect
and/ or an LSP_REQUI RED ATTRI BUTES obj ect defined in Sections 4 and 5.
The bits in the TLV represent the same attributes regardl ess of which
object carries the TLV. Docunents that define individual bits MJST
specify whether the bit may be set in one object or the other, or
both. It is not expected that a bit will be set in both objects on a
single Path nessage at the sanme tinme, but this is not ruled out by
thi s docunent.

The Attribute Flags TLV Value field is an array of units of 32 flags

nunbered fromthe nost significant bit as bit zero. The Length field
for this TLV is therefore always a nmultiple of 4 bytes, regardl ess of
the nunber of bits carried and no padding is required.

Unassi gned bits are considered as reserved and MJUST be set to zero on
transm ssion by the originator of the object. Bits not contained in
the TLV MUST be assuned to be set to zero. |If the TLV is absent
either because it is not contained in the LSP_ATTRI BUTES or
LSP_REQUI RED ATTRI BUTES obj ect, or because those objects are

t hensel ves absent, all processing MIST be performed as though the
bits were present and set to zero. That is to say, assigned bits
that are not present either because the TLV is deliberately
foreshortened or because the TLV is not included MIST be treated as
though they are present and are set to zero.

No bits are defined in this docunent. The assignnent of bits is
managed by | ANA (see Section 11.3).

4. LSP_ATTRI BUTES nj ect

The LSP_ATTRI BUTES object is used to signal attributes required in
support of an LSP, or to indicate the nature or use of an LSP where
that information is not required to be acted on by all transit LSRs.
Specifically, if an LSR does not support the object, it forwards it
unexam ned and unchanged. This facilitates the exchange of
attributes across | egacy networks that do not support this new

obj ect.
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4.

4.

1.

2

This object effectively extends the Flags field in the
SESSI ON_ATTRI BUTE obj ect and allows for the future inclusion of nore
compl ex objects through TLVs.

Note that some function may require an LSR to inspect both the
SESSI ON_ATTRI BUTE obj ect and the LSP_ATTRI BUTES or
LSP_REQUI RED ATTRI BUTES obj ect.

The LSP_ATTRI BUTES obj ect may al so be used to report LSP operationa
state on a Resv even when no LSP_ATTRI BUTES or
LSP_REQUI RED ATTRI BUTES obj ect was carried on the correspondi ng Path
message. The object is added or updated by LSRs that support the
object. LSRs that do not understand the object or have nothing to
report do not add the object and forward it unchanged on Resv
messages that they generate.

The LSP_ATTRI BUTES object class is 197 of the form 1llbbbbbb. This
C-Num val ue (see [RFC2205], Section 3.10) ensures that LSRs that do
not recogni ze the object pass it on transparently.

One C-Type is defined, CType = 1 for LSP Attributes.

This object is optional and may be placed on Path nessages to convey
addi tional information about the desired attributes of the LSP, and
on Resv messages to report operational state.

For mat

LSP_ATTRI BUTES cl ass 197, CType =1

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
I I
/1 Attributes TLVs /1

I+- R S i T R T s i S S S e i +-|+
The Attributes TLVs are encoded as described in Section 3.

Generic Processing Rules for Path Messages

An LSR that does not support this object is required to pass it on

unaltered as indicated by the CGNum and the rules defined in
[ RFC2205] .
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An LSR that does support this object, but does not recognize a TLV
type code carried in this object, MIJST pass the TLV on unaltered in
the LSP_ATTRI BUTES object that it places in the Path message that it
sends downstream

An LSR that does support this object and recognizes a TLV, but does
not support the attribute defined by the TLV, MJST act as specified
in the docunent that defines the TLV.

An LSR that supports the Attributes Flags TLV, but does not recognize
a bit set inthe Attributes Flags TLV, MJST forward the TLV
unchanged.

An LSR that supports the Attributes Flags TLV and recogni zes a bit
that is set, but does not support the indicated attribute, MJST act
as specified in the docunent that defines the bit.

4.3. Ceneric Processing Rules for Resv Messages

An LSR that w shes to report operational status of an LSP may incl ude
this object in a Resv nmessage, or update the object that is already
carried in a Resv nessage

Note that this usage reports the state of the entire LSP and not the
state of the LSP at an individual LSR This latter function is

achi eved using the LSP Attributes subobject of the Record Route
object (RRO as described in Section 7

The bits in the Attributes TLV nmay be used to report operationa
status for the whole LSP. For exanple, an egress LSR may report a
particul ar status by setting a bit. LSRs within the network that
determne that this status has not been achieved may clear the bit as
they forward the Resv message.

bserve that LSRs that do not support the object or do not support
the function characterized by a particular bit in the Attributes TLV
will not clear the bit when forwarding the Resv. Thus, care nust be
taken in defining the usage of this object on a Resv. The usage of
an individual bit in the Attributes TLV of the LSP_ATTRI BUTES obj ect
on a Resv nust be fully defined in the docunent that defines the bit.

Addi tional TLVs may al so be defined to be carried in this object on a
Resv.

An LSR that does not support this object will pass it on unaltered
because of the C Num
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5. LSP_REQUI RED ATTRI BUTES (bj ect

The LSP_REQUI RED ATTRI BUTES object is used to signal attributes
required in support of an LSP, or to indicate the nature or use of an
LSP where that information MJST be inspected at each transit LSR
Specifically, each transit LSR MJUST exanine the attributes in the
LSP_REQUI RED_ATTRI BUTES obj ect and MJST NOT forward the object

wi t hout acting on its contents.

This object effectively extends the Flags field in the

SESSI ON_ATTRI BUTE obj ect and allows for the future inclusion of nore
conpl ex objects through TLVs. It conplenents the LSP_ATTRI BUTES

obj ect .

The LSP_REQUI RED ATTRI BUTES object class is 67 of the form Obbbbbbb.
This CNum val ue ensures that LSRs that do not recogni ze the object
reject the LSP setup effectively saying that they do not support the
attributes requested. This means that this object SHOULD only be
used for attributes that require support at sone transit LSRs and so
require examnation at all transit LSRs. See Section 4 for how end-
to-end and selective attributes are signal ed.

One C-Type is defined, CType = 1 for LSP Required Attributes.

This object is optional and may be placed on Path nessages to convey
additional information about the desired attributes of the LSP.

5. 1. For mat
LSP_REQUI RED ATTRI BUTES cl ass = 67, C Type =1

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

I I
/1 Attributes TLVs /1

I+- S S I i ST S il w T o sl S SN SR U Y S U S S +-|+
The Attributes TLVs are encoded as described in Section 3.

5.2. Ceneric Processing Rul es
An LSR that does not support this object will use a PathErr to reject

the Path message based on the C-Num using the Error Code "Unknown
oj ect C ass".
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An LSR that does not recognize a TLV type code carried in this object
MJST reject the Path nessage using a PathErr with Error Code "Unknown
Attributes TLV' and Error Value set to the value of the unknown TLV
type code

An LSR that does not recognize a bit set in the Attributes Flags TLV
MUST reject the Path nessage using a PathErr with Error Code "Unknown
Attributes Bit" and Error Value set to the bit nunber of the unknown
bit in the Attributes Fl ags.

An LSR that recognizes an attribute (however encoded), but that does
not support that attribute, MJST act according to the behavior
specified in the docunment that defines that specific attribute.

Note that this object is not used on a Resv. In order to report the
status of an LSP, either the LSP_ATTRI BUTES object on a Resv or the
Attributes subobject in the Record Route object (see Section 7) nust
be used.

6. I nheritance Rul es

In certain circunstances, when reaching an LSP regi on boundary, a
forwardi ng adj acency LSP (FA-LSP; see [RFC4206]) is initially set up
to allow the establishment of the LSP carrying the LSP_ATTRI BUTES
and/ or LSP_REQUI RED ATTRI BUTES objects. In this case, when the
boundary LSR supports LSP_ATTRI BUTES and LSP_REQUI RED ATTRI BUTES
processi ng, the FA-LSP MAY upon local policy inherit a subset of the
Attributes TLVs, in particular when the FA-LSP belongs to the sane
swi tching capability class as the triggering LSP

When these conditions are nmet, the LSP_ATTRI BUTES and/ or
LSP_REQUI RED _ATTRI BUTES obj ects are sinply copied with the inherited
Attributes TLVs in the Path nessage used to establish the FA-LSP. By
default (and in order to sinplify deploynent), none of the incom ng
LSP Attributes TLVs are considered as inheritable. Note that when
the FA-LSP establishnment itself requires one or nore Attributes TLVs,
an 'OR operation is performed with the inherited set of val ues.

Docunents that define individual bits for the LSP Attributes Fl ags
TLV MUST specify whether or not these bits MAY be inherited
(including the condition to be met in order for this inheritance to
occur). The same applies for any other TLV that will be defined
followi ng the rules specified in Section 3.
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7. Recording Attributes Per LSP
7.1. Requirements

In some circunmstances, it is useful to determ ne which of the
requested LSP attributes have been applied at which LSRs al ong the
path of the LSP. For exanple, an attribute may be requested in the
LSP_ATTRI BUTES obj ect such that LSRs that do not support the object
are not required to support the attribute or provide the requested
function. In this case, it may be useful to the ingress LSR to know
whi ch LSRs acted on the request and which ignored it.

Additionally, there may be other qualities that need to be reported
on a hop-by-hop basis. These are currently indicated in the Flags
field of RRO subobjects. Since there are only eight bits available
inthis field, and since sone are already assigned and there is al so
likely to be an increase in allocations in new docunents, there is a
need for some other nethod to report per-hop attributes.

7.2. RRO Attributes Subobject

The RRO Attributes Subobject may be carried in the RECORD ROUTE
object if it is present. The subobject uses the standard fornat of
an RRO subobj ect.

The length is variable as for the Attributes Flags TLV. The content
is the sane as the Attribute Flags TLV -- that is, it is a series of
bit flags.

There is a one-to-one correspondence between bits in the Attributes
Flags TLV and the RRO Attributes Subobject. |If a bit is only
required in one of the two places, it is reserved in the other place.
See the procedures sections, below, for nore information

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h | Reserved |
B i s T T i i o S o T Ji I
I I
/1 Attribute Flags /1
I I

I T S S S e S S S S S Sup S Sup S S S

Type
0x05
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Lengt h

The Length contains the total |ength of the subobject in bytes,
including the Type and Length fields. This length nust be a
multiple of 4 and nust be at |east 8.

Attribute Flags
The attribute flags recorded for the specific hop.
7.3. Procedures
7.3.1. Subobject Presence Rules

As will be clear from|[RFC3209], the RECORD RQUTE object is managed
as a "stack" with each LSR addi ng subobjects to the start of the
object. The Attributes subobject is pushed onto the RECORD ROUTE
object immediately prior to pushing the node’'s |IP address or |ink
identifier. Thus, if label recording is being used, the Attributes
subobj ect SHOULD be pushed onto the RECORD ROUTE object after the
Record Label subobject(s).

A node MJUST NOT push an Attributes subobject onto the RECORD ROUTE
obj ect without also pushing an | Pv4, |Pv6, or Unnunbered Interface ID
subobj ect .

This means that an Attributes subobject is bound to the LSR
identified by the subobject found in the RRO i nmedi ately before the
Attributes subobject.

If the new subobject causes the RROto be too big to fit in a Path
(or Resv) nessage, the processing MJST be as described in Section
4.4.3 of [RFC3209].

If nore than one Attributes subobject is found between a pair of
subobj ects that identify LSRs, only the first one found (that is, the
nearest to the top of the stack) SHALL have any meaning within the
context of this docunment. Al such subobjects MJST be forwarded
unnodi fied by transit LSRs

7.3.2. Reporting Conpliance with LSP Attributes
To report conpliance with an attribute requested in the Attributes
Flags TLV, an LSR MAY set the corresponding bit (see Section 8) in

the Attributes subobject. To report non-conpliance, an LSR MAY cl ear
the corresponding bit in the Attributes subobject.
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The requirenment to report conpliance MJST be specified in the
docunent that defines the usage of any bit. This will reduce to a
statenment of whether hop-by-hop acknow edgenent is required.

7.3.3. Reporting Per-Hop Attributes

To report a per-hop attribute, an LSR sets the appropriate bit in the
Attributes subobject.

The requirenent to report a per-hop attribute MIST be specified in
the docunent that defines the usage of the bit.

7.3. 4. Def aul t Behavi or

By default, all bits in an Attributes subobject SHOULD be set to
zero.

If a received Attribute subobject is not |ong enough to include a
specific nunbered bit, that bit MJST be treated as though present and
as if set to zero

If the RRO subobject is not present for a hop in the LSP, all bits
MUST be assunmed to be set to zero

8. Summary of Attribute Bit Allocation

Thi s docunent defines two uses of per-LSP attribute flag bit fields.
The bit nunbering in the Attributes Flags TLV and the RRO Attri butes
subobject is identical. That is, the sane attribute is indicated by
the sane bit in both places. This neans that only a single registry
of bits is maintained.

The consequence is a degree of clarity in inplementation and
regi stration.

Not e, however, that it is not always the case that a bit will be used
in both the Attributes Flags TLV and the RRO Attri butes subobject.

For exanple, an attribute may be requested using the Attributes Fl ags
TLV, but there is no requirement to report the handling of the
attribute on a hop-by-hop basis. Conversely, there may be a
requirenent to report the attributes of an LSP on a hop-by-hop basis,
but there is no correspondi ng request attribute.

In these cases, a single bit nunber is still assigned for both the

Attributes Flags TLV and the RRO Attri butes subobject even though the
bit may be irrelevant in either the Attributes Flags or the RRO
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10.

Attributes subobject. The docunent that defines the usage of the new
bit MUST state in which places it is used and MJUST handl e a default
setting of zero.

Message Formats

The LSP_ATTRI BUTES obj ect and the LSP_REQUI RED ATTRI BUTES obj ect MAY
be carried in a Path message. The LSP_ATTRI BUTES obj ect MAY be
carried in a Resv message.

The order of objects in RSVP-TE nessages i s reconmended, but
i mpl ement ati ons nust be capabl e of receiving the objects in any
meani ngf ul order.

On a Path nessage, the LSP_ATTRI BUTES obj ect and

LSP_REQUI RED ATTRI BUTES obj ects are RECOMVENDED to be pl aced

i Mmedi ately after the SESSI ON ATTRI BUTE object if it is present, or
otherwi se i medi ately after the LABEL_REQUEST obj ect.

If both the LSP_ATTRI BUTES obj ect and the LSP_REQUI RED ATTRI BUTES
obj ect are present, the LSP_REQUI RED ATTRI BUTES obj ect i s RECOMVENDED
to be placed first.

LSRs MUST be prepared to receive these objects in any order in any
position within a Path nessage. Subsequent instances of these
objects within a Path nessage SHOULD be ignored and those objects
MJUST be forwarded unchanged.

On a Resv nessage, the LSP_ATTRI BUTES object is placed in the flow
descriptor and is associated with the FILTER SPEC obj ect that
precedes it. It is RECOMVENDED that the LSP_ATTRI BUTES obj ect be
pl aced i medi ately after the LABEL object.

LSRs MUST be prepared to receive this object in any order in any
position within a Resv nessage subject to the previous note. Only
one instance of the LSP_ATTRI BUTES obj ect is neaningful within the
context of a FILTER SPEC object. Subsequent instances of the object
SHOULD be ignored and MJST be forwarded unchanged.

Gui dance for Key Application Scenarios

As described in the Introduction section of this docunent, it may be
that requested LSP attributes need to be acted on by only the egress
LSR of the LSP, by certain key transit points (such as ABRs and
ASBRs), or by all LSRs along the LSP. This section briefly describes
how each of these scenarios is nmet. This section is informational
and does not define any new procedures.
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1. Communicating to Egress LSRs

VWhen comunicating LSP attributes that nust be acted on only by the
LSP egress LSR, the attributes should be comunicated in the
LSP_ATTRI BUTES obj ect. Because of its CGNum this object may be

i gnored (passed onwards, untouched) by transit LSRs that do not
understand it. This nmeans that the Path nessage will not be rejected
by LSRs that do not understand the object. In this way, the
requested LSP attributes are guaranteed to reach the egress LSR

Attributes are set within the LSP_ATTRI BUTES obj ect according to
which LSP attributes are required. Each attribute is defined in sone
RFC and is acconpani ed by a statenent of what the expected behavi or
is. This behavior will include whether the attribute nust be acted
on by any LSR that recognizes it, or specifically by the egress LSR
Thus, any attribute that nust be acted on only by an egress LSR wil |
be defined in this way -- any transit LSR seeing this attribute
either will understand the semantics of the attribute and ignore it
(forwarding it, unchanged) or will not understand the attribute and
ignore it (forwarding it, unchanged) according to the rules of the
LSP_ATTRI BUTES obj ect .

The remaining issue is how the ingress LSR can know whet her the
egress LSR has acted correctly on the required LSP attri bute.

Anot her part of the definition of the attribute (in the defining RFC)
is whether reporting is required. |If reporting is required, the
egress LSRis required to use the RRO Attri butes subobject to report
whether it has acted on the received attribute.

If an egress LSR understands a received attribute as mandatory for an
egress LSR, but does not wish to satisfy the request, it will reject
the Path message. |If an egress LSR understands the attribute, but
believes it to be optional and does not wish to satisfy the request,
it will report its non-conpliance in the RRO Attri butes subobject.

If the egress LSR does not understand the received attribute, it may
report non-conpliance in the RRO Attributes subobject explicitly, or
may omt the RRO Attributes subobject inplying that it has not
satisfied the request.

2. Comunicating to Key Transit LSRs

Processing for key transit LSRs (such as ABRs and ASBRs) foll ows
exactly as for egress LSR  The only difference is that the
definition of the LSP attribute in the defining RFC will state that
the attribute nust be acted on by these transit LSRs.
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3. Conmunicating to All LSRs

In order to force all LSRs to examine the LSP attributes, the
LSP_REQUI RED ATTRI BUTES object is used. The CNumof this object is
such that any LSR that does not recogni ze the object nust reject a
recei ved Path nessage containing the object.

An LSR that recogni zes the LSP_REQU RED ATTRI BUTES obj ect, but does
not recognize an attribute, will reject the Path nessage.

An LSR that recognizes an attribute, but does not wi sh to support the
attribute, reacts according to the definition of the attribute in the
defining RFC. This may allow the LSR to ignore the attribute and
forward it unchanged, or may require it to fail the LSP setup. The
LSR may additionally be required to report whether it supports the
attribute using the RRO Attri butes subobject.

I ANA Consi derations
1. New RSVP C- Nums and C- Types

Two new RSVP C-Nuns are defined in this docunent and have been
assi gned by | ANA

0 LSP_ATTRI BUTES obj ect
The C- Num (value 197) is of the form 11lbbbbbb so that LSRs that do
not recogni ze the object will ignore the object but forward it,
unexam ned and unnodified, in all nmessages resulting fromthis
nmessage.

One C-Type is defined for this object and has been assi gned by
| ANA.

0 LSP Attributes TLVs
Recomended C- Type val ue 1.
o LSP_REQUI RED_ATTRI BUTES obj ect
The C-Num (value 67) is of the form Obbbbbbb so that LSRs that do
not recognize the object will reject the nessage that carries it

with an "Unknown hject C ass" error.

One C-Type is defined for this object and has been assi gned by
| ANA.

Farrel, et al. St andards Track [ Page 16]



RFC 4420 Attributes for MPLS LSPs Usi ng RSVP-TE February 2006

11.

11.

0 LSP Required Attributes TLVs
Recommended C- Type val ue 1.
2. New TLV Space

The two new obj ects referenced above are constructed from TLVs.
TLV includes a 16-bit type identifier (the T-field). The sane
T-field values are applicable to both objects.

The | ANA has created a new registry and will manage TLV type
identifiers as foll ows:

- TLV Type (T-field val ue)

- TLV Nane

- Whet her all owed on LSP_ATTRI BUTES obj ect

- Whet her allowed on LSP_REQUI RED ATTRI BUTES obj ect.

Thi s docunent defines one TLV type as foll ows:

- TLV Type 1

- TLV Nane Attributes Flags TLV

- allowed on LSP_ATTRI BUTES obj ect

- allowed on LSP_REQUI RED ATTRI BUTES obj ect .

New TLV type val ues may be allocated only by an | ETF Consensus
action.

3. Attributes Flags

Thi s docunment provides new attributes bit flags for use in other
docunents that specify new RSVP-TE attributes. These flags are
present in the Attributes Flags TLV referenced in the previous
section.

The | ANA has created a new registry and will manage the space of
attributes bit flags nunmbering themin the usual |ETF notation
starting at zero and continuing at |east through 31.

Each

New bit nunbers may be allocated only by an | ETF Consensus acti on.

Each bit should be tracked with the follow ng qualities:

- Bit numnber

- Defining RFC

- Nane of bit

- Whether there is neaning in the Attribute Flags TLV on a Path
- VWether there is meaning in the Attribute Flags TLV on a Resv
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- Whether there is neaning in the RRO Attributes Subobject.

Note that this neans that all bits in the Attribute Flags TLV and the
RRO Attributes Subobject use the sane bit nunber regardl ess of

whet her they are used in one or both places. Thus, only one |ist of
bits is required to be maintained. (It would be neaningless in the
context of this docunent for a bit to have no neaning in either the
Attribute Flags TLV or the RRO Attri butes Subobject.)

4. New Error Codes

Thi s docunent defines the follow ng new Error Codes and Error Val ues
Nureri c val ues have been assigned by | ANA

Error Code Error Val ue
29 "Unknown Attributes TLV" Identifies the unknown TLV type code.
30 "Unknown Attributes Bit" Identifies the unknown Attribute Bit.

5. New Record Route Subobject Identifier

A new subobject is defined for inclusion in the RECORD ROUTE obj ect.

The RRO Attributes subobject is identified by a Type val ue of 5.
Security Considerations

Thi s docunent adds two new objects to the RSVP Path nessage as used
in MPLS and GWLS signaling, and a new subobject to the RECORD ROUTE
obj ect carried on many RSVP nessages. |t does not introduce any new
direct security issues, and the reader is referred to the security
consi derations expressed in [ RFC2205], [RFC3209], and [ RFC3473].

It is of passing note that any signaling request that indicates the
functional preferences or attributes of an MPLS LSP may provide
anyone with unauthorized access to the contents of the nessage with
i nformati on about the LSP that an adninistrator may w sh to keep
secret. Although this docunment adds new objects for signaling
desired LSP attributes, it does not contribute to this issue, which
can only be satisfactorily handl ed by encrypting the content of the
si gnal i ng nessage

Simlarly, the addition of attribute recording information to the RRO
may reveal information about the status of the LSP and the
capabilities of individual LSRs that operators wi sh to keep secret.
The sane strategy that applies to other RRO subobjects also applies
here. Note, however, that there is a tension between notifying the
head end of the LSP status at transit LSRs, and hiding the existence
or identity of the transit LSRs.
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