Net wor k Wor ki ng G oup T. Krovetz, Ed.
Request for Comments: 4418 CSU Sacr anent o
Cat egory: I nfornmational March 2006

UMAC: Message Aut hentication Code using Universal Hashing
Status of This Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).
Abstract

Thi s specification describes howto generate an authentication tag
usi ng the UVAC nessage authentication algorithm UMAC is designed to
be very fast to conpute in software on contenporary uni processors
Measured speeds are as | ow as one cycle per byte. UMAC relies on
addition of 32-bit and 64-bit nunbers and multiplication of 32-bit
nunbers, operations well-supported by contenporary nachi nes.

To generate the authentication tag on a given nessage, a "universal"
hash function is applied to the nmessage and key to produce a short,
fixed-1ength hash value, and this hash value is then xor’ed with a
key-derived pseudorandom pad. UMAC enjoys a rigorous security
analysis, and its only internal "cryptographic" conponent is a block
ci pher used to generate the pseudorandom pads and internal key

mat eri al
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1.

I nt roducti on

UVAC i s a nessage authentication code (MAC) al gorithm designed for
hi gh performance. It is backed by a rigorous formal analysis, and
there are no intellectual property clains nade by any of the authors
to any ideas used in its design.

UMAC is a MACin the style of Wegman and Carter [4, 7]. A fast

"uni versal " hash function is used to hash an input nessage Minto a
short string. This short string is then masked by xor’'ing with a
pseudorandom pad, resulting in the UMAC tag. Security depends on the
sender and receiver sharing a random y-chosen secret hash function
and pseudorandom pad. This is achieved by using keyed hash function
H and pseudorandom function F. A tag is generated by performng the
comput ati on

Tag = H KL(M xor F_K2(Nonce)

where K1 and K2 are secret random keys shared by sender and receiver,
and Nonce is a value that changes with each generated tag. The

recei ver needs to know whi ch nonce was used by the sender, so sone
met hod of synchroni zi ng nonces needs to be used. This can be done by
explicitly sending the nonce along with the nessage and tag, or
agreei ng upon the use of sone other non-repeating val ue such as a
sequence nunber. The nonce need not be kept secret, but care needs
to be taken to ensure that, over the lifetime of a UVMAC key, a
different nonce is used with each nessage.

UMAC uses a keyed function, called UHASH (al so specified in this
docunent), as the keyed hash function H and uses a pseudorandom
function F whose default inplenmentation uses the Advanced Encryption
Standard (AES) algorithm UMAC is designed to produce 32-, 64-, 96-,
or 128-bit tags, depending on the desired security level. The theory
of Wegman-Carter MACs and the anal ysis of UMAC show that if one
"instantiates" UVAC with truly random keys and pads then the
probability that an attacker (even a conputationally unbounded one)
produces a correct tag for any nessage of its choosing is no nore
than 1/27~30, 1/2760, 1/2790, or 1/27120 if the tags output by UMAC
are of length 32, 64, 96, or 128 bits, respectively (here the synbol
N represents exponentiation). Wien an attacker makes N forgery
attenpts, the probability of getting one or nore tags right increases
linearly to at nost N 2730, N 2760, N 2790, or N 27120. In a rea

i mpl ement ati on of UVAC, using AES to produce keys and pads, the
forgery probabilities |isted above increase by a small amount rel ated
to the security of AES. As long as AES is secure, this smal

additive termis insignificant for any practical attack. See Section
6.2 for nore details. Analysis relevant to UVAC security is in

[3, 6].
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UMAC performs best in environments where 32-bit quantities are
efficiently multiplied into 64-bit results. In producing 64-bit tags
on an Intel Pentium 4 using SSE2 instructions, which do two of these
multiplications in parallel, UVAC processes nmessages at a peak rate
of about one CPU cycle per byte, with the peak bei ng achi eved on
messages of around four kil obytes and longer. On the PentiumlIlIl,

wi t hout the use of SSE parallelism UMAC achieves a peak of two
cycl es per byte. On shorter messages, UMAC still perforns well:
around four cycles per byte on 256-byte nessages and under two cycl es
per byte on 1500-byte nessages. The time to produce a 32-bit tag is
alittle nore than half that needed to produce a 64-bit tag, while
96- and 128-bit tags take one-and-a-half and twi ce as |ong,
respectivel y.

Optim zed source code, performance data, errata, and papers
concerni ng UMAC can be found at
http://ww. cs. ucdavi s. edu/ ~r ogaway/ unac/ .

2. Notation and Basic Operations

The specification of UMAC i nvol ves the mani pul ati on of both strings
and nunbers. String variables are denoted with an initial uppercase

| etter, whereas nuneric variables are denoted in all |owercase. The
al gorithms of UMAC are denoted in all uppercase letters. Sinple
functions, like those for string-length and string-xor, are witten
in all |owercase

Whenever a variable is followed by an underscore (" "), the
underscore is intended to denote a subscript, with the subscripted
expression evaluated to resolve the neaning of the variable. For
exanmple, if i=2, then M{2 * i} refers to the variable M 4.

2.1. CQOperations on strings
Messages to be hashed are viewed as strings of bits that get zero-
padded to an appropriate byte length. Once the nessage is padded,
all strings are viewed as strings of bytes. A "byte" is an 8-bit
string. The follow ng notation is used to mani pul ate these strings.

bytel ength(S): The length of string S in bytes.

bitlength(S): The length of string Sin bits.

zeroes(n): The string made of n zero-bytes.

S xor T: The string that is the bitw se exclusive-or of S
and T. Strings S and T al ways have the sane
| engt h.
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S and T:
Sli]:
S[i...j]l:
S|| T

zeropad(S, n):

UVAC March 2006

The string that is the bitw se conjunction of S
and T. Strings S and T al ways have the sane
| engt h.

The i-th byte of the string S (indices begin at
1).

The substring of S consisting of bytes i through
j-

The string S concatenated with string T.

The string S, padded with zero-bits to the
nearest positive nultiple of n bytes. Formally,
zeropad(S,n) =S || T, where T is the shortest
string of zero-bits (possibly enpty) so that S
|| T is non-enpty and 8n divides bitlength(S |
T).

2.2. (Operations on Integers

Standard notation is used for nost mathematical operations, such as
"*" for multiplication, "+" for addition and "nod" for nodul ar
| ess standard notations are defined here.

reduction. Sone
ani : The
ceil(x): The

prinme(n): The

integer a raised to the i-th power.

smal | est integer greater than or equal to x.

| argest prinme nunber |ess than 27n.

The prime nunbers used in UMAC are:

| 0x0000000F FFFFFFFB |

| 64 | 2764 - 59 | OxFFFFFFFF FFFFFFC5 |

| 128 | 27128 - 159 | OxFFFFFFFF FFFFFFFF FFFFFFFF FFFFFF61

+----- o e e e e oo o e m e e e e e e e e e e e e mo oo +
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2.3. String-lInteger Conversion Operations

Conversion between strings and integers is done using the foll ow ng
functions. Each function treats initial bits as nore significant
than | ater ones.

bit(S, n): Returns the integer 1 if the n-th bit of the string
Sis 1, otherwise returns the integer 0 (indices
begin at 1).

str2uint(S): The non-negative integer whose bhinary

representation is the string S. Mre formally, if
Sist bits long then str2uint(S) = 2~{t-1} *
bit(S, 1) + 2Mt-2} * bit(S,2) + ... + 2~{1} *
bit(S,t-1) + bit(S,t).

uint2str(n,i): The i-byte string S such that str2uint(S) = n.
2.4. Mathematical Operations on Strings
One of the primary operations in UMAC i s repeated application of
addition and multiplication on strings. The operations "+ 32",
"+ 64", and "*_64" are defined
"S + 32 T" as uint2str(str2uint(S) + str2uint(T) nod 2732, 4),
"S + 64 T" as uint2str(str2uint(S) + str2uint(T) nmod 2764, 8), and
"S* 64 T" as uint2str(str2uint(S) * str2uint(T) nod 2764, 8).

These operations correspond well with the addition and rmultiplication
operations that are perfornmed efficiently by nodern conmputers.

2.5. ENDI AN- SWAP: Adjusting Endian Orientation

Message data is read little-endian to speed tag generation on
little-endian conputers.

2.5.1. ENDI AN- SWAP Al gorithm

I nput :
S, string with Iength divisible by 4 bytes.
Qut put :
T, string S with each 4-byte word endi an-reversed.

Conpute T using the follow ng al gorithm
11

/1l Break S into 4-byte chunks
/1
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n = bytelength(S) / 4

Let S 1, S2, ..., Sn be strings of length 4 bytes
sothat S1 || S2|] ... || Sn=S

11

/1 Byte-reverse each chunk, and build-up T

11

T = <enpty string>

for i =1to n do
Let W1, W2, W3, W4 be bhytes

so that W1 || W2 || W3 || W4 =S

SReversed_i = W4 || W3 || W2 || W1
T=T]|| SReversed_i

end for

Return T

Key- and Pad-Derivation Functions

Pseudorandom bits are needed internally by UHASH and at the tine of
tag generation. The functions listed in this section use a bl ock
ci pher to generate these bits.

.1. Bl ock C pher Choice

UMAC uses the services of a block cipher. The selection of a block
ci pher defines the follow ng constants and functi ons.

BLOCKLEN The length, in bytes, of the plaintext block on
whi ch the bl ock ci pher operates.

KEYLEN The bl ock cipher’s key length, in bytes.

ENCI PHER( K, P) The application of the block cipher on P (a
string of BLOCKLEN bytes) using key K (a string
of KEYLEN byt es).

As an example, if AES is used with 16-byte keys, then BLOCKLEN woul d
equal 16 (because AES enpl oys 16-byte bl ocks), KEYLEN would equal 16,
and ENClI PHER woul d refer to the AES function.

Unl ess specified otherwise, AES with 128-bit keys shall be assuned to
be the chosen bl ock cipher for UMAC. Only if explicitly specified
otherw se, and agreed to by conmunicating parties, shall sone other

bl ock ci pher be used. 1In any case, BLOCKLEN nust be at |east 16 and
a power of two.

AES is defined in another document [1].
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3. 2.

3. 2.

3. 3.

Kr o

KDF: Key-Derivation Function

The key-derivation function generates pseudorandombits used to key
the hash functions.

1. KDF Algorithm

| nput :
K, string of |ength KEYLEN byt es.
i ndex, a non-negative integer |ess than 2764.
nunbytes, a non-negative integer |ess than 2764.
Qut put :
Y, string of |ength nunbytes bytes.

Conpute Y using the followi ng algorithm

/1

/1 Cal cul ate nunber of block cipher iterations
11

n = ceil (nunmbytes / BLOCKLEN)

Y = <enpty string>

/1

/1 Build Y using block cipher in a counter node

11

for i =1to n do
T = uint2str(index, BLOCKLEN-8) || uint2str(i, 8)
T = ENCI PHER(K, T)
Y=Y]|| T

end for

Y = Y[1...nunbytes]
Return Y
PDF: Pad-Derivation Function

This function takes a key and a nonce and returns a pseudorandom pad
for use in tag generation. A pad of length 4, 8, 12, or 16 bytes can
be generated. Notice that pads generated using nonces that differ
only in their last bit (when generating 8-byte pads) or last two bits
(when generating 4-byte pads) are derived fromthe sane bl ock cipher
encryption. This allows caching and sharing a single block cipher

i nvocation for sequential nonces.
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3.3.1. PDF Algorithm

I nput :
K, string of |ength KEYLEN byt es.
Nonce, string of length 1 to BLOCKLEN byt es.
taglen, the integer 4, 8, 12 or 16.
Qut put :
Y, string of length taglen bytes.

Conpute Y using the followi ng algorithm

11
/1 Extract and zero low bit(s) of Nonce if needed
I
if (taglen = 4 or taglen = 8)
i ndex = str2uint(Nonce) nod (BLOCKLEN tagl en)
Nonce = Nonce xor uint2str(index, bytel ength(Nonce))
end if

11

/1 Make Nonce BLOCKLEN bytes by appendi ng zeroes if needed
11

Nonce = Nonce || zeroes(BLOCKLEN - byt el engt h(Nonce))

11

/'l Generate subkey, encipher and extract indexed substring
/1

K = KDF(K, 0, KEYLEN)

T = ENCI PHER(K', Nonce)

if (taglen = 4 or taglen = 8)

Y = T[1 + (index*taglen) ... taglen + (index*taglen)]
el se

Y = T[1...tagl en]
end if
Return Y
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4. UMAC Tag Ceneration

Tag generation for UMAC proceeds by using UHASH (defined in the next
section) to hash the nessage, applying the PDF to the nonce, and
conmputing the xor of the resulting strings. The Iength of the pad
and hash can be either 4, 8, 12, or 16 bytes.

4.1. UMAC Al gorithm

I nput :
K, string of |ength KEYLEN byt es.
M string of length | ess than 2767 bits.
Nonce, string of length 1 to BLOCKLEN byt es.
taglen, the integer 4, 8, 12 or 16.

Cut put :
Tag, string of length taglen bytes.

Conpute Tag using the follow ng al gorithm

HashedMessage = UHASH(K, M tagl en)
Pad = PDF(K, Nonce, taglen)
Tag = Pad xor HashedMessage
Return Tag

4.2. UMAG 32, UMAC- 64, UMAC-96, and UMAC- 128

The preceding UMAC definition has a paraneter "taglen", which
specifies the length of tag generated by the algorithm The
followi ng aliases define nanes that nmake tag length explicit in the
nane.

UMAC- 32(K, M Nonce)
UVAC- 64(K, M Nonce) UMAC(K, M Nonce, 8)
UMAC-96(K, M Nonce) UMAC(K, M Nonce, 12)
UMAC- 128(K, M Nonce) = UVAC(K, M Nonce, 16)

UMAC(K, M Nonce, 4)

5. UHASH: Uni versal Hash Function

UHASH i s a keyed hash function, which takes as input a string of
arbitrary length, and produces a 4-, 8-, 12-, or 16-byte output.
UHASH does its work in three stages, or layers. A nessage is first
hashed by L1-HASH, its output is then hashed by L2-HASH, whose out put
is then hashed by L3-HASH. If the nessage being hashed is no | onger
than 1024 bytes, then L2-HASH i s skipped as an optim zation. Because
L3- HASH out puts a string whose length is only four bytes | ong,
multiple iterations of this three-layer hash are used if a tota
hash- out put | onger than four bytes is requested. To reduce nenory
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use, L1-HASH reuses nost of its key material between iterations. A
significant amount of internal key is required for UHASH, but it
remai ns constant so long as UMAC s key is unchanged. It is the

i npl ementer’s choice whether to generate the internal keys each tine
a nessage i s hashed, or to cache them between nmessages

Pl ease note that UHASH has certain conbinatoric properties making it
sui tabl e for Wegman-Carter nessage authentication. UHASH is not a
crypt ographi ¢ hash function and is not a suitable general replacenent
for functions |ike SHA-1.

UHASH i s presented here in a top-down manner. First, UHASH is
descri bed, then each of its conponent hashes is presented.

5.1. UHASH Al gorithm

I nput :
K, string of |ength KEYLEN bytes.
M string of length less than 2767 bits.
taglen, the integer 4, 8, 12 or 16.
CQut put :
Y, string of length taglen bytes.

Conmpute Y using the follow ng algorithm

11

/1l One internal iteration per 4 bytes of output

11

iters =taglen / 4

11

/1 Define total key needed for all iterations using KDF
/1l L1Key reuses nost key material between iterations.
11

L1Key = KDF(K, 1, 1024 + (iters - 1) * 16)

L2Key = KDF(K, 2, iters * 24)

L3Keyl = KDF(K, 3, iters * 64)

L3Key2 = KDF(K, 4, iters * 4)

11

/1 For each iteration, extract key and do three-layer hash
/1 1f bytelength(M <= 1024, then skip L2-HASH.

11

Y = <enpty string>

for i = 1toiters do
LlKey_ i = L1lKey [(i-1) * 16 + 1 ... (i-1) * 16 + 1024]
L2Key i = L2Key [(i-1) * 24 + 1 ... i * 24]
L3Keyl i = L3Keyl[(i-1) * 64 + 1 ... i * 64]
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L3Key2_i = L3Key2[(i-1) * 4 + 1 ... i * 4]

A = L1-HASH(L1Key i, M
if (bitlength(M <= bitlength(L1Key i)) then
B = zeroes(8) || A

el se
B = L2-HASH(L2Key i, A)
end if
C = L3-HASH(L3Keyl_ i, L3Key2_ i, B)
Y=Y]||] C
end for
Return Y

5.2. L1-HASH. First-Layer Hash

The first-1ayer hash breaks the nessage into 1024-byte chunks and
hashes each with a function called NH Concatenating the results
forns a string, which is up to 128 tines shorter than the original

5.2.1. L1-HASH Al gorithm

I nput :
K, string of length 1024 bytes.
M string of length less than 2767 bits.
CQut put :
Y, string of length (8 * ceil (bitlength(M/8192)) bytes.

Conpute Y using the followi ng algorithm

11
/1 Break Minto 1024 byte chunks (final chunk may be shorter)

/1

t = max(ceil (bitlength(M/8192), 1)

Let M1, M2, ..., Mt be strings so that M= M1 || M2 |] ... |
Mt, and bytelength(M.i) = 1024 for all 0 <i <'t.

/1

/'l For each chunk, except the |ast: endian-adjust, NH hash
/1 and add bit-length. Use results to build Y.
11
Len = uint2str (1024 * 8, 8)
Y = <enpty string>
for i =1tot-1do
ENDI AN- SWAP( M i )
Y=Y || (NHK M.i) +_64 Len)
end for
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11

/1 For the last chunk: pad to 32-byte boundary,

March 2006

endi an- adj ust,

/1 NH hash and add bit-length. Concatenate the result to Y.

/1

Len = uint2str(bitlength(Mt), 8)
Mt = zeropad(Mt, 32)

ENDI AN- SWAP( M t)

Y=Y || (NH(K Mt) +_64 Len)

return Y
5.2.2. NH Al gorithm
Because this routine is applied directly to every bit of input data,
optimzed inplementation of it yields great benefit.
I nput :
K, string of length 1024 bytes.
M string with length divisible by 32 bytes.
CQut put :
Y, string of length 8 bytes.
Conpute Y using the followi ng algorithm
11
/1 Break Mand K into 4-byte chunks
/1
t = bytelength(M / 4
Let M1, M2, ..., Mt be 4-byte strings
sothat M= M1 || M2 || ... || Mt.
Let K1, K2, ..., Kt be 4-byte strings
so that K1 || K2 |] ... || Kt is a prefix of K
I
/1 Perform NH hash on the chunks, pairing words for nmultiplication
/1 which are 4 apart to accommpdate vector-parallelism
11
= zeroes(8)
i =1
while (i <t) do
Y=Y +64 ((M{i+0} + 32 K{i+0}) *_64 (MJ{i+4} +_ 32 K {i+4}))
Y=Y+ 64 (M{i+1} + 32 K{i+1}) * 64 (M{i+5} + 32 K {i+5}))
Y=Y+ 64 ((M{i+2} + 32 K{i+2}) * 64 (M{i+6} + 32 K {i+6}))
Y=Y+ 64 ((M{i+3} + 32 K{i+3}) * 64 (MJ{i+7} + 32 K {i+7}))
i =i +8
end while
Return Y
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5.3. L2-HASH Second-Layer Hash

The second-| ayer rehashes the L1-HASH output using a pol ynom al hash
called PCLY. |If the L1-HASH output is long, then POLY is called once
on a prefix of the L1-HASH output and called using different settings
on the remainder. (This two-step hashing of the L1-HASH output is
needed only if the nmessage length is greater than 16 nmegabytes.)
Careful inplementation of PCOLY is necessary to avoid a possible
timng attack (see Section 6.6 for nore information).

5.3.1. L2-HASH Al gorithm

I nput :

K, string of length 24 bytes.

M string of length | ess than 2764 bytes.
Qut put :

Y, string of length 16 bytes.

Conpute y using the followi ng algorithm

/1

/1l Extract keys and restrict to special key-sets

11

Mask64 = uint2str(Ox01ffffffOLffffff, 8)

Mask128 = uint2str(OxO0LffffffOLffffffOLFfffffOLFfffff, 16)
k64 = str2uint (K 1...8] and Mask64)

k128 = str2uint (K[ 9...24] and Mask128)

11

[l If Mis no nore than 2717 bytes, hash under 64-bit prine,
/1 otherw se, hash first 2717 bytes under 64-bit prine and
/1 remai nder under 128-bit prinme.

/1
if (bytelength(M <= 2717) then [l 2714 64-bit words
11
/1l View Mas an array of 64-bit words, and use POLY nodul o
[l prime(64) (and with bound 2764 - 2732) to hash it.
/1
y = POLY(64, 2764 - 2732, k64, M
el se
M1 = M1...2"17]
M2 = M277 + 1 ... bytelength(M]
M2 = zeropad(M 2 || uint2str(0x80,1), 16)
y = POLY(64, 2764 - 2732, k64, M.1)
y = POLY(128, 27128 - 2796, k128, uint2str(y, 16) || M.2)
end if
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Y = uint2str(y, 16)
Return Y
5.3.2. POLY Algorithm

I nput :

wordbits, the integer 64 or 128.

maxwor dr ange, positive integer |ess than 2*wordbits.

k, integer in the range 0 ... prinme(wordbits) - 1.

M string with length divisible by (wordbits / 8) bytes.
Qut put :

y, integer in the range O ... prine(wordbits) - 1.

Conpute y using the followi ng algorithm

11

/1 Define constants used for fixing out-of-range words
11

wor dbytes = wordbits / 8

p = prinme(wordbits)

of fset = 2*wordhbits - p

marker = p - 1

11
/1 Break Minto chunks of |ength wordbytes bytes
/1
n = bytelength(M / wordbytes
Let M1, M2, ..., Mn be strings of |ength wordbytes bytes
sothat M= M1 || M2 || ... || Mn
I
/1 Each input word mis conpared with maxwordrange. |If not smaller
/1 then "marker’ and (m- offset), both in range, are hashed.
11
y =1
for i =1ton do
m= str2uint(M.i)
if (m>= maxwordrange) then
y = (k * y + marker) nod p
y =(k*y + (m- offset)) nod p
el se
y=(k*y+m nodp
end if
end for
Return vy
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5.4. L3-HASH Third-Layer Hash

The output fromL2-HASH is 16 bytes long. This final hash function
hashes the 16-byte string to a fixed | ength of 4 bytes.

5.4.1. L3-HASH Al gorithm

| nput :
K1, string of length 64 bytes.
K2, string of length 4 bytes.
M string of length 16 bytes.
Qut put :
Y, string of length 4 bytes.

Conpute Y using the followi ng algorithm

y =0
11
/1l Break Mand KL into 8 chunks and convert to integers
/1
for i =1to 8 do
Mi =M[(i - 1) *2+1...1i* 2]
Ki =K - 1) * 8 +1 i * 8]
mi = str2uint(M.i)
k i = str2uint(K.i) nod prime(36)
end for
/1
/'l 1 nner-product hash, extract last 32 bits and affine-translate
11
y =(ml1*k1+ ... +m8* k_8) nod prinme(36)
y =y nod 2732
Y = uint2str(y, 4)
Y = Y xor K2
Return Y
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6. Security Considerations

As a nessage authentication code specification, this entire docunent
is about security. Here we describe some security considerations
i mportant for the proper understandi ng and use of UMAC.

6.1. Resistance to Cryptanal ysis

The strength of UMAC depends on the strength of its underlying
cryptographic functions: the key-derivation function (KDF) and the
pad-derivation function (PDF). |In this specification, both
operations are inplenmented using a bl ock cipher, by default the
Advanced Encryption Standard (AES). However, the design of UMAC

all ows for the replacenent of these conponents. Indeed, it is

possi ble to use other block ciphers or other cryptographic objects,
such as (properly keyed) SHA-1 or HVAC for the realization of the KDF
or PDF.

The core of the UMAC design, the UHASH function, does not depend on
cryptographi c assunptions: its strength is specified by a purely
mat hemati cal property stated in terns of collision probability, and
this property is proven unconditionally [3, 6]. This neans the
strength of UHASH i s guaranteed regardl ess of advances in
crypt anal ysi s.

The analysis of UMAC [3, 6] shows this schene to have provable
security, in the sense of nodern cryptography, by way of tight
reductions. Wat this neans is that an adversarial attack on UVAC
that forges with probability that significantly exceeds the
established collision probability of UHASH will give rise to an
attack of conparable complexity. This attack will break the bl ock

ci pher, in the sense of distinguishing the block cipher froma famly
of random pernutations. This design approach essentially obviates
the need for cryptanal ysis on UVAC. cryptanal ytic efforts m ght as
wel | focus on the block cipher, the results inply.

6.2. Tag Lengths and Forging Probability

A MAC algorithmis used to authenticate nmessages between two parties
that share a secret MAC key K. An authentication tag is conputed for
a nmessage using K and, in some MAC al gorithns such as UVAC, a nonce
Messages transnmitted between parties are acconpanied by their tag
and, possibly, nonce. Breaking the MAC neans that the attacker is
able to generate, on its own, with no know edge of the key K, a new
message M (i.e., one not previously transmtted between the
legitimate parties) and to conpute on Ma correct authentication tag
under the key K This is called a forgery. Note that if the
authentication tag is specified to be of Iength t, then the attacker
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can trivially break the MAC with probability 1/2~t. For this, the
attacker can just generate any nessage of its choice and try a random
tag; obviously, the tag is correct with probability 1/2”t. By
repeat ed guesses, the attacker can increase linearly its probability
of success.

In the case of UMAC-64, for exanple, the above guessing-attack
strategy is close to optimal. An adversary can correctly guess an
8-byte UVAC tag with probability 1/2764 by sinply guessing a random
value. The results of [3, 6] show that no attack strategy can
produce a correct tag with probability better than 1/2760 if UMAC
were to use a random function in its work rather than AES. Anot her
result [2], when conbined with [3, 6], shows that so long as AES is
secure as a pseudorandom permutation, it can be used instead of a
random function without significantly increasing the 1/2"60 forging
probability, assum ng that no nore than 2764 nessages are

aut henticated. Likew se, 32-, 96-, and 128-bit tags cannot be forged
with nmore than 1/2730, 1/2790, and 1/27120 probability plus the
probability of a successful attack against AES as a pseudorandom
per rmut at i on.

AES has under gone extensive study and is assuned to be very secure as
a pseudorandom pernutation. |f we assune that no attacker with
feasi bl e conput ati onal power can distinguish random y-keyed AES from
a random y-chosen perrmutation with probability delta (nmore precisely,
delta is a function of the computational resources of the attacker
and of its ability to sanple the function), then we obtain that no
such attacker can forge UMAC with probability greater than 1/2730,

1/ 760, 1/2790, or 1/27120, plus 3*delta. Over N forgery attenpts,
forgery occurs with probability no nmore than N 2730, N 760, N 2790,
or N 27120, plus 3*delta. The value delta nmay exceed 1/2730, 1/2760,
1/2790, or 1/27120, in which case the probability of UVAC forging is
dom nated by a termrepresenting the security of AES

Wth UMAC, off-line conputation ained at exceeding the forging
probability is hopel ess as |long as the underlying cipher is not
broken. An attacker attenpting to forge UMAC tags will need to
interact with the entity that verifies message tags and try a |l arge
nunber of forgeries before one is likely to succeed. The system
architecture will determne the extent to which this is possible. 1In
a well-architected system there should not be any hi gh-bandw dth
capability for presenting forged MACs and deternmining if they are
valid. In particular, the nunber of authentication failures at the
verifying party should be limted. |If a |large nunber of such
attenpts are detected, the session key in use should be dropped and
the event be recorded in an audit | og.
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Let us reenphasize: a forging probability of 1/2760 does not mnean
that there is an attack that runs in 2760 tine; to the contrary, as

Il ong as the bl ock cipher in use is not broken there is no such attack
for UMAC. Instead, a 1/2760 forging probability nmeans that if an
attacker could have N forgery attenpts, then the attacker woul d have
no nore than N 27260 probability of getting one or nore of themright.

It should be pointed out that once an attenpted forgery is
successful, it is possible, in principle, that subsequent nessages
under this key nay be easily forged. This is inportant to understand
in gauging the severity of a successful forgery, even though no such
attack on UMAC is known to date.

In conclusion, 64-bit tags seem appropriate for many security
architectures and comrercial applications. |If one wants a nore
conservative option, at a cost of about 50% or 100% nore conputation,
UMAC can produce 96- or 128-bit tags that have basic collision

probabilities of at nobst 1/2790 and 1/27120. |If one needs |ess
security, with the benefit of about 50% | ess conputation, UMAC can
produce 32-bit tags. In this case, under the sane assunptions as

before, one cannot forge a nmessage with probability better than
1/2730. Special care nust be taken when using 32-bit tags because
1/2730 forgery probability is considered fairly high. Still, high-
speed | owsecurity authentication can be applied usefully on | ow
val ue data or rapidly-changi ng key environnents.

6. 3. Nonce Consi derati ons

UMAC requires a nonce with length in the range 1 to BLOCKLEN byt es.
Al'l nonces in an authentication session nust be equal in length. For
secure operation, no nonce value should be repeated within the life
of a single UVAC session key. There is no guarantee of nessage
authenticity when a nonce is repeated, and so nmessages acconpani ed by
a repeated nonce should be considered inauthentic.

To aut henticate nmessages over a dupl ex channel (where two parties
send nmessages to each other), a different key could be used for each
direction. |If the same key is used in both directions, then it is
crucial that all nonces be distinct. For exanple, one party can use
even nonces while the other party uses odd ones. The receiving party
must verify that the sender is using a nonce of the correct form

Thi s specification does not indicate how nonce val ues are created,

updat ed, or comuni cated between the entity producing a tag and the
entity verifying a tag. The follow ng are possibilities:
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1. The nonce is an 8-byte unsigned nunber, Counter, which is
initialized to zero, which is increnented by one follow ng the
generation of each authentication tag, and which is al ways
communi cated along with the nmessage and the authentication tag.
An error occurs at the sender if there is an attenpt to
aut henticate nore than 2764 nessages within a session.

2. The nonce is a BLOCKLEN-byte unsigned nunber, Counter, which is
initialized to zero and which is increnented by one followi ng the
generation of each authentication tag. The Counter is not
explicitly comunicated between the sender and receiver
Instead, the two are assumed to conmuni cate over a reliable
transport, and each maintains its own counter so as to keep track
of what the current nonce val ue is.

3. The nonce is a BLOCKLEN-byte random val ue. (Because repetitions
in arandomn-bit value are expected at around 2”°(n/2) trials,
t he nunmber of messages to be communicated in a session using
n-bit nonces should not be allowed to approach 27(n/2).)

We emphasi ze that the value of the nonce need not be kept secret.

When UMAC is used within a higher-level protocol, there may already
be a field, such as a sequence nunber, which can be co-opted so as to
specify the nonce needed by UVAC [5]. The application will then
specify how to construct the nonce fromthis already-existing field.

6.4. Replay Attacks

A replay attack entails the attacker repeating a nessage, nhonce, and
authentication tag. |In many applications, replay attacks may be

qui te damagi ng and nust be prevented. In UMAC, this would normally
be done at the receiver by having the receiver check that no nonce
value is used twice. On a reliable connection, when the nonce is a
counter, this is trivial. On an unreliable connection, when the
nonce is a counter, one would nornally cache sonme w ndow of recent
nonces. CQut-of-order nessage delivery in excess of what the w ndow
allows will result in rejecting otherwi se valid authentication tags.
We emphasize that it is up to the receiver when a given (nmessage,
nonce, tag) triple will be deened authentic. Certainly, the tag
should be valid for the nessage and nonce, as deternined by UMAC, but
the nmessage may still be deened inauthentic because the nonce is
detected to be a replay.
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6

6

5.

6

Tag-Prefix Verification

UVAC s definition nakes it possible to inplenent tag-prefix
verification; for exanple, a receiver mght verify only the 32-bit
prefix of a 64-bit tag if its conputational load is high. O a
receiver mght reject out-of-hand a 64-bit tag whose 32-bit prefix is
incorrect. Such practices are potentially dangerous and can lead to
attacks that reduce the security of the session to the length of the
verified prefix. A UMAC key (or session) nust have an associ ated and
imutable tag length and the inplenentation should not |eak
informati on that would reveal if a given proper prefix of atag is
valid or invalid.

Si de- Channel Attacks

Si de-channel attacks have the goal of subverting the security of a
cryptographic systemby exploiting its inplenmentation
characteristics. One comon side-channel attack is to nmeasure system
response tine and derive information regarding conditions net by the
data being processed. Such attacks are known as "timng attacks"

Di scussion of timng and ot her side-channel attacks is outside of
this docunment’s scope. However, we warn that there are places in the
UMAC al gorithmwhere timng informati on could be unintentionally

| eaked. In particular, the POLY algorithm (Section 5.3.2) tests

whet her a value mis out of a particular range, and the behavior of
the algorithmdiffers depending on the result. If timng attacks are
to be avoi ded, care should be taken to equalize the conputation tine
in both cases. Timng attacks can also occur for nore subtle
reasons, including caching effects.
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Appendi x. Test Vectors

Fol l owi ng are some sanpl e UVAC out puts over a collection of input

val ues, using AES with 16-byte keys. Let
K = "abcdef ghij kl mop" /1 A 16-byte UMAC key
N = "bcdefghi" /1 An 8-byte nonce

The tags generated by UMAC using key K and nonce N are:

Message 32-bit Tag 64-bit Tag 96-bit Tag

<enpt y> 113145FB 6E155FAD26900BE1 32FEDB100C79AD58F07FF764
a' * 3 3B91D102 44B5CB542F220104 185E4FE905CBA7BD85E4C2DC
a' * 2710 599B350B 26BF2F5D60118BD9 7A54ABE04AF82D60FB298C3C
a' * 2715 58DCF532 27F8EF643B0D118D 7B136BD911E4B734286EF2BE
a' * 2720 DB6364D1 A4477E87E9F55853 F8ACFA3AC31CFEEA047F7B11
a' * 2125 5109A660 2E2DBC36860A0A5F 72C6388BACE3ACEG6FBF062D9
"abc’ * 1 ABF3A3A0 D4D7B9F6BDAFBFCF 883C3D4B97A61976FFCF2323
"abc’ * 500 ABEB3C8B D4CF26DDEFD5CO1A 8824A260C53C66A36C9260A6

The first colum lists a small sanple of nmessages that are strings of
repeated ASCI| 'a' bytes or 'abc’ strings. The renmining colums
give in hexadecimal the tags generated when UMAC is called with the
correspondi ng nessage, nonce N and key K

When using key K and producing a 64-bit tag, the follow ng rel evant
keys are gener at ed:

Iteration 2

Iteration 1

NH (Section 5.2.2)

K 1 ACD79B4F CBDFECA2

K 2 6EDAODOE 964A710D

K 3 1625B603 AD7EDEAD

K_4 84F9FCO3 ALD3935E

K5 C6DFECA2 62EC8672

K_256 OBFOF56C 744C294F
L2- HASH (Section 5.3.1)

K64 0094BSDDO137BEF8  01036F4DO00E7E72
L3- HASH ( Section 5. 4. 1)

k_5 056533C3A8 0504BF4D4E
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k_6 07591E062E 0126E922FF
k 7 0C2D30F89D 030C0399E2
k_8 046786437C 04C1CB8FED
K2 2E79F461 A74C03AA
(Note that k 1 ... k 4 are not listed in this exanpl e because they

are nultiplied by zero in L3-HASH.)

When generating a 64-bit tag on input "’abc’ * 500", the follow ng
intermedi ate results are produced:

Iteration 1
L1- HASH E6096F94EDCA5CAC1BEDCDOE7 FDAA906
L2- HASH 0000000000000000A6C537D7986FA4AA
L3- HASH 05F86309

Iteration 2
L1- HASH 2665EAD321CFAE79C82F3B90261641E5
L2- HASH 00000000000000001D79EAF247B394BF
L3- HASH DF9AD858

Concatenating the two L3-HASH results produces a final UHASH result
of O5F86309DF9AD858. The pad generated for nonce Nis
D13745D4304F1842, whi ch when xor’ed with the L3-HASH result yields a
tag of DACF26DDEFD5CO1A.
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