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Abst r act

Thi s docunent reports the outcone of a workshop held by the Internet
Architecture Board (I AB) on the future of Internet nmessaging. The
wor kshop was held on 6 and 7 Cctober 2004 in Burlingane, CA, USA

The goal of the workshop was to exami ne the current state of

di fferent nessagi ng technol ogies on the Internet (including, but not
limted to, electronic nmail, instant nessagi ng, and voi ce nessagi ng),
to look at their comonalities and differences, and to find

engi neering, research, and architectural topics on which future work
could be done. This report sunmarizes the di scussions and
concl usi ons of the workshop and of the | AB.
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1.

I nt roducti on

Current email infrastructure is a mxture of facilities to acconplish
its task of end-to-end comrunications through a relay nesh. That

m xture has cone about as requirenents have changed over the years.

Di scussions recur over the years, often including conplaints that
some desired features of email (such as internationalization
efficient encoding of structured data, trusted communication) are
ill-served by the current infrastructure, or that some of the current
infrastructure seens to be adversely affected by current problens on
the Internet (nost recently including problens such as spam viruses,
and lack of security infrastructure). For nmany years, the daunting
task of revanping email infrastructure has been considered, with
justifiably little enthusiasmfor taking on such a task. However,
there has been some recent informal discussion on the kinds of things
that would be desirable in a "next generation" enmail.

At the same tinme, other nessaging infrastructures (including those
associ ated with "instant nessagi ng" and "web | ogging") are currently
bei ng depl oyed that appear to address many of the above desired
features and outstandi ng probl enms, while adding many features not
currently considered part of traditional email (like prior-consent-
based acceptance of nessages). However, each of these technol ogies
(at least in their current deploynent) seemto | ack sone of the
features conmonly associated with email (such as selective and
partial message delivery, queued nulti-hop relaying, offline nessage
managenent, and efficient non-textual content delivery).

The Internet Architecture Board (1 AB) believed that the tine was ripe
to exanine the current state of nessagi ng technol ogi es on the
Internet and to see if there are areas of work that can be taken on
to advance these technol ogies. Therefore, the I AB held a workshop on
I nternet messagi ng, taking some of the above issues as input, in
order to fornmulate sonme direction for future study of the area of
messagi ng.

The topic of messaging is broad, and the boundaries of what counts as
messagi ng are not always well-defined. Rather than Iimt thensel ves
to a phil osophical discussion of the nature of nessages, the workshop
participants adopted the attitude of "we know it when we see it" and
used as their primry exanples such well-established types of
messagi ng as email and instant nmessaging (IM, while also discussing
nmore "peripheral" types of messagi ng such as voi ce nessagi ng and
event notifications. (Message queuing systens with guaranteed
delivery and transactional integrity, such as those used in
enterprise workfl ow engi nes and sone "web services" architectures,
were operationally if not intentionally out of scope.) The

partici pants worked to di scover comon thenes that apply to all the
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types of messagi ng under consideration. Anong the thenmes identified
were the foll ow ng:

Aut hori zation of senders and recipients

Negoti ati on of nessagi ng paraneters

Consent nodel s and privacy

Identity hints, reputation, and key distribution
Cross-protocol unification of nessaging nodel s

Enabl i ng greater user control over nessagi ng

Transport issues (unreliable links, push/pull, etc.)
Message organi zation (e.g., conversations and threading)

OO0OO0OO0OO0OO0OO0OOo

Purposely mssing fromthe foregoing list is the topic of unsolicited
comrercial email or unsolicited bulk email (UCE or UBE, colloquially
known as "spant) and anal ogous conmuni cations in other messagi ng
environments such as instant nessaging ("spinm') and |Internet

tel ephony ("spit"). Wile this topic was an inpetus for the 1AB' s
hol di ng t he workshop, it was kept off the workshop agenda due to
concerns that it would crowd out discussion of other nessaging-

rel ated i ssues. The nore general topics of authorization and
identity were thought to be broad enough to cover the architectura

i ssues involved with spam w t hout devol ving into nore unproductive
di scussi ons.

Thi s docunent is structured so as to provide an overvi ew of the

di scussion flow as well as proposed recomrendati ons of the workshop
Section 3 summarizes the discussions that occurred during the

wor kshop on various topics or thenes, while Section 4 provides an
overvi ew of recomended research topics and protocol definition
efforts that resulted fromthe workshop. Section 5 provides sone
perspective on the security-related aspects of the topics discussed
during the workshop. Appendix B lists the pre-workshop topic papers
submitted by workshop partici pants as background for the workshop

di scussi ons.

2. Met hodol ogy

Prior to the workshop, brief topic papers were submtted to set the
context for the discussions to follow, a list of the papers and their
authors is provided in Appendix B of this docunent.

During the workshop itself, discussion centered on several topics or
thenes, as summarized in the followi ng sections. Naturally, it was
not possible in a two-day workshop to treat these topics in depth;
however, rough consensus was reached on the inportance of these
topics, if not always on the details of potential research prograns
and protocol standardization efforts that m ght address the issues
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3.

3.

raised. It is hoped that these sumaries will inspire work by
addi ti onal investigators.

The i n-workshop discussions quite naturally fell into three kinds of
"tracks": (1) possible engineering tasks to recommend to the | ESG and
ot her standardi zation groups, (2) "blue sky" research topics to
recommend to the | RTF and other researchers, and (3) genera
architectural or "framework" issues for consideration by both

engi neers and researchers alike. After a full-group discussion each
nmorning to identify possible topics for nore in-depth investigation,
participants self-selected for involvenent in one of three "break-
out" sessions. Toward the end of each day, the full groups
reconvened, gathered reports fromthe break-out discussion |eaders,
and attenpted to cone to consensus regarding | essons | earned and
recomendations for further research. The results of the two-day
wor kshop therefore consist of discussion issues and research/

engi neering recomendations related to the six topics described in
this report.

| ssues
1. Authorization

It is one thing for a sender to send a nessage, and another thing for
the intended recipient to accept it. The factors that |lead a

reci pient to accept a message include the identity of the sender,
previ ous experience with the sender, the existence of an ongoing
conversation between the parties, neta-data about the nessage (e.g.,
its subject or size), the nessage nedium(e.g., email vs. IM, and
tenporal or psychol ogical factors. Authorization or acceptance
appl i es nmost commonly at the |level of the nmessage or the level of the
sender, and occasionally also at other |evels (conversation thread,
medi um sender domain).

Traditionally, sender authorization has been handl ed by recipient-
defined block and allow lists (also called "blacklists" and
"whitelists"). Block lists are of limited value, given the ease of
gai ning or creating new nessaging identities (e.g., an email address
or IMaddress). Allow lists are much nore effective (since the |ist
of people you like or want to comrunicate with is snaller than the

| arge uni verse of people you don't), but they nake it difficult for a
sender to initiate comunication with a new or previously unknown
reci pient. The workshop participants di scussed several ways around
this problem including reputation systens and better ways for one
person to introduce another person to a third party (e.g., through
signed invitations).
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Reput ati on systens may be especially worthy of future research, since
they enmulate a pattern that is famliar fromreal life. (It may also
be val uable to distinguish between (1) reputation as the reactive
assessnent of a sender created by one or nore recipients based on
message history and (2) accreditation as a proactive assessnent
provided by trusted third parties.) Reputation m ght be based on
summ ng an individual’s "scores" provided by recipients on the
network. (Naturally, the nmore inportant reputation becones, the nore
bad actors mght attenpt to sabotage any given reputation system so
that a distributed as opposed to centralized system m ght be nore
desirable.) The actions taken by any given recipient based on the
sender’s reputation woul d not necessarily be limted to a sinple

al | ow deny deci sion; nore subtle actions mght include placing
messages fromindividuals with | ower reputation scores into separate
i nboxes or redirecting themto other nedia (e.g., fromIMto email).

3.2. Miltiple Conmunication Channels

It is a fact of life that many people use nultiple fornms of nessaging
channel s: phone, email, IM pager, and so on. Unfortunately, this
can make it difficult for a sender or initiator to know the best way
to contact a recipient at any given tinme. One nodel is for the
initiator to guess, for exanple, by first sending an email nessage
and then escalating to pager or tel ephone if necessary; this may
result in delivery of redundant nmessages to the recipient. A second
model is for the recipient to publish updated contact information on
a regul ar basis, perhaps as one aspect of his or her presence; this
m ght enable the initiator to determ ne beforehand which contact

medi umis nost appropriate. A third nodel is for the recipient to
use some kind of "unifier" service that enables intelligent routing
of messages or notifications to the recipient based on a set of
delivery rules (e.g., "notify nme via pager if | receive a voi cemai
message frommy boss after 17:00").

The workshop participants did not think it necessary to choose

bet ween these nodels, but did identify several issues that are
relevant in unifying or at |east coordinating comruni cati on across
mul ti pl e messagi ng channel s:

0 Wil e suppression of duplicate nessages coul d be enabl ed by
setting sonething like a "seen" flag on copies received via
different nmessaging nmedia, in general the correlation of multi-
channel, multi-message exchanges is not well supported by existing
st andar ds.

0 A recipient could comunicate his or her best contact mechanismto
the initiator by explicitly granting perm ssion to the initiator,
per haps by neans of a kind of "authorization token"
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o It my be worthwhile to define frameworks or protocols for
reci pi ent-defined delivery rules. Currently, routing decisions
tend to be nmade nostly by the sender through the choice of a
messagi ng channel, but in the future the recipient my play a
| arger role in such decisions

o The |l ogic behind contact publication needs to be explored, for
exanpl e, whether it is an aspect of or extension to presence and
whet her contact addresses for one nedium are best obtai ned by
communi cating in a different medium ("ermail me to get my nobile
nunber").

A multiplicity of delivery channels also nakes it nmore conplex for a
senders to establish a "reliable" relationship with a recipient.
Fromthe sender’s point of view, it is not obvious that a recipient
on one channel is the sanme recipient on another channel. How these
recipient "identities" are tied together is an open question

Anot her area for investigation is that of recipient capabilities.
When t he sender does not have capability information, the nbst conmon
result is downgrading to a | omest conmon denom nator of

communi cati on, which seriously underutilizes the capabilities of the
entire system Previous standards efforts (e.g., LDAP, Rescap,

vCard, Conneg) have attenpted to address parts of the capability
puzzle, but w thout great success.

The exi sting depl oynent nodel uses several out-of-band mechani sns for
est abl i shing comruni cations in the absence of programmtic
capabilities information. Many of these mechani sns are based on
direct human interaction and social policies, which in many cases are
quite efficient and nore appropriate than any protocol -based neans.
However, a programmatic neans for establishing comuni cati ons between
"arms | ength" parties (e.g., business-to-business and busi ness-to-
custoner rel ationships) mght be very benefici al

Any di scussion of relationships inevitably |eads to a di scussion of
trust (e.g., "fromwhat kinds of entities do | want to receive
messages?"). While this is a large topic, the group did discuss
several ideas that m ght nake it easier to broker comunications
within different relationships, including:

0 Wiitelisting is the explicit definition of a relationship fromthe
recipient’s point of view, consisting of a list of senders with
whom a recipient is willing to engage in conversation. Wile
allow lists can be a workable solution, they are a relatively
static authorization schene.
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3. 3.

Res

0 Token-based authorization enables the recipient to define a one-
time or limted-time relationship with a sender. The issuer
possesses a token that grants a limted-time right to comunicate
with the recipient. This is a nore dynam ¢ authorization schene.

0 Rul e-based authorization involves an al gorithnic assessnent of the
viability of a relationship based on a wide set of criteria. This
is a nore general authorization scheme that can incorporate both
allow lists and tokens, plus additional evaluation criteria such
as nmessage characterization and i ssuer characterization

Negoti ati on

In the area of negotiation, the workshop participants focused mainly
on the process by which a set of participants agree on the media and
paraneters by which they will comunicate. (One example of the end
result of such a "rendezvous" negotiation is a group of coll eagues
who agree to hold a voice conference, with a textual "groupchat" as a
secondary communi cati ons channel.) |In order to enable cross-nedia
negotiation, it may be necessary to establish a bridge between
various identities. For exanple, the negotiation nay occur via
emai |, but the conmunication may occur via phone, and in order to
aut hori ze participants the conference software needs to know their
phone nunbers, not their emmil addresses. Furthernore, the
paraneters to be negotiated nay include a wide variety of aspects,

i ncl udi ng:

0 Prerequisites for the conmmunication (e.g., distribution of a
"backgrounder" docunent).

o Wo will initiate the communi cation

Who will participate in the communi cation

The primary "venue" (e.g., a tel ephone nunber that al

participants will call).

One or nore secondary venues (e.g., a chatroom address).

Backup plans if the primary or secondary venue is not avail able.

The topic or topics for the discussion

The identities of adnministrators or noderators.

Whet her or not the discussion will be | ogged or recorded.

Schedul ing of the event, including recurrence (e.g., different

i nstances may have different venues or other details).

[e}Ne]

OO0OO0OO0OO0OO0o

I ndeed, in sone contexts it mght even be desirable to negotiate or
re-negotiate paraneters after communi cati on has al ready begun (e.g.,
to invite new participants or change key paraneters such as | ogging).
Wil e the workshop participants recogni zed that in-depth negotiation
of a full set of paraneters is likely to be unnecessary in many

cl asses of comunication, parts of a generalized framework or
protocol for the negotiation of multiparty comunication m ght prove
useful in a wi de range of applications and contexts.
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3. 4.

3. 5.

Res

User Control

A common perception anong "power users" (and, increasingly, average
users) on the Internet is that nessaging is not sufficiently under
their control. This is not nerely a natter of unsolicited

communi cations, but also of managing multiple nessaging nmedia and
handl i ng the sheer vol ume of messages received fromfaniliar and
unfam liar senders alike. Currently, individuals attenpt to cope
usi ng various personal techniques and ad hoc software tools, but
there may be an opportunity to provide nore progranmati c support
within Internet protocols and technol ogi es.

One area of investigation is nmessage filtering. Based on certain
information -- the identity of the sender and/or recipient(s), the
sender’s reputation, the nessage thread or conversational context,
message headers, nessage content (e.g., the presence of attachnents),
and environnental factors such as tinme of day or personal nood -- a
user or agent may decide to take one of a wide variety actions with
regard to a nessage (bounce, ignore, forward, file, replicate,
archive, accept, notify, etc.). Wile it is an open question how
much formalization woul d be necessary or even helpful in this
process, the workgroup participants identified several areas of
possi bl e investigation

0 Cross-nedia threads and conversations -- it may be helpful to
determ ne ways to tag nessages as belonging to a particular thread
or conversation across media (e.g., a forum discussion that
mgrates to email or IM, either during or after a nessage
exchange.

0 Comuni cation hierarchies -- while nuch of the focus is on
messages, often a nmessage does not stand al one but exists in the
context of higher-level constructs such as a thread (i.e., a
coherent or ordered set of nessages within a nedium, a
conversation (i.e., a set of threads that may cross nedia), or an
activity (a set of conversations and related resources, such as
docunent s) .

o0 Control protocols -- the workgroup participants left as an open
question whether there may be a need for a cross-service control
protocol for use in nanagi ng comruni cati ons across nessagi ng
medi a.

Message Transport

Di fferent nessaging nedia use different underlying transports. For

i nstance, sone nessagi ng systens are nore tolerant of slow links or

| ossy links, while others may depend on | ess |oss-tol erant transport
mechani sns. Integrating nedia that have different transport profiles
can be difficult. For one, assuming that the same addressing
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endpoi nt represents the sane entity over time nmay not be warranted
(it is possible that further work in identifying, addressing, and

di scovering endpoints nmay be appropriate, even at the URl level). It
is also possible that the sane endpoint or entity could be avail able
via different transport nechanisns at different tines, or even
available via nultiple transports at the sane tine. The process of
choosi ng an appropriate transport mechani smwhen there are nultiple
pat hs introduces addressing issues that have not yet been dealt with
in Internet protocol devel opnent (possible heuristics might include
predictive routing, opportunistic routing, and schedul ed routing).
For links that can be unreliable, there may be value in being able to
gracefully restart the link after any given failure, possibly by
switching to a different transport nechani sm

Anot her issue that arises in cross-nedia and cross-transport
integration is synchronization of references. This applies to
particul ar nmessages but might also apply to nmessage fragnents. It
may be desirable for sone nmessage fragnents, such as large ancillary
data, to be transported separately fromothers, for exanple small
essential text data. Message fragnments m ght al so be forwarded,
replicated, archived, etc., separately fromother parts of a nessage
One factor relevant to synchroni zation across transports is that sone
messagi ng nedi a are push-oriented (e.g., IM whereas others are
generally pull-oriented (e.g., enmail); when content is pushed to a
recipient in one nmediumbefore it has been pulled by the recipient in
another medium it is possible for content references to get out of
sync.

I f message fragnents can be transported over different nedia,
possibly arriving at separate tinmes or through separate paths, the

i ssue of package security becones a serious one. Traditionally,
messages are secured by encrypting the entire package at the head end
and then decrypting it on the receiving end. However, if we want to
all ow transports to fragnent nessages based upon the nedia types of
the parts, that approach will not be feasible.

3.6. ldentity Hints and Key Distribution

VWiile it is wdely recognized that both nmessage encryption and

aut hentication of conversation partners are highly desirable, the
consensus of the workshop participants was that current business and
i npl erentation nodels in part discourage depl oynent of existing
solutions. For exanple, it is often hard to get new root
certificates installed in clients, certificates are (or are perceived
to be) difficult or expensive to obtain, one-click or zero-click
service enrollnment is a worthy but seenmingly unreachabl e goal, and
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4.

4.

once one has created a public/private key pair and certified the
public key, it is less than obvious how to distribute that
certificate or discover other people’ s certificates.

One factor that nmay nake wi despread nessage encryption nore feasible
is that email, instant nessaging, and Internet tel ephony have quite
simlar trust nodels. Yet the definition of conmmunication differs
quite a bit between these technologies: in email "the nessage is the
thing", and it is a discrete object inits own right; in tel ephony
the focus is on the real-tinme flow of a conversation or session

rat her than di screte nessages; and | Mseens to hold a nediate
position since it is centered on the rapid, back-and-forth exchange
of text nmessages (which can be seen as messagi ng sessions).

Anot her conplicating factor is the wide range of contexts in which
messagi ng technol ogi es are used: everything from casual conversations
in public chatroons and soci al networking applications, through
communi cati ons between businesses and custoners, to nmission-critica
busi ness-t o-busi ness applications such as supply chai n managenent.

Di fferent audi ences may have different needs with regard to nessagi ng
security and identity verification, resulting in varying demand for
services such as trusted third parties and webs of trust.

In the context of comunication technologies, identity hints --
shared know edge, conversational styles, voice tone, nmessagi ng
patterns, vocabulary, and the like -- can often provide nore usefu
informati on than key fingerprints, digital signatures, and other
electronic artifacts, which are distant fromthe experience of nost
end users. To date, the checking of such identity hints is intuitive
rat her than programmti c.

Recomendat i ons
1. Authorization

The one clearly desired engineering project that cane out of the

aut hori zation di scussion was a distributed reputation service. It
was agreed that whatever el se needed to be done in regard to

aut hori zati on of nessages, at sone point the recipient of the nmessage
woul d want to be able to check the reputation of the sender of the
message. This is especially useful in the case of senders with whom
the recipient has no prior experience; i.e., using a reputation
service as a way to get an "introduction to a stranger". There was
clearly a need for this reputation service to be decentrali zed;
though a single centralized reputation service can be useful in sone
contexts, it does not scale to an Internet-w de service.

Resni ck & Saint-Andre I nf or mat i onal [ Page 11]



RFC 4417 | AB Messagi ng Wor kshop February 2006

Two potential research topics in authorization were discussed.

First, a good deal of discussion centered around the use of
whitelists and bl acklists in authorization decision, but it was

t hought that research was necessary to exam ne the relative

useful ness of each of the approaches fully. It was clear to the
participants that blacklists can weed out known non-authorized
senders, but do not stop "aggressive" unwanted senders because of the
ease of sinply obtaining a new identity. Whitelists can be usefu

for limting nessages to only those known to the recipient, but would
require the use of sonme sort of introduction service in order to

al l ow for nessages from unknown parties. Participants also thought
that there might be useful architectural work done in this area

The other potential research area was in recipient responses to

aut hori zati on decisions. Upon making an authorization decision,

reci pients have to do two things: First, obviously the recipient nust
di spatch the nessage in sonme way either to deliver it or to deny it.

But that decision will also have side effects back into the next set

of authorization decisions the recipient nay nake. The decision may
feed back into the reputation system either "lauding" or "censuring"
the sender of the nessage.

4.2. Miltiple Conmunication Channels

Several interesting and potentially useful ideas were discussed
during the session, which the participants worked to transforminto
research or engineering tasks, as appropriate.

In the area of contact information managenent, the workshop
participants identified a possible engineering task to define a
service that publishes contact information such as availability,
capabilities, channel addresses (routing information), preferences,
and policies. Wile aspects of this work have been attenpted
previously within the ETF (with varying degrees of success), there
remai n nmany potential benefits with regard to nanagi ng busi ness-to-
busi ness and busi ness-to-customer rel ationships.

The probl em of suppressing redundant nessages i s becom ng nore
important as the use of multiple nessagi ng channels becones the rule
for nobst Internet users, and as users becone accustonmed to receiving
notifications in one channel of comunications received in another
channel. Unfortunately, there are essentially no standards for
cross-referencing and |inking of messages across channel s; standards
work in this area may be appropriate.
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Anot her possi bl e engineering task is defining a standardized
representation for the definition and application of recipient
message processing rules. Such an effort woul d extend existing work
on the Sieve |anguage within the IETF to incorporate sone of the
concepts di scussed above.

Di scussi on of token-based authorization focused on the concept of
defining a neans for establishing time-limted or usage-limted

rel ati onshi ps for exchangi ng messages. The work would attenpt to
define the identity, generation, and use of tokens for authorization
purposes. Most likely this is nore of a research topic than an

engi neering topic.

Work on recipient rules processing and token-based authentication may
be related at a higher |evel of abstraction (we can call it
"recipient authorization processing”). Wen conbined with insights
into authorization (see Sections 3.1 and 4.1), this may be an
appropriate topic for further research.

4.3. Negotiation

Di scussion in the area of negotiation resulted nostly in research-
oriented output. The session felt that participants in a
conversation woul d require sone sort of rendezvous mechani sm during
whi ch the parameters of the conversation would be negotiated. To
facilitate this, a "conversation identifier" would be needed so that
participants could identify the conversation that they w shed to
participate in. In addition, there are at |east five dinensions

al ong which a conversation negotiation nmay occur

The participants in the conversation

The topic for the conversation

The scheduling and priority paranmeters

The mechani sm used for the conversation
The capabilities of the participants

The | ogi stical details of the conversation

OO0OO0OOo00Oo

Research into how to communi cate these different parameters nmay prove
useful, as may research into the rel ationship between the concepts of
negoti ati on, rendezvous, and conversation

4.4, User Control

A clear architectural topic to come out of the user contro

di scussi on was work on activities, conversations, and threads. In
the course of the discussion, the user’'s ability to organi ze nessages
into threads becane a focus. The participants got sone start on
defining threads as a sem -ordered set of nessages, a conversation as
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a set of threads, and an activity as a collection of conversations
and rel ated resources. The discussion expanded the traditiona

notion of a thread as an ordered tree of nessages. Conversations can
coll ect together threads and have them be cross-nedia. Messages can
potentially belong to nore than one thread. Threads thensel ves m ght
have subthreads. Al of these topics require an architectura
overview to be brought into focus.

There is also engineering work that is already at a sufficient |eve
of maturity to be undertaken on threads. Though there is certainly
sonme sinple threading work being done now with nessaging, it is
pretty much useful only for a unidirectional tree of nmessages in a
singl e context. Engineering work needs to be done on identifiers
that could used in threads that cross media. Additionally, there is
likely work to be done for nmessages that may not be strictly ordered
in a thread.

The topics of "control panels" and automated introductions were
deenmed appropriate for further research

4.5. Message Transport

A central research topic that canme out of the transport session was
that of multiple transports. It was felt that nuch research could be
done on the idea of transporting pieces of nessages over separate
transport media in order to get the nmessage to its final destination
Especially in sonme high-Iatency, |ow bandw dth environnments, the
ability to run parallel transports with different parts of nessages
could be extrenely advantageous. The hard work in this area is
re-associating all of the pieces in a timely manner, and identifying
the single destination of the message when addressing will involve
mul tiple nmedia.

A common thene that arose in several of the discussions (including
user control and nessage unification), but that figured prom nently
in the transport discussion, was a need for sone sort of identifier
In the transport case, identifiers are necessary on two |evels.
Identifiers are needed to mark the endpoints in nmessage transport.

As described in the discussion, there are nany cases where a nessage
coul d reasonably be delivered to different entities that m ght al
correspond to a single person. Sone sort of identifier to indicate
the target person of the nessage, as well as identifiers for the
different endpoints, are all required in order to get any traction in
this area. In addition, identifiers are also required for the
messages being transported, as well as their component parts.
Certainly, the idea of transporting different parts of a nmessage over
different nmechanisns requires the identification of the containing
message so that re-assenbly can occur at the receiving end. However,
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identifying the entire package is al so necessary for those cases
where duplicate copies of a message m ght be sent using two different
mechani sms: The receiving end needs to find out that it has already
received a copy of the nessage through one nmechani smand identify
that another copy of the nessage is sinply a duplicate.

Wor kshop participants felt that, at the very least, a standard
identifier syntax was a reasonabl e engineering work itemthat could
be tackl ed. Though there exist some identifier mechanisnms in current
messagi ng protocols, none were designed to be used reliably across
different transport environnents or in multiple contexts. There is
al ready a reasonabl e anbunt of engineering work done in the area of
uniformresource identifiers (URI) that participants felt could be

| everaged. Syntax would be required for identifiers of nessages and
their conponents as well as for identifiers of endpoint entities.

Work on the general problemof identifier use nmight have sone
tractabl e engi neering aspects, especially in the area of nessage part
identifiers, but workshop participants felt that nore of the work was
ripe for research. The ability to identify endpoints as belonging to
a single recipient, and to be able to distribute identifiers of those
endpoints with informati on about delivery preferences, is certainly
an area where research could be fruitful. Additionally, it would be
worthwhile to explore the collection of identified message conponents
transported through different media, while delivering to the correct
end-recipient with duplicate removal and re-assenbly.

Package security was seen as an area for research. As described in
Section 3.5, the possibility that different conponents of nessages

m ght travel over different nedia and need to be re-assenbled at the
reci pi ent end breaks certain end-to-end security assunptions that are
currently made. Participants felt that a worthwhile research goa
woul d be to exam ne security nechanisns that could be used for such
mul ti - conponent nessages without sacrificing desirable security
features.

Finally, a nore architectural topic was that of restartability. Mbst
current message transports, in the face of links with reliability
probl enms, will cancel and restart the transport of a nmessage fromthe
begi nning. Though sone nechani snms do exist for restart m d-session,
they are not widely inplenented, and they certainly can rarely be
used across protocol boundaries. Sone architectural gui dance on
restart mechani sms woul d be a useful addition.
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4.6. ldentity Hints and Key Distribution

It woul d be hel pful to devel op Internet-w de services to publish and
retrieve keying material. One possible solution is to build such a
service into Secure DNS, perhaps as an engineering itemin an

exi sting working group. However, care is needed since that would
significantly increase the size and scope of DNS. A nore research-
ori ented approach would be to investigate the feasibility of building
Internet-w de key distribution services outside of DNS. In doing so,
it is inportant to keep in mind that the problemof distribution is
separate fromthe problemof enrollnent, and that nanme subordination
(control over what entities are allowed to create sub-domains)
remai ns necessary.

Research may be needed to define the different audi ences for nessage
security. For exanple, users of consuner-oriented nessagi ng services
on the open Internet may not generally be willing or able to instal
new trusted roots in nmessaging client software, which nay hanper the
use of security technol ogi es between busi nesses and custoners. By
contrast, within a single organization it may be possible to depl oy
new trusted roots nore widely, since (theoretically) all of the
organi zation's conputing infrastructure is under the centralized
control

In defining security frameworks for nessaging, it would be helpful to
specify nore clearly the simlarities and differences anong vari ous
messagi ng technol ogies with regard to trust nodels and messagi ng

met aphors (e.g., stand-al one nessages in enmil, discrete
conversations in tel ephony, nmessaging sessions in instant nessaging).
The inplications of these trust nodel s and nessagi ng netaphors for
conmuni cations security have not been wi dely expl ored.

5. Security Considerations

Security is discussed in several sections of this docunent,
especially Sections 3.5, 3.6, 4.5, and 4.6.
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Appendi x B. Pre-Wrkshop Papers
The topic papers circul ated before the workshop were as foll ows:
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Col | aborative Authoring (Lisa Dusseault)
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Ext ended Messagi ng Servi ces (Dave Crocker)

Group Messagi ng (Peter Saint-Andre)

Identity and Reputation (John Levine)

I nstant Messagi ng and Presence |ssues in Messaging (Ben Campbell)
Large Email Environments (Eric Al man)

Mai | / News/ Bl og Convergence (Larry Greenfield)

Messagi ng and Spam (Cul | en Jenni ngs)

Messagi ng Met aphors (Ted Hardie)

MUA/ MDA, MUA/ MSA, and MJA/ Message- Store Interaction (Mark Crispin)
Presence for Consent-Based Messagi ng (Jon Peterson)

Ri ch Payl oads (Steve Hol e)

Session-Oi ented Messagi ng (Rohan Mahy)

Spam Expectati ons for Mbile Devices (G eg Vaudreuil)
Comuni cation in Difficult-to-Reach Networks (Kevin Fall)
St ore- and- Forward Needs for | M (H sham Khart abil)

Syndi cati on (Paul Hoffman)

Transport Security (Al exey Mel nikov)

Vol P Peering and Messagi ng (Jonat han Rosenberg)

Webnmai |, MVB, and Mobile Email (Randy Gell ens)
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