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Abstract

Thi s docunent defines two new Session Initiation Protocol (SIP)
header fields for comunicating resource priority, namely,
"Resource-Priority" and "Accept-Resource-Priority". The
"Resource-Priority" header field can influence the behavior of SIP
user agents (such as tel ephone gateways and | P tel ephones) and SIP
proxies. It does not directly influence the forwardi ng behavi or of
I P routers
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1. Introduction

Duri ng energenci es, comunications resources (including tel ephone
circuits, |IP bandw dth, and gat eways between the circuit-sw tched and
| P networks) nay becone congested. Congestion can occur due to heavy
usage, |oss of resources caused by the natural or man-nade disaster,
and attacks on the network during nan-nade energencies. This
congestion may maeke it difficult for persons charged w th emergency
assi stance, recovery, or law enforcement to coordinate their efforts.
As | P networks becone part of converged or hybrid networks, along
with public and private circuit-switched (tel ephone) networks, it
becones necessary to ensure that these networks can assist during
such energenci es

Al so, users may want to interrupt their lower-priority comunications
activities and dedicate their end-systemresources to the high-
priority comunications attenpt if a high-priority comunications
request arrives at their end system

There are many | P-based services that can assist during emergencies.
This menmo only covers real -time comuni cations applications involving
the Session Initiation Protocol (SIP) [RFC3261], including voice-
over-1P, nmultinedia conferencing, instant nessagi ng, and presence.

SI P applications may involve at |east five different resources that
may become scarce and congested during emergencies. These resources
i ncl ude gateway resources, circuit-switched network resources, |IP
net wor k resources, receiving end-systemresources, and SIP proxy
resources. |P network resources are beyond the scope of SIP
signaling and are therefore not considered here.

Even if the resources at the SIP elenent itself are not scarce, a SIP
gateway may mark outgoing calls with an indication of priority, e.g.,
on an I SUP (1 SDN User Part) IAM (Initial Address Message) originated

by a SIP gateway with the Public Sw tched Tel ephone Network (PSTN).

In order to inprove enmergency response, it may become necessary to
prioritize access to SIP-signal ed resources during periods of
energency-i nduced resource scarcity. W call this "resource
prioritization". The nechanismitself may well be in place at all
times, but nmay only materially affect call handling during tines of
resource scarcity.

Currently, SIP does not include a nmechanismthat allows a request
originator to indicate to a SIP elenent that it wi shes the request to
i nvoke such resource prioritization. To address this need, this
docunent adds a SIP protocol elenent that |abels certain SIP
requests.
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Thi s docunent defines (Section 3) two new SIP header fields for
communi cati ons resource priority, called 'Resource-Priority’ and
"Accept - Resource-Priority’. The 'Resource-Priority’ header field MAY
be used by SIP user agents, including Public Switched Tel ephone

Net work (PSTN) gateways and term nals, and SIP proxy servers to

i nfluence their treatment of SIP requests, including the priority
afforded to PSTN calls. For PSTN gateways, the behavior translates

i nto anal ogous schenes in the PSTN, for exanple, the ITU
Recomendation Q 735.3 [Q 735.3] prioritization mechanism in both
the PSTN-to-IP and | P-to-PSTN directions. |TU Recommendation |.255.3
[1.255.3] is another exanpl e.

A SIP request with a 'Resource-Priority’ indication can be treated
differently in these situations:

1. The request can be given elevated priority for access to PSTN
gateway resources, such as trunk circuits.

2. The request can interrupt lower-priority requests at a user
term nal, such as an | P phone.

3. The request can carry information fromone nmulti-level priority
domain in the tel ephone network (e.g., using the facilities of
Q 735.3 [Q735.3]) to another, without the SIP proxies thensel ves
i nspecting or nodifying the header field.

4. 1n SIP proxies and back-to-back user agents, requests of higher
priorities may displace existing signaling requests or bypass
PSTN gateway capacity limts in effect for lower priorities.

This header field is related to, but differs in semantics from the
"Priority’ header field ([ RFC3261], Section 20.26). The 'Priority’
header field describes the inportance that the SIP request should
have for the receiving human or its agent. For exanple, that header
may be factored into decisions about call routing to nobile devices
and assi stants and about call acceptance when the call destination is
busy. The 'Priority’ header field does not affect the usage of PSTN
gateway or proxy resources, for exanple. |In addition, any User Agent
Client (UAC) can assert any 'Priority’ value, and usage of ’Resource-
Priority' header field values is subject to authorization.

Wi le the 'Resource-Priority’ header field does not directly

i nfluence the forwardi ng behavior of IP routers or the use of
communi cati ons resources such as packet forwarding priority,
procedures for using this header field to cause such influence nmay be
defined in other docunents.
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Exi sting inplenmentations of RFC 3261 that do not participate in the
resource priority mechanismfollow the normal rules of RFC 3261
Section 8.2.2: "If a UAS does not understand a header field in a
request (that is, the header field is not defined in this
specification or in any supported extension), the server MJST ignore
that header field and continue processing the nessage". Thus, the
use of this mechanismis wholly invisible to existing inplenentations
unl ess the request includes the Require header field with the
resource-priority option tag.

The nechani sm descri bed here can be used for emergency preparedness
in energency tel ecormunications systens, but is only a small part of
an energency preparedness network and is not restricted to such use.

The nmechanismainms to satisfy the requirements in [RFC3487]. It is
structured so that it works in all SIP and Real -Ti ne Transport
Protocol (RTP) [ RFC3550] transparent networks, defined in [ RFC3487].
In such networks, all network elenments and SIP proxies let valid SIP
requests pass through unchanged. This is inportant since it is
likely that this nechanismw |l often be depl oyed i n networks where
the edge networks are unaware of the resource priority nmechani smand
provi de no special privileges to such requests. The request then
reaches a PSTN gateway or set of SIP elenents that are aware of the
mechani sm

For conci seness, we refer to SIP proxies and user agents (UAs) that
act on the 'Resource-Priority’ header field as RP actors.

It is likely to be conmon that the same SIP elenent will handle
requests that bear the 'Resource-Priority’ header fields and those
that do not.

CGovernnent entities and standardi zati on bodi es have devel oped severa
different priority schenmes for their networks. Users would like to
be able to obtain authorized priority handling in several of these
net wor ks, without changing SIP clients. Al so, a single call may
traverse SIP elenents that are run by different adm nistrations and
subject to different priority nechanisns. Since there is no gl oba
ordering anmong those priorities, we allow each request to contain
nore than one priority value drawmn fromthese different priority
lists, called a namespace in this docunent. Typically, each SIP

el ement only supports one such nanmespace, but we di scuss what happens
if an el ement needs to support nultiple namespaces in Section 8.

Since gaining prioritized access to resources offers opportunities to
deny service to others, it is expected that all such prioritized
calls are subject to authentication and authorization, using standard
SI P security (Section 11) or other appropriate nechani sns.
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The remai nder of this docunent is structured as follows. After
defining ternmnology in Section 2, we define the syntax for the two
new SI P header fields in Section 3 and then describe protocol

behavior in Section 4. The two principal nechanisns for
differentiated treatnment of SIP requests (nanely, preenption and
queuei ng) are described in Section 4.5. Error conditions are covered
in Section 4.6. Sections 4.7.1 through 4.7.3 detail the behavior of
specific SIP elenments. Third-party authentication is briefly

summari zed in Section 5. Section 6 describes howthis feature

af fects existing systens that do not support it.

Since calls may traverse nultiple adninistrative domains with

di fferent nanmespaces or nultiple elements with the sane nanespace, it
is strongly suggested that all such domains and el enents apply the
same al gorithnms for the same nanespace, as otherw se the end-to-end
experience of privileged users nmay be conproni sed.

Prot ocol exanples are given in Section 7. Section 8 di scusses what
happens if a request contains nultiple namespaces or an el enment can
handl e nore than one nanespace. Section 9 enunerates the information
that namespace registrations need to provide. Section 10 defines the
properties of five namespaces that are registered through this
docunent. Security issues are considered in Section 11, but this
docunent does not define new security nechanisns. Section 12

di scusses | ANA consi derations and regi sters paraneters related to
this docunent.

2. Term nol ogy

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOWWENDED', " NMAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119], and indicate requirenent |levels for conpliant

i mpl ement ati ons.

3. The Resource-Priority and Accept-Resource-Priority SIP Header Fields
This section defines the 'Resource-Priority’ and
" Accept - Resource-Priority’ SIP header field syntax. Behavior is
described in Section 4.

3.1. The 'Resource-Priority’ Header Field
The ' Resource-Priority’ request header field marks a SIP request as

desiring prioritized access to resources, as described in the
i ntroducti on.
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There is no protocol requirement that all requests within a SIP
di al og or session use the 'Resource-Priority’ header field. Loca
adm nistrative policy MAY mandate the inclusion of the
"Resource-Priority’ header field in all requests. [Inplenentations of
this specification MIUST allow inclusion to be either by explicit user
request or autonmatic for all requests.

The syntax of the 'Resource-Priority’ header field is described
bel ow. The "t oken-nodot"” production is copied from [ RFC3265].

Resource-Priority = "Resource-Priority" HCOLON

r-val ue *( COWA r-val ue)
r-val ue namespace "." r-priority
nanespace t oken- nodot

r-priority t oken- nodot
t oken- nodot 1*( al phanum/ "-" [ "1™ [ "og [ "*"
I A A B |

An exanpl e 'Resource-Priority’ header field is shown bel ow
Resource-Priority: dsn.flash

The 'r-value' paraneter in the 'Resource-Priority’ header field

i ndi cates the resource priority desired by the request originator
Each resource value (r-value) is formatted as 'nanespace’ .
"priority value’. The value is drawn fromthe nanespace identified
by the 'nanmespace’ token. Namespaces and priorities are case-
insensitive ASCI| tokens that do not contain periods. Thus,
"dsn.flash" and "DSN. Fl ash", for exanple, are equivalent. Each
nanespace has at |east one priority value. Nanespaces and priority
val ues within each nanespace MUST be registered with | ANA

(Section 12). Initial nanespace registrations are described in
Section 12.5.

Since a request nmay traverse nmultiple admnistrative domains with

mul tiple different namespaces, it is necessary to be able to

enuner ate several different nanespaces within the same nmessage
However, a particul ar namespace MJST NOT appear nore than once in the
same SI P nessage. These may be expressed equivalently as either
comma-separated lists within a single header field, as multiple
header fields, or as sone conbination. The ordering of ’'r-values
within the header field has no significance. Thus, for exanple, the
foll owi ng three header snippets are equival ent:

Resource-Priority: dsn.flash, wps.3

Resource-Priority: wps.3, dsn.flash
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Resource-Priority: wps.3
Resource-Priority: dsn.flash

3.2. The 'Accept-Resource-Priority’ Header Field

The ' Accept-Resource-Priority’ response header field enunerates the
resource values (r-values) a SIP user agent server is willing to
process. (This does not inmply that a call with such values will find
sufficient resources and succeed.) The syntax of the ' Accept-
Resource-Priority’ header field is as follows:

Accept - Resource-Priority = "Accept-Resource-Priority" HCOLON
[r-val ue *(COWA r-val ue)]

An exanple is given bel ow

Accept - Resource-Priority: dsn.flash-override,
dsn.flash, dsn.imediate, dsn.priority, dsn.routine

Sone adm ni strative domai ns MAY choose to di sabl e the use of the

" Accept - Resource-Priority’ header for revealing too much information
about that domain in responses. However, this behavior is NOT
RECOMMENDED, as this header field aids in troubl eshooting.

3.3. Usage of the 'Resource-Priority’ and ' Accept-Resource-Priority’
Header Fi el ds

The followi ng table extends the values in Table 2 of RFC 3261

[ RFC3261]. (The PRACK nethod, |abeled as PRA, is defined in

[ RFC3262], the SUBSCRI BE (| abel ed SUB) and NOTI FY (| abel ed NOT)

met hods i n [ RFC3265], the UPDATE (UPD) nethod in [RFC3311], the
MESSAGE (MSG) nethod in [ RFC3428], the REFER (REF) nethod in

[ RFC3515], the INFO (I NF) nethod in [RFC2976], and the PUBLI SH ( PUB)
met hod in [ RFC3903].)

Header field where proxy |INV ACK CAN BYE REG OPT PRA
Resource-Priority R anmdr 0 0 0 0 0 0 0
Accept - Resource-Priority 200 anmdr 0 - 0 0 0 0 0
Accept - Resource-Priority 417 andr 0 - 0 0 0 0 0
Header field where proxy SUB NOT UPD MSG REF | NF PUB
Resource-Priority R anmdr 0 0 0 0 0 0 0

Accept - Resource-Priority 200 anmdr 0 0 0 0 0 0 0
Accept - Resource-Priority 417 andr 0 0 0 0 0 0 0
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O her request nmethods MAY define their own handling rules; unless
ot herwi se specified, recipients MAY ignore these header fields.

3.4. The 'resource-priority’ Option Tag
Thi s docunment al so defines the "resource-priority" option tag. The
behavior is described in Section 4.3, and the I ANA registration is in
Section 12. 3.

4. Behavior of SIP Elenents That Receive Prioritized Requests

4.1. Introduction
Al SIP user agents and proxy servers that support this specification
share certain comobn behavior, which we describe below in
Section 4.2. The behavior when a 'resource-priority’ option tag is
encountered in a 'Require’ header field is described in Section 4.3.
Section 4.4 describes the treatnent of OPTIONS requests. The two
fundanmental resource contention resol ution nmechani snms, preenption and
queuei ng, are described in Section 4.5. Section 4.6 expl ai ns what
happens when requests fail. Behavior specific to user agent clients,
servers, and proxy servers is covered in Section 4.7.

4.2. Ceneral Rules
The ' Resource-Priority’ header field is potentially applicable to all
SI P request nessages. At a mininmum inplementations of the foll ow ng
request types MJST support the Resource-Priority header to be in
conpliance with this specification
o |INVITE [ RFC3261]
0 ACK [ RFC3261]
0 PRACK [ RFC3262]
o UPDATE [ RFC3311]
0 REFER [ RFC3515]

I mpl enent ati ons SHOULD support the 'Resource-Priority’ header field
in the foll owi ng request types:

0 MESSAGE [ RFC3428]
0 SUBSCRI BE [ RFC3265]

o NOTIFY [ RFC3265]
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Note that this does not inply that all inplenentations have to
support all request methods |isted.

If a SIP el ement receives the 'Resource-Priority’ header field in a
request other than those |isted above, the header MAY be ignored,
according to the rules of [RFC3261].

In short, an RP actor performs the follow ng steps when receiving a
prioritized request. FError behavior is described in Section 4.6.

1. |If the RP actor recognizes none of the name spaces, it treats the
request as if it had no 'Resource-Priority’ header field.

2. It ascertains that the request is authorized according to |oca
policy to use the priority levels indicated. |If the request is
not authorized, it rejects it. Exanples of authorization
policies are discussed in Security Considerations (Section 11).

3. If the request is authorized and resources are available (no
congestion), it serves the request as usual. |If the request is
aut hori zed but resources are not avail able (congestion), it
either preenpts other current sessions or inserts the request
into a priority queue, as described in Section 4.5.

4.3. Usage of Require Header with Resource-Priority
Fol I owi ng standard SIP behavior, if a SIP request contains the

"Require’ header field with the "resource-priority’ option tag, a SIP
user agent MJST respond with a 420 (Bad Extension) if it does not

support the SIP extensions described in this docunment. It then lists
"resource-priority" in the 'Unsupported header field included in the
response.

The use of the "resource-priority’ option tag in 'Proxy-Require
header field is NOT RECOMVENDED

4.4. OPTIONS Request with Resource-Priority

An OPTI ONS request can be used to determine if an el enent supports
the mechanism A conpliant inplenentation SHOULD return an ' Accept -
Resource-Priority’ header field in OPTIONS responses enunerating all
valid resource val ues, but an RP actor MAY be configured not to
return such values or only to return themto authorized requestors.

Fol | owi ng standard SIP behavi or, OPTIONS responses MJST incl ude the

" Supported’ header field that includes the 'resource-priority’ option
tag.
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According to RFC 3261, Section 11, proxies that receive a request
with a ' Max- Forwards’ header field value of zero MAY answer the

OPTI ONS request, allowing a UAC to discover the capabilities of both
proxy and user agent servers.

4.5. Approaches for Preferential Treatment of Requests

SIP el enents may use the resource priority nechanismto nodify a

vari ety of behaviors, such as routing requests, authentication
requirenents, override of network capacity controls, or logging. The
resource priority mechani smnmay influence the treatnent of the
request itself, the marking of outbound PSTN calls at a gateway, or
of the session created by the request. (Here, we use the terns
session and call interchangeably, both inplying a continuous data
stream between two or nore parties. Sessions are established by SIP
di al ogs.)

Bel ow, we define two common al gorithns, nanely, preenption and
priority queueing. Preenption applies only to sessions created by
SIP requests, while both sessions and request handling can be subject
to priority queueing. Both algorithnms can sonetinmes be conbined in
the sane el enent, although none of the namespaces described in this
docunent do this. Al gorithns can be defined for each nanespace or

in some cases, can be specific to an adnministrative domain. O her
behavi or, such as request routing or network managenent controls, is
not defined by this specification

Naturally, only SIP elenents that understand this mechani smand the
nanespace and resource value performthese algorithns. Section 4.6.2
di scusses what happens if an RP actor does not understand priority
val ues contained in a request.

4.5.1. Preenption

An RP actor follow ng a preenption policy may disrupt an existing
session to make roomfor a higher-priority incom ng session. Since
sessions may require different ambunts of bandwidth or a different
nunber of circuits, a single higher-priority session may displace
nmore than one lower-priority session. Unless otherw se noted,
requests do not preenpt other requests of equal priority. As noted
above, the processing of SIP requests itself is not preenpted. Thus,
since proxi es do not manage sessions, they do not perform preenption.

[ RFC4411] contains more details and exanpl es of this behavior.

UAS behavior for preenption is discussed in Section 4.7.2.1
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4.5.2. Priority Queueing

In a priority queueing policy, requests that find no avail abl e
resources are queued to the queue assigned to the priority val ue.

Unl ess ot herwi se specified, requests are queued in first-conme, first-
served order. Each priority value nay have its own queue, or severa
priority values may share a single queue. |f a resource becones
avail abl e, the RP actor selects the request fromthe highest-priority
non- enpty queue according to the queue service policy. For first-
come, first-served policies, the request fromthat queue that has
been waiting the longest is served. Each queue can hold a finite
nunber of pending requests. |f the per-priority-value queue for a
newly arriving request is full, the request is rejected i medi ately,
with the status codes specified in Section 4.6.5 and Section 4.6.6.
In addition, a priority queueing policy MAY inpose a waiting tine
limt for each priority class, whereby requests that exceed a
specified waiting time are ejected fromthe queue and a 408 (Request
Timeout) failure response is returned to the requestor

Finally, an RP actor MAY inpose a gl obal queue size limt sumred
across all queues and drop waiting lower-priority requests with a 408
(Request Tineout) failure response. This does not inply preenption,
since the session has not been established yet.
UAS behavi or for queueing is discussed in Section 4.7.2.2.

4.6. FError Conditions

4.6.1. Introduction
In this section, we describe the error behavior that is shared anong
multiple types of RP actors (including various instances of UAS such

as trunk gateways, |ine gateways, and |IP phones) and proxies.

A request containing a resource priority indication can fail for four
reasons:

o the RP actor does not understand the priority val ue
(Section 4.6.2),

o0 the requestor is not authenticated (Section 4.6.3),

0 an authenticated requestor is not authorized to nake such a
request (Section 4.6.4), or

o there are insufficient resources for an authorized request
(Section 4.6.5).
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W treat these error cases in the order that they typically arise in
the processing of requests with Resource-Priority headers. However,
this order is not mandated. For exanple, an RP actor that knows that
a particular resource val ue cannot be served or queued MAY, as a
matter of local policy, forgo authorization, since it would only add
processi ng | oad wi thout changing the outcone.

4.6.2. No Known Nanespace or Priority Value

If an RP actor does not understand any of the resource values in the
request, the treatnment depends on the presence of the 'Require
"resource-priority’ option tag:

1. Wthout the option tag, the RP actor treats the request as if it
contained no 'Resource-Priority’ header field and processes it
with default priority. Resource values that are not understood
MJUST NOT be nodified or deleted.

2. Wth the option tag, it MJIST reject the request with a 417
(Unknown Resource-Priority) response code

Maki ng case (1) the default is necessary since otherwi se there would
be no way to successfully conplete any calls in the case where a
proxy on the way to the UAS shares no compn namespaces with the UAC
but the UAC and UAS do have such a nanmespace in comon.

In general, as noted, a SIP request can contain nore than one
"Resource-Priority’ header field. This is necessary if a request
needs to traverse different administrative domains, each with its own
set of valid resource values. For exanple, the ETS nanespace m ght
be enabled for United States governnent networks that al so support
the DSN and/or DRSN namespaces for mnost individuals in those domains.

A 417 (Unknown Resource-Priority) response MAY, according to |oca
policy, include an ' Accept-Resource-Priority’ header field
enunerating the acceptabl e resource val ues.

4.6.3. Authentication Failure
If the request is not authenticated, a 401 (Unauthorized) or 407

(Proxy Authentication Required) response is returned in order to
all ow the requestor to insert appropriate credentials.
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4.6.4. Authorization Failure

If the RP actor receives an authenticated request with a nanespace
and priority value it recogni zes but the originator is not authorized
for that | evel of service, the elenent MJST return a 403 (Forbi dden)
response.

4.6.5. I nsufficient Resources

I nsufficient resource conditions can occur on proxy servers and user
agent servers, typically trunk gateways, if an RP actor receives an
aut hori zed request, has insufficient resources, and the request
neither preenpts another session nor is queued. A request can fai
because the RP actor has either insufficient processing capacity to
handl e the SIP request or insufficient bandw dth or trunk capacity to
establish the requested session for session-creating SIP requests.

If the request fails because the RP actor cannot handl e the signaling
| oad, the RP actor responds with 503 (Service Unavail abl e).

If there is not enough bandwi dth, or if there is an insufficient
nunber of trunks, a 488 (Not Acceptable Here) response indicates that
the RP actor is rejecting the request due to nedia path availability,
such as insufficient gateway resources. |In that case, [RFC3261]

advi ses that a 488 response SHOULD include a 'Warning' header field
with a reason for the rejection; warning code 370 (lnsufficient
Bandwi dth) is typical

For systens inplenenting queueing, if the request is queued, the UAS
will return 408 (Request Tinmeout) if the request exceeds the nmaxi num
configured waiting time in the queue.

4.6.6. Busy
Resource contention also occurs when a call request arrives at a UAS
that is unable to accept another call, because the UAS either has
just one line appearance or has active calls on all |ine appearances.

If the call request indicates an equal or lower priority value when
conmpared to all active calls present on the UAS, the UAS returns a
486 (Busy here) response.

If the request is queued instead, the UAS will return a 408 (Request
Timeout) if the request exceeds the maxi num configured waiting tine
in the device queue.

If a proxy gets 486 (Busy Here) responses on all branches, it can
then return a 600 (Busy Everywhere) response to the caller
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4.7. FElenment-Specific Behaviors
4.7.1. User Agent dient Behavior

SI P UACs supporting this specification MJST be able to generate the
"Resource-Priority’ header field for requests that require el evated
resource access priority. As stated previously, the UAC SHOULD be
able to generate nore than one resource value in a single SIP
request.

Upon receiving a 417 (Unknown Resource-Priority) response, the UAC
MAY attenpt a subsequent request with the sane or different resource
value. |If available, it SHOULD choose authorized resource val ues
fromthe set of values returned in the ’Accept-Resource-Priority’
header fi el d.

4.7.1.1. User Agent Cient Behavior with a Preenption Al gorithm

A UAC that requests a priority value that may cause preenpti on MJST
under stand a Reason header field in the BYE request explaining why
the session was term nated, as discussed in [ RFC4411].

4.7.1.2. User Agent Cient Behavior with a Queueing Policy

By standard SIP protocol rules, a UAC MIST be prepared to receive a
182 (Queued) response froman RP actor that is currently at capacity,
but that has put the original request into a queue. A UAC MAY
indicate this queued status to the user by sone audio or visua
indication to prevent the user frominterpreting the call as having
fail ed.

4.7.2. User Agent Server Behavi or

The precise effect of the 'Resource-Priority’ indication depends on
the type of UAS, the nanespace, and |ocal policy.

4.7.2.1. User Agent Servers and Preenption Al gorithm

A UAS conpliant with this specification MIST term nate a session
established with a valid nanespace and |lower-priority value in favor
of a new session set up with a valid nanespace and hi gher relative
priority value, unless local policy has some formof call-waiting
capability enabled. |If a session is term nated, the BYE nmethod is
used with a 'Reason’ header field indicating why and where the
preenption took pl ace.

| mpl enentors have a nunber of choices in how to inplenment preenption
at | P phones with nultiple line presences, i.e., with devices that
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can handl e multiple sinultaneous sessions. Naturally, if that device
has exhausted the number of sinmultaneous sessions, one of the
sessions needs to be replaced. |If the device has spare sessions, an
i npl ementati on MAY choose to alert the callee to the arrival of a

hi gher-priority call. Details nmay al so be set by |ocal or nanespace

pol i cy.

[ RFC4411] provides additional information in the case of purposefu
or administrative termnation of a session by including the Reason
header in the BYE nessage that states why the BYE was sent (in this
case, a preenption event). The nechanisns in that docunent allow

i ndi cation of where the termination occurred ('at the UA, "within a
reservation’, 'at a | P/PSTN gateway’) and include call flow exanples
of each reason.

4.7.2.2. User Agent Servers and Queue-Based Policy

A UAS conpliant with this specification SHOULD generate a 182
(Queued) response if that element’s resources are busy, until it is
able to handle the request and provide a final response. The
frequency of such provisional messages is governed by [ RFC3261].

4.7.3. Proxy Behavior

SI P proxi es MAY ignore the 'Resource-Priority’ header field. SIP
proxi es MAY reject any unauthenticated request bearing that header
field.

When the 'Require’ header field is included in a nessage, it ensures
that in parallel forking, only branches that support the resource-
priority mechani sm succeed

If S/MME encapsul ation is used according to Section 23 of RFC 3261
speci al considerations apply. As tabulated in Section 3.3, the
"Resource-Priority’ header field can be nodified by proxies and thus
is exenpted fromthe integrity checking described in Section 23.4.1.1
of RFC 3261. Since it may need to be inspected or nodified by

proxi es, the header field MJST al so be placed in the "outer" nessage
if the UAC would |ike proxy servers to be able to act on the header
information. Simlar considerations apply if parts of the nessage
are integrity protected or encrypted as described in [ RFC3420].

If SMME is not used, or if the 'Resource-Priority’ header field is
in the "outer" header, SIP proxies MAY downgrade or upgrade the
"Resource-Priority’ of a request or insert a new ' Resource-Priority’
header if allowed by local policy.
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If a stateful proxy has authorized a particular resource priority
level, and if it offers differentiated treatnent to responses
containing resource priority levels, the proxy SHOULD i gnore any

hi gher val ue contained in responses, to prevent colluding user agents
fromartificially raising the priority |evel

A SIP proxy MAY use the 'Resource-Priority’ indication in its routing
decisions, e.g., to retarget to a SIP node or SIP URl that is
reserved for a particular resource priority.

There are no special considerations for proxi es when forking requests
containing a resource priority indication

O herwi se, the proxy behavior is the same as for user agent servers
described in Section 4.7.2.

5. Third-Party Authentication

In sone cases, the RP actor may not be able to authenticate the
requestor or determ ne whether an authenticated user is authorized to
make such a request. In these circunstances, the SIP entity may
avail itself of general SIP nmechanisns that are not specific to this
application. The authenticated identity nmanagenent mechani sm

[ RFC3893] allows a third party to verify the identity of the
requestor and to certify this towards an RP actor. In networks with
mutual trust, the SlIP-asserted identity mechani sm[RFC3325] can help
the RP actor determine the identity of the requestor

6. Backwards Conpatibility

The resource priority nechani smdescribed in this docunment is fully
backwards conpatible with SIP systenms followi ng [ RFC3261]. Systens
that do not understand the nmechani smcan only deliver standard, not
el evated, service priority. User agent servers and proxies can

i gnore any 'Resource-Priority’ header field just |ike any other
unknown header field and then treat the request |ike any other
request. Naturally, the request may still succeed.

7. Exanpl es

The SDP nessage body and the BYE and ACK exchanges are the sane as in
RFC 3665 [ RFC3665] and are omitted for brevity.
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7.1. Sinple Call

User A User B
| |
| I NVI TE F1 |

----------------------- >|
| 180 Ri nging F2 |
<o |
| 200 OK F3 |
R I |
| ACK F4 |
L
| Both Way RTP Medi a |
| <::::::::::::::::::::::>|

In this scenario, User A conpletes a call to User B directly. The
call fromAto Bis marked with a resource priority indication.

F1 INVITE User A -> User B

I NVI TE si p: User B@i | oxi . exanple.com SIP/ 2.0

Via: SIP/2.0/ TCP client.atlanta.exanpl e.com 5060; branch=29h&4bK74bf 9
Max- Forwards: 70

From Bi gGQuy <sip: User A@t | ant a. exanpl e. conp; t ag=9f xced76sl
To: LittleCQuy <sip: UserB@il oxi.exanpl e. conr

Call-1D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Resource-Priority: dsn.flash

Contact: <sip:UserA@lient.atlanta. exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

F2 180 Ringing User B -> User A

SIP/2.0 180 Ringing

Via: SIP/2.0/ TCP client.atl anta.exanpl e.com 5060; br anch=z9hG4bK74bf 9
;received=192. 0. 2. 101

From Bi gQuy <sip: User A@t | ant a. exanpl e. con®; t ag=9f xced76s

To: LittleGuy <sip: User B@il oxi.exanpl e. conr; t ag=8321234356

Call-1D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:UserB@lient.bil oxi.exanple.comtransport=tcp>

Content-Length: O
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F3 200 OK User B -> User A

SIP/2.0 200 K

Via: SIP/2.0/ TCP client.atl anta. exanpl e. com 5060; br anch=z9h&4bK74bf 9
;received=192. 0. 2. 101

From Bi gGQuy <sip: User A@tl ant a. exanpl e. con®; t ag=9f xced76s

To: LittleGuy <sip: User B@il oxi.exanpl e. conr; t ag=8321234356

Call-1D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:UserB@lient.bil oxi.exanple.comtransport=tcp>

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

7.2. Receiver Does Not Understand Nanespace

In this exanple, the receiving UA does not understand the "dsn"
nanespace and thus returns a 417 (Unknown Resource-Priority) status
code. W omit the nessage details for messages F5 through F7, since
they are essentially the sane as in the first exanple.

User A User B
| |
| I N\VI TE F1 |

----------------------- >
| 417 RP failed F2 |
S R |
| ACK F3 |
[ >
| |
| I NVI TE F4 |
T S|
| 180 Ringing F5 |
S |
| 200 OK F6 |
I |
| ACK F7 |
T >|
| Both Way RTP Medi a |
| <::::::::::::::::::::::>|
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F1 INVITE User A -> User B

I NVI TE si p: User B@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP client.atl anta. exanpl e. com 5060; br anch=z9h&4bK74bf 9
Max- Forwards: 70

From Bi gGQuy <sip: User A@t | ant a. exanpl e. conP; t ag=9f xced76sl

To: LittleGuy <sip: User B@il oxi.exanpl e. conr

Call-1D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Require: resource-priority

Resource-Priority: dsn.flash

Contact: <sip:UserA@lient.atlanta. exanple.comtransport=tcp>

Cont ent - Type: application/sdp
Cont ent - Lengt h: .

F2 417 Resource-Priority failed User B -> User A

SIP/2.0 417 Unknown Resource-Priority

Via: SIP/2.0/ TCP client. atl anta.exanpl e. com 5060; br anch=z9hG4bK74bf 9
;received=192. 0. 2. 101

From Bi gGQuy <sip: User A@t | ant a. exanpl e. conP; t ag=9f xced76s

To: LittleGuy <sip: User B@il oxi.exanpl e. conr; t ag=8321234356

Call-1D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Accept - Resource-Priority: q735.0, q735.1, q735.2, q735.3, q735.4

Contact: <sip:UserB@lient.bil oxi.exanple.comtransport=tcp>

Cont ent - Type: application/sdp

Content-Length: O

F3 ACK User A -> User B

ACK si p: User B@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/ TCP client.atlanta.exanpl e.com 5060; branch=29h&4bK74bd5
Max- Forwards: 70

From Bi gGQuy <sip: User A@t | ant a. exanpl e. conp; t ag=9f xced76sl

To: LittleCGuy <sip:UserB@il oxi.exanpl e. conp; t ag=8321234356

Call -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O
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F4 INVITE User A -> User B

I NVI TE si p: User B@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP client.atl anta. exanpl e. com 5060; br anch=z9h&4bK74bf 9
Max- Forwards: 70

From Bi gGQuy <sip: User A@tl ant a. exanpl e. con®; t ag=9f xced76s

To: LittleGuy <sip: User B@il oxi.exanpl e. conr

Call-1D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 2 INVITE

Require: resource-priority

Resource-Priority: q735.3

Contact: <sip:UserA@lient.atlanta. exanple.comtransport=tcp>

Cont ent - Type: application/sdp
Cont ent - Lengt h:

8. Handling Miultiple Concurrent Namespaces
8.1. Ceneral Rules

A single SIP request MAY contain resource values fromnultiple
nanespaces. As noted earlier, an RP actor disregards all namespaces
it does not recognize. This specification only addresses the case
where an RP actor then selects one of the remaining resource val ues
for processing, usually choosing the one with the highest relative
priority.

If an RP actor understands nultiple nanmespaces, it MJST create a

| ocal total ordering across all resource values fromthese
namespaces, maintaining the relative ordering within each namespace
It is RECOVWENDED t hat the same ordering be used across an

adm nistrative domain. However, there is no requirement that such
ordering be the sane across all admnistrative donmins.

8.2. Exanples of Valid Oderings
Bel ow are a set of exanples of an RP actor that supports two
nanespaces, foo and bar. Foo's priority-values are 3 (highest), then

2, and then 1 (lowest), and bar’'s priority-values are C (highest),
then B, and then A (Il owest).
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Bel ow are five lists of acceptable priority orders the SIP el enent

may use
Foo. 3 Foo. 3 Bar. C (highest priority)
Foo. 2 Bar.C Foo. 3
Foo. 1 or Foo. 2 or Foo.2
Bar. C Bar.B Foo. 1
Bar . B Foo. 1 Bar . B
Bar. A Bar. A Bar. A (l omest priority)
Bar.C (highest priority)
Foo.3 Bar.B (both treated with equal priority (FIFO)
or Foo.2 Bar.A (both treated with equal priority (FIFO)
Foo. 1 (l owmest priority)
Bar.C (highest priority)
Foo. 3
or Foo. 2
Foo. 1 (l owmest priority)

In the | ast exanpl e above, Bar.A and Bar.B are ignored.

8.3. Exanples of Invalid O derings
Based on the priority order of the namespaces above, the follow ng
conbi nations are exanpl es of orderings that are NOT acceptable and
MUST NOT be confi gurabl e:

Exanpl e 1 Exanpl e 2 Exanpl e 3

Foo. 3 Foo. 3 Bar. C
Foo. 2 Bar . A Foo. 1
Foo. 1 or Foo. 2 or Foo.3
Bar. C Bar. B Foo. 2
Bar. A Foo. 1 Bar. A
Bar. B Bar. C Bar. B
Exampl e 4
Bar. C
Foo.1 Bar.B
or Foo.3 Bar.A
Foo. 2

Schul zri nne & Pol k St andards Track [ Page 22]



RFC 4412 SI P Resource Priority February 2006

These exanples are invalid since the follow ng gl obal orderings are
not consistent with the namespace-internal order:

0 In Exanple 1, Bar.A is ordered higher than Bar.B

0 In Exanple 2, Bar.A is ordered higher than Bar.B and Bar.C

0 In Exanple 3, Foo.1 is ordered higher than Foo.2 and Foo. 3.

0 In Exanple 4, Foo.1 is ordered higher than Foo.3 and Foo. 2.
9. Registering Nanmespaces

Organi zations considering the use of the Resource-Priority header
field should investigate whether an existing conbinati on of namespace
and priority-values neets their needs. For exanple, enmergency first
responders around the world are discussing utilizing this mechani sm
for preferential treatment in future networks. Jurisdictions SHOULD
attenpt to reuse existing | ANA regi stered namespaces where possibl e,
as a goal of this docunent is not to have uni que namespaces per
jurisdiction serving the same purpose, with the sanme usage of
priority levels. This will greatly increase interoperability and
reduce devel oprent tinme, and probably reduce future confusion if
there is ever a need to nap one nanespace to another in an

i nterworking function

Bel ow, we describe the steps necessary to regi ster a new namespace.

A new nanespace MUST be defined in a Standards Track RFC, follow ng
the ' Standards Action’ policy in [RFC2434], and MJST i nclude the
foll owi ng facets:

o It nust define the nanespace | abel, a uni que nanespace | abe
within the 1 ANA registry for the SIP Resource-Priority header
field.

o It nust enunerate the priority levels (i.e., "r-priority’ values)
the nanespace is using. Note that only finite lists are
perm ssi bl e, not unconstrained integers or tokens, for exanple.

o0 The priority algorithm (Section 4.5), identifying whether the
nanespace is to be used with priority queueing ("queue") or
preenption ("preenption"). |If queueing is used, the namespace MAY
i ndi cate whether normal -priority requests are queued. |If there is
a new "intended al gorithm other than preenption or priority
queuei ng, the al gorithm nust be described, taking into account all
RP actors (UAC, UAS, proxies).
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10.

10.

10.

0 A namespace may either reference an existing list of priority
values or define a newfinite list of priority values in relative
priority order for 1 ANA registration within the sip-paraneters
Resource-Priority priority-values registry. New priority-val ues
SHOULD NOT be added to a previously | ANA-registered |ist
associated with a particul ar nanespace, as this nay cause
interoperability problens. Unless otherwi se specified, it is
assuned that all priority values confer higher priority than
requests without a priority val ue.

0 Any new SIP response codes unique to this new nanmespace need to be
expl ai ned and regi stered.

o The reference docurment rnust specify and describe any new Warni ng
header field warn-codes (RFC 3261, Section 27.2).

0 The docunent needs to specify a new row for the followi ng table
that summari zes the features of the namespace and is included into
| ANA Resource-Priority Namespace registration:

I nt ended New New resp
Nanespace Levels al gorithm war n- code code Ref erence
<l abel > <# of <preenption <new warn <new resp. <RFC
| evel s> or queue> code> code>

If informati on on new response codes, rejection codes, or error
behaviors is omtted, it is to be assuned that the nanespace defines
no new paraneters or behaviors.

Nanmespace Definitions
1. Introduction

Thi s specification defines five uni que nanmespaces bel ow. DSN, DRSN
Qr35, ETS, and WPS, constituting their registration with IANA.  Each
| ANA registration contains the facets defined in Section 9. For
recogni zability, we | abel the namespaces in capital letters, but note
that nanmespace names are case insensitive and are customarily
rendered as | owercase in protocol requests.

2. The "DSN' Nanespace

The DSN namespace conmes fromthe nane of a US governnment network
called "The Defense Sw tched Network".
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10.

10.

The DSN namespace has a finite list of relative priority-val ues,
listed below fromlowest priority to highest priority:

(l owest) dsn.routine
dsn.priority
dsn.imedi ate
dsn. fl ash

(hi ghest) dsn.flash-override

The DSN nanespace uses the preenption algorithm (Section 4.5.1).
3. The "DRSN' Nanespace

The DRSN nanespace comes fromthe name of a US governnent network,
called "The Defense RED Swi tched Network".

The DRSN nanespace defines the follow ng resource values, |isted from
| owest priority to highest priority:

(lowest) drsn.routine
drsn.priority
drsn. i mredi ate
drsn. fl ash
drsn. fl ash-override
(hi ghest) drsn.flash-override-override

The DRSN nanespace uses the preenption algorithm (Section 4.5.1).

The DRSN nanespace differs in one algorithmc aspect fromthe DSN and
Q735 nanespaces. The behavior for the 'flash-override-override
priority value differs fromthe other values. Nornally, requests do
not preenmpt those of equal priority, but a newy arriving 'flash-
override-override’ request will displace another one of equa

priority if there are insufficient resources. This can also be
expressed as saying that 'flash-override-override requests defend
thensel ves as 'flash-override’ only.

4. The "Q735" Nanespace

Q735.3 [Q 735.3] was created to be a comercial version of the
operationally equival ent DSN specification for Milti-Level Precedence
and Preenption (M.PP). The Q735 nanespace is defined here in the
same manner.
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The Q735 nanespace defines the follow ng resource values, listed from
| owest priority to highest priority:

(lowest) q735.4
q735.3
q735.2
gq735.1

(highest) g735.0

The Q735 nanespace operates according to the preenption
(Section 4.5.1) algorithm

10.5. The "ETS" Namespace

The ETS namespace derives its nane indirectly fromthe name of the US
gover nnent tel econmuni cati ons service, called "Governnent Enmergency
Tel ecommuni cati ons Service" (or GETS), though the organization
responsi ble for the GETS service chose the acronym"ETS" for its GETS
over | P service, which stands for "Emergency Tel econmuni cati ons

Servi ce".

The ETS nanespace defines the foll owing resource values, listed from
| owest priority to highest priority:

(lowest) ets.
ets.
ets.
ets.

(hi ghest) ets.

OFRLrNWH

The ETS namespace operates according to the priority queueing
al gorithm (Section 4.5.2).

10. 6. The "WPS"' Nanespace

The WPS nanespace derives its name fromthe "Wreless Priority
Service", defined in GSM and ot her wireless technol ogi es.

The WPS namespace defines the foll owing resource values, listed from
| owest priority to highest priority:

(l owest) wps.
Wps.
Wps.
wWps.
(hi ghest) wps

OFRLNWH
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The WPS namespace operates according to the priority queueing
al gorithm (Section 4.5.2).

11. Security Considerations
11.1. Ceneral Remarks

Any resource priority mechani smcan be abused to obtain resources and
thus deny service to other users. An adversary may be able to take
over a particular PSTN gat eway, cause additional congestion during
energencies affecting the PSTN, or deny service to legitinmate users.
In SIP end systens, such as |IP phones, this nechanismcould

i nappropriately term nate existing sessions and calls.

Thus, while the indication itself does not have to provide separate
aut hentication, SIP requests containing this header are very likely
to have hi gher authentication requirenents than those without.

These aut hentication and authorization requirenments extend to users
within the adm nistrative domain, as later interconnection with other
adm ni strative domains may invalidate earlier assunptions on the
trustworthi ness of users.

Bel ow, we describe authentication and authorization aspects,
confidentiality and privacy requirenents, protection against denial -
of -service attacks, and anonymity requirements. Naturally, the
general discussion in RFC 3261 [ RFC3261] appli es.

Al'l user agents and proxy servers that support this extension MJST

i npl emrent SIP over TLS [ RFC3546], the 'sips’ UR schenme as described
in Section 26.2 of RFC 3261, and Di gest Authentication [RFC2617] as
described in Section 22 of RFC 3261. 1In addition, user agents that
support this extension SHOULD al so i nmplenent S/M ME [ RFC3851] as
described in Section 23 of RFC 3261 to allow for signing and
verification of signatures over requests that use this extension

11.2. Authentication and Authori zation

Prioritized access to network and end-system resources imnmposes
particularly stringent requirenents on authentication and

aut hori zati on nechani sns, since access to prioritized resources may
i mpact overall systemstability and performance and not just result
in theft of, say, a single phone call.

Under certain energency conditions, the network infrastructure,

including its authentication and authorization nmechanism nay be
under attack.
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11.

G ven the urgency during emergency events, nornal statistical fraud
detection may be less effective, thus placing a premiumon reliable
aut henti cati on.

Conmon requirenents for authentication nmechani sns apply, such as
resi stance to replay, cut-and-paste, and bi d-down attacks.

Aut henti cati on MAY be SIP based or use other nechanisns. Use of

Di gest authentication and/or S/MME is RECOMENDED for UAS

aut hentication. Digest authentication requires that the parties
share a common secret, thus linting its use across admnistrative
domai ns. SIP systens enploying resource priority SHOULD i npl enent
SIMME at least for integrity, as described in Section 23 of

[ RFC3261]. However, in sone environnents, receipt of asserted
identity [RFC3325] froma trusted entity may be sufficient

aut horization. Section 5 describes third-party authentication.

Trait-based authorization [TRAIT] "entails an assertion by a

aut hori zation service of attributes associated with an identity" and
may be appropriate for this application. Wth trait-based

aut hori zation, a network element can directly determ ne, by
inspecting the certificate, that a request is authorized to obtain a
particul ar type of service, wi thout having to consult a mapping
mechani smthat converts user identities to authorizations.

Aut hori zation may be based on factors besides the identity of the
caller, such as the requested destination. Namespaces MAY al so

i npose particular authentication or authorization considerations that
are stricter than the baseline described here.

3. Confidentiality and Integrity

Calls that use el evated resource priority levels provided by the
"Resource-Priority’ header field are likely to be sensitive and often
need to be protected fromintercept and alteration. |In particular,
requirenents for protecting the confidentiality of comunications

rel ati onshi ps may be higher than those for normal commrercial service.
For SIP, the 'To', 'Fronmi, 'Organization', and ' Subject’ header
fields are exanples of particularly sensitive information. Systens
MUST i npl enent encryption at the transport |evel using TLS and MAY

i npl ement other transport-layer or network-layer security nechani sns.
UACs SHOULD use the "sips" URI to request a secure transport

associ ation to the destination.

The ' Resource-Priority’ header field can be carried in the SIP
message header or can be encapsulated in a nessage fragnent carried
in the SIP nessage body [RFC3420]. To be considered valid

aut hentication for the purposes of this specification, S/M M:-signed
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SI P nessages or fragnents MJST contain, at a mininmum the Date, To,
From Call-1D, and Resource-Priority header fields. Encapsulation in
S/'M ME body parts allows the user to protect this header field

agai nst inspection or nodification by proxies. However, in many
cases, proxies will need to authenticate and authorize the request,
so encapsul ati on woul d be undesirabl e.

Renoval of a Resource-Priority header field or downgrading its
priority value affords no additional opportunities to an adversary,
since that man-in-the-mddle could sinply drop or otherw se
invalidate the SIP request and thus prevent call conpletion

Only SIP elenents within the same adninistrative trust domain

enpl oyi ng a secure channel between their SIP elenents will trust a
Resource-Priority header field that is not appropriately signed.

O hers will need to authenticate the request independently. Thus,
insertion of a Resource-Priority header field or upgrading the
priority value has no further security inplications except causing a
request to fail (see discussion in the previous paragraph).

4. Anonymty

Sone users may w sh to remain anonynous to the request destination
Anonymity for requests with resource priority is no different from
that for any other authenticated SIP request. For the reasons noted
earlier, users have to authenticate thenselves towards the SIP

el ements carrying the request where they desire resource priority
treatment. The authentication may be based on capabilities and nons,
not necessarily their civil nane. Cdearly, they nay renmmi n anonynous
towards the request destination, using the network-asserted identity
and general privacy nechani sm described in [ RFC3323].

5. Deni al - of - Servi ce Attacks

As noted, systens described here are likely to be subject to

del i berate denial -of-service (DoS) attacks during certain types of
energenci es. DoS attacks may be | aunched on the network itself as
well as on its authentication and authorization nechanism As noted,
systens should m nim ze the ambunt of state, conputation, and network
resources that an unauthorized user can command. The system nmust not
anplify attacks by causing the transnission of nore than one packet
to a network address whose reachability has not been verified.
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12. | ANA Consi derati ons
12. 1. I nt roduction

This section defines two new SIP headers (Section 12.2), one SIP
option tag (Section 12.3), one new 4xx error code (Section 12.4), a
new registry within the sip-parameters section of | ANA for Resource-
Priority namespaces (Section 12.5), and a new registry within the

si p-paraneters section of | ANA for Resource-Priority and priority-
val ues (Section 12.6).

Addi ti onal nanespaces and priority values MJST be registered with
| ANA, as described in Section 9.

The SI P Change Process [RFC3427] establishes a policy for the
registration of new SIP extension headers. Resource priority
nanespaces and priority values have simlar interoperability

requi renents to those of SIP extension headers. Consequently,
registration of new resource priority namespaces and priority val ues
requi res documentation in an RFC using the extension header approva
process specified in RFC 3427

Regi stration policies for new nanmespaces are defined in Section 9.

12.2. | ANA Registration of 'Resource-Priority’ and 'Accept-Resource-
Priority’ Header Fields

The following is the registration for the 'Resource-Priority’ header
field:

RFC nunber: 4412
Header name: ' Resource-Priority’
Conpact form none

The following is the registration for the 'Accept-Resource-Priority’
header fi el d:

RFC nunber: 4412

Header name: Accept-Resource-Priority
Conpact form none
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3. 1 ANA Registration for Option Tag resource-priority

RFC number: 4412

Nanme of option tag: 'resource-priority’

Descriptive text: Indicates or requests support for the resource
priority mechani sm

4. 1 ANA Registration for Response Code 417

RFC nunber: 4412

Response code: 417

Defaul t reason phrase: Unknown Resource-Priority

5. I ANA Resource-Priority Namespace Regi stration

A new registry ("Resource-Priority Nanespaces") in the sip-paraneters

section of | ANA has been created, taking a formsimlar to this table
bel ow:

I nt ended New war n- New resp.

Nanespace Levels Al gorithm code code Ref er ence
dsn 5 preenpti on no no [ RFC4412]
drsn 6 preenption no no [ RFC4412]
q735 5 preenpti on no no [ RFC4412]
ets 5 queue no no [ RFC4412]
wps 5 queue no no [ RFC4412]

Legend

Nanespace The unique string identifying the namespace.

Level s The nunber of priority-values within the nanespace.

Al gorithm I nt ended operational behavior of SIP elenents

i mpl ementing this nanespace.
New Warn code New War ni ng Codes (warn-codes) introduced by

thi s nanmespace.
New Resp. code New SI P response codes introduced by this nanespace.
Ref erence | ETF docunent reference for this namespace.
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6. | ANA Priority-Value Registrations

A new registry ("Resource-Priority Priority-values") in the sip-
paraneters section of | ANA has been created, taking a formsimlar to
this table bel ow

Nanespace: drsn
Ref erence: RFC 4412
Priority-Values (least to greatest): "routine", "priority",
"i medi ate”, "flash", "flash-override", "flash-override-override"

Nanespace: dsn

Ref erence: RFC 4412

Priority-Values (least to greatest): "routine", "priority",
"immedi ate", "flash", "flash-override"

Nanmespace: 735
Ref erence: RFC 4412
Priority values (least to greatest): "4", "3", "2",6 "1", 6 "0QO"

Namespace: ets

Ref erence: RFC 4412

Priority values (least to greatest): "4", "3", "2", "1", "0O"

Namespace: wps

Ref erence: RFC 4412

Priority values (least to greatest): "4", "3", "2", "1", "0O"
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