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Status of This Meno
Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2006).
Abst r act
This menmo splits nessage subm ssion from nmessage relay, allow ng each
service to operate according to its own rules (for security, policy,
etc.), and specifies what actions are to be taken by a subm ssion
server.

Message relay and final delivery are unaffected, and continue to use
SMIP over port 25.

When conformng to this docunment, nessage subm ssion uses the
protocol specified here, nornally over port 587.

This separation of function offers a nunber of benefits, including
the ability to apply specific security or policy requiremnents.
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1.

I nt roducti on

SMIP was defined as a nessage *transfer* protocol, that is, a neans
to route (if needed) and deliver finished (conplete) nmessages.

Message Transfer Agents (MIAs) are not supposed to alter the nessage
text, except to add 'Received', 'Return-Path’, and other header
fields as required by [ SMIP-MIA].

However, SMIP is now al so widely used as a nmessage *subm ssi on*
protocol, that is, a nmeans for Message User Agents (MJAs) to

i ntroduce new nessages into the MIA routing network. The process
that accepts nessage submi ssions from MJAs is termed a Message
Submi ssi on Agent (NMSA)

In order to permt unconstrained communications, SMIP is not often
aut henti cated during nessage rel ay.

Aut henti cation and authorization of initial subm ssions have becone
increasingly inmportant, driven by changes in security requirenments
and rising expectations that subm ssion servers take responsibility
for the nessage traffic they originate.

For exanple, due to the preval ence of machi nes that have worns,
viruses, or other malicious software that generate | arge anounts of
spam nmany sites now prohibit outbound traffic on the standard SMIP
port (port 25), funneling all mail subm ssions through subm ssion
servers.

In addition to authentication and authorization issues, nessages
bei ng submitted are in sone cases finished (conplete) nessages, and
in other cases are unfinished (inconplete) in one or nore aspects.
Unfi ni shed messages may need to be conpleted to ensure they conform
to [ MESSAGE- FORVAT], and |l ater requirements. For exanple, the
message may | ack a proper 'Date’ header field, and domai ns m ght not
be fully qualified. |In some cases, the MJA may be unable to generate
fini shed nessages (e.g., it might not knowits tine zone). Even when
submitted messages are conplete, local site policy may dictate that
the message text be examined or nodified in some way, e.g., to
conceal l|ocal nane or address spaces. Such conpletions or
nmodi fi cati ons have been shown to cause harm when perforned by
downstream MIAs -- that is, MIAs after the first-hop subnission MA
-- and are in general considered to be outside the province of

st andardi zed MIA functionality.

Separating nessages into subm ssions and transfers allows devel opers
and network adm nistrators to nore easily do the foll ow ng:
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* I mpl enent security policies and guard agai nst unauthorized mail
relaying or injection of unsolicited bul k mail

* I npl enent aut henti cated submi ssion, including off-site subm ssion
by authorized users such as travelers

* Separate the relevant software code differences, thereby making
each code base nmore straightforward and allowi ng for different
prograns for relay and subm ssion

* Detect configuration problens with a site’s nail clients

* Provi de a basis for addi ng enhanced submi ssion services in the
future

This nmeno describes a | owcost, determnistic neans for nessages to
be identified as subm ssions, and specifies what actions are to be
taken by a subm ssion server.

2. Docunent Information

2.1. Definitions of Terms Used in This Meno

Many of the concepts and terns used in this docunent are defined in
[ SMIP-MIA]; fanmiliarity with those docunments is assuned here.

Fully-Qualified

Cont ai ning or consisting of a domain that can be globally resol ved
using the Domain Nane Service; that is, not a local alias or partial
speci fication.

Message Submi ssion Agent (NMSA)

A process that conforns to this specification. An MSA acts as a
submi ssi on server to accept nmessages from MJAs, and either delivers
themor acts as an SMIP client to relay themto an MIA

Message Transfer Agent (MIA)

A process that conforns to [ SMIP-MIA]. An MIA acts as an SMIP server

to accept nessages froman MSA or another MIA, and either delivers
themor acts as an SMIP client to relay themto another MIA

Gellens & Klensin St andards Track [ Page 4]



RFC 4409 Message Subm ssion for Mil April 2006

2

3.

3.

3.

Message User Agent (MJA)

A process that acts (often on behalf of a user and with a user
interface) to conpose and submit new nessages, and process delivered
messages.

For delivered nmessages, the receiving MJA may obtain and process the
message according to | ocal conventions or, in what is comonly
referred to as a split-MJA nodel, Post Ofice Protocol [POP3] or |NMAP
[ MAP4] is used to access delivered nessages, whereas the protocol
defined here (or SMIP) is used to submit nessages.

2. Conventions Used in This Document

In examples, "C:" is used to indicate lines sent by the client, and
"S:" indicates those sent by the server. Line breaks within a
command exanple are for editorial purposes only.

Exanpl es use the "exanpl e. net’ donmain.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " MAY"
in this docunent are to be interpreted as defined in [ KEYWORDS] .

Message Submi ssion
1. Submi ssion ldentification

Port 587 is reserved for enmail nessage subm ssion as specified in
this docunment. Messages received on this port are defined to be
submi ssi ons. The protocol used is ESMIP [ SMIP- MIA, ESMIP], with
additional restrictions or allowances as specified here.

Al t hough nmost email clients and servers can be configured to use port
587 instead of 25, there are cases where this is not possible or
convenient. A site MAY choose to use port 25 for nessage subni ssion,
by designating sone hosts to be MSAs and others to be MIAs.

2. Message Rejection and Bounci ng

MIAs and MSAs MAY i npl enent nessage rejection rules that rely in part
on whether the nmessage is a subnission or a rel ay.

For exanple, sone sites might configure their MIAs to reject all RCPT
commands for nmessages that do not reference |ocal users, and
configure their MSA to reject all message subm ssions that do not
cone fromauthorized users, with authorization based either on
authenticated identity or the submtting endpoint being within a
protected | P environnent.
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NOTE: It is better to reject a nmessage than to risk sendi ng one that
is damaged. This is especially true for problenms that are
correctable by the MJA, for exanple, an invalid 'From field.

If an MSAis not able to determine a return path to the submitting
user, froma valid MAIL FROM a valid source |P address, or based on
aut henticated identity, then the MSA SHOULD i medi ately reject the
message. A nessage can be inmediately rejected by returning a 550
code to the MAIL command.

Note that a null return path, that is, MAIL FROM <>, is permtted and
MUST NOT in itself be cause for rejecting a nessage. (MJAs need to
generate null return-path nessages for a variety of reasons,

i ncludi ng disposition notifications.)

Except in the case where the MSA is unable to deternine a valid
return path for the nessage being submitted, text in this
specification that instructs an MSA to issue a rejection code MAY be
complied with by accepting the nmessage and subsequently generating a
bounce nessage. (That is, if the MSAis going to reject a nessage
for any reason except being unable to determine a return path, it can
optionally do an imediate rejection or accept the nmessage and then
mai | a bounce.)

NOTE: In the normal case of nessage submission, imrediately
rejecting the message is preferred, as it gives the user and MJA
direct feedback. To properly handl e del ayed bounces, the client MJA
needs to maintain a queue of nessages it has submtted, and match
bounces to them Note that nany contenporary MJAs do not have this
capability.

3.3. Authorized Subm ssion

Nuner ous net hods have been used to ensure that only authorized users
are able to submt nessages. These nethods include authenticated
SMIP, | P address restrictions, secure |P and other tunnels, and prior
POP aut henti cati on.

Aut henti cated SMIP [ SMIP- AUTH] has seen wi despread depl oynent. It
all ows the MBA to determine an authorization identity for the nessage
submi ssion, one that is not tied to other protocols.

| P address restrictions are very widely inplemented, but do not allow

for travelers and simlar situations, and can be easily spoofed
unl ess all transport paths between the MJA and MSA are trustworthy.
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4.

4.

4.

1.

2

Secure I P [IPSEC], and other encrypted and authenticated tunneling
techni ques, can al so be used and provi de additional benefits of
protection agai nst eavesdropping and traffic anal ysis.

Requiring a POP [POP3] authentication (fromthe same | P address)
within some anpbunt of tine (e.g., 20 minutes) prior to the start of a
message submi ssion session has al so been used, but this does inpose
restrictions on clients as well as servers, which may cause
difficulties. Specifically, the client nust do a POP authentication
before an SMIP subm ssion session, and not all clients are capable
and configured for this. Al so, the MSA nust coordinate with the POP
server, which may be difficult. There is also a wi ndow during which
an unaut hori zed user can submit nessages and appear to be a
previously authorized user. Since it is dependent on the MJA's IP
addresses, this technique is substantially as subject to |IP address
spoofing as validation based on known |IP addresses al one (see above).

Mandat ory Actions
An MSA MUST do all of the foll ow ng:
General Subni ssion Rejection Code

Unl ess covered by a nore precise response code, response code 554 is
to be used to reject a MAIL, RCPT, or DATA conmand that contains
somet hi ng i nmpr oper.

Ensure Al Domains Are Fully-Qualified

The MSA MUST ensure that all domains in the SMIP envel ope are fully-
qualified

If the MSA examines or alters the nessage text in any way, except to
add trace header fields [ SMIP-MIA], it MJST ensure that all dommins
in address header fields are fully-qualified.

Reply code 554 is to be used to reject a MAIL, RCPT, or DATA conmand
that contains inproper domain references.

A frequent |ocal convention is to accept single-level domains (e.g.,
"sales’) and then to expand the reference by adding the renmining
portion of the domain nane (e.g., to 'sales.exanple.net’). Loca
conventions that permt single-level domains SHOULD reject, rather
than expand, incomplete nulti-Ilevel domains (e.g., 'squeaky.sales’),
since such expansion is particularly risky.
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4.3. Require Authentication

The MSA MUST by default issue an error response to the MAIL comand
if the session has not been authenticated using [ SMIP-AUTH], unl ess
it has already independently established authentication or

aut hori zation (such as being within a protected subnetwork).

Section 3.3 discusses authentication mechani sns.
Reply code 530 [ SMIP-AUTH] is used for this purpose.
5. Recommended Actions
The MBA SHOULD do all of the foll ow ng:
5.1. Enforce Address Syntax

An MSA SHOULD reject nessages with illegal syntax in a sender or
reci pi ent SMIP envel ope address.

If the MSA examines or alters the nessage text in way, except to add
trace header fields, it SHOULD reject nessages with illegal address
syntax in address header fields.

Reply code 501 is to be used to reject a MAIL or RCPT command t hat
contains a detectably inproper address.

When addresses are resol ved after submi ssion of the nessage body,
reply code 554 (with a suitable enhanced status code from

[ SMIP- CODES] ) is used after end-of-data, if the nessage contains
invalid addresses in the header

5.2. Log Errors

The MSA SHOULD | og nessage errors, especially apparent
m sconfigurations of client software.

It can be very helpful to notify the adm nistrator when problens are
detected with local mail clients. This is another advantage of

di stingui shing subm ssion fromrelay: system adninistrators mght be
interested in local configuration problens, but not in client

probl ens at other sites.

Note that it is inportant to inpose limts on such |ogging to prevent
certain forns of denial of service (DoS) attacks.
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6. Optional Actions
The MSA MAY do any of the foll ow ng:
6.1. Enforce Subm ssion Rights

The MSA MAY issue an error response to a MAIL conmand if the address
in MAIL FROM appears to have insufficient subm ssion rights, or is
not authorized with the authentication used (if the session has been
aut henti cat ed) .

Reply code 550 with an appropriate enhanced status code per
[ SMIP- CODES], such as 5.7.1, is used for this purpose.

6. 2. Enf orce Perm ssions

The MSA MAY issue an error response to a RCPT command if inconsistent
with the pernmissions given to the user (if the session has been
aut henti cat ed) .

Reply code 550 with an appropriate enhanced status code per
[ SMIP- CODES], such as 5.7.1, is used for this purpose.

6.3. Check Message Data

The MSA MAY issue an error response to the DATA command or send a
failure result after end-of-data if the submtted nessage is
syntactically invalid, or seens inconsistent with perm ssions given
to the user (if known), or violates site policy in sone way.

Reply code 554 is used for syntactic problens in the data. Reply
code 501 is used if the command itself is not syntactically valid.
Reply code 550 with an appropriate enhanced status code per

[ SMIP- CODES] (such as 5.7.1) is used to reject based on the
submitting user. Reply code 550 with an appropriate enhanced status
code (such as 5.7.0) is used if the nmessage violates site policy.

6.4. Support for the Postmaster Address

I f appropriate under local conditions and to facilitate confornmance
with the "postmaster" requirenents of [SMIP-MIA], the MSA MAY permt
a reduced degree of authentication for nail addressed to the
"postmaster” (or one of its alternate spelling forns, see

[ SMIP- MIA] ), in one or nore domains, as conpared to requirenments
enforced for other addresses. Anong other benefits, this provides an
address of last resort that can be used by authorized users to report
probl ens that otherw se prevent them fromsubnitting nail.
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7. Interaction with SMIP Extensi ons
The following table Iists the current standards-track and
Experimental SMIP extensions. Listed are the EHLO keyword, nane, an
indication as to the use of the extension on the submt port, and a
reference

Keywor d Narme Submi ssi on Reference

Pl PELI NI NG Pi pel i ni ng SHOULD [ PI PELI NI NG

ENHANCEDSTATUSCODES Enhanced Status Codes SHOULD [ CODES- EXTENSI ON|

ETRN Ext ended Turn MUST NOT [ ETRN]

o Ext ended Codes SHOULD [ SMTP- CODES]
DSN Delivery Status Notification SHOULD [ DSN]
SI ZE Message size MAY [ SI ZE]
.. 521 reply code MUST NOT [521REPLY]

CHECKPO NT Checkpoi nt/ Rest art MAY [ CHECKPQO NT]

Bl NARYM ME Bi nary M ME MAY [ CHUNKI NG

CHUNKI NG Chunki ng MAY [ CHUNKI NG

8Bl TM ME Use 8-bit data SHOULD [ 8BI TM ME]

AUTH Aut hent i cati on MUST [ SMIP- AUTH]

STARTTLS Start TLS MAY [Start-TLS]

NO SCLICI TING Notification of no soliciting MAY [ Msg- Tr ack]

MI'RK Message Tracki ng MAY [ Msg- Tr ack]

Future SMIP ext ensions SHOULD explicitly specify if they are valid on
the Subm ssion port.

Sone SMIP extensions are especially useful for message subni ssion

Ext ended Status Codes [ SMIP- CODES] SHOULD be supported and used
according to [ CODES- EXTENSION]. This permits the MSA to notify the
client of specific configuration or other problens in nore detai

than the response codes listed in this nenb. Because sone rejections
are related to a site’'s security policy, care should be used not to
expose nore detail to unauthenticated senders than is needed

[ PI PELI NING SHOULD be supported by the MSA

[ SMIP- AUTH] allows the MSA to validate the authority and determ ne
the identity of the submitting user and MJUST be supported by the MBA

Any references to the DATA conmand in this nmeno also refer to any
substitutes for DATA, such as the BDAT command used with [ CHUNKI NG .
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8. Message Modifications

Sites MAY nodify subm ssions to ensure conpliance with standards and
site policy. This section describes a nunber of such nodifications
that are often considered useful.

NOTE: As a matter of guidance for |ocal decisions to inplenent
message nodification, a paranount rule is to limt such actions to
renedi es for specific problens that have clear solutions. This is
especially true with address el enents. For exanple, indiscrimnately
appending a donmain to an address or elenent that |acks one typically
results in nore broken addresses. An unqualified address nust be
verified to be a valid local part in the domain before the domain can
be safely added.

Any nessage forwarded or delivered by the MSA MUST conformto the
requi renents of [SMIP-MIA] and [ MESSAGE- FORMVAT] .

8.1. Add ’'Sender’

The MSA MAY add or replace the 'Sender’ field, if the identity of the
sender is known and this is not given in the 'From field.

The MSA MUST ensure that any address it places in a 'Sender’ field is
in fact a valid mail address.

8.2. Add 'Date’
The MSA MAY add a 'Date’ field to the submtted nessage, if it |acks
it, or correct the "Date’ field if it does not conformto
[ MESSAGE- FORVAT] synt ax.
8.3. Add ’'Message-ID
The MSA SHOULD add or replace the 'Message-1D field, if it lacks it,
or it is not valid syntax (as defined by [ MESSAGE- FORMAT]). Note
that a nunber of clients still do not generate Message-1D fiel ds.
8.4. Transfer Encode

The MSA MAY apply transfer encoding to the nessage according to M MeE
conventions, if needed and not harnful to the M ME type.

8.5. Sign the Message

The MBSA MAY (digitally) sign or otherw se add authentication
informati on to the nessage.
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8.6. Encrypt the Message

The MSA MAY encrypt the nessage for transport to reflect
organi zati onal policies.

NOTE: To be useful, the addition of a signature and/or encryption by
the MSA generally inplies that the connection between the MJA and MSA
must itself be secured in sone other way, for exanple, by operating

i nside of a secure environment, by securing the subm ssion connection
at the transport layer, or by using an [ SMIP-AUTH nechani smthat
provi des for session integrity.

8.7. Resolve Aliases

The MSA MAY resol ve aliases (CNAME records) for domain names, in the
SMTP envel ope and optionally in address fields of the header, subject
to local policy.

NOTE: Unconditionally resolving aliases could be harnful. For
exanmple, if ww. exanpl e.net and ftp.exanple.net are both aliases for
mai | . exanmpl e.net, rewiting themcould | ose useful informtion

8.8. Header Rewriting

The MSA MAY rewite |ocal parts and/or donains in the SMIP envel ope,
and optionally in address fields of the header, according to |oca
policy. For exanple, a site may prefer to rewite 'JRU as
"J.Random User’ in order to hide |ogin nanes, and/or to rewite
"squeaky. sal es. exanpl e. net’ as 'zyx.exanple.net’ to hide nachine
names and neke it easier to nove users

However, only addresses, local-parts, or domains which match specific
| ocal MSA configuration settings should be altered. It would be very
dangerous for the MSA to apply data-independent rewiting rules, such
as always deleting the first elenent of a donmain name. So, for
exanple, a rule that strips the |eft-nost elenent of the domain, if
the conpl ete dormai n matches ' *.foo. exanpl e.net’, would be acceptabl e.

The MSA MUST NOT rewite a forward-pointing (destination) address in
a way that violates the constraints of [SMIP-MIA] on nodifications of
| ocal -parts

9. Security Considerations
Separation of subm ssion and relay of nessages allows a site to
i mpl ement different policies for the two types of services, including

requiring use of additional security nechanisns for one or both. It
can do this in a way which is sinpler, both technically and
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adm nistratively. This increases the |ikelihood that policies wll
be applied correctly.

Separation also can aid in tracking and preventing unsolicited bul k
emai | .

For exanple, a site could configure its mail servers such that the
MBA requires authentication before accepting a nessage, and the MIA
rejects all RCPT commands for non-local users. This can be an
important element in a site’'s total emmil security policy.

If asite fails to require any form of authorization for nessage
submi ssi ons (see section 3.3 for discussion), it is allow ng open use
of its resources and name; unsolicited bul k email can be injected
using its facilities.

Section 3 includes further discussion of issues with sone
aut henti cati on net hods.

Section 5.2 includes a cautionary note that unlimted | oggi ng can
enabl e certain forns of denial of service attacks

10. | ANA Consi derations

The registration for port 587 has been updated to refer to this neno
rat her than RFC 2476.
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