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Abst r act

Thi s docunent describes the preferred design of a Pseudowi re

Ermul ati on Edge-to- Edge (PWE3) Control Wrd to be used over an MPLS
packet sw tched network, and the Pseudow re Associ ated Channel
Header. The design of these fields is chosen so that an MPLS Label
Swi t chi ng Router perform ng MPLS payl oad inspection will not confuse
a PWE3 payl oad with an | P payl oad.

1. Introduction

The standard MPLS encapsul ati ons have no explicit protocol
identifier. |In order for a pseudowire (PW [RFC3985] to operate
correctly over an MPLS packet swi tched network (PSN) that perforns
MPLS payl oad i nspection, a PW packet must not appear to a | abel
switching router (LSR) as if it were an | P packet [BCP]. An exanple
of an LSR that performs MPLS payl oad i nspection is one that is
perform ng equal -cost multiple-path | oad-bal anci ng (ECWP) [ RFC2992].
If ECVMP were performed on PWpackets, the packets in the PWnay not
all follow the sane path through the PSN. This nmay result in

m sordered packet delivery to the egress PE. The inability to ensure
that all packets belonging to a PWfollow the same path may al so
prevent the PW Operations and Managenent (QAM [VCCV] nechani smfrom
correctly monitoring the PW
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Thi s docunment specifies how the PWcontrol word is used to

di stinguish a PWpayload froman |IP payload carried over an MPLS PSN.
It then describes the preferred design of a PWControl Wrd to be use
over an MPLS PSN, and the Pseudow re Associ ated Channel Header.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Avoiding ECW

A PWthat is carried over an MPLS PSN that uses the contents of the
MPLS payl oad to sel ect the ECVP path may be subjected to packet

m sordering [BCP]. In cases where the application using the PWis
sensitive to packet msordering, or where packet msordering wll

di srupt the operation of the PW it is necessary to prevent the PW
bei ng subjected to ECWP.

Al 1P packets [RFC791] [ RFC2460] start with a version nunber that is
checked by LSRs perform ng MPLS payl oad i nspection. To prevent the

i ncorrect processing of packets carried within a PW PW packets
carried over an MPLS PSN MJUST NOT start with the value 4 (I1Pv4) or
the value 6 (I Pv6) in the first nibble [BCP], as those are assuned to
carry normal | P payl oads.

Thi s docunent defines a PWheader and two general formats of that
header. These two formats are the PWMPLS Control Word (PWCW,
which is used for data passing across the PW and a PW Associ at ed
Channel Header (PWACH), which can be used for functions such as OAM

If the first nibble of a PWpacket carried over an MPLS PSN has a
value of 0, this indicates that the packet starts with a PAWCW |f
the first nibble of a packet carried over an MPLS PSN has a val ue of
1, it starts with a PWACH.  The use of any other first nibble val ue
for a PWpacket carried over an MPLS PSN is deprecated.

If a PWis sensitive to packet m sordering and is being carried over
an MPLS PSN t hat uses the contents of the MPLS payload to select the
ECVMP path, it MJST enploy a nechanismthat prevents packet

m sordering. A suitable nechanismis the PWCW described in Section
3 for data, and the PWACH described in Section 5 for channel -
associated traffic.

The PWMCW or the PWACH MUST i medi ately foll ow the bottom of the MPLS
| abel stack.
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3.

Generic PWMPLS Control Word
The Generic PW MPLS Control Word (PWCW is shown in Figure 1.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
|0 0 0 Of Speci fied by PW Encapsul ati on |
B i s T T i i o S o T Ji I

Figure 1. Generic PWMPLS Control Wrd

The PWset-up protocol or configuration mechani sm deternines whether
a PWuses a PWMCW Bits 0..3 differ fromthe first four bits of an
| P packet [BCP] and hence provide the necessary MPLS payl oad

di scrimnation.

Wen a PWMCWis used, it MJST adhere to the Ceneric fornat
illustrated in Figure 1 above. To provide consistency between the
designs of different types of PW it SHOULD al so use the foll ow ng
preferred format:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
|0 0 0 0] Flags | FRG Length | Sequence Nunber |
B i s T T i i o S o T Ji I

Figure 2: Preferred PWMPLS Control Word

The nmeaning of the fields of the Preferred PWMPLS Control Wrd
(Figure 2) is as foll ows:

Flags (bits 4 to 7):

These bits MAY be used by for per-payload signaling. Their
semanti cs MJUST be defined in the PWspecification.

FRG (bits 8 and 9):

These bits are used when fragnmenting a PWpayload. Their use
is described in [FRAG, which is currently a work in progress.
Wien the PWis of a type that will never need payl oad
fragmentation, these bits may be used as general purpose

fl ags.
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Length (bits 10 to 15):

VWhen the PSN path between the PEs includes an Ethernet
segnent, the PWpacket arriving at the CE-bound PE fromthe
PSN rmay i ncl ude paddi ng appended by the Ethernet Data Link
Layer. The CE-bound PE uses the length field to determ ne
the size of the padding added by the PSN, and hence extract
the PW payl oad fromthe PW packet.

If the MPLS payload is | ess than 64 bytes, the length field
MUST be set to the length of the PWpayload plus the Ilength
of the PWMCW Oherwise it MJST be set to zero.

Sequence nunber (Bit 16 to 31):

The sequence nunber inplenments the sequencing function
[ RFC3985]. The use of this field is described in Section 4.

4. Sequenci ng

The sequence number mechanismis PWspecific. The PWencapsul ation
specification MAY define a sequence nunber nechanismto be used, or
it may indicate that the nechani sm described here is to be used. A
pseudo- code description of this mechanismis given in the non-
normati ve Appendi X.

The sequence number mechani sm descri bed here uses a circul ar unsi gned
16-bit nunber space that excludes the value zero

4.1. Setting the Sequence Number

For a given PW and a pair of routers PE1l and PE2, if PEl supports
packet sequenci ng and packet sequencing is enabled for the PW then
the follow ng procedures MJST be used:

0o The initial packet transmtted on the PWMJST be sent with
sequence nunber one.

0 Subsequent packets MJIST increment the sequence nunber by one for
each packet.

0 The sequence nunber that follows 65535 (rmaxi num unsi gned 16-bit
nunber) is one.

If the transmitting router PEl does not support sequence numnber
processi ng, or packet sequencing is disabled, then the sequence
nunber field in the control word MUST be set to zero for all packets
transmtted on the PW
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4.2. Processing the Sequence Nunber

If a router PE2 supports receive sequence nunber processing, and
packet sequencing is enabled for this PW then the follow ng
procedure is used:

Wen a PWis initially set up, the "expected sequence nunber”
associated with it MJST be initialized to one.

When a packet is received on that PW the sequence nunber SHOULD be
processed as foll ows:

o If the sequence nunber on the packet is zero, the sequence
integrity of the packets cannot be determined. |In this case, the
recei ved packet is considered to be in order

o0 Oherwise if the packet sequence nunber equals the expected
sequence nunber, the packet is in order

o0 Oherwise if the packet sequence nunmber is greater than the
expect ed sequence nunber, and the packet sequence nunber m nus
the expected sequence nunber is |ess than 32768, the packet is
within the allowed receive sequence nunber w ndow. The
i npl ementation MAY treat the packet as in order

0 Oherwise if the packet sequence nunber is |ess than the expected
sequence nunber and the expected sequence number m nus the packet
sequence nunber is greater than or equal to 32768, the packet is
within the allowed receive sequence nunber w ndow. The
i npl ementati on MAY treat the packet as in order

0 O herwi se the packet is out of order.

If the packet is found to be in order, it MAY be delivered
i medi at el y.

If the packet sequence nunmber was not zero, then the expected
sequence nunber is set to the packet sequence nunber plus one. The
expect ed sequence nunber that foll ows 65535 (nmaxi mum unsi gned 16-bit
nunber) is one.

Packets that are received out of order MAY either be dropped or
reordered. The choice between dropping or reordering an out- of -
sequence packet is at the discretion of the receiver.

If a PE negotiated not to use receive sequence nunber processing, and

it received a non-zero sequence nunber, then it SHOULD send a PW
status message indicating a receive fault, and disable the PW
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5.

PW Associ at ed Channel

For some PWfeatures, an associated channel is required. An

associ ated channel is a channel that is nultiplexed in the PWwith
user traffic, and thus follows the sane path through the PSN as user
traffic. Note that the use of the term"channel” is not a "PW
channel type" as used in subsection 5.1.2 of [RFC3985].

VWhen MPLS is used as the PSN, the PW Associ ated Channel (PWAC) is
identified by the foll owi ng header:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
|0 O O 1] Versi on| Reserved | Channel Type |
el i I e i it T e e e e i i T o S e e S e T R R

Fi gure 3: PW Associ ated Channel Header

The neanings of the fields in the PWAssoci ated Channel Header
(PWACH) (Figure 3) are:

Ver si on:

This is the version nunber of the PWACH. This specification
defines version 0.

Reserved:
MUST be sent as 0, and ignored on reception.
Channel Type:

The PW Associ ated Channel Type is defined in the | ANA PW
Associ at ed Channel Type registry [ ANA].

Bits 0..3 MUST be 0001. This allows the packet to be distinguished
froman I P packet [BCP] and froma PWdata packet.

| ANA Consi der ati ons

| ANA has set up a registry of "Pseudow re Associ ated Channel Types".
These are 16-bit values. Registry entries are assigned by using the
"I ETF Consensus" policy defined in [ RFC2434]. The val ue 0x21

i ndi cates that the Associ ated Channel carries an |IPv4 packet. The
val ue 0x57 indicates that the Associ ated Channel carries an |Pv6
packet .
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7. Security Considerations

An application using a PWAssoci ated Channel nust be aware that the
channel can potentially be m sused. Any application using the

Associ ated Channel MJST therefore fully consider the resultant
security issues, and provide nmechanisns to prevent an attacker from
using this as a mechanismto disrupt the operation of the PWor the
PE, and to stop this channel from being used as a conduit to deliver
packets el sewhere. The selection of a suitable security mechani sm
for an application using a PWAssoci ated Channel is outside the scope
of this docunent.

If a PWhas been configured to operate without a CW the PW

Associ at ed Channel Type nechani sm described in the docunment MJST NOT
be used. This is to prevent user payl oads being fabricated in such a
way that they mmc the PWAssoci ated Channel Header, and thereby
provide a nethod of attacking the application that is using the
Associ at ed Channel .
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Appendi x. Sequence Number Processing
Thi s appendi x i s non-normative.

Thi s appendi x provi des a pseudo-code description of the sequence
nunber processi ng nmechani sm described in Section 4. 2.

unsi gned16 RECEI VED /* packet sequence nunber

unsi gned16 EXPECTED = 1 /* expected sequence number
/[* initialized to one

bool ean sequenci ngDi sabl ed

bool ean dropQut O Order /* policy on in-w ndow out of sequence
/* packets

updat eExpect ed()
begin
EXPECTED : = RECEI VED + 1;
/* Because EXPECTED is an unsignedl6 it will wap
/* from 65535 to O
/* zero is skipped
i f (EXPECTED = 0)
EXPECTED : = 1,
return;
end;

On receipt of a PWpacket from PSN
begin
if (RECEIVED = 0) then begin
processPacket () ;
return,
end;

i f (sequenci ngDi sabl ed) then begin
/* A packet was received with non-zero sequence nunber, but
/* sequencing is disabled
i ndi cat eRecei veFaul t ();
di sabl ePW) ;
return;
end;

/* The received sequence is the expected sequence numnber
i f ((RECElI VED = EXPECTED) then begin

/* packet is in order

processPacket () ;

updat eExpect ed() ;

return;
end;
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/* Test for received sequence nunber is greater than
/* the expected sequence nunber and is within the
/* allowed recei ve sequence number w ndow
i f ((RECEI VED > EXPECTED) and
((RECEI VED - EXPECTED) < 32768) then begin
/* packet is in the window, but there are |ate/ni ssing
/* packets
if (dropQut O Order) then begin
/* policy is to receive i mediately, dropping
/* out of sequence packets
processPacket () ;
updat eExpect ed() ;
return;
end el se begin
/* policy is to wait for |ate packets
processM ssi ngPacket s() ;
return;
end;
end;

/* Test for the received sequence is less than the

/* expected sequence nunber and is within the all owed

/* receive sequence nunber w ndow

i f ((RECEI VED < EXPECTED) and
((EXPECTED - RECEI VED) >= 32768) then begin
/* packet is in the window, but there are |ate/ m ssing
/* packets

if (dropQutOf Order) then begin
/* policy is to receive inmediately, dropping
/* out of sequence packets
processPacket () ;
updat eExpect ed() ;
return;

end el se begin
/* policy is to wait for |ate packets
processM ssi ngPacket s() ;
return;

end;

end;

/* Received packet was outside the allowed receive
/* sequence nunber w ndow

processQut OF W ndow() ;

end;
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