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Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).

Abst ract
This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects to configure and/or
moni tor Multiprotocol Label Switching Layer-3 Virtual Private

Net works on a Multiprotocol Label Sw tching (MPLS) Label Switching
Router (LSR) supporting this feature.
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1. Introduction

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects to configure and/or

moni tor Multiprotocol Label Switching Layer-3 Virtual Private

Net wor ks on a Multi-Protocol Label Switching (MPLS) Label Switching
Router (LSR) supporting this feature.

Thi s docunent adopts the definitions, acronynms, and mechani snms
described in [RFC4364]. Unl ess otherw se stated, the nmechani sns of
[ RFC4364] apply and will not be re-described here.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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Nad

Ter mi nol ogy

Thi s docunent uses term nology fromthe document describing the MPLS
architecture [RFC3031] and fromthe docunent describing MPLS Layer-3
VPNs (L3VPN) [ RFC4364], as well as the MPLS architecture [ RFC3031].

Thr oughout this docunent, the use of the ternms "Provider Edge (PE)
and Custoner Edge (CE)" or "PE/CE" will be replaced by "PE" in all
cases except when a network device is a CE when used in the carrier’s
carrier nodel.

The | nternet-Standard Managenent Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Assunptions and Prerequisites

It is assuned that certain things are configured and operational in
order for the tables and objects described in this MB to function
correctly. These things are outlined bel ow

- MPLS in general, nust be configured and operational

- Label Distribution Protocol (LDP) paths or traffic-engineered
tunnel s [ RFC3812] shoul d be configured between PEs and CEs.

Brief Description of MB (bjects

The foll owi ng subsections describe the purpose of each of the
obj ects contained in the MPLS-L3VPN-STD-M B.

nmpl sL3VpnVr f Tabl e
This table represents the MPLS L3VPNs that are configured. A
Net wor k Managenent System (NMS) or SNMP agent creates an entry in

this table for every MPLS L3VPN configured on the LSR being
exam ned. The Virtual Routing and Forwarding (VRF) that is
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configured at a particul ar device represents an instance of sone
VPN, but not the entire VPN (unless it is the only VRF, of course).
The coll ective set of VRF instances conprises the actual VPN. This
information is typically only known in its entirety at the NVS

That is, specific devices generally only know of their |ocal VRF
information, but not that of other LSRs’ VRFs.

5.2. npl sL3Vpnl f Conf Tabl e

This table represents the MPLS L3VPN-enabl ed interfaces that are
associated with a specific VRF as represented in the aforenentioned
nmpl sL3VpnVrf Tabl e. Each entry in this table corresponds to an
entry in the Interfaces MB. In addition, each entry extends its
corresponding entry in the Interfaces MB to contain specific MPLS
L3VPN i nformation. Due to this correspondence, certain objects
such as traffic counters are not found in this MB to avoid
overlap, but instead are found in the Interfaces M B [ RFC2863].

5.3. npl sL3VpnVrf Perf Tabl e

This table contains objects to measure the performance of MPLS
L3VPNs and augnents the npl sL3VpnVrfTable. Hi gh capacity counters
are provided for objects that are likely to wap around quickly on
obj ects such as high-speed interface counters.

5.4. npl sL3VpnVrf Rout eTabl e

The tabl e contains the objects necessary to configure and nonitor
routes used by a particular VRF. This includes a cross-connect

poi nter into the MPLS-LSR-STD-M B' s npl sXCTabl e, which nmay be used
to refer that entry to its | abel stack used to | abel switch that
entry.

5.5. Ml sVpnVrf RTTabl e

The tabl e contains the objects necessary to configure and nonitor
route targets for a particul ar VRF.

6. Exanple of MPLS L3VPN Setup

In this section, we provide a brief exanple of using the MB
obj ects described in the following section. Wile this example is

not neant to illustrate every nuance of the MB, it is intended as
an aid to understandi ng some of the key concepts. It is our intent
that it is read only after the reader has gone through the MB
itself.
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This configuration is under the assunption that 1) MPLS has been

pre-configured in the network,
- Traffic Engineering (RSVP-TE);

Reservati on Protocol

Resour ce
2) OSPF or

t hrough enabling LDP or

Internediate Systemto Internediate System (I1S-1S) has been pre-
configured; and 3) BGP sessions have been established between PEs.

Defi ning the VRF,
I'n mpl sL3VpnVr f Tabl e:

nmpl sL3VpnVr f Nane

mpl sL3VpnVr f Descri pti on
nmpl sL3VpnVr f RD

mpl sL3VpnVr f Rowst at us

}
I n nmpl sL3VpnVr f Rout eTabl e:

nmpl sL3VpnVr f RTRowSt at us. "Red". " 100: 1". i nport
mpl sL3VpnVr f RTRowSt at us. " Red". " 100: 1". export

}

the route target,

and route distinguisher:

"RED",

"Intranet of Conpany ABC',
"100: 1", -- octet string
creat eAndGo( 4)

creat eAndQo,
creat eAndCGo

7. MPLS-L3VPN-STD-M B Mbdul e Definitions

MPLS- L3VPN-STD-M B DEFINITIONS :: =
I MPORTS

BEG N

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
I nt eger 32, Counter32, Unsigned32, Gauge32

FROM SNWVPv2- SM

[ RFC2578]

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWPv2- CONF
TEXTUAL- CONVENTI ON, Tr ut hVal ue,
Ti meSt anp, St orageType
FROM SNMPv2- TC
I nt erfacel ndex,
FROM | F-M B
VPNl dOr Zer o
FROM VPN- TC- STD-M B
SnnpAdmi nStri ng
FROM SNMP- FRAMEWORK- M B
I ANAI pRout ePr ot ocol
FROM | ANA- RTPROTO- M B
I net Addr ess, | net AddressType,
I net Addr essPrefi xLengt h,
I net Aut ononobusSyst emNunber
FROM | NET- ADDRESS- M B
mpl sSt dM B
FROM MPLS- TC- STD-M B

Nadeau & van Der Li nde

St andards Track

[ RFC2580]
RowsSt at us,

[ RFC2579]

I nterfacel ndexOr Zero

[ RFC2863]
[ RFC4265]
[ RFC3411]

[ RTPROTO]

[ RFC4001]

[ RFC3811]
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Mpl sl ndexType
FROM MPLS-LSR- STD-M B -- [ RFC3813]

3

npl sL3VpnM B MODULE- | DENTI TY
LAST- UPDATED "200601230000Z" -- 23 January 2006
ORGANI ZATI ON "I ETF Layer-3 Virtual Private
Net wor ks Wor ki ng Group. "
CONTACT- | NFO
" Thomas D. Nadeau
t nadeau@i sco. com

Har men van der Linde
havander @i sco. com

Comments and di scussion to | 3vpn@etf.org"
DESCRI PTI ON
"This MB contai ns nmanaged object definitions for the
Layer-3 Mul tiprotocol Label Swi tching Virtual
Privat e Networks.

Copyright (C The Internet Society (2006). This
version of this MB nodule is part of RFC4382; see

the RFC itself for full legal notices."
-- Revision history.
REVI SI ON
"200601230000Z2" -- 23 January 2006
DESCRI PTI ON

"Initial version. Published as RFC 4382."
:={ nplsStdM B 11 }

-- Textual Conventi ons.

Mol sL3VpnName :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An identifier that is assigned to each MPLS/ BGP VPN and

is used to uniquely identify it. This is assigned by the
system operator or NM5S and SHOULD be uni que t hroughout

the MPLS domain. |If this is the case, then this identifier
can then be used at any LSR within a specific MPLS domain
to identify this MPLS/BGP VPN. It may al so be possible to
preserve the uniqueness of this identifier across MPLS
domai n boundaries, in which case this identifier can then
be used to uniquely identify MPLS/BGP VPNs on a nore gl obal
basis. This object MAY be set to the VPN ID as defined in
RFC 2685. "

REFERENCE
"RFC 2685 Fox B., et al, 'Virtual Private
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Net works ldentifier’, September 1999."
SYNTAX OCTET STRING (SIZE (0..31))

Mpl sL3VpnRout eDi sti ngui sher ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Syntax for a route distinguisher and route target
as defined in [ RFC4364]."
REFERENCE
"[ RFCA364] "
SYNTAX OCTET STRI NG S| ZE (0. . 256))

Mpl sL3VpnRt Type :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"Used to define the type of a route target usage.
Route targets can be specified to be inported,
exported, or both. For a conplete definition of a
route target, see [RFC4364]."

REFERENCE
"[ RFC4364] "

SYNTAX | NTEGER { inport(1), export(2), both(3) }

-- Top |l evel conponents of this MB.

mpl sL3VpnNoti fi cati ons OBJECT IDENTIFIER ::= { nplsL3VpnM B 0 }
mpl sL3VpnChj ect s OBJECT IDENTIFIER ::= { nplsL3VpnMB 1 }
mpl sL3VpnScal ar s OBJECT IDENTIFIER ::= { nplsL3VpnObjects 1}
nmpl sL3VpnConf OBJECT IDENTIFIER ::= { nplsL3VpnObjects 2 }
nmpl sL3VpnPer f OBJECT I DENTIFIER ::= { nplsL3VpnObjects 3 }
nmpl sL3VpnRout e OBJECT IDENTIFIER ::= { nplsL3VpnObjects 4 }
mpl sL3VpnConf or mance OBJECT IDENTIFIER ::= { npl sL3VpnM B 2 }

-- Scalar njects

mpl sL3VpnConfi guredvrfs OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of VRFs that are configured on this node."
::={ nplsL3VpnScalars 1}

mpl sL3VpnActi veVrfs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
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"The nunmber of VRFs that are active on this node.

That is,

those VRFs whose correspondi ng npl sL3VpnVrf Oper St at us

obj ect value is equal to operational (1)."
::={ nplsL3VpnScalars 2 }

mpl sL3VpnConnect edl nt er f aces OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

Gauge32
read-only
current

"Total nunber of interfaces connected to a VRF."
::={ nplsL3VpnScalars 3}

mp
SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

sL3VpnNoti fi cati onEnabl e OBJECT- TYPE

Tr ut hval ue
read-write
current

"If this object is true, then it enables the
generation of all notifications defined in
this MB. This object’s value should be
preserved across agent reboots."

REFERENCE

"See al so [RFC3413] for explanation that
notifications are under the ultimate control of the
M B nmodul es in this docunent."
DEFVAL { false }
::={ nplsL3VpnScalars 4 }

mpl sL3VpnVr f Conf MaxPossRts OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Denot es maxi mum nunber of routes that the device
will allowall VRFs jointly to hold. If this value is
set to O, this indicates that the device is

unabl e to determ ne the absolute maximum In this
case, the configured maxi nrum MAY not actually
be all owed by the device."

::={ nplsL3VpnScalars 5 }

np
SYNTAX

UNI TS
MAX- ACCESS
STATUS

Nadeau & van Der

sL3VpnVr f Conf Rt eMkThr shTi ne  OBJECT- TYPE

Unsi gned32
"seconds"
read-only

current
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DESCRI PTI ON
"Denotes the interval in seconds, at which the route max threshold
notification may be reissued after the maxi num val ue has been
exceeded (or has been reached if nplsL3VpnVrf Conf MaxRout es and
mpl sL3VpnVr f Conf Hi ghRt eThresh are equal) and the initia
notification has been issued. This value is intended to prevent
continuous generation of notifications by an agent in the event
that routes are continually added to a VRF after it has reached
its maxi mumvalue. |If this value is set to 0, the agent should
only issue a single notification at the tine that the maxi mum
threshol d has been reached, and should not issue any nore
notifications until the value of routes has fallen bel ow the
configured threshold value. This is the recommended default
behavi or. "
DEFVAL { 0 }
::={ nplsL3VpnScalars 6 }

mpl sL3Vpnl | | Lbl RevThr sh OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The nunber of illegally received | abels above which

the npl sNumvrf Secl || gl Lbl ThrshExcd notification
is issued. The persistence of this value nmnics
that of the device's configuration."

::={ mplsL3VpnScalars 7 }

-- VPN Interface Configuration Table

mpl sL3Vpnl f Conf Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mpl sL3Vpnl f Conf Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table specifies per-interface MPLS capability
and associ ated information."
2= { mplsL3VpnConf 1 }

nmpl sL3Vpnl f Conf Entry OBJECT- TYPE
SYNTAX Mol sL3Vpnl f Conf Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created by an LSR for
every interface capable of supporting MPLS L3VPN
Each entry in this table is neant to correspond to
an entry in the Interfaces Table."
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I NDEX { mpl sL3VpnVrf Nane, npl sL3Vpnlf Confl ndex }
2= { mplsL3VpnlfConfTable 1}
Mol sL3Vpnl f ConfEntry ::= SEQUENCE ({
mpl sL3Vpnl f Conf | ndex I nt erfacel ndex,
mpl sL3Vpnl f Vpnd assi fi cati on | NTEGER
mpl sL3Vpnl f VpnRout eDi st Prot ocol BI TS,
mpl sL3Vpnl f Conf St or ageType St or ageType,
mpl sL3Vpnl f Conf RowSt at us RowSt at us
}
nmpl sL3Vpnl f Conf | ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This is a unique index for an entry in the
mpl sL3Vpnl f Conf Tabl e. A non-zero i ndex for an
entry indicates the iflndex for the corresponding
interface entry in the MPLS-VPN-layer in the ifTable.
Note that this table does not necessarily correspond
one-to-one with all entries in the Interface MB
having an ifType of MPLS-layer; rather, only those
that are enabled for MPLS L3VPN functionality."
REFERENCE
" RFC2863"
c:={ mplsL3VvpnlfConfEntry 1 }

mpl sL3Vpnl f Vpnd assi fi cati on OBJECT- TYPE
SYNTAX I NTEGER { carrierOCarrier (1),
enterprise (2),
i nterProvider (3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Denotes whether this link participates in a
carrier’s carrier, enterprise, or inter-provider
scenario.”

DEFVAL { enterprise }

::={ nplsL3VpnlfConfEntry 2 }

mpl sL3Vpnl f VpnRout ebDi st Prot ocol OBJECT- TYPE
SYNTAX BITS { none (0),
bgp (1),
ospf (2),
rip(3),
i sis(4),

Nadeau & van Der Linde St andards Track [ Page 10]
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static(5),
ot her (6)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Denotes the route distribution protocol across the
PE-CE link. Note that nore than one routing protocol
may be enabled at the sanme time; thus, this object is
specified as a bitmask. For exanple, static(5) and
ospf(2) are a typical configuration."

c:={ nplsL3VpnlfConfEntry 3}

sL3Vpnl f Conf St or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The storage type for this VPN If entry.

Conceptual rows having the val ue ’permanent’
need not allow wite access to any col umar
objects in the row"

REFERENCE
"See RFC2579."

DEFVAL { volatile }

::={ mplsL3VpnlfConfEntry 4 }

np

sL3Vpnl f Conf RowSt at us  OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This variable is used to create, nodify, and/or
delete arowin this table. Rows in this
table signify that the specified interface is
associated with this VRF. |If the row creation
operation succeeds, the interface will have been
associated with the specified VRF, otherw se the
agent MUST not allow the association. |f the agent
only allows read-only operations on this table, it
MUST create entries in this table as they are created
on the device. Wwen arowin this table is in
active(l) state, no objects in that row can be
modi fi ed except npl sL3Vpnl f Conf St or ageType and
mpl sL3Vpnl f Conf RowSt at us. "

::={ nplsL3VpnlfConfEntry 5 }

nmp

-- VRF Configuration Table
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nmpl sL3VpnVr f Tabl e

OBJECT- TYPE

SYNTAX

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

MPLS- L3VPN- STD-M B

SEQUENCE OF Mpl sL3VpnVrfEntry

"This table specifies per-interface MPLS L3VPN
VRF Tabl e capability and associ ated information.
Entries in this table define VRF routing instances

associ ated with MPLS/ VPN i nterfaces.

Not e t hat

multiple interfaces can belong to the sanme VRF

i nst ance.
conprises an actual
c:={ nplsL3VpnConf 2 }

VPN. "

mpl sL3VpnVrf Entry OBJECT- TYPE

SYNTAX Mol sL3VpnVrfEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

The collection of all

VRF i nst ances

"An entry in this table is created by an LSR for
every VRF capabl e of supporting MPLS L3VPN. The
i ndexi ng provi des an ordering of VRFs per-VPN

interface."
I NDEX
c:={ nplsL3VpnvrfTable 1 }

Mol sL3VpnVrfEntry :: = SEQUENCE {

}

mpl sL3VpnVr f Nane

mpl sL3VpnVrf Vpnl d

nmpl sL3VpnVr f Descri pti on

nmpl sL3VpnVr f RD

mpl sL3VpnVrf Creati onTi e

mpl sL3VpnVr f Oper St at us

mpl sL3VpnVrf Acti vel nterfaces
nmpl sL3VpnVr f Associ at edl nterfaces
mpl sL3VpnVr f Conf M dRt eThr esh
mpl sL3VpnVr f Conf Hi ghRt eThr esh
mpl sL3VpnVr f Conf MaxRout es

mpl sL3VpnVr f Conf Last Changed
mpl sL3VpnVr f Conf RowsSt at us

mpl sL3VpnVr f Conf Adm nSt at us
nmpl sL3VpnVr f Conf St or ageType

mpl sL3VpnVr f Name OBJECT- TYPE

SYNTAX Mpl sL3VpnNarme
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Nadeau & van Der Li nde
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Mol sL3VpnNare,
VPNl dOr Zer o,
SnnpAdmi nStri ng,
Mpl sL3VpnRout eDi sti ngui sher,
Ti meSt anp,

| NTEGER,
Gauge32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi ghed32,

Ti meSt anp,

RowsSt at us,

| NTEGER,

St or ageType

[ Page

February 2006

12]



RFC 4382 MPLS- L3VPN- STD-M B February 2006

"The human-readabl e nane of this VPN. This MAY
be equivalent to the [ RFC2685] VPN-ID, but nmay
also vary. If it is set tothe VPNID, it MJST
be equivalent to the value of nplsL3VpnVrfVpnld.
It is strongly recommended that all sites supporting
VRFs that are part of the same VPN use the sane
nam ng convention for VRFs as well as the same VPN
ID"

REFERENCE
"[ RFC2685] "

o= { nplsL3VpnVrfEntry 1}

sL3VpnVrfVpnl d OBJECT- TYPE

SYNTAX VPNl dOr Zer o

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The VPN ID as specified in [RFC2685]. |If a VPN ID

has not been specified for this VRF, then this
vari abl e SHOULD be set to a zero-length OCTET
STRI NG "

o= { nplsL3VpnVrfEntry 2 }

3

mpl sL3VpnVr f Descri pti on OBJECT- TYPE
SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The human-readabl e description of this VRF."
DEFVAL { "" }
i={ nplsL3VpnwrfEntry 3 }

mpl sL3VpnVr f RD OBJECT- TYPE
SYNTAX Mpl sL3VpnRout eDi st i ngui sher
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The route distinguisher for this VRF."
DEFVAL { "" }
::={ nplsL3VpnVrfEntry 4 }

mpl sL3VpnVrf Creati onTi ne OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The time at which this VRF entry was created."
o= { nplsL3VpnwrfEntry 5 }
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mpl sL3VpnVr f Oper St at us OBJECT- TYPE

SYNTAX I NTEGER { up (1),
down (2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Denotes whether or not a VRF is operational. A VRFis
up(1) when there is at |east one interface associated
with the VRF whose ifQOperStatus is up(l). A VRF is
down(2) when:

a. There does not exist at |east one interface whose

i fOperStatus is up(1l).
b. There are no interfaces associated with the VRF."
:={ mplsL3vpnVrfEntry 6 }

mpl sL3VpnVrf Acti vel nterfaces OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of interfaces connected to this VRF with
i fOperStatus = up(1l).

Thi s val ue shoul d increase when an interface is associ ated
with the corresponding VRF and its corresponding ifOperStatus
is equal to up(l). |If an interface is associated whose
ifOperStatus is not up(1l), then the value is not increnented
until such time as it transitions to this state.

Thi s val ue shoul d be decrenented when an interface is
di sassociated with a VRF or the correspondi ng if Oper Status
transitions out of the up(l) state to any other state.

::={ nplsL3VpnVrfEntry 7 }

mpl sL3VpnVr f Associ at edl nt er f aces OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of interfaces connected to this VRF
(i ndependent of ifQperStatus type)."
::={ mplsL3vpnVrfEntry 8 }

sL3VpnVr f Conf M dRt eThr esh OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create

nmp
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STATUS current

DESCRI PTI ON
"Denotes m d-1evel water marker for the nunber
of routes that this VRF may hold."

DEFVAL { 0 }

o= { nplsL3VpnwrfEntry 9 }

mpl sL3VpnVr f Conf Hi ghRt eThresh  OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Denotes high-level water marker for the nunber of
routes that this VRF may hold."

DEFVAL { 0 }

c:={ nplsL3VpnVrfEntry 10 }

mpl sL3VpnVr f Conf MaxRout es  OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Denot es maxi mum nunber of routes that this VRF is
configured to hold. This value MJST be |l ess than or
equal to npl sL3VpnVrf Conf MaxPossRts unless it is set
to 0."

DEFVAL { 0 }
c:={ nplsL3VpnVrfEntry 11 }

mpl sL3VpnVr f Conf Last Changed OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the time of the |ast

change of this table entry, which includes changes of

VRF paranmeters defined in this table or addition or

del etion of interfaces associated with this VRF."
:={ mplsL3VpnVrfEntry 12 }

mpl sL3VpnVr f Conf RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or
delete a rowin this table.
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Wen a rowin this table is in active(l) state, no
objects in that row can be nodified except
mpl sL3VpnVr f Conf Adm nSt at us, npl sL3VpnVr f Conf RowSt at us,
and npl sL3VpnVr f Conf St or ageType. "

c:={ nplsL3VpnVrfEntry 13 }

mpl sL3VpnVr f Conf Adni nSt at us OBJECT- TYPE

SYNTAX I NTEGER {
up(1), -- ready to pass packets
down(2), -- can’'t pass packets
testing(3) -- in sone test node

}
MAX- ACCESS read-create

STATUS current
DESCRI PTI ON
"Indicates the desired operational status of this
VRF. "

o= { nplsL3VpnVrfEntry 14 }

mpl sL3VpnVr f Conf St or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type for this VPN VRF entry.
Conceptual rows having the val ue ’permanent’
need not allow wite access to any col umar
objects in the row"
REFERENCE
"See RFC2579."
DEFVAL { volatile }
:={ mplsL3vpnVrfEntry 15 }

-- Ml sL3VpnVrf RTTabl e
mpl sL3VpnVr f RTTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sL3VpnVrf RTEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies per-VRF route target association.
Each entry identifies a connectivity policy supported
as part of a VPN "

2= { mplsL3VpnConf 3}

nmpl sL3VpnVr f RTEntry OBJECT- TYPE

SYNTAX Mol sL3VpnVr f RTEnt ry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"An entry in this table is created by an LSR for
each route target configured for a VRF supporting
a MPLS L3VPN instance. The indexing provides an
ordering per-VRF instance. See [RFC4364] for a
conplete definition of a route target."
I NDEX { npl sL3VpnVrf Nane, npl sL3VpnVrf RTI ndex,
mpl sL3VpnVr f RTType }
::={ nplsL3VpnVrfRTTable 1 }

Mpl sL3VpnVrf RTEntry :: = SEQUENCE {
mpl sL3VpnVr f RTI ndex Unsi ghed32,
mpl sL3VpnVr f RTType Mol sL3VpnRt Type,
mpl sL3VpnVr f RT Mpl sL3VpnRout eDi st i ngui sher,
mpl sL3VpnVr f RTDescr SnnpAdmi nString,

mpl sL3VpnVr f RTRowSt at us RowsSt at us,
mpl sL3VpnVr f RTSt or ageType St orageType

}
mpl sL3VpnVr f RTI ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Auxiliary index for route targets configured for a
particul ar VRF."
o= { nplsL3VpnVrfRTEntry 2 }

mpl sL3VpnVr f RTType OBJECT- TYPE
SYNTAX Mol sL3VpnRt Type
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The route target distribution type."
o= { nplsL3VpnVrfRTEntry 3 }

mpl sL3VpnVr f RT OBJECT- TYPE
SYNTAX Mol sL3VpnRout eDi st i ngui sher
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The route target distribution policy."
DEFVAL { "" }
c:={ mplsL3VpnVrfRTEntry 4 }

mpl sL3VpnVr f RTDescr OBJECT- TYPE
SYNTAX SnipAdmi nStri ng

Nadeau & van Der Linde St andards Track [ Page 17]



RFC 4382 MPLS- L3VPN- STD-M B February 2006

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Description of the route target."
DEFVAL { "" }
o= { nplsL3VpnVrfRTEntry 5 }

mpl sL3VpnVr f RTRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or

delete arowin this table. When a rowin this

table is in active(l) state, no objects in that row

can be nodified except nplsL3VpnVrf RTRowSt at us. "
c:={ nplsL3VpnVrfRTEntry 6 }

mpl sL3VpnVr f RTSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this VPN route target (RT) entry.
Conceptual rows having the val ue ' permanent’
need not allow wite access to any col umar
objects in the row"
REFERENCE
"See RFC2579."
DEFVAL { volatile }
i={ nplsL3VpnVrfRTEntry 7 }

-- VRF Security Table

mpl sL3VpnVrf SecTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Ml sL3VpnVr f SecEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table specifies per MPLS L3VPN VRF Tabl e
security-related counters."”
::={ nplsL3VpnConf 6 }

mpl sL3VpnVr f SecEntry OBJECT- TYPE
SYNTAX Mol sL3VpnVr f SecEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"An entry in this table is created by an LSR for
every VRF capabl e of supporting MPLS L3VPN. Each
entry in this table is used to indicate security-rel ated
information for each VRF entry."
AUGVENTS { mpl sL3VpnVrfEntry }
c:={ nplsL3VpnVvrfSecTable 1 }

Mol sL3VpnVr f SecEntry :: = SEQUENCE ({
mpl sL3VpnVrf Secl | | egal Lbl VIt ns Count er 32,
mpl sL3VpnVr f SecDi sconti nui tyTi ne Ti meSt anp
}
mpl sL3VpnVr f Secl | | egal Lbl VIt ns OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indi cates the nunber of illegally received

| abel s on this VPN VRF.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
mpl sL3VpnVr f SecDi scontinuityTinme."

= { nplsL3VpnVrfSecEntry 1 }

mpl sL3VpnVrf SecDi scontinuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the nost recent occasion at
whi ch any one or nmore of this entry’s counters suffered
a discontinuity. |If no such discontinuities have
occurred since the last re-initialization of the |ocal
managenment subsystem then this object contains a zero
val ue. "

c:={ mplsL3VpnVrfSecEntry 2 }

-- VRF Performance Tabl e

mpl sL3VpnVr f Per f Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Ml sL3VpnVrfPerfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies per MPLS L3VPN VRF Tabl e perfornance
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i nformation."
::={ mplsL3VpnPerf 1}

mpl sL3VpnVrf Perf Entry OBJECT- TYPE

SYNTAX Mol sL3VpnVr f PerfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created by an LSR for
every VRF capabl e of supporting MPLS L3VPN. "
AUGVENTS { mpl sL3VpnVrfEntry }
o= { nplsL3VpnVvrfPerfTable 1 }

Mol sL3VpnVrfPerfEntry ::= SEQUENCE {
mpl sL3VpnVr f Per f Rout esAdded Count er 32,
mpl sL3VpnVr f Per f Rout esDel et ed Count er 32,
mpl sL3VpnVr f Per f Cur r NunRout es Gauge32,
mpl sL3VpnVr f Per f Rout esDr opped Count er 32,
nmpl sL3VpnVr f Per f Di scTi e Ti meSt anp
}
mpl sL3VpnVr f Per f Rout esAdded OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indi cates the nunber of routes added to this VPN VRF
since the last discontinuity. Discontinuities in
the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
mpl sL3VpnVrf Perf Di scTi me. "

:={ mplsL3vpnvrfPerfEntry 1 }

mpl sL3VpnVr f Per f Rout esDel et ed OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of routes renpved fromthis VPN VRF.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenment system and at
other times as indicated by the val ue of
mpl sL3VpnVr f Perf Di scTi ne. "

::={ nmplsL3VpnvrfPerfEntry 2 }

mpl sL3VpnVr f Per f Cur r NumRout es OBJECT- TYPE
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SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indi cates the nunber of routes currently used by this
VRF. "

c:={ nplsL3VpnvrfPerfEntry 3 }

nmpl sL3VpnVr f Per f Rout esDr opped OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This counter should be increnmented when the nunber of routes
contai ned by the specified VRF exceeds or attenpts to exceed
the maxi mum al | owed val ue as indicated by

mpl sL3VpnVr f MaxRout eThr eshol d.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
mpl sL3VpnVrf Perf Di scTi ne. "

o= { nplsL3VpnvrfPerfEntry 4 }

mpl sL3VpnVrf Perf Di scTi me  OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the nbst recent occasion at
whi ch any one or nmore of this entry’'s counters suffered
a discontinuity. |If no such discontinuities have
occurred since the last re-initialization of the |ocal
managenment subsystem then this object contains a zero
val ue. "
c:={ nplsL3VpnvrfPerfEntry 5 }

-- VRF Routing Table

mpl sL3VpnVrf Rt eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ml sL3VpnVrf Rt eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies per-interface MPLS L3VPN VRF Tabl e
routing information. Entries in this table define VRF routing
entries associated with the specified MPLS/ VPN interfaces. Note
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that this table contains both BGP and Interior Gateway Protocol
I GP routes, as both may appear in the same VRF."

REFERENCE
"[ RFC2096] "

::={ nmplsL3VpnRoute 1 }

mpl sL3VpnVrf Rt eEntry OBJECT- TYPE

SYNTAX Mol sL3VpnVr f Rt eEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table is created by an LSR for every route
present configured (either dynamically or statically) within
the context of a specific VRF capabl e of supporting MPLS/ BGP
VPN. The indexing provides an ordering of VRFs per-VPN
i nterface.

I mpl enenters need to be aware that there are quite a few

i ndex objects that together can exceed the size allowed
for an bject ldentifier (OD). So inplenmenters nmust make
sure that O Ds of columm instances in this table will have
no nore than 128 sub-identifiers, otherw se they cannot be
accessed using SNWPv1l, SNWMPv2c, or SNWPv3."

I NDEX { npl sL3VpnVr f Nane,
mpl sL3VpnVr f Rt el net G dr Dest Type,
mpl sL3VpnVr f Rt el net Ci dr Dest,
mpl sL3VpnVr f Rt el net G dr Pf xLen,
mpl sL3VpnVrf Rt el net G dr Pol i cy,
mpl sL3VpnVr f Rt el net G dr NHopType,
mpl sL3VpnVr f Rt el net G dr Next Hop

}
:={ mplsL3VpnVrfRteTable 1 }

Mol sL3VpnVrf Rt eEntry :: = SEQUENCE ({

Nadeau & van Der

mpl sL3VpnVr f Rt el net G dr Dest Type
mpl sL3VpnVr f Rt el net G dr Dest

mpl sL3VpnVrf Rt el net G dr Pf xLen
mpl sL3VpnVrf Rt el net G dr Pol i cy
mpl sL3VpnVr f Rt el net G dr NHopType
mpl sL3VpnVr f Rt el net G dr Next Hop
mpl sL3VpnVrf Rt el net G drl f I ndex
mpl sL3VpnVr f Rt el net G dr Type

mpl sL3VpnVrf Rt el net CGi dr Prot o

mpl sL3VpnVrf Rt el net G dr Age

nmpl sL3VpnVr f Rt el net G dr Next HOpAS
mpl sL3VpnVrf Rt el net G drMetricl
mpl sL3VpnVrf Rt el net G dr Metric2

Li nde St andards Track

| net Addr essType,

| net Addr ess,

I net Addr essPrefi xLengt h,
OBJECT | DENTI FI ER,

I net Addr essType,

| net Addr ess,

I nterfacel ndexOr Zer o,

| NTEGER,

I ANAi pRout ePr ot ocol ,
Gauge32,

I net Aut ononousSyst emNunber,
I nt eger 32,

I nt eger 32,
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mpl sL3VpnVrf Rt el net G dr Metric3 I nt eger 32,
mpl sL3VpnVrf Rt el net Gi dr Metric4 I nt eger 32,
mpl sL3VpnVrf Rt el net G dr Metri c5 I nt eger 32
mpl sL3VpnVr f Rt eXCPoi nt er Mol sl ndexType,
mpl sL3VpnVr f Rt el net G dr St at us RowSt at us
}

mpl sL3VpnVr f Rt el net G dr Dest Type OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The type of the nplsL3VpnVrfRtel net G dr Dest address, as
defined in the I net Address M B.

Only those address types that may appear in an actua
routing table are allowed as val ues of this object.”
REFERENCE " RFC4001"
i={ nplsL3VpnwrfReEntry 1}

mpl sL3VpnVrf Rt el net G dr Dest OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The destination | P address of this route.

The type of this address is determ ned by the val ue of
the npl sL3VpnVrf Rt el net G dr Dest Type obj ect

The val ues for the index objects
mpl sL3VpnVrf Rt el net G dr Dest and
mpl sL3VpnVrf Rt el net G dr Pf xLen nust be consistent. When
the val ue of nplsL3VpnWrfRtelnetCidrDest is x, then
the bitw se | ogical-AND of x with the value of the mask
fornmed fromthe correspondi ng i ndex object
mpl sL3VpnVr f Rt el net G dr Pf xLen MJST be
equal to x. If not, then the index pair is not
consi stent and an inconsistent Name error nust be
returned on SET or CREATE requests.”
c:={ nmplsL3VpnVrfRteEntry 2 }

mpl sL3VpnVr f Rt el net G dr Pf xLen OBJECT- TYPE
SYNTAX I net Addr essPrefi xLength (0..128)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"I ndi cates the nunber of |eading one bits that formthe
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mask to be | ogical-ANDed with the destination address
bef ore being conpared to the value in the
mpl sL3VpnVrf Rt el net G drDest field.

The val ues for the index objects
nmpl sL3VpnVr f Rt el net G dr Dest and
mpl sL3VpnVrf Rt el net G dr Pf xLen nust be consistent. Wen
the val ue of nplsL3VpnVrfRtelnetCidrDest is x, then the
bitw se | ogical-AND of x with the value of the mask
fornmed fromthe correspondi ng i ndex object
mpl sL3VpnVrf Rt el net G dr Pf xLen MUST be
equal to x. If not, then the index pair is not
consi stent and an inconsistent Name error must be
returned on SET or CREATE requests.”

c:={ mplsL3VpnVrfRteEntry 3 }

L3VpnVrf Rt el net G dr Pol i cy OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This object is an opaque object w thout any defined
semantics. Its purpose is to serve as an additiona

i ndex that may delineate between nultiple entries to
the sane destination. The value { 0 0 } shall be used
as the default value for this object.”

:={ mplsL3VpnVrfRteEntry 4 }

L3VpnVrf Rt el net G dr NHopType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The type of the nplsL3VpnVrfRtelnet G dr Next Hop address,
as defined in the | net Address M B.

Val ue shoul d be set to unknown(0) for non-renote
routes.

Only those address types that may appear in an actua
routing table are allowed as val ues of this object.”
REFERENCE " RFC4001"
i={ nplsL3VpnwrfRteEntry 5 }

L3VpnVrf Rt el net G dr Next Hop OBJECT- TYPE
SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current
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DESCRI PTI ON
"On renote routes, the address of the next system en
route. For non-renpte routes, a zero-length string.
The type of this address is determ ned by the val ue of
the npl sL3VpnVrf Rt el net G dr NHopType obj ect. ™
o= { nplsL3VpnwrfRteEntry 6 }

mpl sL3VpnVrf Rt el net Gi dr | fl ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The iflndex value that identifies the local interface
t hrough which the next hop of this route should be
reached. A value of 0 is valid and represents the
scenario where no interface is specified."

DEFVAL { 0 }

o= { nplsL3vpnwrfReEntry 7 }

mpl sL3VpnVrf Rt el net G dr Type OBJECT- TYPE

SYNTAX I NTEGER {

ot her (1), -- not specified by this MB

reject (2), -- route which discards traffic and
-- returns | CVMP notification

| ocal (3), -- local interface

renot e (4), -- renote destination

bl ackhol e(5) -- route which discards traffic
-- silently

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of route. Note that |ocal (3) refers to a

route for which the next hop is the final destination;
renote(4) refers to a route for which the next hop is
not the final destination

Routes that do not result in traffic forwarding or
rejection should not be displayed even if the
i mpl ement ati on keeps them stored internally.

reject(2) refers to a route that, if matched, discards
the message as unreachabl e and returns a notification

(e.g., ICWP error) to the message sender. This is used
in some protocols as a neans of correctly aggregating
routes.

bl ackhol e(5) refers to a route that, if matched,
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di scards the nessage silently."
DEFVAL { other }
c:={ mplsL3VpnVrfRteEntry 8 }

mpl sL3VpnVrf Rt el net G dr Prot o OBJECT- TYPE

SYNTAX | ANAI pRout ePr ot ocol

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The routing nmechanismvia which this route was | earned.

I nclusi on of values for gateway routing protocols is
not intended to inply that hosts shoul d support those
protocol s. "

c:={ mplsL3VpnVrfRteEntry 9 }

mpl sL3VpnVrf Rt el net G dr Age OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of seconds since this route was |ast updated
or otherwi se determined to be correct. Note that no
semantics of "too old can be inplied except through
know edge of the routing protocol by which the route
was | earned."

:={ mplsL3VpnvrfRteEntry 10 }

mpl sL3VpnVr f Rt el net G dr Next HopAS OBJECT- TYPE

SYNTAX I net Aut ononbusSyst emNurrber

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Aut ononpus System Nunmber of the next hop. The

semantics of this object are determ ned by the
routing protocol specified in the route’s
mpl sL3VpnVrf Rt el net GidrProto value. Wen this
obj ect is unknown or not relevant, its value should
be set to zero."

DEFVAL { 0 }

::={ nmplsL3VpnVrfRteEntry 11 }

mpl sL3VpnVrf Rt el net Gi dr Metricl OBJECT- TYPE
SYNTAX Integer32 (-1 | 0..2147483647)
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The primary routing nmetric for this route. The
semantics of this netric are determ ned by the
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routing protocol specified in the route’s
mpl sL3VpnVrfRtelnetCidrProto value. |If this
metric is not used, its value should be set to
-1

DEFVAL { -1}

o= { nplsL3VpnwrfRteEntry 12 }

mpl sL3VpnVrf Rt el net Gi dr Metri c2 OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this nmetric are determ ned by the routing
protocol specified in the route’s
nmpl sL3VpnVrf Rt el net Ci dr Prot o
value. If this metric is not used, its value should be
set to -1."

DEFVAL { -1}

:={ mplsL3VpnvrfRteEntry 13 }

mpl sL3VpnVrf Rt el net Gi dr Metri c3 OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are determned by the routing
protocol specified in the route’'s
mpl sL3VpnVrf Rt el net G dr Prot o
value. If this netric is not used, its value should be
set to -1."

DEFVAL { -1}

::={ nmplsL3VpnVrfRteEntry 14 }

mpl sL3VpnVrf Rt el net Gi dr Metri c4 OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are determ ned by the routing
protocol specified in the route’s
mpl sL3VpnVrfRtelnetCidrProto value. If this metric
is not used, its value should be set to -1."

DEFVAL { -1}

:={ nmplsL3VpnWrfRteEntry 15 }
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mpl sL3VpnVrf Rt el net Gi dr Metri ¢c5 OBJECT- TYPE
SYNTAX Integer32 (-1 | 0..2147483647)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are determ ned by the routing
protocol specified in the route’s
mpl sL3VpnVrfRtelnetCidrProto value. If this metric is
not used, its value should be set to -1."
DEFVAL { -1}
o= { nplsL3VpnwrfRteEntry 16 }

mpl sL3VpnVr f Rt eXCPoi nter OBJECT- TYPE

SYNTAX Mol sl ndexType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"I'ndex into nplsXCTabl e that identifies which cross-

connect entry is associated with this VRF route entry

by contai ning the npl sXCl ndex of that cross-connect entry.
The string containing the single-octet 0x00 indicates that

a |l abel stack is not associated with this route entry. This
can be the case because the | abel bindings have not yet

been established, or because sone change in the agent has
renoved them

Wien the | abel stack associated with this VRF route is created,
it MUST establish the associated cross-connect
entry in the npl sXCTabl e and then set that index to the val ue
of this object. Changes to the cross-connect object in the
mpl sXCTabl e MUST automatically be reflected in the val ue of
this object. |If this object represents a static routing entry,
then the manager nust ensure that this entry is maintai ned
consistently in the correspondi ng npl sXCTable as well."

REFERENCE

"RFC 3813 - Multiprotocol Label Switching (MPLS) Label Switching
Rout er (LSR) Management |nformati on base (MB), C. Srinivasan,
A. Vi shwanat han, and T. Nadeau, June 2004"

::={ nmplsL3VpnVrfRteEntry 17 }

mpl sL3VpnVrf Rt el net G dr St at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS r ead-creat e
STATUS current
DESCRI PTI ON
"The row status variable, used according to row
installation and renpval conventions.
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A row entry cannot be nodified when the status is
mar ked as active(l)."
:={ mplsL3VpnvrfRteEntry 18 }

-- MPLS L3VPN Notifications
nmpl sL3VpnVr f Up NOTI FI CATI ON- TYPE
OBJECTS { rmpl sL3Vpnl f Conf RowSt at us,
mpl sL3VpnVr f Oper St at us

STATUS current
DESCRI PTI ON
"This notification is generated when:
a. No interface is associated with this VRF, and the first
(and only first) interface associated with it has its
i f Oper Status change to up(1).

b. One interface is associated with this VRF, and
the ifOperStatus of this interface changes to up(1l).

c. Miultiple interfaces are associated with this VRF, and the
i fOperStatus of all interfaces is down(2), and the first
of those interfaces has its ifQperStatus change to up(1).'
o= { nplsL3VpnNotifications 1}

mpl sL3VpnVr f Down NOTI FI CATI ON- TYPE
OBJECTS { npl sL3Vpnl f Conf RowSt at us,
mpl sL3VpnVr f Oper St at us

}
STATUS current
DESCRI PTI ON
"This notification is generated when:
a. One interface is associated with this VRF, and
the ifOperStatus of this interface changes from up(1)
to down(2).

b. Miltiple interfaces are associated with this VRF, and
the ifOperStatus of all except one of these interfaces is
equal to up(l), and the ifOperStatus of that interface
changes fromup(1l) to down(2).

c. The last interface with ifOperStatus equal to up(1)
i s disassociated froma VRF."
::={ mplsL3VpnNotifications 2 }

mpl sL3VpnVr f Rout eM dThr eshExceeded NOTI FI CATI ON- TYPE

OBJECTS { mpl sL3VpnVrf Per f Curr NunRout es,
mpl sL3VpnVr f Conf M dRt eThr esh
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}
STATUS current
DESCRI PTI ON
"This notification is generated when the nunber of routes
contai ned by the specified VRF exceeds the value indicated by
mpl sL3VpnVr f M dRout eThreshol d. A single notification MJST be
generated when this threshold is exceeded, and no ot her
notifications of this type should be issued until the val ue
of npl sL3VpnVrf Perf CurrNunRout es has fallen bel ow that of
mpl sL3VpnVr f Conf M dRt eThr esh. "
::={ nplsL3VpnNotifications 3 }

nmpl sL3VpnVr f Numvr f Rout eMaxThr eshExceeded NOTI FI CATI ON- TYPE
OBJECTS { rmpl sL3VpnVrf Per f Curr NunRout es,
mpl sL3VpnVr f Conf Hi ghRt eThr esh

STATUS current
DESCRI PTI ON
"This notification is generated when the nunber of routes
contai ned by the specified VRF exceeds or attenpts to exceed
the maxi num al | owed val ue as indicated by
mpl sL3VpnVr f MaxRout eThreshol d. I n cases where
mpl sL3VpnVr f Conf Hi ghRt eThresh is set to the sane val ue
as npl sL3VpnVr f Conf MaxRout es, npl sL3VpnVr f Conf H ghRt eThr esh
need not be exceeded; rather, just reached for this notification
to be issued.

Not e that npl sL3VpnVrf Conf Rt eMkThr shTi ne denotes the interva
at which the this notification will be reissued after the
maxi mum val ue has been exceeded (or reached if
mpl sL3VpnVr f Conf MaxRout es and npl sL3VpnVr f Conf Hi ghRt eThresh are
equal) and the initial notification has been issued. This value
is intended to prevent continuous generation of notifications by
an agent in the event that routes are continually added to a VRF
after it has reached its nmaxi numvalue. The default value is O
mnutes. |If this value is set to 0, the agent should only issue
a single notification at the time that the maxi mumthreshold has
been reached, and should not issue any nore notifications unti
the value of routes has fallen bel ow the configured threshold
val ue. "

::={ nplsL3VpnNotifications 4 }

mpl sL3VpnNunr f Secl | | gl Lbl Thr shExcd NOTI FI CATI ON- TYPE

OBJECTS { mpl sL3VpnVrfSeclllegal Lbl VItns }
STATUS current
DESCRI PTI ON
"This notification is generated when the nunber of illega

| abel violations on a VRF as indicated by
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mpl sL3VpnVr f Secl | | egal Lbl VI t ns has exceeded

mpl sL3Vpnl I'| Lbl RevThrsh.  The threshold is not

included in the varbind here because the val ue of

mpl sL3VpnVrf Secl | | egal Lbl VItns shoul d be one greater than

the threshold at the time this notification is issued."
o= { nplsL3VpnNotifications 5 }

mpl sL3VpnNunmvr f Rout eMaxThr eshCl ear ed NOTI FI CATI ON- TYPE
OBJECTS { mpl sL3VpnVr f Per f Curr NunRout es,
mpl sL3VpnVr f Conf Hi ghRt eThr esh

STATUS current
DESCRI PTI ON
"This notification is generated only after the number of routes

contai ned by the specified VRF exceeds or attenpts to exceed
the maxi mum al | owed val ue as indicated by
mpl sVr f MaxRout eThr eshol d, and then falls below this value. The
em ssion of this notification inforns the operator that the
error condition has been cleared w thout the operator having to
query the devi ce.

Not e that npl sL3VpnVrf Conf Rt eMkThr shTi me denotes the interval at
whi ch t he npl sNunwvr f Rout eMaxThr eshExceeded notification wll
be reissued after the maxi mum val ue has been exceeded (or
reached i f npl sL3VpnVrf Conf MaxRout es and
mpl sL3VpnVr f Conf H ghRt eThresh are equal) and the initial
notification has been issued. Therefore,
the generation of this notification should also be emitted with
this sanme frequency (assuming that the error condition is
cleared). Specifically, if the error condition is reached and
cl eared several times during the period of time specified in
mpl sL3VpnVr f Conf Rt eMkThr shTine, only a single notification wll
be issued to indicate the first instance of the error condition
as well as the first time the error condition is cleared.
Thi s behavior is intended to prevent continuous generation of
notifications by an agent in the event that routes are
continually added and renmoved to/froma VRF after it has
reached its maxi mum value. The default value is 0. |If this
value is set to 0, the agent should issue a notification
whenever the maxi mumthreshold has been cleared.”

c:={ nplsL3VpnNotifications 6 }

-- Conformance Statenent
mpl sL3VpnG oups
OBJECT I DENTI FIER ::= { npl sL3VpnConfornmance 1 }

nmpl sL3VpnConpl i ances
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OBJECT I DENTI FIER ::= { mpl sL3VpnConf or mance 2 }
-- Modul e Conpli ance

mpl sL3Vpnhodul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpl i ance statenent for agents that provide full support
for the MPLS-L3VPN-STD-M B"
MODULE -- this nodul e
MANDATORY- GROUPS { mpl sL3VpnScal ar Gr oup,
nmpl sL3VpnVr f G- oup,
mpl sL3Vpnl f G- oup,
mpl sL3VpnPer f G oup,
mpl sL3VpnVr f Rt eG oup,
mpl sL3VpnVr f RTG oup,
mpl sL3VpnSecG oup,
nmpl sL3VpnNot i fi cati onG oup

}

GROUP mpl sL3VpnPer f Rout eG oup

DESCRI PTION "This group is only mandatory for LSRs that
support tracking the nunber of routes attenpted
to be added to VRFs."

OBJECT mpl sL3Vpnl f Conf RowSt at us

SYNTAX RowSt atus { active(1l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and notReady is
not required."

OBJECT mpl sL3VpnVr f Conf RowsSt at us

SYNTAX RowsSt atus { active(1l), notlnService(2) }

VWRI TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and notReady is
not required."
OBJECT nmpl sL3VpnVr f RTRowSt at us
SYNTAX Rowst atus { active(1l), notlnService(2) }
VRl TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and notReady is
not required."
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c:={ nplsL3VpnConpliances 1}

-- ReadOnly Conpliance

mpl sL3Vpnhbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON " Conpl i ance requirenent for inplenentations that only
provi de read-only support for MPLS-L3VPN- STD-M B.
Such devi ces can then be nonitored but cannot be
configured using this MB nodul e. "

MODULE -- this nodul e

MANDATORY- GROUPS { mpl sL3VpnScal ar Gr oup,
mpl sL3VpnVr f G oup,
mpl sL3Vpnl f G- oup,
mpl sL3VpnPer f G oup,
mpl sL3VpnVr f Rt eG oup,
mpl sL3VpnVr f RTG oup,
mpl sL3VpnSecG oup,
mpl sL3VpnNoti fi cati onG oup

}

GROUP mpl sL3VpnPer f Rout eG oup

DESCRI PTION "This group is only mandatory for LSRs that
support tracking the nunber of routes attenpted to
be added to VRFs."

OBJECT nmpl sL3Vpnl f Conf RowSt at us

SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."”

OBJECT mpl sL3VpnVr f Conf RowSt at us
SYNTAX RowsSt atus { active(1l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3VpnVr f RTRowSt at us

SYNTAX RowsSt atus { active(1l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."”

OBJECT mpl sL3Vpnl f Vpnd assi fi cati on

M N-ACCESS read-only
DESCRI PTION "Wite access is not required."
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OBJECT nmpl sL3Vpnl f VpnRout eDi st Pr ot ocol
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3Vpnl f Conf St or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVrf Vpnl d
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT nmpl sL3VpnVr f Descri pti on
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3VpnVr f RD
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVr f Conf M dRt eThr esh
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3VpnVr f Conf Hi ghRt eThr esh
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.™

OBJECT mpl sL3VpnVr f Conf MaxRout es
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVr f Conf St or ageType
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVr f RT
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3VpnVr f RTDescr
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVr f RTSt or ageType

M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”
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OBJECT mpl sL3VpnVrf Rt el net G dr | f | ndex
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3VpnVr f Rt el net Ci dr Type
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVr f Rt el net G dr Next HopAS
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVrf Rt el net G dr Metricl
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3VpnVrf Rt el net G dr Metric2
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVrf Rt el net G dr Metric3
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mpl sL3VpnVrf Rt el net G dr Metri c4
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.™

OBJECT mpl sL3VpnVrf Rt el net G dr Metrich
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVr f Rt eXCPoi nt er
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT mpl sL3VpnVr f Rt el net G dr St at us
SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."”
::={ nplsL3VpnConpliances 2 }

-- Units of conformance.
mpl sL3VpnScal ar G oup OBJECT- GROUP
OBJECTS { npl sL3VpnConfi guredVvrfs,
nmpl sL3VpnActi veVrfs,
mpl sL3VpnConnect edl nt er f aces,
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mpl sL3VpnNot i fi cati onEnabl e,
mpl sL3VpnVr f Conf MaxPossRt s,

mpl sL3VpnVr f Conf Rt eMkThr shTi ne,
mpl sL3Vpnl || Lbl RevThr sh

}
STATUS current
DESCRI PTI ON
"Col l ection of scalar objects required for MPLS VPN
managenent . "
::={ nmplsL3VpnG oups 1 }

mpl sL3VpnVr f G oup OBJECT- GROUP
OBJECTS { npl sL3VpnVrf Vpnld,

mpl sL3VpnVr f Descri pti on,
mpl sL3VpnVr f RD,
mpl sL3VpnVrf Creati onTi ne,
mpl sL3VpnVr f Oper St at us,
mpl sL3VpnVr f Acti vel nt er f aces,
mpl sL3VpnVr f Associ at edl nt er f aces,
mpl sL3VpnVr f Conf M dRt eThr esh,
mpl sL3VpnVr f Conf Hi ghRt eThr esh,
mpl sL3VpnVr f Conf MaxRout es,
mpl sL3VpnVr f Conf Last Changed,
nmpl sL3VpnVr f Conf RowSt at us,
mpl sL3VpnVr f Conf Admi nSt at us,
mpl sL3VpnVr f Conf St or ageType

}
STATUS current
DESCRI PTI ON
"Col I ection of objects needed for MPLS VPN VRF
managenent . "
:={ mplsL3VpnG oups 2 }

nmpl sL3Vpnl f G oup OBJECT- GROUP
OBJECTS { npl sL3Vpnl f Vpnd assi fication,
mpl sL3Vpnl f VpnRout eDi st Pr ot ocol ,
mpl sL3Vpnl f Conf St or ageType,
mpl sL3Vpnl f Conf RowSt at us

}
STATUS current
DESCRI PTI ON
"Col | ection of objects needed for MPLS VPN interface
managenent . "
:={ mplsL3VpnG oups 3 }

mpl sL3VpnPer f G oup OBJECT- GROUP

OBJECTS { npl sL3VpnVr f Per f Rout esAdded,
nmpl sL3VpnVr f Per f Rout esDel et ed,
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nmpl sL3VpnVr f Per f Cur r NunmRout es

STATUS current
DESCRI PTI ON
"Col | ection of objects needed for MPLS VPN
performance information."
c:={ mplsL3VpnG oups 4 }

mpl sL3VpnPer f Rout eG oup OBJECT- GROUP
OBJECTS { npl sL3VpnVr f Per f Rout esDr opped,
mpl sL3VpnVr f Perf Di scTi ne

STATUS current

DESCRI PTI ON
"Col l ection of objects needed to track MPLS VPN
routing table dropped routes.”

.= { nmplsL3VpnG oups 5 }

mpl sL3VpnSecG oup OBJECT- GROUP
OBJECTS { npl sL3VpnVrf Secl || egal Lbl VItns,
mpl sL3VpnVrf SecDi scontinuityTime }
STATUS current
DESCRI PTI ON
"Col | ection of objects needed for MPLS VPN
security-related information."
:={ mplsL3VpnG oups 7 }

nmpl sL3VpnVr f Rt eG oup OBJECT- GROUP
OBJECTS {

mpl sL3VpnVrf Rt el net G drl f I ndex,
mpl sL3VpnVr f Rt el net Gi dr Type,
mpl sL3VpnVrf Rt el net G dr Pr ot o,
mpl sL3VpnVr f Rt el net Ci dr Age,
mpl sL3VpnVr f Rt el net G dr Next HopAS,
mpl sL3VpnVrf Rt el net G drMetricl,
mpl sL3VpnVrf Rt el net G drMetric2,
mpl sL3VpnVrf Rt el net G dr Metri c3,
mpl sL3VpnVrf Rt el net G dr Metri c4,
mpl sL3VpnVrf Rt el net G dr Metri c5,
mpl sL3VpnVr f Rt eXCPoi nt er,
mpl sL3VpnVr f Rt el net G dr St at us

}
STATUS current
DESCRI PTI ON
"(bjects required for VRF route table managenent."”
.= { nplsL3VpnG oups 8 }

mpl sL3VpnVr f RTGr oup OBJECT- GROUP
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OBJECTS { npl sL3VpnVrf RTDescr,
mpl sL3VpnVr f RT,
mpl sL3VpnVr f RTRowSt at us,
mpl sL3VpnVr f RTSt or ageType

}
STATUS current
DESCRI PTI ON
"(bjects required for VRF route target managenent.”
2= { mplsL3VpnG oups 9 }

mpl sL3VpnNoti ficati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { npl sL3VpnVrf Up,
nmpl sL3VpnVr f Down,
mpl sL3VpnVr f Rout eM dThr eshExceeded,
mpl sL3VpnVr f Numvr f Rout eMaxThr eshExceeded,
mpl sL3VpnNunVr f Secl | | gl Lbl Thr shExcd,
mpl sL3VpnNunr f Rout eMaxThr eshd ear ed
}
STATUS current
DESCRI PTI ON
"(bjects required for MPLS VPN notifications.”
::={ nplsL3VpnG oups 10 }
END

-- End of MPLS-VPN-M B
8. Security Considerations

It is clear that these MB nodul es are potentially useful for
nmonitoring of MPLS LSRs supporting L3 MPLS VPN. This M B nodul e can
al so be used for configuration of certain objects, and anything that
can be configured can be incorrectly configured, with potentially

di sastrous results.

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o] t he npl sL3VpnVrf Rout eTabl e, npl sL3Vpnl f Conf Tabl e, and
mpl sL3VpnVrf Tabl e tabl es coll ectively contain objects that nmay
be used to provision MPLS VRF interfaces and configuration.
Unaut hori zed access to objects in these tables could result in
di sruption of traffic on the network. This is especially true
if these VRFs have been previously provisioned and are in use.
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The use of stronger nmechani snms such as SNWMPv3 security shoul d be
consi dered where possible. Specifically, SNWPv3 VACM and USM
MJUST be used with any v3 agent that inplenments this MB nodul e.
Admi ni strators shoul d consi der whether read access to these

obj ects should be all owed, since read access nmay be undesirabl e
under certain circunstances

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be consi dered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 the npl sL3VpnVrf Tabl e, npl sL3Vpnlf Conf Tabl e tables collectively
show the VRF interfaces and associ ated VRF configurations as
well as their linkages to other MPLS-rel ated configuration
and/ or performance statistics. Admnistrators not wishing to
reveal this information should consider these objects
sensitive/vul nerabl e and take precautions so they are not
reveal ed.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule, is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them
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9. | ANA Consi derations
As described in MPLS-TC-STD-M B [ RFC3811], MPLS rel ated standards
track M B nodul es shoul d be rooted under the nplsStdM B subtree.
There is one MPLS-related M B nodule contained in this docunment. The
foll owi ng subsection requests | ANA for a new assi gnment under the
mpl sSt dM B subtree. New assignnents can only be nade via a Standards
Action as specified in [ RFC2434].

9.1. | ANA Considerations for MPLS-L3VPN STD-M B

The | ANA has assigned { nplsStdMB 11 } to the MPLS-L3VPN STD-M B
modul e specified in this docunent.

10. Dedi cation
St eve Brannon passed away suddenly on January 30, 2001. W would
like to dedicate our efforts in this area and this docunent to his
nmenory.
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rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
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