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Abst ract
Thi s docunent describes a sinple and efficient mechani smthat can be
used to detect data plane failures in Milti-Protocol Label Swtching
(MPLS) Label Switched Paths (LSPs). There are two parts to this
docunent: information carried in an MPLS "echo request” and "echo
reply" for the purposes of fault detection and isolation, and
mechani sms for reliably sending the echo reply.
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1. Introduction

Thi s docunent describes a sinple and efficient mechani smthat can be
used to detect data plane failures in MPLS Label Sw tched Pat hs
(LSPs). There are two parts to this docunent: information carried in
an MPLS "echo request" and "echo reply", and nechanisns for
transporting the echo reply. The first part ains at providi ng enough
informati on to check correct operation of the data plane, as well as
a mechanismto verify the data plane against the control plane, and
thereby localize faults. The second part suggests two nethods of
reliable reply channels for the echo request nessage for nore robust
fault isolation.
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An inportant consideration in this design is that MPLS echo requests
follow the sane data path that normal MPLS packets would traverse
MPLS echo requests are neant primarily to validate the data plane,
and secondarily to verify the data plane against the control plane.
Mechani sns to check the control plane are val uabl e, but are not
covered in this docunent.

Thi s docunent nakes special use of the address range 127/8. This is
an exception to the behavior defined in RFC 1122 [RFC1122] and
updates that RFC. The notivation for this change and the details of
this exceptional use are discussed in section 2.1 bel ow.

1.1. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

The term "Miust Be Zero" (MBZ) is used in object descriptions for
reserved fields. These fields MJST be set to zero when sent and
i gnored on receipt.

Term nol ogy pertaining to L2 and L3 Virtual Private Networks (VPNs)
is defined in [ RFC4026] .

Since this docunent refers to the MPLS Tine to Live (TTL) far nore
frequently than the I P TTL, the authors have chosen the convention of
using the unqualified "TTL" to nmean "MPLS TTL" and using "IP TTL" for
the TTL value in the | P header

1.2. Structure of This Docunent

The body of this nmeno contains four main parts: notivation, MLS echo
request/reply packet format, LSP ping operation, and a reliable
return path. It is suggested that first-tine readers skip the actua
packet formats and read the Theory of Operation first; the docunent
is structured the way it is to avoid forward references.

1.3. Contributors

The following nade vital contributions to all aspects of this
docunent, and nuch of the material came out of debate and di scussion
anong this group.

Ronal d P. Bonica, Juniper Networks, Inc.

Dave Cooper, d obal Crossing
Pi ng Pan, Hammer head Systens
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Ni schal Sheth, Juniper Networks, Inc.
Sanj ay Wadhwa, Juni per Networks, Inc.

2. Motivation

When an LSP fails to deliver user traffic, the failure cannot always
be detected by the MPLS control plane. There is a need to provide a
tool that would enable users to detect such traffic "black hol es" or
m srouting within a reasonable period of tinme, and a mechanismto
isolate faults.

In this docunment, we describe a mechanismthat acconplishes these
goals. This mechanismis nodeled after the ping/traceroute paradi gm
ping (I CMP echo request [ICWP]) is used for connectivity checks, and
traceroute is used for hop-by-hop fault localization as well as path
tracing. This docunent specifies a "ping" node and a "traceroute"
nmode for testing MPLS LSPs.

The basic idea is to verify that packets that belong to a particul ar
Forwar di ng Equi val ence O ass (FEC) actually end their MPLS path on a
Label Switching Router (LSR) that is an egress for that FEC. This
docunent proposes that this test be carried out by sending a packet
(called an "MPLS echo request"”) along the sane data path as other
packets belonging to this FEC. An MPLS echo request also carries

i nformati on about the FEC whose MPLS path is being verified. This
echo request is forwarded just |ike any other packet belonging to
that FEC. In "ping" node (basic connectivity check), the packet
shoul d reach the end of the path, at which point it is sent to the
control plane of the egress LSR which then verifies whether it is

i ndeed an egress for the FEC. In "traceroute" node (fault

i solation), the packet is sent to the control plane of each transit
LSR, which performs various checks that it is indeed a transit LSR
for this path; this LSR also returns further information that helps
check the control plane against the data plane, i.e., that forwarding
mat ches what the routing protocols determned as the path.

One way these tools can be used is to periodically ping an FEC to
ensure connectivity. |If the ping fails, one can then initiate a
traceroute to deternmine where the fault lies. One can also
periodically traceroute FECs to verify that forwardi ng matches the
control plane; however, this places a greater burden on transit LSRs
and thus should be used with caution.

2.1. Use of Address Range 127/8

As described above, LSP ping is intended as a diagnostic tool. It is
i ntended to enabl e providers of an MPLS-based service to isolate
network faults. In particular, LSP ping needs to di agnose situations
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where the control and data planes are out of sync. It performs this
by routing an MPLS echo request packet based solely on its | abe
stack. That is, the IP destination address is never used in a
forwardi ng decision. 1In fact, the sender of an MPLS echo request
packet may not know, a priori, the address of the router at the end
of the LSP.

Provi ders of MPLS-based services also need the ability to trace all

of the possible paths that an LSP may take. Since nbost MPLS services
are based on | P unicast forwarding, these paths are subject to

equal -cost nulti-path (ECVMP) | oad shari ng.

This leads to the follow ng requirenents:

1. Although the LSP in question may be broken in unknown ways, the
I'i keli hood of a diagnostic packet being delivered to a user of an
MPLS service MJUST be held to an absol ute m ni mum

2. If an LSP is broken in such a way that it prematurely termn nates,
the di agnosti c packet MJST NOT be |P forwarded.

3. A neans of varying the diagnostic packets such that they exercise
all ECWMP paths is thus REQUI RED.

Clearly, using general unicast addresses satisfies neither of the
first two requirements. A nunber of other options for addresses were
consi dered, including a portion of the private address space (as
determ ned by the network operator) and the newy designated | Pv4
link | ocal addresses. Use of the private address space was deened

i neffective since the | eading MPLS-based service is an |Pv4d Virtua
Private Network (VPN). VPNs often use private addresses.

The 1Pv4 |ink | ocal addresses are nore attractive in that the scope
over which they can be forwarded is limted. However, if one were to
use an address fromthis range, it would still be possible for the
first recipient of a diagnostic packet that "escaped" from a broken
LSP to have that address assigned to the interface on which it
arrived and thus could m stakenly receive such a packet.

Furthernmore, the IPv4 link | ocal address range has only recently been
al | ocated. Many depl oyed routers would forward a packet with an
address fromthat range toward the default route.

The 127/8 range for |1Pv4 and that same range enbedded in as | Pv4-
mapped | Pv6 addresses for |1 Pv6 was chosen for a nunber of reasons.

RFC 1122 all ocates the 127/8 as "Internal host | oopback address" and

states: "Addresses of this form MUST NOT appear outside a host."
Thus, the default behavior of hosts is to discard such packets. This
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hel ps to ensure that if a diagnostic packet is nmisdirected to a host,
it will be silently discarded.

RFC 1812 [ RFC1812] states:

A router SHOULD NOT forward, except over a | oopback interface, any
packet that has a destination address on network 127. A router
MAY have a switch that allows the network manager to di sable these
checks. If such a switch is provided, it MJST default to

perform ng the checks.

This hel ps to ensure that diagnostic packets are never |P forwarded.

The 127/8 address range provi des 16M addresses all owi ng w de
flexibility in varying addresses to exercise ECMP paths. Finally, as
an inplenmentation optinmzation, the 127/ 8 provi des an easy neans of

i dentifying possible LSP packets.

3. Packet For mat

An MPLS echo request is a (possibly |labeled) IPv4 or | Pv6 UDP packet;
the contents of the UDP packet have the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Ver si on Number | G obal Fl ags |
B T S i T s i i e e SEI S
Message Type | Reply node | Return Code | Return Subcode|

I+- i S i i i I S R R e L e o s i i S S
| Sender’ s Handl e |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Sequence Number |
B T S i T s i i e e SEI S
| Ti meSt anp Sent (seconds) |
I S i o T s S S S e s s T
| Ti meSt anp Sent (m croseconds) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Ti meSt anp Recei ved (seconds) |
B T S i T s i i e e SEI S
| Ti meSt anp Recei ved (m croseconds) |
I S i o T s S S S e s s T
| TLVs ... |

T T S S e e i S S U S S AR Tk ok e
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The Version Nunber is currently 1. (Note: the version number is to
be incremented whenever a change is nade that affects the ability of
an inplenmentation to correctly parse or process an MPLS echo
request/reply. These changes include any syntactic or senantic
changes made to any of the fixed fields, or to any Type-Length-Val ue
(TLV) or sub-TLV assignnent or format that is defined at a certain
version nunber. The version nunber may not need to be changed if an
optional TLV or sub-TLV is added.)

The A obal Flags field is a bit vector with the followi ng format:

0 1

0123456789012345
S i S i S S S S S S
| MBZ | VI
i S S S S S

One flag is defined for now, the V bit; the rest MJST be set to zero
when sendi ng and i gnored on receipt.

The V (Validate FEC Stack) flag is set to 1 if the sender wants the
receiver to performFEC Stack validation; if Vis 0, the choice is
left to the receiver.

The Message Type is one of the follow ng:

Val ue Meani ng
1 MPLS echo request
2 MPLS echo reply

The Reply Mdde can take one of the follow ng val ues:

Val ue Meani ng
1 Do not reply
2 Reply via an |1 Pv4/1Pv6 UDP packet
3 Reply via an |1 Pv4/1Pv6 UDP packet with Router Alert
4 Reply via application |level control channel

An MPLS echo request with 1 (Do not reply) in the Reply Mde field
may be used for one-way connectivity tests; the receiving router may
| og gaps in the Sequence Nunbers and/or maintain delay/jitter
statistics. An MPLS echo request would normally have 2 (Reply via an
| Pv4/ 1 Pv6 UDP packet) in the Reply Mdde field. |If the normal IP
return path is deemed unreliable, one may use 3 (Reply via an

| Pv4/1 Pv6 UDP packet with Router Alert). Note that this requires
that all intermediate routers understand and know how to forward MPLS
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echo replies. The echo reply uses the sanme | P version nunber as the
recei ved echo request, i.e., an | Pv4 encapsul ated echo reply is sent
in response to an | Pv4 encapsul ated echo request.

Sone applications support an |IP control channel. One such exanple is
the associated control channel defined in Virtual Circuit
Connectivity Verification (VCCV) [VCCV]. Any application that
supports an I P control channel between its control entities my set
the Reply Mbde to 4 (Reply via application | evel control channel) to
ensure that replies use that sanme channel. Further definition of
this codepoint is application specific and thus beyond the scope of
thi s docunent.

Ret urn Codes and Subcodes are described in the next section

The Sender’s Handle is filled in by the sender, and returned
unchanged by the receiver in the echo reply (if any). There are no
semantics associated with this handl e, although a sender may find
this useful for matching up requests with replies.

The Sequence Number is assigned by the sender of the MPLS echo
request and can be (for exanple) used to detect m ssed replies.

The TineStanp Sent is the time-of-day (in seconds and ni croseconds,
according to the sender’s clock) in NTP format [NTP] when the MPLS
echo request is sent. The TinmeStanp Received in an echo reply is the
ti me-of -day (according to the receiver’s clock) in NIP format that
the correspondi ng echo request was received.

TLVs (Type-Length-Val ue tuples) have the followi ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Val ue |

| |

i e R i e i i i e i i St S N e S
Types are defined below, Length is the length of the Value field in
octets. The Value field depends on the Type; it is zero padded to
align to a 4-octet boundary. TLVs nmay be nested within other TLVs,

in which case the nested TLVs are called sub-TLVs. Sub-TLVs have
i ndependent types and MJST al so be 4-octet aligned.

Konpel l a & Swal | ow St andards Track [ Page 8]



RFC 4379 Detecting MPLS Data Pl ane Fail ures February 2006

Two examples follow The Label Distribution Protocol (LDP) |Pv4 FEC
sub-TLV has the follow ng format:

0 1 2 3

01234567890123456789012345678901
Bl T e R S i i i ol S S TR S i R S R T S
| Pv4 FEC) | Length = 5 |
S ih T S S O T I i it S S Y S

+- -4 -

I (LDP

+- -4+

| I Pv4 prefix |
+

I

+

_|
<
°
I
+ 0+
+ P+

i i i T i sl St NP S SR

Prefix Length | Must Be Zero |
T i e o R e i e I R S e ik ol SR R B S R S

The Length for this TLVis 5. A Target FEC Stack TLV that contains
an LDP |1 Pv4 FEC sub-TLV and a VPN | Pv4 prefix sub-TLV has the
followi ng format:

0 1 2 3

01234567890123456789012345678901
B S I e T e i o
FEC TLV) | Length = 12 |
B T i S i S i e s ik o i e s
LDP | Pv4 FEC) | Length = 5 |
i I T e S e e T I S O S i s o
| | Pv4 prefix |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Prefix Length | Must Be Zero |
B T S i T s i i e e SEI S
| sub-Type = 6 (VPN | Pv4d prefix)| Length = 13 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Rout e Di stingui sher |
| (8 octets) |
B i s T T i i o S o T Ji I
| I Pv4 prefix |
i i i T i I S i e s o o i i
| Prefix Length | Must Be Zero |
R et e s i o e s i i
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TLVs for LSP

pi ng are given bel ow

QOWONOUITAWNPE

=

Types | ess than

Value Field

Target FEC Stack
Downst r eam Mappi ng

Pad

Not Assi gned

Vendor Enterprise Number
Not Assi gned
Interface and Labe
Not Assi gned
Errored TLVs

Reply TOS Byte

St ack

32768 (i.e., with the high-order bit equal to 0) are

mandatory TLVs that MJST either be supported by an inplenentation or

resul t

Types greater than or equa

equal to 1) are

in the return code of 2 ("One or nore of the TLVs was not
under st ood") being sent

in the echo response.

to 32768 (i.e., with the high-order bit

optional TLVs that SHOULD be ignored if the

i mpl ement ati on does not understand or support them

3. 1. Ret urn Codes

The Return Code

it to one of the values listed bel ow
t he Return Subcode.
those codes that specify that.

Subcode MJST be

Konpel l a & Swal | ow

The receiver can set
The notation <RSC> refers to
This fieldis filled in with the stack-depth for
For all other codes, the Return

is set to zero by the sender

set to zero.

Meani ng

No return code
Mal f ormed echo request received
One or nore of the TLVs was not under st ood

Replying router is an egress for the FEC at stack-
dept h <RSC>

Repl yi ng router
dept h <RSC>

has no mapping for the FEC at stack-

St andards Track [ Page 10]
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3.

2.

5 Downst r eam Mappi ng M smatch (See Note 1)

6 Upstream I nterface | ndex Unknown (See Note 1)
7 Reserved

8 Label switched at stack-depth <RSC>

9 Label switched but no MPLS forwarding at stack-depth
<RSC>

10 Mapping for this FEC is not the given | abel at stack-
depth <RSC>

11 No | abel entry at stack-depth <RSC>

12 Protocol not associated with interface at FEC stack-
dept h <RSC>
13 Premature term nation of ping due to | abel stack

shrinking to a single |abel

Note 1

The Return Subcode contains the point in the | abel stack where
processing was termnated. If the RSCis 0, no | abels were
processed. Oherw se the packet would have been | abel swi tched at
dept h RSC.

Target FEC Stack

A Target FEC Stack is a list of sub-TLVs. The number of elenents is
determ ned by | ooking at the sub-TLV length fields.

Sub- Type Length Val ue Field
1 5 LDP | Pv4 prefix
2 17 LDP | Pv6 prefix
3 20 RSVP | Pv4 LSP
4 56 RSVP | Pv6 LSP
5 Not Assi gned
6 13 VPN | Pv4 prefix
7 25 VPN | Pv6 prefix
8 14 L2 VPN endpoi nt
9 10 "FEC 128" Pseudow re (deprecated)
10 14 "FEC 128" Pseudow re
11 16+ "FEC 129" Pseudowi re
12 5 BGP | abel ed | Pv4 prefix
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13 17 BGP | abel ed | Pv6 prefix
14 5 Generic | Pvd prefix

15 17 Generic |1 Pv6 prefix

16 4 Ni | FEC

O her FEC Types will be defined as needed.

Note that this TLV defines a stack of FECs, the first FEC el ement
corresponding to the top of the | abel stack, etc.

An MPLS echo request MJUST have a Target FEC Stack that describes the
FEC Stack being tested. For exanple, if an LSR X has an LDP mappi ng
[LDP] for 192.168.1.1 (say, |abel 1001), then to verify that | abel
1001 does indeed reach an egress LSR that announced this prefix via
LDP, X can send an MPLS echo request with an FEC Stack TLV with one
FECinit, nanely, of type LDP IPv4 prefix, with prefix

192.168. 1.1/ 32, and send the echo request with a | abel of 1001.

Say LSR X wanted to verify that a | abel stack of <1001, 23456> is the
right |label stack to use to reach a VPN | Pv4 prefix [see section
3.2.5] of 10/8 in VPN foo. Say further that LSR Y with | oopback
address 192.168.1.1 announced prefix 10/8 with Route Di stinguisher
RD-foo-Y (which may in general be different fromthe Route

Di stinguisher that LSR X uses in its own advertisenents for VPN foo),
| abel 23456 and BGP next hop 192.168.1.1 [BGP]. Finally, suppose
that LSR X receives a | abel binding of 1001 for 192.168.1.1 via LDP.
X has two choices in sending an MPLS echo request: X can send an MPLS
echo request with an FEC Stack TLV with a single FEC of type VPN | Pv4
prefix with a prefix of 10/8 and a Route Di stinguisher of RD foo-Y.
Alternatively, X can send an FEC Stack TLV with two FECs, the first
of type LDP IPv4 with a prefix of 192.168.1.1/32 and the second of
type of IP VPN with a prefix 10/8 with Route Distinguisher of RD
foo-Y. In either case, the MPLS echo request woul d have a | abel
stack of <1001, 23456>. (Note: in this exanple, 1001 is the "outer"
| abel and 23456 is the "inner" |abel.)

3.2.1. LDP IPv4 Prefix

The 1Pv4 Prefix FEC is defined in [LDP]. When an LDP IPv4 prefix is
encoded in a |label stack, the following format is used. The val ue
consists of 4 octets of an IPv4 prefix followed by 1 octet of prefix
length in bits; the format is given below. The IPv4 prefix is in
network byte order; if the prefix is shorter than 32 bits, trailing
bits SHOULD be set to zero. See [LDP] for an exanple of a Mapping
for an | Pv4 FEC.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| | Pv4 prefix |
i i i T i I S i e s o o i i
| Prefix Length | Must Be Zero |

T i S i kT
3.2.2. LDP IPv6 Prefix

The 1 Pv6 Prefix FEC is defined in [LDP]. Wen an LDP IPv6 prefix is
encoded in a | abel stack, the following format is used. The value
consists of 16 octets of an IPv6 prefix followed by 1 octet of prefix
length in bits; the format is given below. The IPv6 prefix is in
network byte order; if the prefix is shorter than 128 bits, the
trailing bits SHOULD be set to zero. See [LDP] for an exanple of a
Mappi ng for an | Pv6 FEC.

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
| Pv6 prefix |
(16 octets) |
I
I

I o T e s i s it T e R I i cT I SR S I SR
Prefix Length | Must Be Zero |
el i I e i it T e e e e i i T o S e e S e T R R

- +———— +

3.2.3. RSVP | Pv4 LSP

The value has the fornat below. The value fields are taken from RFC
3209, sections 4.6.1.1 and 4.6.2.1. See [RSVP-TE].

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| I Pv4 tunnel end point address |
B i s T T i i o S o T Ji I
| Must Be Zero | Tunnel 1D |
e L o i e e R th o i R S
| Ext ended Tunnel 1D |
i e e R e o o e i ol S N B S
| I Pv4 tunnel sender address |
B i s T T i i o S o T Ji I
| Must Be Zero | LSP I D |
e L o i e e R th o i R S
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3.2.4. RSVP | Pv6 LSP

The value has the fornat below. The value fields are taken from RFC
3209, sections 4.6.1.2 and 4.6.2.2. See [RSVP-TE].

0 1 2 3
01234567890123456789012345678901
R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
I Pv6 tunnel end point address |
I
I
I

T o e i e S e e R b ok ok b NI T R
Must Be Zero | Tunnel 1D |

i T o T i e S S S i S e S
Ext ended Tunnel 1D |

I

I

I

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
I Pv6 tunnel sender address |

T o e i e S e e R b ok ok b NI T R
Must Be Zero LSP ID |

+-
|
I
I
I
+-
I
+-
I
I
I
I
+-
|
I
I
I
+-
I
i T S S S T o S e e S ik S S SER S S R

3.2.5. VPN IPv4 Prefix
VPN- | Pv4 Network Layer Routing Information (NLRI) is defined in
[ RFC4365]. This docunent uses the term VPN I Pv4 prefix for a VPN

| Pv4 NLRI that has been advertised with an MPLS | abel in BG. See
[ BGP- LABEL] .
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Wien a VPN | Pv4 prefix is encoded in a |abel stack, the follow ng
format is used. The value field consists of the Route Distinguisher
advertised with the VPN IPv4 prefix, the IPv4 prefix (with trailing O
bits to make 32 bhits in all), and a prefix length, as foll ows:

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Rout e Di sti ngui sher |
| (8 octets) |
e L i i T e i R S
| | Pv4 prefix |
i e e R i s o i e R R S ik ik i SR SR SR S S
| Prefix Length | Must Be Zero |
B i s T T i i o S o T Ji I

The Route Distinguisher (RD) is an 8-octet identifier; it does not
contain any inherent information. The purpose of the RDis solely to
allow one to create distinct routes to a common | Pv4 address prefix.
The encoding of the RDis not inmportant here. Wen matching this
field to the local FEC information, it is treated as an opaque val ue.

3.2.6. VPN I Pv6 Prefix

VPN- 1 Pv6 Network Layer Routing Information (NLRI) is defined in

[ RFC4365]. This docunent uses the term VPN I Pv6 prefix for a VPN
I Pv6 NLRI that has been advertised with an MPLS | abel in BGP. See
[ BGP- LABEL] .

When a VPN | Pv6 prefix is encoded in a |abel stack, the follow ng
format is used. The value field consists of the Route Distinguisher
advertised with the VPN I Pv6 prefix, the IPv6 prefix (with trailing O
bits to make 128 bits in all), and a prefix length, as follows:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Rout e Di sti ngui sher
(8 octets)
B e T i T S i i I S T T i i i S N
I Pv6 prefix

_—_

i T o T i e S S S i S e S
Prefix Length | Must Be Zero |
R e s T o T S R El ok i R e e S S e o o s

I
+-
I
I
I
I
+-
I
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The Route Distinguisher is identical to the VPN IPv4 Prefix RD,
except that it functions here to allow the creation of distinct
routes to I Pv6 prefixes. See section 3.2.5. Wen matching this
field to local FEC information, it is treated as an opaque val ue.

3.2.7. L2 VPN Endpoi nt

VPLS stands for Virtual Private LAN Service. The ternms VPLS BGP NLRI
and VE I D (VPLS Edge ldentifier) are defined in [VPLS-BGP]. This
docunent uses the sinpler termL2 VPN endpoint when referring to a
VPLS BGP NLRI. The Route Distinguisher is an 8-octet identifier used
to distinguish information about various L2 VPNs advertised by a
node. The VE IDis a 2-octet identifier used to identify a

particul ar node that serves as the service attachnent point within a
VPLS. The structure of these two identifiers is uninportant here;
when matching these fields to | ocal FEC information, they are treated
as opaque values. The encapsulation type is identical to the PWType
in section 3.2.8 bel ow.

When an L2 VPN endpoint is encoded in a |abel stack, the follow ng
format is used. The value field consists of a Route Distinguisher (8
octets), the sender (of the ping)’s VEID (2 octets), the receiver’'s
VE ID (2 octets), and an encapsul ation type (2 octets), formatted as
fol |l ows:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Rout e Di stingui sher |
| (8 octets) |
i e e R e s o e o ik i ol S N S T
| Sender’s VE ID | Receiver’'s VE ID |
B i s T T i i o S o T Ji I
| Encapsul ati on Type | Must Be Zero |
e e i i S S e o S i e

3.2.8. FEC 128 Pseudowi re (Deprecated)

FEC 128 (0x80) is defined in [PWMWCONTRCOL], as are the terns PWID
(Pseudowire I D) and PW Type (Pseudowire Type). A PWID is a non-zero
32-bit connection ID. The PWType is a 15-bit nunber indicating the
encapsul ation type. It is carried right justified in the field bel ow
terned encapsul ation type with the high-order bit set to zero. Both
of these fields are treated in this protocol as opaque val ues.
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When an FEC 128 is encoded in a | abel stack, the following format is
used. The value field consists of the renote PE address (the
destination address of the targeted LDP session), the PWID, and the
encapsul ati on type as foll ows:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Renot e PE Address |
el i I e i it T e e e e i i T o S e e S e T R R
| PWI1D |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| PW Type | Must Be Zero |
B T I e R i i i T S S e e I e ik oI I S S e S S

This FEC is deprecated and is retained only for backward
conpatibility. [Inplenmentations of LSP ping SHOULD accept and process
this TLV, but SHOULD send LSP ping echo requests with the new TLV
(see next section), unless explicitly configured to use the old TLV.

An LSR receiving this TLV SHOULD use the source |IP address of the LSP
echo request to infer the sender’s PE address.

3.2.9. FEC 128 Pseudowire (Current)

FEC 128 (0x80) is defined in [PWCONTRCOL], as are the terns PWID
(Pseudowire I D) and PW Type (Pseudowire Type). A PWID is a non-zero
32-bit connection ID. The PWType is a 15-bit nunber indicating the
encapsul ation type. It is carried right justified in the field bel ow
terned encapsul ation type with the high-order bit set to zero

Both of these fields are treated in this protocol as opaque val ues.

VWhen matching these field to the local FEC information, the match
MJUST be exact.
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When an FEC 128 is encoded in a | abel stack, the following format is
used. The value field consists of the sender’s PE address (the
source address of the targeted LDP session), the renote PE address
(the destination address of the targeted LDP session), the PWID, and
the encapsul ation type as foll ows:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Sender’s PE Address |
R e s T o T S R El ok i R e e S S e o o s
| Renot e PE Address |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| PWID |
B i s T T i i o S o T Ji I
| PW Type | Must Be Zero |
R e s T o T S R El ok i R e e S S e o o s

3.2.10. FEC 129 Pseudowi re

FEC 129 (0x81) and the terns PW Type, Attachnent G oup ldentifier
(AQ), Attachment Goup ldentifier Type (AG Type), Attachnent

I ndividual ldentifier Type (Al Type), Source Attachnent I ndividual
Identifier (SAIl), and Target Attachnent Individual Identifier (TAII)
are defined in [PMWCONTROL]. The PWType is a 15-bit nunber

i ndicating the encapsulation type. It is carried right justified in
the field bel ow PWType with the high-order bit set to zero. Al the
other fields are treated as opaque val ues and copied directly from
the FEC 129 format. Al of these val ues together uniquely define the
FEC wi thin the scope of the LDP session identified by the source and
renote PE addresses.
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When an FEC 129 is encoded in a | abel stack, the following format is
used. The Length of this TLVis 16 + A length + SAIl length + TAII
Il ength. Padding is used to nake the total length a nultiple of 4;
the length of the padding is not included in the Length field.

0 1 2 3
01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Sender’ s PE Address |
B T S i T s i i e e SEI S
| Renot e PE Address

e R o i e T S e R  Eh Ch C b b o N NE
| PW Type | AG Type | AG Length
i T S T i s sl ol S S S Y

AG Val ue

i i S S e s o i s S S S S S SR S N S
Al'l Type | SAlIl Length | SAl'l Val ue
e e L o e o e e T ok kNI SRR R
SAI'l Val ue (conti nued)

— i+ +— 1 +— +—

All Type | TAIl Length | TAIl Val ue |

R s i o e i ol S e S e T ik ik T S e T S T S

TAIl Val ue (continued) ~

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
TAIl (cont.) | O0-3 octets of zero paddi ng

L.
-
L- I T S s e S S i S A S S R SR S
L.
.
L- I T S T i S S L i S A S S S S

3.2.11. BGP Label ed | Pv4 Prefix

BGP | abel ed I Pv4 prefixes are defined in [ BGP-LABEL]. Wen a BGP

| abel ed 1 Pv4 prefix is encoded in a | abel stack, the follow ng fornmat
is used. The value field consists the IPv4d prefix (with trailing 0
bits to make 32 bits in all), and the prefix length, as follows:

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| | Pv4 Prefix |
i i i T i I S i e s o o i i
| Prefix Length | Must Be Zero |

T i S i kT

Konpel l a & Swal | ow St andards Track [ Page 19]



RFC 4379 Detecting MPLS Data Pl ane Fail ures February 2006

3.2.12. BGP Label ed | Pv6 Prefix

BGP | abel ed I Pv6 prefixes are defined in [ BGP-LABEL]. Wen a BGP

| abel ed 1 Pv6 prefix is encoded in a | abel stack, the follow ng fornmat
is used. The value consists of 16 octets of an IPv6 prefix followed
by 1 octet of prefix length in bits; the format is given below The
IPv6 prefix is in network byte order; if the prefix is shorter than
128 bits, the trailing bits SHOULD be set to zero.

0 1 2 3
01234567890123456789012345678901
i e S S e T ik i o T S S S e e
| Pv6 prefix |
(16 octets) |
I
I

e b T S i i S S S S e e s S i T T i S S
Prefix Length | Must Be Zero |
R et e s i o e s i i

+-
I
I
|
I
+-
I

3.2.13. Generic |IPv4 Prefix

The val ue consists of 4 octets of an IPv4 prefix followed by 1 octet
of prefix length in bits; the format is given below. The IPv4 prefix
is in network byte order; if the prefix is shorter than 32 bits,
trailing bits SHOULD be set to zero. This FECis used if the
protocol advertising the |abel is unknown or may change during the
course of the LSP. An exanple is an inter-AS LSP that may be

signal ed by LDP in one Autononmous System (AS), by RSVP-TE [ RSVP- TE]
in another AS, and by BGP between the ASes, such as is conmon for

i nter-AS VPNs.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| | Pv4 prefix |
i e e R e s o e e e ik i ol S R S T
| Prefix Length | Must Be Zero |

T S S S e T iy S S SIS S S
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3.2.14. Generic | Pv6 Prefix

The val ue consists of 16 octets of an IPv6 prefix followed by 1 octet
of prefix length in bits; the format is given below. The IPv6 prefix
is in network byte order; if the prefix is shorter than 128 bits, the
trailing bits SHOULD be set to zero

0 1 2 3
01234567890123456789012345678901
B T i T o o o S e i i S S
| Pv6 prefix |
(16 octets) |
I
I

B S S e i S S T A S S S S S S i S S
Prefix Length | Must Be Zero |
R e s T o T S R El ok i R e e S S e o o s

- +——— +

3.2.15. NI FEC

At times, labels fromthe reserved range, e.g., Router Alert and
Explicit-null, may be added to the |abel stack for various diagnostic
pur poses such as influencing |oad-bal ancing. These |abels nay have
no explicit FEC associated with them The Nil FEC Stack is defined
to allow a Target FEC Stack sub-TLV to be added to the Target FEC
Stack to account for such | abels so that proper validation can stil
be perforned.

The Length is 4. Labels are 20-bit values treated as nunbers.

0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Label | VBZ |
i i S S T e T i S S R

Label is the actual |abel value inserted in the | abel stack; the MBZ
fields MUST be zero when sent and ignored on receipt.
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3.3. Downstream Mappi ng

The Downstream Mapping object is a TLV that MAY be included in an
echo request nessage. Only one Downstream Mappi ng obj ect may appear
in an echo request. The presence of a Downstream Mapping object is a
request that Downstream Mappi ng objects be included in the echo
reply. If the replying router is the destination of the FEC, then a
Downst r eam Mappi ng TLV SHOULD NOT be included in the echo reply.

O herwi se the replying router SHOULD i ncl ude a Downstream Mappi ng

obj ect for each interface over which this FEC coul d be forwarded.

For a nore precise definition of the notion of "downstrean, see
section 3.3.2, "Downstream Router and Interface".

The Length is K+ M+ 4*N octets, where Mis the Miultipath Length,
and N is the nunmber of Downstream Labels. Values for K are found in
the description of Address Type below. The Value field of a

Downst r eam Mappi ng has the follow ng fornat:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Mru | Address Type | DS Fl ags |
e s o i T e ok o i R S
| Downstream | P Address (4 or 16 octets) |
i e e R e o o e T b i o S N S T
| Downstream I nterface Address (4 or 16 octets) |
B i s T T i i o S o T Ji I
| Multipath Type| Depth Limt | Mul tipath Length |
e s i i T i s i it NI R SR S

(Multipath I nformation)
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Downst r eam Label | Pr ot ocol |
i i i T i I S i e s o o i i

B i s T T i i o S o T Ji I

| Downst r eam Label Pr ot ocol |

e s o i e R th o i R S
Maxi mum Transmi ssion Unit (MIU)

The MIU is the size in octets of the largest MPLS frane (i ncluding
| abel stack) that fits on the interface to the Downstream LSR
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Addr ess Type

The Address Type indicates if the interface is nunbered or
unnunbered. It also determ nes the Iength of the Downstream IP
Address and Downstream Interface fields. The resulting total for
the initial part of the TLVis listed in the table below as "K

Cctets". The Address Type is set to one of the follow ng val ues:
Type # Addr ess Type K Cctets
1 | Pv4 Nunber ed 16
2 | Pv4 Unnunbered 16
3 | Pv6 Nunber ed 40
4 | Pv6 Unnunbered 28
DS Fl ags

The DS Flags field is a bit vector with the followi ng fornmat:

01234567

i ok ST S R TR
| Rsvd(MBZ) |I|N
R o I T N TS
Two flags are defined currently, | and N. The remaining fl ags

MJST be set to zero when sending and i gnhored on receipt.

Flag Nane and Meani ng

I Interface and Label Stack Object Request

When this flag is set, it indicates that the replying
router SHOULD include an Interface and Label Stack
oject in the echo reply nessage.

N Treat as a Non-I|P Packet

Echo request nessages will be used to diagnose non-I1P
flows. However, these nessages are carried in IP
packets. For a router that alters its ECVP al gorithm
based on the FEC or deep packet exam nation, this flag
requests that the router treat this as it would if the
determ nati on of an |IP payload had fail ed.
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Downstream | P Address and Downstream | nterface Address

| Pv4 addresses and interface indices are encoded in 4 octets; |Pv6
addresses are encoded in 16 octets.

If the interface to the downstream LSR i s nunmbered, then the
Address Type MUST be set to | Pv4 or |Pv6, the Downstream | P
Address MUST be set to either the downstream LSR s Router |ID or
the interface address of the downstream LSR, and the Downstream
Interface Address MJST be set to the downstream LSR s interface
addr ess.

If the interface to the downstream LSR i s unnunbered, the Address
Type MJST be | Pv4 Unnunbered or |Pv6 Unnunbered, the Downstream | P
Address MJST be the downstream LSR s Router I D, and the Downstream
Interface Address MUST be set to the index assigned by the
upstream LSR to the interface.

If an LSR does not know the | P address of its neighbor, then it
MJST set the Address Type to either |Pv4 Unnunmbered or |Pv6
Unnunbered. For IPv4, it nmust set the Downstream | P Address to
127.0.0.1; for IPv6 the address is set to 0::1. In both cases,
the interface index MJST be set to 0. |If an LSR receives an Echo
Request packet with either of these addresses in the Downstream P
Address field, this indicates that it MJST bypass interface
verification but continue with | abel validation.

If the originator of an Echo Request packet wi shes to obtain
Downst r eam Mappi ng i nformati on but does not know the expected

| abel stack, then it SHOULD set the Address Type to either |Pv4
Unnunbered or | Pv6 Unnunbered. For IPv4, it MJIST set the
Downstream | P Address to 224.0.0.2; for |IPv6 the address MJST be
set to FFO2::2. In both cases, the interface index MIJST be set to
0. If an LSR receives an Echo Request packet with the all-routers
mul ticast address, then this indicates that it MJST bypass both
interface and | abel stack validation, but return Downstream

Mappi ng TLVs using the information provided.
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Mul tipath Type

The following Miltipath Types are defined:

Key Type Mul tipath Information

0 no mul tipath Enmpty (Multipath Length = 0)

2 | P address | P addr esses

4 | P address range | ow hi gh address pairs

8 Bit-masked I P | P address prefix and bit mask

address set

9 Bi t-masked | abel set Label prefix and bit mask
Type 0 indicates that all packets will be forwarded out this one
i nterface.

Types 2, 4, 8, and 9 specify that the supplied Miltipath
Information will serve to exercise this path.

Depth Linmit

The Depth Limt is applicable only to a | abel stack and is the
maxi mum nunber of | abels considered in the hash; this SHOULD be
set to zero if unspecified or unlimted.

Mul tipath Length
The length in octets of the Multipath Infornmation
Mul tipath Information

Address or | abel val ues encoded according to the Miltipath Type.
See the next section below for encoding details.

Downst r eam Label ('s)

The set of labels in the |abel stack as it would have appeared if
this router were forwardi ng the packet through this interface.
Any Inplicit Null labels are explicitly included. Labels are
treated as nunbers, i.e., they are right justified in the field.

A Downstream Label is 24 bits, in the same format as an MPLS | abe
mnus the TTL field, i.e., the MSBit of the label is bit 0, the
LSBit is bit 19, the EXP bits are bits 20-22, and bit 23 is the S
bit. The replying router SHOULD fill in the EXP and S bits; the
LSR receiving the echo reply MAY choose to ignore these bhits.
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Pr ot ocol
The Protocol is taken fromthe follow ng table:

Prot ocol # Si gnal i ng Prot ocol

LDP
RSVP- TE

3.3.1. Miltipath Information Encodi ng

The Multipath Information encodes | abels or addresses that wll
exercise this path. The Multipath Information depends on the

Mul tipath Type. The contents of the field are shown in the table
above. |Pv4 addresses are drawn fromthe range 127/8; |Pv6 addresses
are drawn fromthe range 0:0:0:0:0: FFFF: 127/104. Labels are treated
as nunbers, i.e., they are right justified in the field. For Type 4,
ranges indicated by Address pairs MJST NOT overlap and MJST be in
ascendi ng sequence.

Type 8 allows a nore dense encoding of | P addresses. The IP prefix
is formatted as a base I P address with the non-prefix | oworder bits
set to zero. The maxinmum prefix length is 27. Followi ng the prefix
is a mask of length 27(32-prefix length) bits for 1Pv4 and 2"(128-
prefix length) bits for IPv6. Each bit set to 1 represents a valid
address. The address is the base |Pv4 address plus the position of
the bit in the mask where the bits are nunbered left to right
beginning with zero. For exanple, the |IPv4 addresses 127.2.1.0,
127.2.1.5-127.2.1.15, and 127.2.1.20-127.2.1.29 would be encoded as
fol | ows:

0 1 2 3
01234567890123456789012345678901
T S S e T S S i S S I A S S S
|/011111211200000010000000020000000 0]
T T T I T
|]1T00002121211211212112120000112121121121100]
e S T S T i S T o S S A s S S
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Those sane addresses enbedded in | Pv6 woul d be encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
e S T T S S T S S e i S
|]O0O0O0O0000000000D0D0D0D0O0D0O0DO0DO0D0ODODODOD0ODODOO0O0O0 0]
i S T e S S T i S S e T A S S A
|]0O0O000000000000000D00D0O0D0O0D0O0D0O0D0O0D0O0DO0DODO0OO0O0O0 Q]
T T T I T
|]0O0O00000000000000D0D0O0D0O0D0O0D0O0D0O0D0O0D0O0DO0DODODOOOO0O0 Q]
e S T S T i S T o S S A s S S
|]O0O000000000O00O0OO0OOO0O121212121211211211
i S T e S S T i S S e T A S S A
|]/011111211200000010000000020000000 0]
T T T I T
|]1T00002121211211212112120000112121121121100]
e S T S T i S T o S S A s S S

Type 9 allows a nore dense encoding of |labels. The label prefix is
formatted as a base |l abel value with the non-prefix |oworder bits
set to zero. The maxi mum prefix (including |eading zeros due to
encoding) length is 27. Following the prefix is a nask of length
27 (32-prefix length) bits. Each bit set to one represents a valid
| abel. The label is the base | abel plus the position of the bit in
the mask where the bits are nunbered left to right beginning with
zero. Label values of all the odd nunbers between 1152 and 1279
woul d be encoded as foll ows:

0 1 2 3
01234567890123456789012345678901 +-
R e s o e i S S R S e el I ¢
0000000000000D0D000D0D01001000000 0] +-+-+-
el e i e S O O I |
010101010101010101010101010 1] +-+-+-+-+-
oo bbb bbb bbb bbb+ +-+-+-+ |01 01 0 1
0101010101010101010101010 1] +-+-+4-+-+-+-+-
oo bbb bbb bbb bbb+ +-+-+ |01 010101
01010101010101010101010 1] +-+-+-+-+4-+-+-+-+-
Hobe o b et bbb oot bt b- - +-+-+-+ |01 01 010101
010101010101 010101010 1| +-+-+-+-+-+-+-+-+-
T S i R e ik i SE SRS SRR R S SRS

If the received Miultipath Information is non-null, the labels and IP
addresses MJST be picked fromthe set provided. |If none of these

| abel s or addresses map to a particular downstreaminterface, then
for that interface, the type MUST be set to 0. |If the received
Multipath Information is null (i.e., Miultipath Length = 0, or for
Types 8 and 9, a nask of all zeros), the type MJST be set to O.
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For exanple, suppose LSR X at hop 10 has two downstream LSRs, Y and
Z, for the FEC in question. The received X could return Miltipath
Type 4, with |ow high I P addresses of 127.1.1.1->127.1.1.255 for
downstream LSR Y and 127.2.1.1->127.2.1.255 for downstream LSR Z

The head end reflects this information to LSR Y. Y, which has three
downstream LSRs, U, V, and W conputes that 127.1.1.1->127.1.1.127
would go to U and 127.1.1.128-> 127.1.1.255 would go to V. Y would
then respond with 3 Downstream Mappings: to U with Miltipath Type 4
(127.1.1.1->127.1.1.127); to V, with Miltipath Type 4
(127.1.1.127->127.1.1.255); and to W with Miltipath Type O.

Note that conputing Miultipath Information may inpose a significant
processi ng burden on the receiver. A receiver MAY thus choose to
process a subset of the received prefixes. The sender, on receiving
a reply to a Downstream Mapping with partial information, SHOULD
assune that the prefixes mssing in the reply were skipped by the
recei ver, and MAY re-request information about themin a new echo
request .

3.3.2. Downstream Router and Interface

The notion of "downstreamrouter" and "downstreaminterface" should
be explained. Consider an LSR X. |If a packet that was origi nated
with TTL n>1 arrived with outernost |abel L and TTL=1 at LSR X, X
must be able to conpute which LSRs could receive the packet if it was
originated with TTL=n+1, over which interface the request would
arrive and what | abel stack those LSRs would see. (It is outside the
scope of this docunent to specify how this conputation is done.) The
set of these LSRs/interfaces consists of the downstream
routers/interfaces (and their corresponding labels) for X with
respect to L. Each pair of downstreamrouter and interface requires
a separate Downstream Mapping to be added to the reply.

The case where X is the LSR originating the echo request is a special
case. X needs to figure out what LSRs woul d receive the MPLS echo
request for a given FEC Stack that X originates with TTL=1.

The set of downstreamrouters at X may be alternative paths (see the
di scussi on bel ow on ECVWP) or simultaneous paths (e.g., for MPLS
multicast). 1In the forner case, the Miultipath Information is used as
a hint to the sender as to how it may influence the choice of these
alternatives
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3.4. Pad TLV

The val ue part of the Pad TLV contains a variable nunmber (>= 1) of
octets. The first octet takes values fromthe follow ng table; all
the other octets (if any) are ignored. The receiver SHOULD verify
that the TLV is received in its entirety, but otherw se ignores the
contents of this TLV, apart fromthe first octet.

Val ue Meani ng
1 Drop Pad TLV fromreply
2 Copy Pad TLV to reply
3-255 Reserved for future use

3.5. Vendor Enterprise Number

SM Private Enterprise Nunbers are maintained by | ANA. The Length is
al ways 4; the value is the SM Private Enterprise code, in network
octet order, of the vendor with a Vendor Private extension to any of
the fields in the fixed part of the message, in which case this TLV
MJST be present. |If none of the fields in the fixed part of the
nmessage have Vendor Private extensions, inclusion of this TLV is

OPTI ONAL. Vendor Private ranges for Message Types, Reply Mdes, and
Ret urn Codes have been defined. When any of these are used, the
Vendor Enterprise Number TLV MUST be included in the nessage.

3. 6. Interface and Label Stack

The Interface and Label Stack TLV MAY be included in a reply nessage
to report the interface on which the request nessage was received and
the | abel stack that was on the packet when it was received. Only
one such object may appear. The purpose of the object is to all ow
the upstreamrouter to obtain the exact interface and | abel stack
information as it appears at the replying LSR
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The Length is K+ 4*N octets; Nis the nunmber of |abels in the | abel
stack. Values for K are found in the description of Address Type
bel ow. The Value field of a Downstream Mappi ng has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Address Type | Must Be Zero |
el i I e i it T e e e e i i T o S e e S e T R R
| | P Address (4 or 16 octets) |
I S i o T s S S S e s s T
| Interface (4 or 16 octets) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Label Stack

B i s T T i i o S o T Ji I
Addr ess Type

The Address Type indicates if the interface is nunbered or
unnunbered. It also determnes the length of the I P Address and
Interface fields. The resulting total for the initial part of the
TLV is listed in the table below as "K Octets". The Address Type
is set to one of the foll ow ng val ues:

Type # Addr ess Type K Cctets
1 | Pv4 Nunbered 12
2 | Pv4 Unnunber ed 12
3 | Pv6 Nunber ed 36
4 | Pv6 Unnunber ed 24

| P Address and Interface

I Pv4 addresses and interface indices are encoded in 4 octets; |Pv6
addresses are encoded in 16 octets.

If the interface upon which the echo request nmessage was received
i s nunbered, then the Address Type MJIST be set to | Pv4d or |Pv6,
the | P Address MJST be set to either the LSR s Router ID or the
interface address, and the Interface MJST be set to the interface
addr ess.
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If the interface is unnunbered, the Address Type MJUST be either
| Pv4 Unnunbered or | Pv6 Unnunbered, the I P Address MJUST be the
LSR s Router ID, and the Interface MJST be set to the index
assigned to the interface.

Label Stack

The | abel stack of the received echo request nessage. |If any TTL
val ues have been changed by this router, they SHOULD be restored.

3.7. FErrored TLVs

The following TLV is a TLV that MAY be included in an echo reply to
informthe sender of an echo request of mandatory TLVs either not
supported by an inplenentation or parsed and found to be in error.

The Value field contains the TLVs that were not understood, encoded
as sub- TLVs.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type = 9 | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Val ue |

T T S S e e i S S U S S AR Tk ok e

3.8. Reply TOS Byte TLV

This TLV MAY be used by the originator of the echo request to request
that an echo reply be sent with the | P header TOS byte set to the

val ue specified in the TLV. This TLV has a length of 4 with the
follow ng value field.

0 1 2 3
01234567890123456789012345678901

i i i T i I S i e s o o i i
| Reply-TOS Byt e Must Be Zero |
R et e s i o e s i i
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4.

4.

Theory of Qperation

An MPLS echo request is used to test a particular LSP. The LSP to be
tested is identified by the "FEC Stack"; for exanple, if the LSP was
set up via LDP, and is to an egress |P address of 10.1.1.1, the FEC
Stack contains a single elenent, nanely, an LDP |IPv4 prefix sub-TLV
with value 10.1.1.1/32. If the LSP being tested is an RSVP LSP, the
FEC Stack consists of a single el enent that captures the RSVP Session
and Sender Tenplate that uniquely identifies the LSP

FEC Stacks can be nore conpl ex. For exanple, one nay wish to test a
VPN | Pv4 prefix of 10.1/8 that is tunneled over an LDP LSP with
egress 10.10.1.1. The FEC Stack would then contain two sub-TLVs, the
bottom being a VPN | Pv4 prefix, and the top being an LDP | Pv4 prefix.
If the underlying (LDP) tunnel were not known, or was considered
irrelevant, the FEC Stack could be a single elenent with just the VPN
| Pv4 sub-TLV.

When an MPLS echo request is received, the receiver is expected to
verify that the control plane and data plane are both healthy (for
the FEC Stack being pinged) and that the two planes are in sync. The
procedures for this are in section 4.4 bel ow.

1. Dealing with Equal -Cost Milti-Path (ECW)

LSPs need not be sinple point-to-point tunnels. Frequently, a single
LSP may originate at several ingresses, and ternminate at severa
egresses; this is very conmon with LDP LSPs. LSPs for a given FEC
may al so have multiple "next hops" at transit LSRs. At an ingress,
there may al so be several different LSPs to choose fromto get to the
desired endpoint. Finally, LSPs may have backup paths, detour paths,
and other alternative paths to take should the primary LSP go down.

To deal with the last two first: it is assuned that the LSR sourcing
MPLS echo requests can force the echo request into any desired LSP
so choosing anong nmultiple LSPs at the ingress is not an issue. The
probl em of probing the various flavors of backup paths that wll
typically not be used for forwarding data unless the primary LSP is
down will not be addressed here.

Since the actual LSP and path that a given packet nmay take nay not be
known a priori, it is useful if MPLS echo requests can exercise all
possi ble paths. This, although desirable, may not be practical,
because the algorithns that a given LSR uses to distribute packets
over alternative paths may be proprietary.

To achi eve sone degree of coverage of alternate paths, there is a
certain latitude in choosing the destination |IP address and source
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UDP port for an MPLS echo request. This is clearly not sufficient;
in the case of traceroute, nore latitude is offered by nmeans of the
Mul tipath Information of the Downstream Mapping TLV. This is used as
follows. An ingress LSR periodically sends an MPLS traceroute
message to deternine whether there are nmultipaths for a given LSP

If so, each hop will provide some information how each of its
downstream pat hs can be exercised. The ingress can then send MPLS
echo requests that exercise these paths. |If several transit LSRs
have ECMP, the ingress may attenpt to compose these to exercise al
possi bl e paths. However, full coverage may not be possi bl e.

4.2. Testing LSPs That Are Used to Carry MPLS Payl oads

To detect certain LSP breakages, it may be necessary to encapsul ate
an MPLS echo request packet with at |east one additional |abel when
testing LSPs that are used to carry MPLS payl oads (such as LSPs used
to carry L2VPN and L3VPN traffic. For exanple, when testing LDP or
RSVP- TE LSPs, just sending an MPLS echo request packet nay not detect
i nstances where the router inmediately upstream of the destination of
the LSP ping may forward the MPLS echo request successfully over an
interface not configured to carry MPLS payl oads because of the use of
penul timate hop popping. Since the receiving router has no neans to
differentiate whether the | P packet was sent unlabeled or inplicitly
| abel ed, the addition of |abels shimed above the MPLS echo request
(using the Nil FEC) will prevent a router from forwarding such a
packet out unl abel ed interfaces.

4.3. Sending an MPLS Echo Request

An MPLS echo request is a UDP packet. The |IP header is set as
follows: the source IP address is a routabl e address of the sender;
the destination IP address is a (randomy chosen) |Pv4 address from
the range 127/8 or |1 Pv6 address fromthe range
0:0:0:0:0: FFFF: 127/ 104. The IP TTL is set to 1. The source UDP port
is chosen by the sender; the destination UDP port is set to 3503
(assigned by I ANA for MPLS echo requests). The Router Alert option
MUST be set in the IP header

An MPLS echo request is sent with a | abel stack corresponding to the
FEC Stack being tested. Note that further |abels could be applied
if, for exanple, the nornmal route to the topnost FEC in the stack is
via a Traffic Engineered Tunnel [RSVP-TE]. |If all of the FECs in the
stack correspond to Inplicit Null labels, the MPLS echo request is
consi dered unl abel ed even if further labels will be applied in
sendi ng the packet.

If the echo request is |abel ed, one MAY (depending on what is being
pi nged) set the TTL of the innernost label to 1, to prevent the ping
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request going farther than it shoul d. Exanples of where this SHOULD
be done include pinging a VPN I Pv4 or IPv6 prefix, an L2 VPN endpoi nt
or a pseudowire. Preventing the ping request fromgoing too far can
al so be acconplished by inserting a Router Al ert |abel above this

| abel ; however, this may |lead to the undesired side effect that MPLS
echo requests take a different data path than actual data. For nore
i nformati on on how t hese nechani sns can be used for pseudow re
connectivity verification, see [VCCV].

In "ping" node (end-to-end connectivity check), the TTL in the
outernost label is set to 255. In "traceroute" node (fault isolation
nmode), the TTL is set successively to 1, 2, and so on

The sender chooses a Sender’s Handl e and a Sequence Nunber. When
sendi ng subsequent MPLS echo requests, the sender SHOULD i ncrenent
the Sequence Nunber by 1. However, a sender MAY choose to send a
group of echo requests with the same Sequence Nunber to inprove the
chance of arrival of at |east one packet with that Sequence Nunber.

The TineStanp Sent is set to the tine-of-day (in seconds and
m croseconds) that the echo request is sent. The TimeStanp Received
is set to zero.

An MPLS echo request MUST have an FEC Stack TLV. Also, the Reply
Mode nust be set to the desired reply node; the Return Code and
Subcode are set to zero. In the "traceroute" node, the echo request
SHOULD i ncl ude a Downstream Mappi ng TLV.

4.4. Receiving an MPLS Echo Request

Sendi ng an MPLS echo request to the control plane is triggered by one
of the foll owi ng packet processing exceptions: Router Alert option,
IP TTL expiration, MPLS TTL expiration, MPLS Router Alert |abel, or
the destination address in the 127/8 address range. The contro

pl ane further identifies it by UDP destination port 3503.

For reporting purposes the bottom of stack is considered to be
stack-depth of 1. This is to establish an absolute reference for the
case where the actual stack may have nore |abels than there are FECs
in the Target FEC Stack.

Furthernmore, in all the error codes listed in this docunent, a
stack-depth of 0 nmeans "no val ue specified". This allows
compatibility with existing inplementations that do not use the
Return Subcode field.

An LSR X that receives an MPLS echo request then processes it as
fol | ows.

Konpel l a & Swal | ow St andards Track [ Page 34]



RFC 4379 Detecting MPLS Data Pl ane Fail ures February 2006

1. General packet sanity is verified. |If the packet is not well-
formed, LSR X SHOULD send an MPLS Echo Reply with the Return Code
set to "Ml forned echo request received' and the Subcode to zero.
If there are any TLVs not narked as "lgnore" that LSR X does not
under stand, LSR X SHOULD send an MPLS "TLV not understood" (as
appropriate), and the Subcode set to zero. |In the latter case,
the m sunderstood TLVs (only) are included as sub-TLVs in an
Errored TLVs TLV in the reply. The header fields Sender’s Handl e,
Sequence Nunber, and Tinmestanp Sent are not exam ned, but are
included in the MPLS echo reply nessage.

The al gorithmuses the follow ng variables and identifiers:

Interface-I: the interface on which the MPLS echo request was
recei ved.

St ack- R the | abel stack on the packet as it was received.

St ack- D: the | abel stack carried in the Downstream Mappi ng

TLV (not al ways present)

Label - L: the | abel fromthe actual stack currently being
exam ned. Requires no initialization

Label - st ack-depth: the depth of |abel being verified. Initialized to
the nunmber of labels in the received | abel stack
S

FEC- st ack- dept h: depth of the FEC in the Target FEC Stack that
shoul d be used to verify the current actual | abel
Requires no initialization

Best-return-code: contains the return code for the echo reply packet
as currently best known. As algorithm progresses,
this code may change depending on the results of
further checks that it perforns.

Best-rtn-subcode: simlar to Best-return-code, but for the Echo
Reply Subcode.

FEC- st at us: result value returned by the FEC Checking
al gorithm described in section 4.4.1

/* Save receive context information */
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2. If the echo request is good, LSR X stores the interface over
whi ch the echo was received in Interface-1, and the | abel stack
with which it canme in Stack-R

[* The rest of the algorithmiterates over the |abels in Stack-R,
verifies validity of |abel values, reports associated | abe
swi tching operations (for traceroute), verifies correspondence
between the Stack-R and the Target FEC Stack description in the
body of the echo request, and reports any errors. */

[* The algorithmiterates as follows. */
3. Label Validation
I f Label -stack-depth is 0 {
/* The LSR needs to report its being a tail-end for the LSP */

Set FEC-stack-depth to 1, set Label-L to 3 (Inplicit Null).
Set Best-return-code to 3 ("Replying router is an egress for
the FEC at stack depth"), set Best-rtn-subcode to the

val ue of FEC-stack-depth (1) and go to step 5 (Egress
Processi ng) .

}

[* This step assumes there is always an entry for well-known
| abel val ues */

Set Label-L to the value extracted from Stack-R at depth
Label -stack-depth. Look up Label-L in the Inconing Label Map
(ILM to determine if the | abel has been allocated and an
operation is associated with it.

If there is no entry for L {

/* Indicates a tenmporary or permanent |abel synchronization
problemthe LSR needs to report an error */

Set Best-return-code to 11 ("No | abel entry at stack-depth")
and Best-rtn-subcode to Label -stack-depth. Go to step 7
(Send Reply Packet).

}

El se {
Retrieve the associ ated | abel operation fromthe

correspondi ng NLFE and proceed to step 4 (Label Operation
check) .
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}
4. Label Operation Check

If the | abel operation is "Pop and Continue Processing" {
/* Includes Explicit Null and Router Alert |abel cases */

Iterate to the next |abel by decrenenting Label -stack-depth
and | oop back to step 3 (Label Validation).

If the label operation is "Swap or Pop and Switch based on Popped
Label " {

Set Best-return-code to 8 ("Label switched at stack-depth")
and Best-rtn-subcode to Label -stack-depth to report transit
swi t chi ng

If a Downstream Mapping TLV is present in the received echo
request {

If the P address in the TLV is 127.0.0.1 or 0::1 {
Set Best-return-code to 6 ("Upstream Interface | ndex
Unknown"). An Interface and Label Stack TLV SHOULD be
included in the reply and filled with Interface-I and

St ack- R

}

El se {
Verify that the | P address, interface address, and | abel
stack in the Downstream Mapping TLV match Interface-|
and Stack-R If there is a mismatch, set
Best-return-code to 5, "Downstream Mapping M smatch".
An Interface and Label Stack TLV SHOULD be included in
the reply and filled in based on Interface-1 and
Stack-R. Go to step 7 (Send Reply Packet).

}

For each avail abl e downstream ECVP path {
Retrieve output interface fromthe NHLFE entry.

/* Note: this return code is set even if Label -stack-depth
is one */
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If the output interface is not MPLS enabl ed {
Set Best-return-code to Return Code 9, "Label swtched
but no MPLS forwardi ng at stack-depth" and set
Best-rtn-subcode to Label -stack-depth and goto
Send_Repl y_Packet .
}
I f a Downstream Mapping TLV is present {
A Downstream Mappi ng TLV SHOULD be included in the echo
reply (see section 3.3) filled in with information about
the current ECMP path.
}
}

If no Downstream Mapping TLV is present, or the Downstream |P
Address is set to the ALLROUTERS mul ticast address,
go to step 7 (Send Reply Packet).

If the "Validate FEC Stack"” flag is not set and the LSR is not
configured to perform FEC checking by default, go to step 7
(Send Reply Packet).

Val idate the Target FEC Stack in the received echo request.
First determ ne FEC- stack-depth fromthe Downstream Mappi ng

TLV. This is done by wal king through Stack-D (the Downstream
| abel s) fromthe bottom decrenenting the nunber of |abels

for each non-Inplicit Null Ilabel, while increnenting
FEC- st ack-depth for each label. |f the Downstream Mappi ng TLV
contains one or nmore Inplicit Null |abels, FEC stack-depth

may be greater than Label -stack-depth. To be consistent with
the above stack-depths, the bottomis considered to entry 1.
*/

Set FEC-stack-depth to 0. Set i to Label -stack-depth.

While (i >0 ) do {
++FEC- st ack- dept h.
i f Stack-D[ FEC-stack-depth] '= 3 (Inplicit Null)
.-

}

If the nunber of labels in the FEC stack is greater
than or equal to FEC- stack-depth {
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Performthe FEC Checki ng procedure (see subsection 4.4.1
bel ow) .

If FEC-status is 2, set Best-return-code to 10 (" Mappi ng
for this FECis not the given | abel at stack-depth").

If the return code is 1, set Best-return-code to
FEC-return-code and Best-rtn-subcode to FEC-stack-depth.

}

Go to step 7 (Send Reply Packet).
}

5. Egress Processing:

/* These steps are perforned by the LSR that identified itself
as the tail-end LSR for an LSP. */

If received echo request contains no Downstream Mapping TLV, or
the Downstream | P Address is set to 127.0.0.1 or 0::1
go to step 6 (Egress FEC Validation).

Verify that the I P address, interface address, and | abel stack in
t he Downstream Mappi ng TLV match Interface-1 and Stack-R |f
not, set Best-return-code to 5, "Downstream Mappi ng
Ms-match". A Received Interface and Label Stack TLV SHOULD be
created for the echo response packet. Go to step 7 (Send Reply
Packet).

6. Egress FEC Validation

/[* This is a loop for all entries in the Target FEC Stack
starting with FEC stack-depth. */

Perform FEC checking by followi ng the algorithmdescribed in
subsection 4.4.1 for Label-L and the FEC at FEC- st ack- depth.

Set Best-return-code to FEC-code and Best-rtn-subcode to the
val ue i n FEC- stack-depth.

If FEC-status (the result of the check) is 1
go to step 7 (Send Reply Packet).

/[* Iterate to the next FEC entry */

++FEC- st ack- dept h.
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4. 4.

/*

1.

I f FEC- stack-depth > the nunber of FECs in the FEC- stack,
go to step 7 (Send Reply Packet).

If FEC-status is 0 {
++Label - st ack- dept h.
| f Label -stack-depth > the nunber of | abels in Stack-R,
Go to step 7 (Send Reply Packet).

Label -L = extracted | abel from Stack-R at depth
Label - st ack- dept h.
Loop back to step 6 (Egress FEC Validation).

}
Send Reply Packet:

Send an MPLS echo reply with a Return Code of Best-return-code,
and a Return Subcode of Best-rtn-subcode. Include any TLVs
created during the above process. The procedures for sending
the echo reply are found in subsection 4.4.1.

FEC Vval i dation

Thi s subsection describes validation of an FEC entry within the
Target FEC Stack and accepts an FEC, Label-L, and Interface-I.
The al gorithm perfornms the foll owi ng steps. */

Two return val ues, FEC-status and FEC-return-code, are initialized
to O.

If the FECis the Nil FEC {
If Label-L is either Explicit_Null or Router_Alert, return.

El se {
Set FEC-return-code to 10 ("Mapping for this FEC is not
the given | abel at stack-depth").
Set FEC-status to 1
Ret ur n.

}

Check the FEC | abel napping that describes how traffic received on
the LSP is further switched or which application it is associated
with. |f no mapping exists, set FEC-return-code to Return 4,
"Replying router has no mapping for the FEC at stack-depth". Set
FEC-status to 1. Return.

If the label nmapping for FECis Inplicit Null, set FECstatus to 2
and proceed to step 5. Oherwise, if the |abel mapping for FEC is
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Label -L, proceed to step 5. Oherw se, set FECreturn-code to 10
("Mapping for this FEC is not the given | abel at stack-depth"),
set FEC-status to 1, and return.

5. This is a protocol check. Check what protocol would be used to
advertise FEC. If it can be determined that no protocol
associ ated with Interface-1 woul d have advertised an FEC of that
FEC- Type, set FEC-return-code to 12 ("Protocol not associated with
interface at FEC stack-depth"). Set FEC-status to 1.

6. Return.
4.5. Sending an MPLS Echo Reply

An MPLS echo reply is a UDP packet. It MJST ONLY be sent in response
to an MPLS echo request. The source |IP address is a routable address
of the replier; the source port is the well-known UDP port for LSP
ping. The destination |IP address and UDP port are copied fromthe
source | P address and UDP port of the echo request. The IP TTL is
set to 255. |If the Reply Mdde in the echo request is "Reply via an

| Pv4 UDP packet with Router Alert”, then the I P header MJST contain
the Router Alert IP option. |If the reply is sent over an LSP, the
topnost | abel MJST in this case be the Router Alert label (1) (see

[ LABEL- STACK] ) .

The format of the echo reply is the sane as the echo request. The
Sender’ s Handl e, the Sequence Nunber, and Ti meStanp Sent are copied
fromthe echo request; the TineStanp Received is set to the tine-of-
day that the echo request is received (note that this information is
nmost useful if the tinme-of-day clocks on the requester and the
replier are synchronized). The FEC Stack TLV fromthe echo request
MAY be copied to the reply.

The replier MIUST fill in the Return Code and Subcode, as deterni ned
in the previous subsection.

If the echo request contains a Pad TLV, the replier MJST interpret
the first octet for instructions regarding how to reply.

If the replying router is the destination of the FEC, then Downstream
Mappi ng TLVs SHOULD NOT be included in the echo reply.

If the echo request contains a Downstream Mappi ng TLV, and the
replying router is not the destination of the FEC, the replier SHOULD
compute its downstreamrouters and corresponding | abels for the
incom ng | abel, and add Downstream Mappi ng TLVs for each one to the
echo reply it sends back.
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I f the Downstream Mapping TLV contains Miltipath |Information
requiring nore processing than the receiving router is willing to
perform the responding router MAY choose to respond with only a
subset of nultipaths contained in the echo request Downstream

Mappi ng. (Note: The originator of the echo request MAY send anot her
echo request with the Miultipath Information that was not included in
the reply.)

Except in the case of Reply Mbde 4, "Reply via application |eve
control channel", echo replies are always sent in the context of the
| P/ MPLS net wor k.

4.6. Receiving an MPLS Echo Reply

An LSR X should only receive an MPLS echo reply in response to an
MPLS echo request that it sent. Thus, on receipt of an MPLS echo
reply, X should parse the packet to ensure that it is well-forned,
then attenpt to natch up the echo reply with an echo request that it
had previously sent, using the destination UDP port and the Sender’s
Handle. If no match is found, then X jettisons the echo reply;
otherw se, it checks the Sequence Number to see if it matches.

If the echo reply contains Downstream Mappi ngs, and X wi shes to
traceroute further, it SHOULD copy the Downstream Mapping(s) into its
next echo request(s) (with TTL increnented by one).

4. 7. Issue with VPN | Pv4 and | Pv6 Prefi xes

Typically, an LSP ping for a VPN I Pv4 prefix or VPN | Pv6 prefix is
sent with a | abel stack of depth greater than 1, with the innernost

| abel having a TTL of 1. This is to terminate the ping at the egress
PE, before it gets sent to the custoner device. However, under
certain circunstances, the | abel stack can shrink to a single | abe
before the ping hits the egress PE, this will result in the ping
term nating prematurely. One such scenario is a multi-AS Carrier’s
Carrier VPN

To get around this problem one approach is for the LSR that receives
such a ping to realize that the ping term nated prematurely, and send

back error code 13. In that case, the initiating LSR can retry the
ping after increnenting the TTL on the VPN label. In this fashion,
the ingress LSR will sequentially try TTL values until it finds one

that allows the VPN ping to reach the egress PE
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4.8. Non-conpliant Routers

5.

5.

If the egress for the FEC Stack being pinged does not support MPLS
ping, then no reply will be sent, resulting in possible "fal se
negatives". If in "traceroute" node, a transit LSR does not support
LSP ping, then no reply will be forthcoming fromthat LSR for sone
TTL, say, n. The LSR originating the echo request SHOULD try sendi ng
the echo request with TTL=n+1, n+2, ..., n+tk to probe LSRs further
down the path. In such a case, the echo request for TTL > n SHOULD
be sent with Downstream Mapping TLV "Downstream | P Address" field set
to the ALLROUTERs nulticast address until a reply is received with a
Downst r eam Mappi ng TLV. The | abel stack MAY be omitted fromthe
Downst r eam Mappi ng TLV. Furthermore, the "Validate FEC Stack" flag
SHOULD NOT be set until an echo reply packet with a Downstream

Mappi ng TLV i s received.
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Security Considerations

Overall, the security needs for LSP ping are simlar to those of |CW
pi ng.

There are at |east three approaches to attacking LSRs using the
mechani sms defined here. One is a Denial-of-Service attack, by
sendi ng MPLS echo requests/replies to LSRs and thereby increasing
their workload. The second is obfuscating the state of the MPLS data
pl ane |iveness by spoofing, hijacking, replaying, or otherw se
tanmpering with MPLS echo requests and replies. The third is an

unaut hori zed source using an LSP ping to obtain information about the
net wor k.
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To avoid potential Denial-of-Service attacks, it is RECOWENDED t hat
i mpl ementations regulate the LSP ping traffic going to the contro
plane. A rate limter SHOULD be applied to the well-known UDP port
defined bel ow.

Unsophi sticated replay and spoofing attacks involving faking or
replaying MPLS echo reply nmessages are unlikely to be effective.
These replies would have to match the Sender’s Handl e and Sequence
Nunber of an outstandi ng MPLS echo request nmessage. A non-matching
replay would be discarded as the sequence has noved on, thus a spoof
has only a small w ndow of opportunity. However, to provide a
stronger defense, an inplenentation MAY al so validate the TineStanp
Sent by requiring and exact match on this field.

To protect against unauthorized sources using MPLS echo request
messages to obtain network information, it is RECOMVENDED t hat

i npl ement ati ons provide a neans of checking the source addresses of
MPLS echo request nessages agai nst an access |ist before accepting
t he message.

It is not clear how to prevent hijacking (non-delivery) of echo
requests or replies; however, if these nmessages are indeed hijacked,
LSP ping will report that the data plane is not working as it shoul d.

It does not seemvital (at this point) to secure the data carried in
MPLS echo requests and replies, although know edge of the state of
the MPLS data plane may be considered confidential by some.

I mpl enent ati ons SHOULD, however, provide a neans of filtering the
addresses to which echo reply nessages nay be sent.

Al 't hough this document nakes special use of 127/8 address, these are
used only in conjunction with the UDP port 3503. Furthernore, these
packets are only processed by routers. All other hosts MJST treat
all packets with a destination address in the range 127/8 in
accordance to RFC 1122. Any packet received by a router with a
destination address in the range 127/8 wi thout a destinati on UDP port
of 3503 MJST be treated in accordance to RFC 1812. | n particul ar,
the default behavior is to treat packets destined to a 127/8 address
as "martians".

Konpel l a & Swal | ow St andards Track [ Page 45]



RFC 4379 Detecting MPLS Data Pl ane Fail ures February 2006

7. | ANA Consi derati ons

The TCP and UDP port number 3503 has been all ocated by | ANA for LSP
echo requests and replies.

The foll owi ng sections detail the new nane spaces to be nanaged by
I ANA.  For each of these name spaces, the space is divided into
assi gnnent ranges; the following ternms are used in describing the
procedures by which | ANA all ocates val ues: "Standards Action" (as
defined in [IANA]), "Specification Required", and "Vendor Private
Use".

Val ues from "Specification Required" ranges MJST be registered with
I ANA. The request MJST be made via an Experimental RFC that
describes the format and procedures for using the code point; the
actual assignnment is made during the | ANA actions for the RFC

Val ues from "Vendor Private" ranges MJST NOT be registered with | ANA;
however, the nessage MJST contain an enterprise code as registered
with the 1ANA SM Private Network Managenent Private Enterprise
Nunbers. For each nane space that has a Vendor Private range, it
must be specified where exactly the SM Private Enterprise Number
resi des; see below for exanples. |In this way, several enterprises
(vendors) can use the sanme code point without fear of collision.

7.1. Message Types, Reply Mddes, Return Codes

The 1 ANA has created and will nmaintain registries for Message Types,
Reply Modes, and Return Codes. Each of these can take values in the
range 0-255. Assignments in the range 0-191 are via Standards
Action; assignnents in the range 192-251 are nade via "Specification
Required"; values in the range 252-255 are for Vendor Private Use,
and MJUST NOT be all ocat ed.

If any of these fields fall in the Vendor Private range, a top-Ievel
Vendor Enterprise Nunber TLV MUST be present in the nessage.

Message Types defined in this docunent are the foll ow ng:
Val ue Meani ng

1 MPLS echo request
2 MPLS echo reply
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Reply Modes defined in this docunment are the foll ow ng:

1 Do not reply

2 Reply via an | Pv4/1Pv6 UDP packet

3 Reply via an | Pv4/1Pv6 UDP packet with Router Alert
4 Reply via application |level control channe

Return Codes defined in this docunent are listed in section 3.1
7.2. TLVs

The |1 ANA has created and will maintain a registry for the Type field
of top-level TLVs as well as for any associated sub-TLVs. Note the
meani ng of a sub-TLV is scoped by the TLV. The nunber spaces for the
sub- TLVs of various TLVs are independent.

The valid range for TLVs and sub-TLVs is 0-65535. Assignnments in the
range 0-16383 and 32768-49161 are made via Standards Action as
defined in [I ANA]; assignnents in the range 16384-31743 and

49162- 64511 are made via "Specification Required" as defined above;
val ues in the range 31744-32767 and 64512- 65535 are for Vendor
Private Use, and MJUST NOT be all ocat ed.

If a TLV or sub-TLV has a Type that falls in the range for Vendor
Private Use, the Length MJST be at least 4, and the first four octets
MUST be that vendor’'s SM Private Enterprise Nunber, in network octet
order. The rest of the Value field is private to the vendor
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8.

TLVs and sub-TLVs defined in this docunent are the foll ow ng:

Type Sub- Type Val ue Field

1 Target FEC Stack
1 LDP | Pv4 prefix
2 LDP | Pv6 prefix
3 RSVP | Pv4 LSP
4 RSVP | Pv6 LSP
5 Not Assi gned
6 VPN | Pv4 prefix
7 VPN | Pv6 prefix
8 L2 VPN endpoi nt
9 "FEC 128" Pseudowi re (Deprecated)

10 "FEC 128" Pseudow re
11 "FEC 129" Pseudow re
12 BGP | abel ed | Pv4 prefix
13 BGP | abel ed | Pv6 prefix
14 Generic I1Pv4 prefix
15 Generic |1 Pv6 prefix
16 Ni | FEC
2 Downst r eam Mappi ng
3 Pad
4 Not Assi gned
5 Vendor Enterprise Number
6 Not Assi gned
7 Interface and Label Stack
8 Not Assi gned
9 Errored TLVs
Any val ue The TLV not under st ood
10 Reply TOS Byte
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