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Abst r act

Thi s docunent presents a list of requirenents in support of Energency
Tel ecommuni cations Service (ETS) within a single adnministrative
domai n. This docunment focuses on a specific set of administrative
constraints and scope. Solutions to these requirenments are not
presented in this docunent.

1. Introduction

The objective of this docunent is to define a set of requirenents
that support ETS within a single domain. There have been a nunmber of
di scussions in the EPREP nmailing list, as well as working group
nmeetings, that have questioned the utility of a given nechanismto
support ETS. Many have advocated over-provisioning, while others
have favored specific schenas to provide a quantifiable nmeasure of
service. One constant in these discussions is that the

adm nistrative control of the resources plays a significant role in
the effectiveness of any proposed solution. Specifically, if one
adm nisters a set of resources, a wide variety of approaches can be
depl oyed upon that set. However, once the approach crosses an

adm ni strative boundary, its effectiveness cones into question, and
at a mininmumrequires cooperation and trust from other administrative
domai ns. To avoid this question, we constrain our scenario to the
resources within a single domain.

The foll owi ng provides an expl anation of sone key terns used in this
docunent .
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Resource: A resource can be a viewed fromthe general level as IP
nodes such as a router or host as well as the physical media
(e.g., fiber) used to connect them A host can also be referred
to in nore specific terms as a client, server, or proxy.
Resources can al so be viewed nore specifically in terns of the
el ements within a node (e.g., CPU, buffer, nenory). However,
thi s docunent shall focus its attention at the node |evel

Domain: This termhas been used in nmany ways. W constrain its
usage in this docunment to the perspective of the network | ayer,
and view it as being synonynobus with an admi nistrative donain.
A domai n may span | arge geographic regi ons and may consi st of
many types of physical subnetworks.

Adm ni strative Domain: The collection of resources under the
control of a single adnministrative authority. This authority
establishes the design and operation of a set of resources
(i.e., the network).

Transit Domain: This is an adm nistrative domain used to forward
traffic fromone domain to another. An Internet Service Provider
(ISP) is an exanple of a transit domain.

Stub Domain: This is an administrative domain that is either the
source or the destination of a flow of |IP packets. As a genera
rule, it does not forward traffic that is destined for other
domai ns. The odd exception to this statement is the case of
Mobile IP and its use of "dog-leg" routing to visiting hosts
| ocated in foreign networks. An enterprise network is an exanple
of a stub domai n.

1.1. Pr evi ous Wrk

A list of general requirenents for support of ETS is presented in

[ RFC3689]. The docunent articul ates requirenents when considering
the broad case of supporting ETS over the Internet. Since that
docunent is not constrained to specific applications, adm nistrative
boundari es, or scenarios, the requirenments contained within it tend
to be quite general in their description and scope. This follows the
phi | osophy behind its inception in that the general requirenents are
meant to be a baseline followed (if necessary) by nore specific
requirenents that pertain to a nore narrow scope

The requirenents presented below in Section 3 are representative of
the nmore narrow scope of a single admnistrative domain. As in the
case of [RFC3689], the requirenents articulated in this docunent

represent aspects to be taken into consideration when solutions are
bei ng desi gned, specified, and depl oyed. Key words such as "MJST",
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"MJUST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
" RECOMVENDED"', "MAY", and "OPTIONAL" in this document are to be
interpreted as described in [ RFC2119].

2. Scope

| ETF standards that cover the resources within an adm nistrative
domain are within the scope of this docunent. This includes

gat eways, routers, servers, etc., that are | ocated and adm ni stered
within the domain. This docunent al so does not restrict itself to a
specific type of application such as Voice over |IP

Quality of Service (QS) nechanisns are also within the scope of this
docunent. These nechani sns may reside at the application, transport,
or P network layer. VWhile QoS nechanisns nay exist at the

| i nk/ physi cal |ayer, this docunent only considers potential mappings
of labels or code points.

Finally, since this docunent focuses on a single administrative
domai n, we do not make any further distinction between transit and
stub domains within this docunent.

2.1. CQut of Scope

Resources owned or operated by other adnministrative authorities are
out side the scope of this docunent. One exanple is a SIP server that
operates in other domains. Another exanple is an access |ink
connecting the stub donmain and its provider. Controlling only 1/2 of
alink (the egress traffic fromthe stub) is considered insufficient
for including inter-domain access links as a subject for this
docunent .

3. Requirenents
It must be understood that all of the follow ng requirenents pertain
to nechani sns chosen by a donmain’s adm nistrative authority to
specifically support ETS. |If that authority chooses not to support
ETS or if these nmechani sns exist within the domain exclusively for a
di fferent purpose, then the associated requirenent does not apply.
3.1. Label Mechanisns

Application or transport |ayer |abel nechanisns used for ETS MUST be

ext ensi bl e such that they can support nore than one |label. These
mechani sm MUST avoid a single off/on type of label (e.g., a single
bit). In addition, designers of such a nmechani sm MJST assun®e t hat

there may be nore than one set of ETS users.
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Net work | ayer |abel mechanisms used for ETS SHOULD be extensible such
that they can support nore than one label. W make this distinction
in requirenments because there may be fewer bits (a smaller field)
avail abl e at the network layer than in the transport or application

| ayer.

3. 2. Pr oxi es

Proxi es MAY set ETS |abels on behalf of the source of a flow. This
may involve renoving | abels that have been set by upstream node(s)

I f proxies take such action, then the security neasures discussed in
[ RFC3689] MJUST be considered. Mre information about security in the
singl e-domai n context is found belowin Section 5

3.3. QS nechani sns

[ RFC3689] defines a label as an identifier, and the set of
characteristics associated with the |abel as policy. However, QS in
the traditional sense of delay or bandwidth is not automatically
bound to a label. MPLS [RFC3031] is an exanple of a |abeling

mechani smthat can provide specific QS or sinply traffic engineering
of | abel ed fl ows.

In the context of ETS, QS nechanisns, at either the network or
application layer, SHOULD be used when networks cannot be over-

provi sioned to satisfy high bursts of traffic | oad. Exanples can

i nvol ve bridging fiber networks to wirel ess subnetworks, or renote
subnet wor ks connect ed over expensive bandw dt h-constrai ned wi de area
I'i nks.

Note well. Over-provisioning is a normal cost-effective practice
anongst network adm ni strators/engi neers. The anobunt of over-

provi sioning can be a topic of debate. Mbdre in-depth discussion on
this topic is presented in the conpanion Framework docunent [ FRAME]

3. 4. Users

Regardi ng existing | ETF-specified applications, augnentations in the
form of | abeling nmechanisns to support ETS MJUST NOT adversely affect
its | egacy usage by non-ETS users. Wth respect to future
applications, such | abeling nmechani sns SHOULD al | ow t he application
to support a "normal" (non-energency) condition
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3.5. Policy

Policy MUST be used to determ ne the percentage of resources of a
mechani sm used to support the various (ETS and non-ETS) users. Under
certain conditions, this percentage MAY reach 100% for a specific set
of users. However, we recomend that this "all-or-nothing" approach
be considered with great care.

3.6. Discovery

There shoul d be a neans of forwarding ETS | abeled flows to those
mechani sms within the dormain used to support ETS. Discovery
mechani sms SHOULD be used to deternine where ETS | abel ed fl ows
(either data or control) are to be forwarded

3.7. MB

Managenent | nformati on Bases (M Bs) SHOULD be defined for nmechani sns
specifically in place to support ETS. These M Bs MAY include objects
representing accounting, policy, and authorization

4, | ssues

This section presents issues that arise in considering solutions for
the requirenents that have been defined for stub domains that support
ETS. This section does not specify solutions nor is it to be
confused with requirenments. Subsequent docunents that articulate a
nore specific set of requirenents for a particular service my neke a
statenent about the foll ow ng issues.

4.1. Alternative Services

The form of the service provided to ETS users and articulated in the
formof policies may be realized in one of several forms. Better
than best effort is probably the service that nost ETS users woul d
expect when the comunication systemis stressed and overall quality
has degraded. However, the concept of best avail able service should
al so be considered under such stressed conditions. Further, a
measur e of degraded service may al so be desirable to ensure a neasure
of communi cation versus none. These services nay be nmade avail abl e
at the network or application |ayer.
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4.2. Redundancy

The issue of making networks fault tolerant is inportant and yet not
one that can be easily articulated in terns of requirenments of
protocols. Redundancy in connectivity and nodes (be it routers or
servers) is probably the nobst common approach taken by network

adm nistrators, and it can be assuned that adninistrative domains
apply this approach in various degrees to their own resources.

5. Security Considerations

Thi s docunment reconmmends that readers review and foll ow the conrents
and requirenents about security presented in [ RFC3689]. Having said
that, there tend to be many instances where intra-domain security is
held at a | ower standard (i.e., less stringent) that inter-domain
security. For exanple, while adm nistrators may all ow tel net service
bet ween resources within an adm nistrative domain, they would only
al | ow SSH access from ot her donains

The disparity in security policy can be probl emati c when domai ns

of fer services other than best effort for ETS users. Therefore, any
support within a domain for ETS should be acconpani ed by a detail ed
security policy for users and adm ni strators.

G ven the "SHOULD' statenment in Section 3.8 concerning MBs, there
are a nunmber of related security considerations that need to be
brought to attention to the reader. Specifically, the foll ow ng:

- Most current deploynments of Sinple Network Managenent Protoco
(SNWP) are of versions prior to SNMPv3, even though there are
wel | -known security vulnerabilities in those versions of SNW

- SNWP versions prior to SNMPv3 cannot support cryptographic
security nechani sns. Hence, any use of SNWP prior to version 3
to wite or nodify MB objects do so in a non-secure nanner. As
aresult, it may be best to constrain the use of these objects to
read-only by M B nanagers

- Finally, any MB defining witable objects should carefully
consider the security inplications of an SNVP conprom se on the
mechani snm(s) being controlled by those witable MB objects
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Ful I Copyright Statenent
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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