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Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst ract

This meno describes the use of the RSA digital signature algorithm as
an authentication algorithmw thin the revised | P Encapsul ating
Security Payl oad (ESP) as described in RFC 4303 and the revised IP
Aut henti cati on Header (AH) as described in RFC 4302. The use of a
digital signature algorithm such as RSA, provides data origin
authentication in applications when a secret key nethod (e.g., HVMAC
does not provide this property. One exanple is the use of ESP and AH
to authenticate the sender of an IP multicast packet.
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1. Introduction

Encapsul ating Security Payload (ESP) [ESP] and Authentication Header
(AH) [AH] headers can be used to protect both unicast traffic and
group (e.g., IPv4 and IPv6 nulticast) traffic. Wen unicast traffic
is protected between a pair of entities, HVAC transforns (such as

[ HVAC-SHA] ) are sufficient to prove data origin authentication. An
HVAC is sufficient protection in that scenario because only the two
entities involved in the comruni cati on have access to the key, and
pr oof - of - possessi on of the key in the HVAC construct authenticates
the sender. However, when ESP and AH aut henticate group traffic,
this property no | onger holds because all group nmenbers share the
single HVAC key. In the group case, the identity of the sender is
not uni quely established, since any of the key hol ders has the
ability to formthe HVAC transform Al though the HVAC transform
establishes a group-level security property, data origin

aut hentication is not achieved.

Sone group applications require true data origin authentication,
where one group nenber cannot successfully inpersonate another group
menber. The use of asynmmetric digital signature algorithns, such as
RSA, can provide true data origin authentication.

Wth asymretric al gorithns, the sender generates a pair of keys, one

of which is never shared (called the "private key") and one of which
is distributed to other group nenbers (called the "public key").
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When the private key is used to sign the output of a cryptographic
hash al gorithm the result is called a "digital signature". A
receiver of the digital signature uses the public key, the signature
val ue, and an independently conputed hash to deternm ne whet her or not
the clained origin of the packet is correct.

This menmo descri bes how RSA digital signatures can be applied as an
ESP and AH aut hentication nechanismto provide data origin
aut henti cati on.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTI ONAL" in
this docunent are to be interpreted as described in [ RFC2119].

2. A gorithmand Mde

The RSA Public Key Algorithm[RSA] is a widely deployed public key
al gorithm comonly used for digital signatures. Conpared to other
public key algorithms, signature verification is relatively
efficient. This property is useful for groups where receivers may
have |imted processing capabilities. The RSA algorithmis comonly
supported i n hardware.

Two digital signature encoding nethods are supported in [ RSA].
RSASSA- PKCS1-v1_ 5 MUST be supported by a conforning inplenentation.
RSASSA- PSS is generally believed to be nore secure, but at the tine
of this witing is not ubiquitous. RSASSA-PSS SHOULD be used
whenever it is available. SHA-1 [SHA] MJUST be used as the signature
hash al gorithmused by the RSA digital signature al gorithm

When specified for ESP, the Integrity Check Value (ICV) is equal in
size to the RSA nodul us, unless the RSA nodulus is not a multiple of
8 bits. In this case, the ICV MIST be prepended with between 1 and 7
bits set to zero such that the ICVis a multiple of 8 bits. This
specification matches the output S [RSA, Section 8.1.1] (RSASSA-PSS)
and [ RSA, Section 8.2.1] (RSASSA-PKCS1-v1_5) when the RSA nodulus is
not a multiple of 8 bits. No inplicit ESP ICV Padding bits are
necessary.

When specified for AH, the ICV is equal in size of the RSA nodul us,
unl ess the RSA nodulus is not a multiple of 32 bits (I1Pv4) or 64 bits
(IPv6) [AH, Section 2.6]. In this case, explicit ICV Padding bits
are necessary to create a suitably sized ICV [AH, Section 3.3.3.2.1].

The distribution nmechani smof the RSA public key and its repl acenent
interval are a group policy matter. The use of an epheneral key pair
with a lifetine of the ESP or AH Security Association (SA) is
RECOMVENDED. Thi s recomrended policy reduces the exposure of the RSA
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private key to the lifetine of the data being signed by the private
key. Also, this obviates the need to revoke or transmit the validity
period of the key pair.

Digital signature generation is perfornmed as described in [ RSA,
Section 8.1.1] (RSASSA-PSS) and [ RSA, Section 8.2.1] (RSASSA- PKCS1-

vl 5). The authenticated portion of the AH or ESP packet ([AH,
Section 3.3.3], [ESP, Section 3.3.2]) is used as the message M which
is passed to the signature generation function. The signer’s RSA
private key is passed as K Summarizing, the signature generation
process conputes a SHA-1 hash of the authenticated packet bytes,
signs the SHA-1 hash using the private key, and encodes the result
with the specified RSA encoding type. This process results in a
value S, which is known as the ICV in AH and ESP

Digital signature verification is performed as described in [ RSA,
Section 8.1.2] (RSASSA-PSS) and [RSA, Section 8.2.2]

( RSASSA- PKCS1-v1 5). Upon receipt, the ICV is passed to the
verification function as S. The authenticated portion of the AH or
ESP packet is used as the nessage M and the RSA public key is passed
as (n, e). In sunmary, the verification function conmputes a SHA-1
hash of the authenticated packet bytes, decrypts the SHA-1 hash in
the 1CV, and validates that the appropriate encodi ng was applied and
was correct. The two SHA-1 hashes are conpared, and if they are
identical the validation is successful

2.1. Key Size Discussion

The choi ce of RSA nodul us size nust be nade carefully. |If too snall
of a nodulus size is chosen, an attacker nmay be able to reconstruct
the private key used to sign packets before the key is no | onger used
by the sender to sign packets. This order of events may result in
the data origin authentication property being conprom sed. However,
choosing a nodul us size larger than necessary will result in an
unnecessarily high cost of CPU cycles for the sender and al

receivers of the packet.

A conform ng inplenmentati on MIUST support a mnmodul us size of 1024 bits.

Recent guidance [TWRL, RSA-TR] on key sizes nmkes estimates as to
the anmobunt of effort an attacker would need to expend in order to
reconstruct an RSA private key. Table 1 summarizes the maxi mum

I ength of time that selected nodul us sizes should be used. Note that
these recomendati ons are based on factors such as the cost of
processing and nenory, as well as cryptographic anal ysis nethods,
which were current at the tinme these docunents were published. As
those factors change, choices of key lifetimes should take theminto
account .
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Nurber of Recomrended Maxi num
Modul us Bits Li fetine

768 1 week

1024 1 year

Table 1. RSA Key Use Lifetinme Reconmendati ons
3. Performance

The RSA asymetric key algorithmis very costly in terns of
processing time conpared to the HVAC al gorithnms. However, processing
cost is decreasing over time. Faster general -purpose processors are
bei ng depl oyed, faster software inplenmentations are being devel oped,
and hardware accel eration support for the algorithmis beconm ng nore
preval ent.

Care shoul d be taken that RSA signatures are not used for
appl i cations when potential receivers are known to | ack sufficient
processing power to verify the signature. It is also inmportant to
use this scheme judiciously when any receiver may be battery powered.

The RSA asymetric key algorithmis best suited to protect network
traffic for which:

0 The sender has a substantial anount of processing power, and

0 The network traffic is small enough that adding a relatively |arge
authentication tag (in the range of 62 to 256 bytes) does not
cause packet fragmentation

RSA key pair generation and signhing are substantially nore expensive
operations than signature verification, but these are isolated to the
sender .

The size of the RSA nodulus affects the processing required to create
and verify RSA digital signatures. Care should be taken to determ ne
the size of nodul us needed for the application. Snaller nodul us
sizes may be chosen as long as the network traffic protected by the
private key flows for less tine than it is estimated that an attacker
woul d take to discover the private key. This lifetine is

consi derably snaller than nost public key applications that store the
signed data for a period of tine. But since the digital signature is
used only for sender verification purposes, a nodulus that is

consi dered weak in another context may be satisfactory.
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The size of the RSA public exponent can affect the processing
required to verify RSA digital signatures. Low exponent RSA
signatures may result in a |ower verification processing cost. At
the tinme of this witing, no attacks are known agai nst | ow exponent
RSA signatures that would allow an attacker to create a valid
signature using the RSAES- QAEP schene.

The addition of a digital signature as an authentication tag adds a
significant nunber of bytes to the packet. This increases the

i kelihood that the packet encapsulated in ESP or AH may be

f ragnent ed.

4. Interaction with the ESP G pher Mechani sm

The RSA signature al gorithm cannot be used with an ESP Combi ned Mde
algorithmthat includes an explicit 1CV. The Conbi ned Mbde al gorithm
will add the ESP ICV field, which does not allow use of a separate
aut hentication algorithmto add the ESP ICV field. One exanple of
such an algorithmis the ESP Gal oi s/ Counter Mbde al gorithm [ AES- GCM .

5. Key Managenent Consi derations

Key managenent nechani sns negotiating the use of RSA signatures MJST
include the length of the RSA nodul us during policy negotiation using
the Authentication Key Length SA Attribute. This gives a device the
opportunity to decline use of the algorithm This is especially
important for devices with constrai ned processors that m ght not be
able to verify signatures using |arger key sizes.

Key managenent nechani sns negotiating the use of RSA signatures al so
MUST i nclude the encodi ng net hod during policy negotiation using the
Si gnature Encoding Al gorithm SA Attribute.

A receiver nust have the RSA public key in order to verify integrity
of the packet. When used with a group key nanagenent system (e.g.,
RFC 3547 [GDA]), the public key SHOULD be sent as part of the key
downl oad policy. |If the group has nultiple senders, the public key
of each sender SHOULD be sent as part of the key downl oad policy.

Use of this transformto obtain data origin authentication for

pai rwi se SAs is NOT RECOWENDED. |n the case of pairw se SAs (such
as negotiated by the Internet Key Exchange [| KEV2]), data origin

aut henti cati on can be achieved with an HVAC transform Because the
performance i nmpact of an RSA signature is typically greater than an
HVAC, the value of using this transformfor a pairw se connection is
limted.
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Security Considerations

Thi s docunent provides a nmethod of authentication for ESP and AH
using digital signatures. This feature provides the follow ng
protections:

0 Message nodification integrity. The digital signature allows the
recei ver of the nmessage to verify that it was exactly the same as
when the sender signed it.

0 Host authentication. The asymmetric nature of the RSA public key
algorithmallows the sender to be uniquely verified, even when the
nmessage is sent to a group.

Non-repudi ation is not claimed as a property of this transform At
times, the property of non-repudiation may be applied to digita
signatures on application-level objects (e.g., electronic mail).
However, this docunment describes a means of authenticating network-

| evel objects (i.e., |IP packets), which are epheneral and not
directly correlated to any application. Non-repudiation is not
appl i cable to network-1level objects (i.e., |P packets).

A nunber of attacks are suggested by [ RFC3552]. The foll ow ng
sections describe the risks those attacks present when RSA signatures
are used for ESP and AH packet authentication.

SHA-1 has been schedul ed to be phased out in 2010, due to the steady
advances in technol ogy by which an adversary can double its conputing
power in roughly eighteen nonths. Recent attacks on SHA-1 underscore
the inportance of replacing SHA-1, but have not notivated repl acing
it before that date [ SHA- COMWENTS]. The use of this transformafter
that date SHOULD be preceded by an analysis as to its continued
suitability.

1. Eavesdropping

Thi s docunent does not address confidentiality. That function, if
desired, nust be addressed by an ESP cipher that is used with the RSA
signatures authentication nmethod. The RSA signature itself does not
need to be protected from an eavesdropper

2. Replay
Thi s docunent does not address replay attacks. That function, if

desired, is addressed through use of ESP and AH sequence nunbers as
defined in [ESP] and [AH].
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6.3. Message Insertion

Thi s docunent directly addresses nmessage insertion attacks. Inserted
messages will fail authentication and be dropped by the receiver

6.4. Deletion

Thi s docunent does not address deletion attacks. |t is concerned
only with validating the legitimcy of nmessages that are not del eted.

6.5. Mbddification

Thi s docunent directly addresses nmessage nodification attacks.
Modi fi ed messages will fail authentication and be dropped by the
receiver.

6.6. Man in the Mddle

As long as a receiver is given the sender RSA public key in a trusted
manner (e.g., by a key management protocol), it will be able to
verify that the digital signature is correct. A man in the mddle
will not be able to spoof the actual sender unless it acquires the
RSA private key through sone neans

The RSA nodul us size rmust be chosen carefully to ensure that the tine
a man in the mddle needs to determne the RSA private key through
cryptanal ysis is longer than the anmount of tine that packets are
signed with that private key.

6.7. Denial of Service

According to | Psec processing rules, a receiver of an ESP and AH
packet begins by | ooking up the Security Association in the SA
database. If one is found, the ESP or AH sequence nunber in the
packet is verified. No further processing will be applied to packets
with an invalid sequence nunber.

An attacker that sends an ESP or AH packet matching a valid SA on the
system and al so having a valid sequence nunber w || cause the
receiver to performthe ESP or AH authentication step. Because the
process of verifying an RSA digital signature consunes relatively

| arge anpbunts of processing, many such packets could lead to a denial
of service (DoS) attack on the receiver

If the nmessage was sent to an | Pv4 or I Pv6 nulticast group, all group

menbers that received the packet woul d be under attack
si mul t aneousl y.
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This attack can be mtigated agai nst nost attackers by encapsul ating
ESP or AH using an RSA signature for authentication within ESP or AH
using an HVAC transform for authentication. |In this case, the HVAC
transformwoul d be validated first, and as | ong as the attacker does
not possess the HVAC key no digital signatures would be eval uated on
the attacker packets. However, if the attacker does possess the HVAC
key (e.g., the attacker is a legitimte nmenber of the group using the
SA), then the DoS attack cannot be mtigated.

7. |1 ANA Consi derations

An assigned nunber is required in the "I PSec Authentication

Al gorithm' nane space in the Internet Security Association and Key
Management Protocol (1SAKMP) registry [I SAKMP-REG . The mmenonic
shoul d be "SI G RSA".

An assigned nunber is also required in the "I PSEC AH Transform
Identifiers" nane space in the | SAKMP registry. [Its menonic shoul d
be "AH RSA".

A new "I PSEC Security Association Attribute" is required in the

| SAKMP registry to pass the RSA nodul us size. The attribute class
shoul d be called "Authentication Key Length", and it should be a
Vari abl e type.

A second "I PSEC Security Association Attribute" is required in the

| SAKMP registry to pass the RSA signature encoding type. The
attribute class should be called "Signature Encodi ng Al gorithni, and
it should be a Basic type. The following rules apply to define the
val ues of the attribute:

Nane Val ue
Reser ved 0
RSASSA- PKCS1-v1 5 1
RSASSA- PSS 2

Val ues 3-61439 are reserved to | ANA.  New val ues MJST be added due to
a Standards Action as defined in [RFC2434]. Val ues 61440-65535 are
for private use and may be allocated by inplenentations for their own
pur poses.
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