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1. Introduction

Russi an cryptographi ¢ standards that define the algorithnms GOST
28147-89 [ GOST28147], GOST R 34.10-94 [ GOSTR341094], GOST R

34.10- 2001 [ GOSTR341001], and GOST R34.11-94 [ GOSTR341194] provide
basic information about how the al gorithms work, but suppl enental
specifications are needed to effectively use the algorithns (a brief
English technical description of these algorithns can be found in

[ Schnei er95]).

Thi s docunent is a proposal put forward by the CRYPTO PRO Company to

provi de suppl emental information and specificati ons needed by the

"Russi an Cryptographic Software Conpatibility Agreement” conmmunity.
1.1. Term nol ogy

In this docurment, the key words MJST, MJUST NOT, REQUI RED, SHOULD,

SHOULD NOT, RECOMVENDED, and MAY are to be interpreted as described
in [ RFC2119].
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The foll owing functions and operators are also used in this docunent:

"|" stands for concatenation.

~' stands for bitw se NOT operator.
"~ stands for the power operator.

encryptECB (K, D) is D, encrypted with key K using GOST 28147-89 in
"prostaya zanena" (ECB) node.

decryptECB (K, D) is D, decrypted with key K using GOST 28147-89 in
ECB node.

encryptCFB (1V, K, D) is D, encrypted with key K using GOST 28147-89
in "gammrovani e s obratnoj svyaziyu" (64-bit CFB) node, and IV is
used as the initialization vector.

encryptCNT (1V, K, D) is D, encrypted with key K using GOST 28147-89
in "gamm rovani e" (counter) node, and IV is used as the
initialization vector.

gostR3411 (D) is the 256-bit result of the GOST R 34. 11-94 hash
function, used with zero initialization vector, and S-Box paraneter,
defined by id-Gost R3411-94- Crypt oProPar anSet (see Section 11.2).

gost28147IMT (1V, K D) is the 32-bit result of the GOST 28147-89 in
"imtovstavka" (MAC) node, used with D as plaintext, K as key and IV
as initialization vector. Note that the standard specifies its use
inthis mode only with an initialization vector of zero.

When keys and initialization vectors are converted to/from byte
arrays, little-endian byte order is assuned.

2. Cipher Mdes and Paraneters

Thi s docunent defines four cipher properties that allow an

i npl ementer to vary cipher operations. The four paraneters are the
ci pher node, the key nmeshing algorithm the padding node, and the
S- box.

[ G0ST28147] defines only three cipher nodes for GOST 28147-89: ECB,

CFB, and counter node. This docunent defines an additional cipher
nmode, CBC.

Popov, et al. I nf or mat i onal [ Page 3]



RFC 4357 Crypto-Pro Cryptographic Al gorithns January 2006

2

2

2

1.

2

3.

When GOST 28147-89 is used to process |large anounts of data, a
symretric key should be protected by a key neshing algorithm Key
meshing transfornms a symmetric key after sonme ampunt of data has been
processed. This docunent defines the CryptoPro key neshing

al gorithm

The ci pher node, key meshing algorithm padding node, and S-box are
specified by al gorithm paraneters

GOST 28147-89 CBC Mode

This section provides the supplenental information for GOST 28147-89
(a bl ock-to-block primtive) needed to operate in CBC node.

Bef ore each plaintext block is encrypted, it is conbined with the

ci pher text of the previous block via a bitwi se XOR operation. This
ensures that even if the plaintext contains nmany identical blocks,
each block will encrypt to a different cipher text block. The
initialization vector is conbined with the first plaintext block by a
bi twi se XOR operation before the block is encrypted.

GOST 28147-89 Paddi ng Mbdes

This section provides the supplenental information for GOST 28147-89,
needed to operate on plaintext where the length is not divisible by
GOST 28147-89 bl ock size (8 bytes).

Let x (0 < x <= 8) be the nunber of bytes in the last, possibly
i nconpl ete, bl ock of data.

There are three paddi ng nodes:

* Zero padding: 8-x remaining bytes are filled with zero

* PKCS#5 padding: 8-x remaining bytes are filled with the val ue of
8-x. If there’'s no inconplete block, one extra block filled with
val ue 8 is added.

* Random paddi ng: 8-x renaining bytes of the |ast block are set to
random

Key Meshing Al gorithns

Key nmeshing algorithnms transformthe key after processing a certain
anmount of data. |In applications that nust be strictly robust to
attacks based on tinming and EM anal ysis, one symetric key shoul d
not be used for quantities of plaintext |arger than 1024 octets.
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A key meshing algorithmaffects internal cipher state; it is not a
protocol level feature. Its role is simlar to that of a cipher

mode. The choi ce of key neshing algorithmis usually dictated by the
encryption algorithm parameters, but sonme protocols explicitly

speci fy applicable key neshing al gorithns.

Al'l encryption paraneter sets defined in this document specify the
use of the CryptoPro key neshing al gorithm except for id-Cost28147-
89- Test Par anfset, whi ch specifies use of null key meshing al gorithm

2.3.1. Null Key Meshing
The null key meshing al gorithm never changes a key.
The identifier for this algorithmis:

i d- Gost 28147-89- None- KeyMeshi ng OBJECT | DENTI FIER :: =
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
keyMeshi ng(14) none(0) }

There are no neani ngful parameters to this algorithm |f present,
Al gorithm dentifier.paraneters MJST contain NULL.

2.3.2. CryptoPro Key Meshing

The CryptoPro key meshing algorithmtransforms the key and
initialization vector every 1024 octets (8192 bits, or 256 64-bit
bl ocks) of plaintext data.

This algorithmhas the same drawback as OFB ci pher node: it is

i mpossible to re-establish crypto synch while decrypting a ci phertext
if parts of encrypted data are corrupted, |ost, or processed out of
order. Furthermore, it is inmpossible to re-synch even if an IV for
each data packet is provided explicitly. Use of this algorithmin
protocol s such as | Psec ESP requires special care.

The identifier for this algorithmis:
i d- Gost 28147-89- Crypt oPro- KeyMeshing OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
keyMeshi ng(14) cryptoPro(1l) }

There are no neani ngful parameters to this algorithm |f present,
Al gorithm dentifier.paraneters MJST contain NULL.

GOST 28147-89, in encrypt, decrypt, or MAC node, starts with key K[O0]

= K IVO[O] =1V, i =0. Let IVn[O] be the value of the
initialization vector after processing the first 1024 octets of data.
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Processing of the next 1024 octets will start with K[ 1] and |IVO[1],
whi ch are cal cul ated using the follow ng fornmul a:

K[i+1]

= decrypt ECB (K[i], O;
IVO[i+1] =

encrypt ECB (K[ i +1],1Vn[i])

Where C = {0x69, 0x00, 0x72, 0x22, 0x64, 0xC9, 0x04, 0x23,
0x8D, O0x3A, 0xDB, 0x96, 0x46, OxE9, O0x2A, 0xC4,
0x18, OxFE, OxAC, 0x94, 0x00, OxED, 0x07, 0x12,
0xC0, 0x86, 0xDC, O0xC2, OXEF, 0x4C, O0xA9, O0x2B};

After processing each 1024 octets of data:

* the resulting initialization vector is stored as IVn[i];

* K[i+1] and IVO[i+1] are cal cul at ed;

* | is increnented,

* Encryption or decryption of next 1024 bytes starts, using
the new key and |V;

The process is repeated until all the data has been processed.

3. HVAC GOSTR3411
HVAC GOSTR3411 (K, text) function is based on the hash function GOST R
34.11-94, as defined in [HVAC], with the follow ng paraneter val ues:
B =32, L = 32
4. PRF_GOSTR3411
PRF_GOSTR3411 is a pseudorandom function, based on HVAC GOSTR3411.
It is calculated as P_hash, defined in Section 5 of [TLS].
PRF _GOSTR3411(secret, | abel ,seed) = P_GOSTR3411 (secret, | abel|seed).
5. Key Derivation Al gorithns

St andards [ GOSTR341094] and [ GOSTR341001] do not define any key
derivation al gorithns.

Section 5.1 specifies algorithm VKO GOST R 34. 10-94, whi ch generates
GOST KEK using two GOST R 34. 10-94 keypairs.

Section 5.2 specifies algorithm VKO GOST R 34. 10- 2001, which
generates GOST KEK using two GOST R 34.10-2001 keypairs and UKM

Keypai rs MJUST have identical paraneters.
5.1. VKO GOST R 34.10-94

This algorithmcreates a key encryption key (KEK) using the sender’s
private key and the recipient’s public key (or vice versa).
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Exchange key KEK is a 256-bit hash of the 1024-bit shared secret that
is generated using Diffie-Hellmn key agreenent.

1) Let K(x,y) = a™(x*y) (nod p), where
X - sender’s private key, a“x - sender’s public key
y - recipient’s private key, a*y - recipient’s public key
a, p - paraneters
2) Calculate a 256-bit hash of K(x,y):
KEK(x,y) = gostR3411 (K(x,Yy))

Keypairs (x,a”x) and (y,a”y) MJIST conply with [ GOSTR341094].

Thi s al gorithm MJST NOT be used when a”"x = a (nmod p) or a*y = a (nod
p) .

5.2. VKO GOST R 34.10-2001

This algorithmcreates a key encryption key (KEK) using 64 bit UKM
the sender’s private key, and the recipient’s public key (or the
reverse of the latter pair).

1) Let K(x,y,UKM = ((UKMx)(rmod q)) . (y.P) (512 bit), where
X - sender’s private key (256 bit)
X.P - sender’s public key (512 bit)
y - recipient’s private key (256 bit)
y.P - recipient’s public key (512 bit)
UKM - non-zero integer, produced as in step 2 p. 6.1 [ GOSTR341001]
P - base point on the elliptic curve (two 256-bit coordinates)
UKMFXx - x multiplied by UKM as integers
Xx.P - a multiple point
2) Calculate a 256-bit hash of K(x,y, UKM:
KEK(x,y, UKM = gostR3411 (K(x,y, UKM)

Keypairs (x,x.P) and (y,y.P) MJST conply with [ GOSTR341001].
This al gorithm MJUST NOT be used when x.P = P, y.P = P

6. Key Wap Al gorithns
Thi s docunent defines two key wrap al gorithns: GOST 28147-89 Key Wap
and CryptoPro Key Wap. These are used to encrypt a Content
Encryption Key (CEK) with a Key Encryption Key (KEK).

6.1. QGOST 28147-89 Key Wap

This algorithmencrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.
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Note: This algorithm MJUST NOT be used with a KEK produced by VKO GOST
R 34.10-94, because such a KEK is constant for every sender-recipient
pair. Encrypting many different content encryption keys on the sane
constant KEK nmay reveal that KEK

The GOST 28147-89 key wrap algorithmis:

1) For a unique symretric KEK, generate 8 octets at random and call
the result UKM For a KEK, produced by VKO GOST R 34. 10- 2001,
use the UKMthat was used for key derivation.

2) Conmpute a 4-byte checksum val ue, gost28147IM T (UKM KEK, CEK).
Call the result CEK MAC.

3) Encrypt the CEK in ECB node using the KEK. Call the ciphertext
CEK_ENC.

4) The wrapped content-encryption key is (UKM| CEK ENC | CEK_MAC).

6.2. GOST 28147-89 Key Unwrap

This al gorithm decrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.
The GOST 28147-89 key unwap algorithmis:

1) If the wapped content-encryption key is not 44 octets, then
error.

2) Deconpose the w apped content-encryption key into UKM CEK ENC,
and CEK MAC. UKMis the nost significant (first) 8 octets.
CEK ENC i s next 32 octets, and CEK MAC is the | east significant
(last) 4 octets.

3) Decrypt CEK ENC in ECB node using the KEK. Call the output CEK
4) Conpute a 4-byte checksum val ue, gost28147IMT (UKM KEK, CEK),
conpare the result with CEK MAC. |f they are not equal, then

error.

6.3. CryptoPro Key Wap

This al gorithmencrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.
It can be used with any KEK (e.g., produced by VKO GOST R 34.10-94 or
VKO GOST R 34.10-2001) because a unique UKMis used to diversify the
KEK.

The CryptoPro key wap algorithmis:

1) For a unique symretric KEK or a KEK produced by VKO GOST R
34.10-94, generate 8 octets at random Call the result UKM For
a KEK, produced by VKO GOST R 34.10-2001, use the UKMthat was
used for key derivation.

2) Diversify KEK, using the CryptoPro KEK Diversification Al gorithm
described in Section 6.5. Call the result KEK(UKM.
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3)
4)

5)

Conmpute a 4-byte checksum val ue, gost28147IM T (UKM KEK(UKM ,
CEK). Call the result CEK MAC.

Encrypt CEK in ECB nmpde using KEK(UKM. Call the ciphertext
CEK_ENC.

The wrapped content-encryption key is (UKM| CEK ENC | CEK MAC).

6.4. CryptoPro Key Unw ap

This al gorithm encrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.

The
1)

2)

3)

4)

CryptoPro key unwap algorithmis:

If the wapped content-encryption key is not 44 octets, then it
is an error.

Decomnpose the w apped content-encryption key into UKM CEK ENC,
and CEK_ MAC. UKMis the nost significant (first) 8 octets.

CEK ENC is next 32 octets, and CEK MAC is the | east significant
(last) 4 octets.

Diversify KEK using the CryptoPro KEK Diversification A gorithm
described in section 6.5. Call the result KEK(UKM .

Decrypt CEK ENC in ECB node using KEK(UKM. Call the output CEK
Conpute a 4-byte checksum val ue, gost28147IMT (UKM KEK(UKM ,
CEK), conpare the result with CEK MAC. |f they are not equal,
then it is an error.

6.5. CryptoPro KEK Diversification Al gorithm

G ven a random 64-bit UKM and a GOST 28147-89 key K, this algorithm
creates a new GOST 28147-89 key K(UKM.

1)
2)

3)
4)

A
B)
0

D)
5)

Popov,

Let K[0] = K;

UKMis split into conponents al[i,j]:

UKM = a[0]|..|a[7] (a[i] - byte, a[i,0]..a[i,7] - it's bits)
Let i be O.

K[1]..K 8] are calculated by repeating the follow ng al gorithm
ei ght tines:

K[i] is split into components k[i,j]:

K[i]l] = Kk[i,0]|k[i,1]]..|Kk[i,7] (Kk[i,j] - 32-bit integer)
Vector S[i] is calculated:

S[i] = ((a[i,0]*k[i,0] + ... + a[i,7]1*k[i,7]) nod 2732) |
(((=a[i,0])*k[i,0] + ... + (=a[i,7])*k[i,7]) nod 2732);
Kli+1] = encryptCFB (S[i], Kli], Ki])

i =i +1

Let K(UKM be K[8].
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7. Secret Key Diversification

This algorithmcreates a GOST 28147-89 key Kd, given GOST R 34.10-94
or GOST R 34.10-2001 secret key K and diversification data D of size
4. .40 bytes.

1) 40-byte blob Bis created fromD by cloning it enough tinmes to
fill all 40 bytes. For exanple, if Dis 40-bytes long, B =D; If
Dis 6-bytes long, B= D/ DD D DDDO..3].

2) Bis split into 8-byte UKM and 32-byte SRCKEY (B = UKM SRCKEY).

3) The algorithmfrom Section 6.5 is used to create K(UKM from key
K and UKM with two differences:

* Instead of S[i], vector (0,0,0,UKMi],ff,ff,ff,ff XOR UKMil])
is used.

* During each encryption step, only 8 out of 32 GOST 28147-89
rounds are done.

4) Kd is calcul ated:

Kd = encrypt CFB (UKM K(UKM, SRCKEY).

8. Algorithm Parameters

St andards [ GOST28147], [G0ST341194], [ GOSTR341094], and [ GOSTR341001]
do not define specific values for algorithm paraneters.

Thi s docunent introduces the use of ASN. 1 object identifiers (O Ds)
to specify al gorithm paramneters.

Identifiers for all of the proposed paraneter sets can be found in
Appendi x ASN. 1 nodul es. Correspondi ng paraneter val ues for proposed
paraneter sets can be found in Section 11.

8.1. Encryption Algorithm Parameters

GOST 28147-89 can be used in several nodes; additional CBC nbde is
defined in Section 2.1. 1t also has an S-Box paraneter. (See the
Al gorithm Paraneters part in [G0ST28147] in Russian; for a
description in English, see [Schneier95], ch. 14.1, p. 331.)

This table contains the |list of proposed paraneter sets for GOST
28147-89:

Gost 28147- 89- Par anSet Al gorit hms ALGORI THM | DENTI FI ER :: = {
{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Test Paranset } |
{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPr o- A- Par anet }
{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPr o- B- Parantset } |
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{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPro- C- Parantset } |

{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPro- D- Par anet  }

}

Identifier values are in the Appendi x ASN. 1 nodul es, and
correspondi ng parameters are in Section 11.1.

Paraneters for GOST 28147-89 are presented in the following form

CGost 28147- 89- Par anfSet Par anet ers :: = SEQUENCE {
ez Gost 28147- 89- UZ,
nmode I NTECGER ({

gost 28147-89- CNT(0),
gost 28147-89- CFB(1),
crypt oPro- CBC( 2)

}1
shiftBits I NTEGER { gost28147-89-bl ock(64) },
keyMeshi ng Al gorithm dentifier

}

Gost 28147-89-UZ ::= OCTET STRING (S| ZE (64))

CGost 28147- 89- KeyMeshi ngAl gorithns ALGORI THW I DENTI FI ER :: = {
{ NULL | DENTI FI ED BY i d- Gost 28147-89- Crypt oPr o- KeyMeshi ng } |
{ NULL | DENTI FI ED BY i d- Gost 28147- 89- None- KeyMeshi ng }

}

wher e
ez - S-box val ue;
nmode - ci pher node;
shiftBits - cipher paraneter;

keyMeshi ng key nmeshing algorithmidentifier.

8.2. Digest Algorithm Paraneters

This table contains the |list of proposed paraneter sets for
[ GOST341194] :

Gost R3411- 94- Par anSet Al gori thnms ALGORI THM | DENTI FI ER :: = {
{ Cost R3411-94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3411- 94- Test Par anSet
o
{ Cost R3411-94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3411- 94- Cr ypt oPr oPar antet

}
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Identifier values are in the Appendi x ASN. 1 nodul es, and
correspondi ng parameters are in Section 11.2.

Paraneters for [ G0ST341194] are presented in the following form

CGost R3411- 94- Par anet Par aneters :: =
SEQUENCE {
hUz CGost 28147-89- Uz, -- S-Box for digest
hO CGostR3411-94-Digest -- start digest value

}
CGost R3411-94-Digest ::= OCTET STRI NG (Sl ZE (32))
8.3. GOST R 34.10-94 Public Key Al gorithm Paraneters

This table contains the list of proposed paraneter sets for GOST R
34.10-94:

Gost R3410- 94- Par anSet Al gori t hm ALGORI THM | DENTI FI ER : : = {
Gost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Test Par anset } |
CGost R3410- 94- Par antSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Crypt oPro- A- ParanSet  } |
Gost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Crypt oPr o- B- Parantset } |
Gost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Crypt oPr o- C- Parantset } |
CGost R3410- 94- Par antSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Crypt oPr o- D- Par anet  }
Gost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Crypt oPr o- XchA- Par anset  } |
Gost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Crypt oPr o- XchB- Par anset  } |
CGost R3410- 94- Par antSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 94- Crypt oPr 0o- XchC- Par anset  }

Lt T e T o W S e e T et Tt

}

Identifier values are in the Appendi x ASN. 1 nodul es, and
correspondi ng parameters are in Section 11.3.

Paranmeters for GOST R 34.10-94 are presented in the following form

Gost R3410- 94- Par anSet Par aneters :: =

SEQUENCE {
t | NTEGER,
p | NTEGER,
q | NTEGER,
a | NTEGER,

validationAlgorithm Algorithmdentifier {{
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Gost R3410- 94- Val i dati onAl gori thns
}} OPTI ONAL

}

Gost R3410- 94- Val i dati onPar aneters ::=
SEQUENCE {
x0 | NTEGER,
C | NTEGER,
d | NTEGER OPTI ONAL

t - bit length of p (512 or 1024 bits);
- modul us, prinme nunber, 27(t-1)<p<2-t;

January 2006

p
q - order of cyclic group, prine nunber, 272254<q<27256, q is a

factor of p-1;

a - generator, integer, l<a<p-1, at that aq (nod p)

val idati onAl gorithm - constant p, q and a cal culating algorithm

x0 - seed;
c - used for p and q generation;
d - used for a generation.

8.4. (GOST R 34.10-2001 Public Key Al gorithm Paraneters

This table contains the list of proposed paraneter sets for GOST R

34.10-2001:

CGost R3410- 2001- Par anset Al gori t hm ALGORI THMW | DENTI FI ER : :

}

Identifier values are in the Appendi x ASN. 1 nodul es,

Lo T e T e S S )

Gost R3410- 2001- Par antset Par anet ers | DENTI FI ED BY
i d- Gost R3410- 2001- Test Parantet } |

CGost R3410- 2001- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 2001- Cr ypt oPr o- A- Paranet  } |

Gost R3410- 2001- Par antSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 2001- Crypt oPr o- B- ParanSet } |

Gost R3410- 2001- Par antet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 2001- Crypt oPro- C- Parantet } |

CGost R3410- 2001- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 2001- Cr ypt oPr o- XchA- Par anftet

Gost R3410- 2001- Par antSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 2001- Cr ypt oPr o- XchB- Par antet

correspondi ng parameters are in Section 11.4.

and

Paraneters for GOST R 34.10-2001 are presented in the following form

Popov, et al. I nf or mat i onal
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Gost R3410- 2001- Par antset Par anmeters :: =

SEQUENCE ({
a | NTEGER,
b | NTEGER
p | NTEGER
q | NTEGER,
X | NTEGER
y | NTEGER

}

, b - coefficients a and b of the elliptic curve E

- prime nunber - elliptic curve nodul us;
- prime nunber - order of cyclic group;
, Y - base point p coordinates.

X OT QD

9. Security Considerations

It is RECOWENDED that software applications verify signature val ues
and subject public keys and al gorithm paraneters to conformto
[ GOSTR341001] and [ GOSTR341094] standards prior to their use.

Cryptographic algorithm paraneters affect rigidity of algorithns.
The al gorithm paraneters proposed and descri bed herein, except for
the test paraneter sets (id-CGost28147-89-TestParantet, id-CGostR3411-
94- Test Par anfSet, i d- Gost R3410- 94- Test Par anfet, i d- Gost R3410-2001-
Test Parantset ), have been anal yzed by a special certification

| aboratory of Scientific and Technical Center, "ATLAS', and by the
Center of Certificational Investigations in appropriate |evels of
target _of evaluation (TCE), according to [RFDSL], [RFLLIC], and

[ CRYPTOLI ] .

Use of the test parameter sets or paraneter sets not described herein
is NOT RECOMVENDED. Wen different paraneters are used, it is
RECOMMVENDED t hat they be subjected to exam nation by an authorized
agency with approved nmethods of cryptographic analysis.
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10. Appendi x ASN. 1 Modul es
10.1. Cryptographic-Gost-Useful -Definitions

Crypt ogr aphi c- Gost - Usef ul - Definitions
{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Usef ul -Definitions(0) 1}

DEFINITIONS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and
-- nodifications needed to maintain or inprove the Russian
-- Cryptography service.
-- Crypto-Pro O D branch
i d-CryptoPro OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2) }
i d-CryptoPro-al gorithnms OBJECT | DENTIFIER :: =
i d-CryptoPro
i d- Crypt oPro-nmodul es OBJECT | DENTIFIER :: =
{ id-CryptoPro other(1) nodules(1l) }
i d- Crypt oPro-hashes OBJECT | DENTIFIER :: =
{ id-CryptoPro-al gorithnms hashes(30) }
i d-CryptoPro-encrypts OBJECT | DENTIFIER :: =
{ id-CryptoPro-algorithms encrypts(31) }
i d-Crypt oPro-signs OBJECT | DENTIFIER :: =
{ i1d-CryptoPro-al gorithnms signs(32) }
i d- Crypt oPro-exchanges OBJECT | DENTIFIER :: =
{ id-CryptoPro-al gorithms exchanges(33) }
i d- Crypt oPro-ext ensi ons OBJECT | DENTIFIER :: =
{ id-CryptoPro extensions(34) }
i d- Crypt oPro-ecc-signs OBJECT | DENTIFIER :: =
{ 1d-CryptoPro-al gorithms ecc-signs(35) }
i d- Crypt oPro-ecc-exchanges OBJECT I DENTIFIER :: =
{ id-CryptoPro-al gorithms ecc-exchanges(36) }
i d-CryptoPro-private-keys OBJECT | DENTIFIER :: =
{ id-CryptoPro-al gorithms private-keys(37) }
i d-CryptoPro-policylds OBJECT | DENTIFIER :: =
{ id-CryptoPro policylds(38) }
i d-CryptoPro-policy@ OBJECT IDENTIFIER ::=
{ id-CryptoPro policyQ(39) }
i d- Crypt oPro-pki xcnp-i nfos OBJECT | DENTIFIER :: =
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{ id-CryptoPro-al gorithms pkixcnp-infos(41) }
i d-CryptoPro-audit-service-types OBJECT | DENTI FIER :: =
{ id-CryptoPro-algorithnms audit-service-types(42) }
i d-CryptoPro-audit-record-types OBJECT I DENTIFIER :: =
{ id-CryptoPro-algorithnms audit-record-types(43) }
id-CryptoPro-attributes OBJECT I DENTIFIER :: =
{ id-CryptoPro-algorithnms attributes(44) }
i d- Crypt oPro- nane-servi ce-types OBJECT | DENTIFIER :: =
{ 1d-CryptoPro-al gorithnms name-service-types(45) }

-- ASN. 1 nodul es of Russian Cryptography "GOST" & "GOST R'
-- Specifications
crypt ogr aphi c- Gost - Usef ul - Definiti ons OBJECT | DENTIFIER :: =
{ 1d-CryptoPro-nodul es
crypt ogr aphi c- Gost - Useful -Definitions(0) 1}
-- GOST R 34.11-94

gost R3411- 94- Di gest Synt ax OBJECT | DENTIFI ER :: =
{ i1d-CryptoPro-nodul es gost R3411-94-Di gest Syntax(1) 1 }
gost R3411- 94- Par anfSet Synt ax OBJECT | DENTI FI ER : : =
{ 1d-CryptoPro-nodul es gost R3411-94- Par anSet Syntax(7) 1 }
-- CGOST R 34.10-94

gost R3410- 94- PKI Synt ax OBJECT I DENTIFIER :: =

{ id-CryptoPro-nodul es gostR3410-94-PKI Syntax(2) 1}
gost R3410- 94- Si gnat ur eSynt ax OBJECT | DENTI FIER :: =

{ 1d-CryptoPro-nodul es gost R3410- 94- Si gnhatureSyntax(3) 1 }
gost R3410- Encrypti onSynt ax OBJECT | DENTI FIER :: =

{ i1d-CryptoPro-nodul es gost R3410- EncryptionSyntax(5) 2 }
gost R3410- 94- Par anfSet Synt ax OBJECT | DENTI FI ER : : =

{ id-CryptoPro-nodul es gostR3410-94- Parantet Syntax(8) 1 }

-- GOST R 34.10-2001

gost R3410- 2001- PKI Synt ax OBJECT | DENTI FIER :: =
{ i1d-CryptoPro-nodul es gostR3410-2001-PKI Syntax(9) 1 }
gost R3410- 2001- Si gnat ureSynt ax OBJECT | DENTIFIER :: =
{ i1d-CryptoPro-nodul es
gost R3410- 2001- Si gnat ureSyntax(10) 1 }
gost R3410- 2001- Par anSet Synt ax OBJECT | DENTI FI ER :: =
{ 1d-CryptoPro-nodul es
gost R3410- 2001- Par anfSet Synt ax(12) 1 }
-- QOST 28147-89

gost 28147-89- Encrypti onSynt ax OBJECT | DENTI FIER :: =
{ 1d-CryptoPro-nodul es gost28147-89-Encrypti onSyntax(4) 1 }
gost 28147- 89- Par anSet Synt ax OBJECT | DENTI FIER :: =
{ 1d-CryptoPro-nodul es gost28147-89- Par anSet Syntax(6) 1 }
-- Extended Key Usage for Crypto-Pro
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gost - Crypt oPr o- Ext endedKeyUsage OBJECT | DENTI FIER :: =
{ 1d-CryptoPro-nodul es
gost - Crypt oPr o- Ext endedKeyUsage(13) 1 }
-- Crypto-Pro Private keys

gost - Crypt oPro-Privat eKey OBJECT | DENTIFIER :: =
{ id-CryptoPro-nodul es gost-CryptoPro-PrivateKey(14) 1}
-- Crypto-Pro PKI XCWP structures

gost - Crypt oPr o- PKI XCMP OBJECT | DENTIFIER :: =
{ 1d-CryptoPro-nodul es gost-CryptoPro-PKI XCMP(15) 1 }
-- Crypto-Pro Transport Layer Security structures
gost - Crypt oPro- TLS OBJECT I DENTIFIER :: =
{ 1d-CryptoPro-nodul es gost-CryptoPro-TLS(16) 1 }

-- Crypto-Pro Policy
gost-CryptoPro-Policy OBJECT | DENTIFIER :: =
{ i1d-CryptoPro-nodul es gost-CryptoPro-Policy(17) 1 }
gost - Crypt oPro- Constants OBJECT | DENTIFIER :: =
{ 1d-CryptoPro-nodul es gost-CryptoPro-Constants(18) 1 }
-- Useful types
ALGORI THMW | DENTI FI ER :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL

}
W TH SYNTAX { [&Type] | DENTIFIED BY & d }
END -- Cryptographic-Gost-Useful -Definitions

10. 2. CGost 28147-89- Encrypti onSynt ax

CGost 28147- 89- Encrypt i onSynt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
ot her (1) nodul es(1) gost28147-89-EncryptionSyntax(4) 1}
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and
-- nodifications needed to maintain or inprove the Russian
-- Cryptography service.
| MPORTS
i d-CryptoPro-al gorithns, id-CryptoPro-encrypts,
ALGORI THW | DENTI FI ER,
crypt ogr aphi c- Gost - Usef ul - Definitions
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FROM Cr ypt ogr aphi c- Gost - Usef ul - Definitions
{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Useful -Definitions(0) 1}

-- QOST 28147-89 A D
i d- Gost 28147-89 OBJECT | DENTIFIER :: =
{ i1d-CryptoPro-al gorithms gost28147-89(21) }
i d- Gost 28147-89- MAC OBJECT | DENTIFIER :: =
{ i1d-CryptoPro-al gorithms gost28147-89- MAC(22) }
-- GOST 28147-89 cryptographic paraneter sets O Ds
i d- Gost 28147- 89- Test Par anSet OBJECT | DENTI FI ER :: =
{ id-CryptoPro-encrypts test(0) }
i d- Gost 28147-89- Crypt oPr o- A- Par anset OBJECT | DENTI FI ER :: =
{ 1d-CryptoPro-encrypts cryptopro-A(1) }
i d- Gost 28147- 89- Crypt oPro- B- ParanSet OBJECT | DENTI FI ER :: =
{ id-CryptoPro-encrypts cryptopro-B(2) }
i d- Gost 28147-89- Crypt oPro- C- Parantset OBJECT | DENTI FIER :: =
{ id-CryptoPro-encrypts cryptopro-C(3) }
i d- Gost 28147-89- Crypt oPr o- D- Par anset OBJECT | DENTI FI ER :: =
{ 1d-CryptoPro-encrypts cryptopro-D(4) }
i d- Gost 28147-89- Crypt oPro- GCscar - 1- 1- Par anet
OBJECT I DENTIFIER :: =
{ i1d-CryptoPro-encrypts cryptopro-GOscar-1-1(5) }
i d- Gost 28147-89- Crypt oPro- Gscar - 1- 0- Par anfet
OBJECT I DENTIFIER :: =
{ 1d-CryptoPro-encrypts cryptopro-GOscar-1-0(6) }
i d- Gost 28147-89- Crypt oPr o- Rl C- 1- Par anSet
OBJECT I DENTIFIER :: =
{ id-CryptoPro-encrypts cryptopro-RIC1(7) }
-- GOST 28147-89 Types

Gost 28147-89-UZ ::= OCTET STRI NG (S| ZE (64))
Gost 28147-89-1V ::= OCTET STRING (S| ZE (8))
Gost 28147-89-Key ::= OCTET STRING (S| ZE (32))
Gost 28147-89- MAC :: = OCTET STRING (S| ZE (1..4))
CGost 28147-89- Encrypt edKey :: =
SEQUENCE {
encrypt edKey CGost 28147-89- Key,
maskKey [0] IMPLICIT Gost28147-89-Key OPTI ONAL,
macKey Gost 28147-89- MAC (Sl ZE (4))

}
Cost 28147- 89- Par anfet : : =

OBJECT | DENTI FI ER (

i d- Gost 28147- 89- Test Par anSet |
-- Only for testing purposes

i d- Gost 28147- 89- Crypt oPr o- A- Par anSet |
i d- Gost 28147-89- Crypt oPr o- B- Par antSet |
i d- Gost 28147-89- Crypt oPro- C- Par antet |
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i d- Gost 28147-89- Crypt oPr o- D- Par anSet |

i d- Gost 28147-89- Crypt oPro-Gscar - 1- 1- Par anfSet |
i d- Gost 28147-89- Crypt oPr o- Gscar - 1- 0- Par anfSet |
i d- Gost 28147-89- Crypt oPr o- Rl C- 1- Par anSet

)
Gost 28147- 89- Bl obPar aneters :: =
SEQUENCE {
encrypti onPar anSet Gost 28147- 89- Par anbBet ,

-- GOST 28147-89 encryption algorithm paraneters
Cost 28147- 89- Par aneters ::=
SEQUENCE {
iv Gost 28147-89-1V,
encrypti onPar anfSet Gost 28147- 89- Par anfset

}
Gost 28147-89- Al gorithnms ALGORI THW I DENTI FI ER :: = {
{ Cost28147-89-Paraneters | DENTI FI ED BY
i d- Gost 28147-89 }

}
END -- Cost28147-89-Encrypti onSynt ax
10. 3. CGost 28147- 89- Par anfSet Synt ax

Gost 28147- 89- Par anSet Synt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
ot her (1) nodul es(1) gost28147-89- Par anfSet Syntax(6) 1 }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and
-- nodifications needed to maintain or inprove the Russian
-- Cryptography service.
| MPORTS

i d-CryptoPro-al gorithns, id-CryptoPro-encrypts,

gost 28147-89- Encrypti onSynt ax, ALGORI THM | DENTI FI ER,

crypt ogr aphi c- Gost - Usef ul - Definitions

FROM Cr ypt ogr aphi c- Gost - Usef ul - Definitions

{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Usef ul -Definitions(0) 1}
Gost 28147- 89- Uz,
CGost 28147- 89- Par antet ,
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i d- Gost 28147- 89- Test Par antet ,

i d- Gost 28147-89- Crypt oPr o- A- Par anfet ,

i d- Gost 28147- 89- Cr ypt oPr o- B- Par anfet ,

i d- Gost 28147-89- Crypt oPr o- C- Par antet ,

i d- Gost 28147-89- Crypt oPr o- D- Par antet

FROM Gost 28147- 89- Encr ypt i onSynt ax
gost 28147- 89- Encr ypt i onSynt ax

Al gorithm dentifier

January 2006

FROM PKI X1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)

i d-nod(0) id-pkixl-explicit-88(1)}

-- GOST 28147-89 cryptographic paraneter sets:
-- ODs for paranmeter sets are inported from
-- (Cost 28147-89- Encrypti onSynt ax

Gost 28147- 89- Par anfSet Par aneters :: =

SEQUENCE {
eUz Cost 28147- 89- UZ,
node | NTEGER {
gost 28147-89- CNT(0),
gost 28147-89- CFB(1),
crypt oPro- CBC( 2)
shiftBits | NTEGER { gost 28147- 89- bl ock(64) },
keyMeshi ng Al gorithmdentifier
}
Gost 28147- 89- Par anSet Al gori t hms ALGORI THWH | DENTI FI ER :: = {

{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Test Paranet } |

{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPr o- A- Par antet

{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147- 89- Cr ypt oPr o- B- Par anftet

{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPr o- C- Par antet

{ Cost 28147-89- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPr o- D- Par antet

}
i d- Gost 28147- 89- Cr ypt oPro- KeyMeshi ng OBJECT | DENTIFIER :: =
{ i1d-CryptoPro-al gorithms keyMeshi ng(14) cryptoPro(1l) }

i d- Gost 28147-89- None- KeyMeshi ng OBJECT | DENTI FI ER :
{ id-CryptoPro-al gorithnms keyMeshi ng(14) none(0) }

Gost 28147- 89- KeyMeshi ngAl gorithns ALGORI THM | DENTI FI ER :: = {
{ NULL | DENTI FI ED BY i d- Gost 28147- 89- Crypt oPr o- KeyMeshi ng } |
{ NULL | DENTI FI ED BY i d- Gost 28147- 89- None- KeyMeshi ng }

}
END -- Gost 28147-89- Par anfSet Synt ax
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10. 4. Cost R3411-94- Di gest Synt ax

CGost R3411- 94- Di gest Synt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
other (1) nodul es(1l) gostR3411-94-DigestSyntax(1l) 1 }
DEFINITIONS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN.1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications nmay use them for
-- their own purposes, but this will not constrain extensions and
-- nmodifications needed to maintain or inprove the Russian
-- Cryptography service.
| MPORTS
i d-CryptoPro-al gorithms, id-CryptoPro-hashes,
ALGORI THW | DENTI FI ER,
crypt ogr aphi c- Gost - Usef ul - Defini tions
FROM Cr ypt ogr aphi c- Gost - Usef ul - Defini tions
{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Usef ul -Definitions(0) 1}

-- GOST R 34.11-94 AD
i d- Gost R3411-94 OBJECT I DENTIFIER :: =
{ id-CryptoPro-al gorithnms gost R3411-94(9) }
-- GOST R 34.11-94 cryptographic paraneter set O Ds
i d- Gost R3411- 94- Test Paranset OBJECT | DENTI FI ER :: =
{ id-CryptoPro-hashes test(0) }
i d- Gost R3411- 94- Crypt oPr oPar anSet OBJECT | DENTI FI ER :: =
{ 1d-CryptoPro-hashes cryptopro(1l) }
-- GOST R 34.11-94 data types
CGost R3411-94-Di gest ::= OCTET STRI NG (SI ZE (32))
-- GOST R 34.11-94 digest algorithm & paraneters
CGost R3411- 94- Di gest Paraneters :: =
OBJECT | DENTI FI ER (
i d- Gost R3411- 94- Test Par anSet |
-- Only for testing purposes
i d- Gost R3411- 94- Cr ypt oPr oPar antet

)
Gost R3411-94-Di gest Al gorithms ALGORI THM | DENTI FI ER :: = {
{ NULL | DENTI FI ED BY i d- Gost R3411-94 } |
-- Assume id-CGost R3411-94- Cr ypt oPr oPar antet
{ CGost R3411-94-Di gest Paraneters
| DENTI FI ED BY i d- Gost R3411-94 }
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END -- GCost R3411-94- Di gest Synt ax
10.5. CGost R3411-94- Par anfSet Synt ax

Gost R3411- 94- Par anSet Synt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
other (1) nodul es(1l) gostR3411-94- Parantet Syntax(7) 1 }
DEFINITIONS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN.1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications may use them for
-- their own purposes, but this will not constrain extensions and
-- nodifications needed to nmaintain or inprove the Russian
-- Cryptography service.
| MPORTS

gost 28147- 89- Encrypti onSynt ax,

gost R3411- 94- Di gest Synt ax,

ALGORI THMW | DENTI FI ER

FROM Cr ypt ogr aphi c- Gost - Useful -Definitions

{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Usef ul -Definitions(0) 1}
Gost 28147-89- UZ
FROM Gost 28147- 89- Encrypti onSynt ax
gost 28147-89- Encr ypti onSynt ax

i d- Gost R3411- 94- Test Par antet ,

i d- Gost R3411- 94- Cr ypt oPr oPar antet ,

CGost R3411- 94- Di gest

FROM Gost R3411- 94- Di gest Synt ax

gost R3411- 94- Di gest Synt ax

-- GOST R 34.11-94 cryptographic paraneter sets:
-- ODs for paranmeter sets are inported from
-- Cost R3411-94- Di gest Synt ax

Gost R3411- 94- Par anfSet Par ameters :: =

SEQUENCE {
hUz Gost 28147-89- Uz, -- S-Box for digest
hO GostR3411-94-Digest -- initial digest value
}
CGost R3411- 94- Par anfSet Al gorit hms ALGORI THW | DENTI FI ER :: = {

{ Cost R3411-94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3411- 94- Test Par anfSet
}

I
{ Cost R3411-94- Par anSet Par anet ers | DENTI FI ED BY
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i d- Gost R3411- 94- Cr ypt oPr oPar antet
}

}
END -- Gost R3411-94- Par anfset Synt ax
10. 6. Cost R3410- 94- PKI Synt ax

Gost R3410- 94- PKI Synt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
other (1) nodul es(1l) gostR3410-94-PKI Syntax(2) 1 }
DEFINITIONS :: =
BEA N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and
-- nmodi fications needed to maintain or inprove the Russian
-- Cryptography service.
| MPORTS

i d-CryptoPro-al gorithns,

i d-Crypt oPro-signs, id-CryptoPro-exchanges,

gost 28147-89- Encrypti onSynt ax,

gost R3411- 94- Di gest Synt ax, ALGORI THMW | DENTI FI ER,

crypt ogr aphi c- Gost - Usef ul - Defini tions

FROM Cr ypt ogr aphi c- Gost - Useful -Definitions

{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Usef ul -Definitions(0) 1}
Gost 28147- 89- Par anet
FROM Gost 28147- 89- Encrypt i onSynt ax
gost 28147-89- Encr ypti onSynt ax

i d- Gost R3411- 94- Test Par antet ,

i d- Gost R3411- 94- Cr ypt oPr oPar antet

FROM Gost R3411- 94- Di gest Synt ax gost R3411- 94- Di gest Synt ax

-- GOST R 34.10-94 A Ds
i d- Gost R3410-94 OBJECT I DENTIFIER :: =
{ i1d-CryptoPro-al gorithnms gost R3410-94(20) }
i d- Gost R3410-94DH OBJECT | DENTIFIER :: =
{ id-CryptoPro-al gorithms gost R3410-94DH(99) }
i d- Gost R3411-94-wi t h- Gost R3410- 94 OBJECT | DENTIFIER :: =
{ 1d-CryptoPro-al gorithns
gost R3411-94-wi t h-gost R3410-94(4) }
-- GOST R 34.10-94 public key paraneter set O Ds
i d- Gost R3410- 94- Test Par anset OBJECT | DENTI FI ER :: =
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{ id-CryptoPro-signs test(0) }

i d- Gost R3410- 94- Crypt oPr o- A- Par anSet OBJECT | DENTI FI ER : :
{ 1d-CryptoPro-signs cryptopro-A(2) }

i d- Gost R3410- 94- Crypt oPr o- B- Par anSet  OBJECT | DENTI FI ER : :
{ id-CryptoPro-signs cryptopro-B(3) }

i d- Gost R3410- 94- Crypt oPr o- C- Par anset OBJECT | DENTI FI ER : :
{ id-CryptoPro-signs cryptopro-C(4) }

i d- Gost R3410- 94- Crypt oPr o- D- Par anset OBJECT | DENTI FI ER : :
{ 1d-CryptoPro-signs cryptopro-D(5) }

i d- Gost R3410- 94- Cr ypt oPr o- XchA- Par anSet OBJECT | DENTI FI ER : :
{ 1d-CryptoPro-exchanges cryptopro-XchA(1) }

i d- Gost R3410- 94- Cr ypt oPr 0- XchB- Par anset OBJECT | DENTI FI ER : :
{ id-CryptoPro-exchanges cryptopro-XchB(2) }

i d- Gost R3410- 94- Crypt oPr 0- XchC- Par anset  OBJECT | DENTI FI ER : :
{ 1d-CryptoPro-exchanges cryptopro-XchC(3) }

-- GOST R 34.10-94 data types

CGost R3410-94-CertificateSignature ::=
BIT STRING ( Sl ZE(256..512) )

Gost R3410- 94- Publ i cKey :: =
OCTET STRING ( Sl ZE(

64 | -- Only for testing purposes
128
)
Gost R3410- 94- Publ i cKeyPar aneters :: =

SEQUENCE {
publ i cKeyPar antet
OBJECT | DENTI FI ER (
i d- Gost R3410- 94- Test Par anSet |
-- Only for testing purposes
i d- Gost R3410- 94- Crypt oPr o- A- Par antet |
i d- Gost R3410- 94- Crypt oPr o- B- Par antet |
i d- Gost R3410- 94- Crypt oPr o- C- Par antet |
i d- Gost R3410- 94- Crypt oPr o- D- Par anftet |
i d- Gost R3410- 94- Cr ypt oPr o- XchA- Par anSet |
i d- Gost R3410- 94- Cr ypt oPr 0- XchB- Par anfset |
i d- Gost R3410- 94- Cr ypt oPr 0- XchC- Par antset
),
di gest Par antet
OBJECT | DENTI FI ER (
i d- Gost R3411- 94- Test Par anSet |
-- Only for testing purposes
i d- Gost R3411- 94- Cr ypt oPr oPar antet
),
encrypti onPar anSet Gost 28147- 89- Par anSet OPTI ONAL

}
Gost R3410- 94- Publ i cKeyAl gorithns ALGORI THM | DENTI FI ER :: = {

{ CGost R3410-94- Publ i cKeyPar anet ers | DENTI FI ED BY
i d- Gost R3410-94 }
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}
END -- Gost R3410- 94- PKI Synt ax
10.7. Gost R3410- 94- Par anfset Synt ax

Gost R3410- 94- Par anSet Synt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
other (1) nodul es(1l) gostR3410-94- Par antSet Syntax(8) 1 }
DEFINITIONS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN.1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and
-- nodifications needed to maintain or inprove the Russian
-- Cryptography service.
| MPORTS
i d- Crypt oPro-al gorithms,
i d- Crypt oPro-signs, id-CryptoPro-exchanges,
gost R3410- 94- PKI Synt ax, ALGORI THM | DENTI FI ER,
crypt ogr aphi c- Gost - Usef ul - Definitions
FROM Cr ypt ogr aphi c- Gost - Usef ul - Definitions
{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Useful -Definitions(0) 1}
i d- Gost R3410- 94,
i d- Gost R3410- 94- Test Par antet ,
i d- Gost R3410- 94- Cr ypt oPr o- A- Par anfet ,
i d- Gost R3410- 94- Cr ypt oPr o- B- Par anfet ,
i d- Gost R3410- 94- Crypt oPr o- C- Par anfet ,
i d- Gost R3410- 94- Cr ypt oPr o- D- Par antet ,
i d- Gost R3410- 94- Cr ypt oPr 0- XchA- Par antet ,
i d- Gost R3410- 94- Cr ypt oPr o- XchB- Par antet ,
i d- Gost R3410- 94- Cr ypt oPr 0- XchC- Par anfset
FROM Gost R3410- 94- PKI Synt ax gost R3410- 94- PKI Synt ax
Al gorithm dentifier
FROM PKI X1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)
i d-nod(0) id-pkixl-explicit-88(1)}

-- GOST R 34.10-94 public key paraneter sets:
-- ODs for paraneter sets are inported from
-- Cost R3410- 94- PKI Synt ax
CGost R3410- 94- Par anSet Par anet ers-t ::= | NTEGER (512 | 1024)
-- 512 - only for testing purposes
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Gost R3410- 94- Par anSet Par aneters :: =

SEQUENCE {
t Gost R3410- 94- Par anSet Par anet er s-t,
p I NTECER, -- 2721020 < p < 2721024 or 27"509 < p < 27512
q INTEGER, -- 27254 < q < 27256
a | NTEGER, -- 1 <ac<p-1<2r024-1

val i dati onAl gorithm
Al gorithm dentifier OPTI ONAL
-- {{ CGostR3410-94-ValidationAl gorithnms }}

}
CGost R3410- 94- Par antSet Al gori t hm ALGORI THM | DENTI FI ER :: = {
{ Cost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Test Par anset } |
{ Cost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Crypt oPr o- A- Parantset  } |
{ CGost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Crypt oPr o- B- Parantset } |
{ Cost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Crypt oPro- C- Parantset } |
{ Cost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Cr ypt oPr o- D- Par anfet
{ CGost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Crypt oPr 0o- XchA- Par anset  } |
{ Cost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Crypt oPr o- XchB- Par anset  } |
{ Cost R3410- 94- Par anSet Par anet ers | DENTI FI ED BY
i d- Gost R3410- 94- Crypt oPr o- XchC- Par anfset  }

}
-- QGOST R 34.10-94 validation/constructor

i d- Cost R3410- 94- a OBJECT | DENTIFIER :: =
{ id-CostR3410-94 a(1) }

i d- Gost R3410- 94- aBi s OBJECT | DENTIFIER :: =
{ id-CGostRR3410-94 aBis(2) }

i d- Gost R3410- 94- b OBJECT | DENTIFIER :: =
{ id-CostRR3410-94 b(3) }

i d- Gost R3410- 94- bBi s OBJECT | DENTIFIER :: =

{ i1d-CGostR3410-94 bBis(4) }
CGost R3410- 94- Val i dati onPar aneters-c :: =

I NTEGER (0 .. 65535)
Gost R3410- 94- Val i dati onPar aneters ::=
SEQUENCE {

x0 CGost R3410- 94- Val i dat i onPar anmet er s-c,
c CGost R3410- 94- Val i dat i onPar anet er s-c,
d I NTEGER OPTIONAL -- 1 < d < p-1 < 271024-1

}
Gost R3410- 94- Val i dati onBi sParaneters-c ::=
I NTEGER (0 .. 4294967295)

Popov, et al. I nf or mat i onal [ Page 26]



RFC 4357 Crypto-Pro Cryptographic Al gorithns January 2006

CGost R3410- 94- Val i dati onBi sParaneters ::=
SEQUENCE {
x0 Gost R3410- 94- Val i dati onBi sPar anet er s-c,
c CGost R3410- 94- Val i dat i onBi sPar anet er s-c,
d INTEGER OPTIONAL -- 1 <d < p-1 < 271024-1

}
CGost R3410- 94- Val i dati onAl gorithnms ALGORI THW I DENTI FI ER :: = {
{ CGost R3410-94-Val i dati onPar aneters | DENTI FI ED BY
i d- Gost R3410-94-a } |
{ Cost R3410-94-Val i dati onBi sParaneters | DENTI FI ED BY
i d- Gost R3410-94-aBis } |
{ Cost R3410-94-Val i dati onPar aneters | DENTI FI ED BY
i d- Gost R3410-94-b } |
{ Cost R3410-94-Val i dati onBi sParaneters | DENTI Fl ED BY
i d- Gost R3410-94-bBi s }

}
END -- Gost R3410- 94- Par anfSet Synt ax
10. 8. CGost R3410-2001- PKI Synt ax

Gost R3410- 2001- PKI Synt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
other (1) nodul es(1l) gostR3410-2001-PKI Syntax(9) 1 }
DEFINITIONS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nbodule are exported for
-- use in the other ASN.1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications may use them for
-- their own purposes, but this will not constrain extensions and
-- nodifications needed to maintain or inprove the Russian
-- Cryptography service.
| MPORTS

i d-Crypt oPro-al gorithmns,

i d- Crypt oPro-ecc-signs, id-CryptoPro-ecc-exchanges,

gost 28147- 89- Encrypti onSynt ax,

gost R3411- 94- Di gest Synt ax, ALGORI THM | DENTI Fl ER,

crypt ogr aphi c- Gost - Usef ul - Definitions

FROM Cr ypt ogr aphi c- Gost - Usef ul - Definitions

{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other(1) nodul es(1)
crypt ogr aphi c- Gost - Usef ul -Definitions(0) 1}
Gost 28147- 89- Par antet
FROM Gost 28147- 89- Encrypt i onSynt ax
gost 28147- 89- Encr ypt i onSynt ax
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i d- Gost R3411- 94- Test Par antet ,
i d- Gost R3411- 94- Cr ypt oPr oPar antet
FROM Gost R3411- 94- Di gest Synt ax gost R3411- 94- Di gest Synt ax

-- GOST R 34.10-2001 A Ds
i d- Gost R3410-2001 OBJECT I DENTIFIER :: =
{ id-CryptoPro-al gorithms gost R3410-2001(19) }
i d- Gost R3410-2001DH OBJECT | DENTIFIER :: =
{ 1d-CryptoPro-al gorithnms gost R3410-2001DH(98) }
i d- Gost R3411-94-wi t h- Gost R3410- 2001 OBJECT | DENTIFIER :: =
{ id-CryptoPro-al gorithns
gost R3411- 94-wi t h- gost R3410- 2001(3) }
-- GOST R 34.10-2001 public key parameter set O Ds
i d- Gost R3410- 2001- Test Par anSet OBJECT | DENTI FI ER : : =
{ 1d-CryptoPro-ecc-signs test(0) }
i d- Gost R3410- 2001- Crypt oPr o- A- Par anSet OBJECT | DENTI FI ER :: =
{ i1d-CryptoPro-ecc-signs cryptopro-A(1l) }
i d- Gost R3410- 2001- Crypt oPr o- B- ParanSet OBJECT | DENTI FI ER :: =
{ i1d-CryptoPro-ecc-signs cryptopro-B(2) }
i d- Gost R3410- 2001- Cr ypt oPr o- C- Par anSet OBJECT | DENTI FI ER :: =
{ 1d-CryptoPro-ecc-signs cryptopro-C(3) }
i d- Gost R3410- 2001- Cr ypt oPr o- XchA- Par anet
OBJECT I DENTIFIER :: =
{ 1d-CryptoPro-ecc-exchanges cryptopro-XchA(0) }
i d- Gost R3410- 2001- Cr ypt oPr o- XchB- Par antet
OBJECT I DENTIFIER :: =
{ 1d-CryptoPro-ecc-exchanges cryptopro-XchB(1) }
-- GOST R 34.10-2001 Data Types
CGost R3410- 2001-CertificateSignature ::=
BIT STRING ( Sl ZE(256..512) )
Gost R3410- 2001- Publ i cKey :: =
OCTET STRING ( Sl ZE(64) )
CGost R3410- 2001- Publ i cKeyPar aneters :: =
SEQUENCE {
publ i cKeyPar anSet
OBJECT | DENTI FI ER (
i d- Gost R3410- 2001- Test Par anSet |
-- Only for testing purposes
i d- Gost R3410- 2001- Cr ypt oPr o- A- Par anSet |
i d- Gost R3410- 2001- Crypt oPr o- B- Par anfset |
i d- Gost R3410- 2001- Cr ypt oPr o- C- Par antSet |
i d- Gost R3410- 2001- Cr ypt oPr o- XchA- Par anet |
i d- Gost R3410- 2001- Cr ypt oPr o- XchB- Par antet
)
di gest Par antet
OBJECT | DENTI FI ER (
i d- Gost R3411- 94- Test Par anSet |
-- Only for testing purposes
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i d- Gost R3411- 94- Cr ypt oPr oPar antet

) £
encrypti onPar anSet Gost 28147- 89- Par anSet OPTI ONAL

}
Gost R3410- 2001- Publ i cKeyAl gorithms ALGORI THM | DENTI FIER :: = {
{ CGost R3410-2001- Publ i cKeyPar anmet ers | DENTI FI ED BY
i d- Gost R3410- 2001 }

}
END -- Gost R3410-2001- PKI Synt ax
10.9. Gost R3410-2001- Par anfSet Synt ax

Gost R3410- 2001- Par anfset Synt ax
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
other (1) nodul es(1l) gostR3410-2001- Paranftset Syntax(12) 1 }
DEFINITIONS :: =
BEG N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use
-- of other applications that will use themto access Russi an
-- Cryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and
-- nodifications needed to maintain or inprove the Russian
-- Cryptography service.
| MPORTS

gost R3410- 2001- PKI Synt ax, ALGORI THMW | DENTI FI ER,

crypt ogr aphi c- Gost - Usef ul - Definitions

FROM Cr ypt ogr aphi c- Gost - Usef ul - Definitions

{ iso(1l) menber-body(2) ru(643) rans(2)
cryptopro(2) other (1) nodul es(1)
crypt ogr aphi c- Gost - Usef ul -Definitions(0) 1}

i d- Gost R3410- 2001,

i d- Gost R3410- 2001- Test Par anfet ,

i d- Gost R3410- 2001- Cr ypt oPr o- A- Par anBSet ,

i d- Gost R3410- 2001- Cr ypt oPr o- B- Par antet ,

i d- Gost R3410- 2001- Cr ypt oPr o- C- Par antet ,

i d- Gost R3410- 2001- Cr ypt oPr o- XchA- Par anfet ,

i d- Gost R3410- 2001- Cr ypt oPr o- XchB- Par antet

FROM Gost R3410- 2001- PKI Synt ax gost R3410- 2001- PKI Synt ax

bost R3410- 2001- Par antSet Par aneters :: =

SEQUENCE {
a INTEGER, -- 0 < a < p < 27256
b INTEGER, -- 0 < b < p < 27256
p INTECER, -- 27254 < p < 27256
q | NTEGER, -- 27254 < g < 2”256
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X IINTEGER, -- 0 < x < p < 27256
y INTEGER -- 0 <y < p < 27256

}
-- GOST R 34.10-2001 public key parameter set:
-- ODs for paraneter sets are inported from
-- (Gost R3410- 2001- PKI Synt ax

Gost R3410- 2001- Par anSet Al gori t hm ALGORI THM | DENTI FI ER : : = {

Gost R3410- 2001- Par antset Par anet er s | DENTI FI ED BY

i d- Gost R3410- 2001- Test Par anet } |
Gost R3410- 2001- Par anfSet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 2001- Crypt oPr o- A- ParantSet } |
Gost R3410- 2001- Par antet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 2001- Crypt oPr o- B- Parantet } |
Gost R3410- 2001- Par antset Par anet er s | DENTI FI ED BY

i d- Gost R3410- 2001- Crypt oPr o- C- Parantet } |
Gost R3410- 2001- Par anfSet Par anmet er s | DENTI FI ED BY

i d- Gost R3410- 2001- Cr ypt oPr o- XchA- Par anset  } |
Gost R3410- 2001- Par antet Par anet ers | DENTI FI ED BY

i d- Gost R3410- 2001- Cr ypt oPr o- XchB- Par anet  }

Lot T e W o Y o S e SR e}

}
END -- Gost R3410-2001- Par anfSet Synt ax
11. Appendi x Paraneters

Paraneters here are given as SEQUENCE OF Al gorithm dentifier in ASN. 1
DER encoding [ X. 660], stored in the same format as the examples in
[ RFC4134], can be extracted using the same program

If you want to extract without the program copy all the lines
between the "|>" and "|<" markers, renove any page breaks, and renpve
the "|" in the first colum of each line. The result is a valid
Base64 bl ob that can be processed by any Base64 decoder.

11.1. Encryption Al gorithm Paraneters

For each Algorithm dentifier in this sequence, the paraneters field
cont ai ns Gost 28147- 89- Par anfset Par anet er s.

0 30 480: SEQUENCE {
4 30 94: SEQUENCE {
6 06 7: OBJECT | DENTI FI ER
: i d- Gost 28147- 89- Test Par anfSet
15 30 83: SEQUENCE {
17 04 64: OCTET STRI NG
: AC DE 38 9C 29 89 EF B6 FF EB 56 C5 5E C2 9B 02
98 75 61 3B 11 3F 89 60 03 97 0C 79 8A Al D5 5D
E2 10 AD 43 37 5D B3 8E B4 2C 77 E7 CD 46 CA FA
D6 6A 20 1F 70 F4 1E A4 AB 03 F2 21 65 B8 44 D8
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02
02
30
06

30
06

30
04

02
02
30
06

30
06

30

NoRR

83:
64:

83:

Crypto-Pro Cryptographic Al gorithns

| NTEGER O
| NTEGER 64
SEQUENCE {
OBJECT | DENTI FI ER
i d- Gost 28147- 89- None- KeyMeshi ng
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
i d- Gost 28147-89- Crypt oPr o- A- Par antet
SEQUENCE {
OCTET STRI NG

-- Kl K2 K3 K4 K5 K6 K7 K8

-- 9 3 E E B 3 1 B
-- 6 7 4 7 5 A DA
-- 3 E 6 A1 D 2 F
-- 2 9 2 C 9 C 9 5
-- 8 8 B D8 1 7 O
-- B A3 1 D 2 AC
-- 1 F D3 F 0O 6 E
-- 7 0 8 9 0 B 0 8
-- A5 CO0 E 7 8 6
-- 4 2 F 2 4 5 C 2
-- E 6 5 B 2 9 4 3
-- F C A 4 3 4 5 9
-- C B 0 F C 8 F 1
-- 0 4 7 8 7 F 3 7
-- DD15 A E B D
-- 51 9 6 6 6 E 4

January 2006

93 EE B3 1B 67 47 5A DA 3E 6A 1D 2F 29 2C 9C 95
88 BD 81 70 BA 31 D2 AC 1F D3 FO 6E 70 89 0B 08
A5 CO E7 86 42 F2 45 C2 E6 5B 29 43 FC A4 34 59
CB OF C8 F1 04 78 7F 37 DD 15 AE BD 51 96 66 E4

| NTEGER 1
| NTEGER 64
SEQUENCE {
OBJECT | DENTI FI ER
i d- Gost 28147-89- Cr ypt oPr o- KeyMeshi ng
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
i d- Gost 28147-89- Crypt oPr o- B- Par antet
SEQUENCE {

I nf or mat i onal
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209 04 64: OCTET STRI NG

80 E7 28 50 41 C5 73 24 B2 00 C2 AB 1A AD F6 BE
34 9B 94 98 5D 26 5D 13 05 D1 AE C7 9C B2 BB 31
29 73 1C 7A E7 5A 41 42 A3 8C 07 D9 CF FF DF 06
DB 34 6A 6F 68 6E 80 FD 76 19 E9 85 FE 48 35 EC

S T e

275 02 I NTEGER 1
278 02 | NTEGER 64
281 30 SEQUENCE ({
283 06 OBJECT | DENTI FI ER
i d- Gost 28147-89- Cr ypt oPr o- KeyMeshi ng
}
}

S
292 30 94: SEQUENCE {

294 06 7: OBJECT | DENTI FI ER

: i d- Gost 28147-89- Crypt oPr o- C- Par antet
303 30 83: SEQUENCE {
305 04  64: OCTET STRI NG
10 83 8C A7 B1 26 D9 94 C7 50 BB 60 2D 01 01 85
9B 45 48 DA D4 9D 5E E2 05 FA 12 2F F2 A8 24 OE
48 3B 97 FC 5E 72 33 36 8F C9 C6 51 EC D7 E5 BB
A9 6E 6A 4D 7A EF FO 19 66 1C AF C3 33 B4 7D 78

S T

371 02 | NTEGER 1
374 02 | NTEGER 64
377 30 SEQUENCE {
379 06 OBJECT | DENTI FI ER
i d- Gost 28147- 89- Cr ypt oPr o- KeyMeshi ng
}
}

g
388 30 94: SEQUENCE ({
390 06 7: OBJECT | DENTI FI ER

: i d- Gost 28147- 89- Crypt oPr o- D- Par anfet
399 30 83: SEQUENCE {
401 04  64: OCTET STRI NG
FB 11 08 31 C6 C5 GO OA 23 BE 8F 66 A4 0C 93 F8
6C FA D2 1F 4F E7 25 EB 5E 60 AE 90 02 5D BB 24
77 A6 71 DC 9D D2 3A 83 E8 4B 64 C5 DO 84 57 49
15 99 4C B7 BA 33 E9 AD 89 7F FD 52 31 28 16 7E

S i

467 02 | NTEGER 1
470 02 | NTEGER 64
473 30 SEQUENCE {
475 06 OBJECT | DENTI FI ER
i d- Gost 28147-89- Crypt oPr o- KeyMeshi ng
}
}

}
}
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>Cost 28147- 89- Par anSet Par anet er s. bi n
M | B4DBeBgcqhQVCAhSAMFVEQEZeQlwpi e+2/ +t Wk V7 CrmKYdWET7 ET+J YAOXDHK
0dVd4hCt Qzdds460LH nzUbK+t Zql BOw9B6k quwPy | VWi RNg CAQACAUAWCQYHKoUD

January 2006

i 1 pcDnhkLyReLmWY| DY KQOW s Py PEEe H8 33 RWIv VGAZu QCAQECAUAWCQYHKo UD
Agl OATBeBgcghQMCAh8CVFMEQ DnKFBBXx XMksgDCax qt 9r 40nbSYXSZAEWXRr sec

I
|
| Agl QADBeBgcqhQVCAh8BMFMVEQI Pusxt nR1r aPmodLyksnJW vYFwuj HSr B/ T8Gbw
I
I
I

srsxKXMceudaQUKj j Af Zz/ / f Bt sOamBoboD9dhnphf 51 NewCAQECAUAWCQYHKo UD
| Agl OATBeBgcghQVCAh8 DMFVEQBCD] KexJt mUx1C7YCOBAYWRUj alJ1edgX6Ei [y
| gCQOSDuUX/ F5yMzaPycZR7Nf | u6l uak167/ AZZhyvwz O0f Xg CAQECAUAWCQYHKoUD
| Agl OATBeBgcqhQVCAhSEM-FMVEQPs RCDHGxcAKI 76PZqQWk/ hs+t | f T+cl 615gr pAC
| Xbskd62Zx3J3SCoPoS2TFOI RXSRWZTLe6Mnt i X/ 9Uj EoFn4 CAQECAUAWCQYHKoUD

| Agl OAQ==

| <Gost 28147- 89- Par antSet Par anet ers. bin

11.2. Digest Al gorithm Paraneters

For each Algorithm dentifier in this sequence,
cont ai ns Gost R3411- 94- Par anftset Par anet er s.

0 30 226: SEQUENCE {
3 30 111: SEQUENCE {

5 06 7: OBJECT | DENTI FI ER
: i d- Gost R3411- 94- Test Par anfSet

14 30 100:  SEQUENCE {

16 04 64: OCTET STRI NG

1
1
°
[N
=3
N
©

1
1
WUTNORPTOMOWWON®OD M

4E 57 64
D6 A0 57
62 EE 43
70 6B 09

OCUINOPFRPOOWNI>TIOOOPTM

D1 AB
35 8D
09 B3
66 F7

w
=3
N
=
a1
k]

WOOO~NOTMNAWD TR 0
WUINTOORMMO®OOR >TN
NTWOMOPROOTUIRLNOOD

8D CB BF 94
38 F2 F7 OF
F4 A6 A2 18
02 3C 8B 55

Popov, et al. I nf or mat i onal

the paraneters field

o
=}

~
°

(o]

MTOOIOOWIRN~NOD>mT A
ONOONMPOOUTIWRL ATD

1A 7A
49 D1
C6 98
95 BF

OOWOMWNOMADNUIOTTF

4D 2C D1 10 10
S5A EA 2F 8D 94
E3 C1 7/C E5 7E
28 39 B3 2E CC
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82 04 32: OCTET STRI NG
00 00 00 00 00 OO0 00 00 00 OO OO0 00 00 00 00 00
00 00 00 00 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00

}

o
116 30 111: SEQUENCE {
118 06 7: OBJECT | DENTI FI ER
: i d- Gost R3411- 94- Cr ypt oPr oPar antet
127 30 100: SEQUENCE {
129 04 64: OCTET STRI NG
: A5 74 77 D1 4F FA 66 E3 54 C7 42 4A 60 EC B4 19
82 90 9D 75 1D 4F C9 0B 3B 12 2F 54 79 08 A0 AF
Dl 3E 1A 38 C7 B1 81 C6 E6 56 05 87 03 25 EB FE
: 9C 6D F8 6D 2E AB DE 20 BA 89 3C 92 F8 D3 53 BC
195 04  32: OCTET STRI NG
00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 0O

}
}
}

| >Gost R3411- 94- Par anfSet Par anet ers. bin

| M Hi MEBGByqFAWM CHgAWZARATI dk0auNy 7+UGnpNLNEQENagVz WNOPL3DOnRWIov
| j ZRi 7kMJs/ Smohj GTOPBf Ov+cGsJZvcCPI t VI b80ChMiz AQAAAAAAAAAAAAAAAA
| AAAAAAAAAAAAAAAAAAAAAAAAAAAWDWYHKOo UDAg | e ATBKBEC dHf RT/ prmd 1THQk pg
| 7LQZgpCddR1Py s 7Ei 9UeQ gr 9E+G j Hs YHGE! YFhwM 6/ 6¢bf ht Lqvel LqJPJL4
| 01C8BCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA==

| <Gost R3411- 94- Par anfSet Par anet ers. bin

11.3. GOST R 34.10-94 Public Key Al gorithm Paraneters

For each Algorithmdentifier in this sequence, the paraneters field
cont ai ns Cost R3410- 94- Par anfSet Par anet er s.

0 30 2882: SEQUENCE ({
4 30 209: SEQUENCE {
7 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 94- Test Par anftet
16 30 197: SEQUENCE {
19 02 2: | NTEGER 512
23 02 65: | NTEGER
: 00 EE 81 72 AE 89 96 60 8F B6 93 59 B8 9E B8 2A
69 85 45 10 E2 97 7A 4D 63 BC 97 32 2C E5 DC 33
86 EA OA 12 B3 43 E9 19 OF 23 17 75 39 84 58 39
78 6B BO C3 45 D1 65 97 6E F2 19 5E C9 B1 C3 79
: E3
90 02 33: | NTEGER
: 00 98 91 5E 7E C8 26 5E DF CD A3 1E 88 F2 48 09
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DD BO 64 BD C7 28 5D D5 0D 72 89 FO AC 6F 49 DD
: 2D
125 02 65: I NTEGER
: 00 9E 96 03 15 00 C8 77 4A 86 95 82 D4 AF DE 21
27 AF AD 25 38 B4 B6 27 OA 6F 7C 88 37 B5 0D 50
F2 06 75 59 84 A4 9E 50 93 04 D6 48 BE 2A B5 AA
Bl 8E BE 2C D4 6A C3 D8 49 5B 14 2A A6 CE 23 E2

: 1C
192 30 22: SEQUENCE {
194 06 7: OBJECT | DENTI FI ER i d- Gost R3410- 94- a
203 30 11: SEQUENCE {
205 02 2: | NTEGER 24265
209 02 2: I NTEGER 29505
213 02 1: I NTECER 2

: }

}
}

g
216 30 342: SEQUENCE {
220 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 94- Cr ypt oPr o- A- Par anftet
229 30 329: SEQUENCE {
233 02 2: I NTEGER 1024
237 02 129: | NTEGER
: 00 B4 E2 5E FB 01 8E 3C 8B 87 50 5E 2A 67 55 3C
5E DC 56 C2 91 4B 7E 4F 89 D2 3F 03 FO 33 77 E7
OA 29 03 48 9D D6 OE 78 41 8D 3D 85 1E DB 53 17
C4 87 1E 40 BO 42 28 C3 B7 90 29 63 C4 B7 D8 5D
52 B9 AA 88 F2 AF DB EB 28 DA 88 69 D6 DF 84 6A
1D 98 92 4E 92 55 61 BD 69 30 0B 9D DD 05 D2 47
B5 92 2D 96 7C BB 02 67 18 81 C5 7D 10 E5 EF 72
D3 E6 DA D4 22 3D C8 2A Al F7 DO 29 46 51 A4 80
: DF
369 02 33 I NTEGER
00 97 24 32 A4 37 17 8B 30 BD 96 19 5B 77 37 89
AB 2F FF 15 59 4B 17 6D D1 75 B6 32 56 EE 5A F2
: CF
404 02 129: | NTEGER
: 00 8F D3 67 31 23 76 54 BB E4 1F 5F 1F 84 53 E7
1C A4 14 FF C2 2C 25 D9 15 30 9E 5D 2E 62 A2 A2
6C 71 11 F3 FC 79 56 8D AF A0 28 04 2F E1 A5 2A
04 89 80 5C OD E9 Al A4 69 C8 44 C7 CA BB EE 62
5C 30 78 88 8C 1D 85 EE A8 83 F1 AD 5B C4 E6 77
6E 8E 1A 07 50 91 2D F6 4F 79 95 64 99 F1 El1 82
47 5B 0B 60 E2 63 2A DC D8 CF 94 E9 C5 4F D1 F3
Bl 09 D8 1F 00 BF 2A B8 CB 86 2A DF 7D 40 B9 36
: 9A
536 30 24: SEQUENCE {
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538
547
549
555

562
566

575
579
583

715

750

881
883
892
894
900
906

Popov, et al.

06
30
02
02

30
06

30

02

02

02

30
06

02
02
02

7
13:

4.

5

427:
7

414:
2
129:

33:

128:

110:

99:

85:

Crypto-Pro Cryptographic Al gorithns January 2006

OBJECT | DENTI FI ER i d- Gost R3410- 94- bBi s
SEQUENCE {

| NTEGER 1376285941

| NTEGER

00 EE 39 AD B3

}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
i d- Gost R3410- 94- Cr ypt oPr o- B- Par antet
SEQUENCE {
| NTEGER 1024
| NTEGER
00 C6 97 1F C5 75 24 B3 0C 90 18 C5 E6 21 DE 15
49 97 36 85 4F 56 A6 F8 AE E6 5A 7A 40 46 32 Bl
BC FO 34 9F FC AF CB OA 10 31 77 97 1F Cl1 61 2A
DC DB 8C 8C C9 38 C7 02 25 C8 FD 12 AF FO 1B 1D
06 4E OA D6 FD E6 AB 91 59 16 6C B9 F2 FC 17 1D
92 FO CC 7B 6A 6B 2C D7 FA 34 2A CB E2 C9 31 5A
42 D5 76 B1 EC CE 77 A9 63 15 7F 3D OB D9 6A 8E
BO BO F3 50 2A D2 38 10 1B 05 11 63 34 F1 E5 B7
AB
| NTEGER

00 BO 9D 63 4C 10 89 9C D7 D4 C3 A7 65 74 03 EO
58 10 BO 7C 61 A6 88 BA B2 C3 7F 47 5E 30 8B 06
07

I NTEGER

3D 26 B4 67 D9 4A 3F FC 9D 71 BF 8D B8 93 40 84
13 72 64 F3 C2 E9 EB 16 DC A2 14 B8 BC 7C 87 24
85 33 67 44 93 4F D2 EF 59 43 F9 ED OB 74 5B 90
AA 3E C8 D7 OC DC 91 68 24 78 B6 64 A2 E1 F8 FB
56 CE F2 97 2F EE 7E DB 08 4A F7 46 41 9B 85 4F
AD 02 CC 3E 36 46 FF 2E 1A 18 DD 4B EB 3C 44 F7
F2 74 55 88 02 96 49 67 45 46 CC 91 87 C2 07 FB
8F 2C EC E8 E2 29 3F 68 39 5C 47 04 AF 04 BA B5

SEQUENCE {

OBJECT | DENTI FI ER i d- Gost R3410- 94- bBi s

SEQUENCE {
| NTEGER 1536654555
| NTEGER 1855361757
| NTEGER
00 BC 3C BB DB 7E 6F 84 82 86 E1 9A D9 A2 7A 8E
29 7E 5B 71 C5 3D D9 74 CD F6 OF 93 73 56 DF 69
CB C9 7A 30 OC CC 71 68 5C 55 30 46 14 7F 11 56
8C 4F DD F3 63 D9 D8 86 43 83 45 A6 2C 3B 75 96
3D 65 46 AD FA BF 31 B3 12 90 D1 2C AE 65 EC B8
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30 9E F6 67 82

}
}
}

o
993 30 351: SEQUENCE {
997 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 94- Cr ypt oPr o- C- Par antet
1006 30 338: SEQUENCE {
1010 02 2: I NTEGER 1024
1014 02 129: I NTEGER
: 00 9D 88 E6 D7 FE 33 13 BD 2E 74 5C 7C DD 2A B9
EE 4A F3 C8 89 9E 84 7D E7 4A 33 78 3E A6 8B C3
05 88 BA 1F 73 8C 6A AF 8A B3 50 53 1F 18 54 C3
83 7C C3 C8 60 FF D7 E2 E1 06 C3 F6 3B 3D 8A 4C
03 4C E7 39 42 A6 C3 D5 85 B5 99 CF 69 5E D7 A3
C4 A9 3B 2B 94 7B 71 57 BB 1A 1C 04 3A B4 1E C8
56 6C 61 45 E9 38 A6 11 90 6D EO D3 2E 56 24 94
56 9D 7E 99 9A 0D DA 5C 87 9B DD 91 FE 12 4D F1
: E9
1146 02  33: | NTEGER
: 00 FA DD 19 7A BD 19 Al B4 65 3E EC F7 EC A4 D6
A2 2B 1F 7F 89 3B 64 1F 90 16 41 FB B5 55 35 4F
: AF
1181 02 128: | NTEGER
: 74 47 ED 71 56 31 05 99 07 OB 12 60 99 47 A5 C8
C8 A8 62 5C F1 CF 25 2B 40 7B 33 1F 93 D6 39 DD
D1 BA 39 26 56 DE CA 99 2D DO 35 35 43 29 Al E9
5A 6E 32 D6 F4 78 82 D9 60 B8 F1 OA CA FF 79 6D
13 CD 96 11 F8 53 DA B6 D2 62 34 83 E4 67 88 70
84 93 93 7A 1A 29 44 25 98 AE C2 EO 74 20 22 56
34 40 FE 9C 18 74 OE CE 67 65 AC 05 FA FO 24 A6
: 4B 02 6E 7E 40 88 40 81 9E 96 2E 7E 5F 40 1A E3
1312 30 34: SEQUENCE {

1314 06 7: OBJECT | DENTI FI ER i d- Cost R3410- 94- bBi s
1323 30 23: SEQUENCE {
1325 02 4: | NTEGER 1132758852
1331 02 5: I NTECGER
: 00 B5 OA 82 6D
1338 02 8: I NTEGER
: 7F 57 5E 81 94 BC 5B DF
}
}
}

o
1348 30 371: SEQUENCE {
1352 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 94- Cr ypt oPr o- D- Par antet
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1361 30 358: SEQUENCE ({
1365 02 2: | NTEGER 1024
1369 02 129: | NTEGER
: 00 80 F1 02 D3 2B OF D1 67 DO 69 C2 7A 30 7A DA
D2 C4 66 09 19 04 DB AA 55 D5 B8 CC 70 26 F2 F7
Al 91 9B 89 0C B6 52 C4 OE 05 4E 1E 93 06 73 5B
43 D7 B2 79 ED DF 91 02 00 1C D9 E1 A8 31 FE 8A
16 3E ED 89 AB 07 CF 2A BE 82 42 AC 9D ED DD BF
98 D6 2C DD D1 EA 4F 5F 15 D3 A4 2A 66 77 BD D2
93 B2 42 60 CO F2 7C OF 1D 15 94 86 14 D5 67 B6
6F A9 02 BA Al 1A 69 AE 3B CE AD BB 83 E3 99 9
: B5
1501 02 33: | NTEGER
00 FO F5 44 C4 18 AA C2 34 F6 83 FO 33 51 1B 65
C2 16 51 A6 07 8B DA 2D 69 BB 9F 73 28 67 50 21
: 49
1536 02 128: | NTEGER
: 6B CC 0B 4F AD B3 88 9C 1E 06 AD D2 3C CO 9B 8A
B6 EC DE DF 73 FO 46 32 59 5E E4 25 00 05 D6 AF
5F 5A DE 44 CB 1E 26 E6 26 3C 67 23 47 CF A2 6F
9E 93 93 68 1E 6B 75 97 33 78 4C DE 5D BD 9A 14
A3 93 69 DF D9 9F A8 5C CO D1 02 41 C4 01 03 43
F3 4A 91 39 3A 70 6C F1 26 77 CB FA 1F 57 8D 6B
6C FB E8 Al 24 2C FC 9 4B 3B 65 3A 47 6E 14 5E
: 38 62 C1 8C C3 FE D8 25 7C FE F7 4C DB 20 5B F1
1667 30 54: SEQUENCE {

1669 06 7: OBJECT | DENTI FI ER i d- Gost R3410- 94- bBi s
1678 30 43: SEQUENCE {
1680 02 4: I NTEGER 333089693
1686 02 5: | NTEGER
: 00 A0 E9 DE 4B
1693 02 28: I NTECGER

41 AB 97 85 7F 42 61 43 55 D3 2D BO Bl 06 9F 10
9A 4D A2 83 67 6C 7C 53 A6 81 85 B4

}
}
}

)
1723 30 396: SEQUENCE ({

1727 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 94- Cr ypt oPr 0- XchA- Par antset

1736 30 383: SEQUENCE {

1740 02 2: | NTEGER 1024

1744 02 129: | NTEGER
00 CA 3B 3F 2E EE 9F D4 63 17 D4 95 95 A9 E7 51
8E 6C 63 D8 F4 EB 4D 22 D1 0D 28 AF 0B 88 39 FO
79 F8 28 9E 60 3B 03 53 07 84 B9 BB 5A 1E 76 85
9E 48 50 C6 70 C7 B7 1C OD F8 4C A3 EO D6 C1 77
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FE 9F 78 A9 D8 43 32 30 A8 83 CD 82 A2 B2 B5 C7
A3 30 69 80 27 85 70 CD B7 9B FO 10 74 A6 9C 96
23 34 88 24 BO C5 37 91 D5 3C 6A 78 CA B6 9E 1C
FB 28 36 86 11 A3 97 F5 OF 54 1E 16 DB 34 8D BE
: 5F
1876 02 33: | NTEGER
00 CA E4 D8 5F 80 C1 47 70 4B 0C A4 8E 85 FB 00
A9 05 7TA A4 AC 4 46 68 E1 7F 19 96 D7 15 26 90
: D9
1911 02 129: | NTEGER
: 00 BE 27 D6 52 F2 F1 E3 39 DA 73 42 11 B8 5B 06
AE 4D E2 36 AA 8F BE EB 3F 1A DC C5 2C D4 38 53
77 7E 83 4A 6A 51 81 38 67 8A 8A DB D3 A5 5C 70
A7 EA Bl BA 7A 07 19 54 86 77 AA F4 E6 09 FF B4
7F 6B 9D 7E 45 BO DO 6D 83 D7 AD C5 33 10 AB D8
57 83 E7 31 7F 7E C7 32 68 B6 A9 CO 8D 26 0B 85
D8 48 56 96 CA 39 C1 7B 17 FO 44 D1 EO 50 48 90
36 AB D3 81 C5 E6 BF 82 BA 35 2A 1A FF 13 66 01

: AF
2043 30 78: SEQUENCE {
2045 06 7: OBJECT | DENTI FI ER i d- Gost R3410-94-bBi s
2054 30 67: SEQUENCE {
2056 02 5: | NTEGER
: 00 DO 5E 9F 14
2063 02 4. | NTEGER 1177570399

2069 02 52: I NTECGER
: 35 AB 87 53 99 CD A3 3C 14 6C A6 29 66 OE 5A 5E
5C 07 71 4C A3 26 DB 03 2D D6 75 19 95 CD B9 OA
61 2B 92 28 93 2D 83 02 70 4E C2 4A 5D EF 77 39
C5 81 3D 83
}
}
}

o)
2123 30 375: SEQUENCE ({
2127 06 7. OBJECT | DENTI FI ER
: i d- Gost R3410- 94- Cr ypt oPr 0- XchB- Par anfset
2136 30 362: SEQUENCE ({
2140 02 2: | NTEGER 1024
2144 02 129: | NTEGER
: 00 92 86 DB DA 91 EC CF C3 06 OA A5 59 83 18 E2
A6 39 F5 BA 90 A4 CA 65 61 57 B2 67 3F Bl 91 CD
05 89 EE 05 F4 CE F1 BD 13 50 84 08 27 14 58 C3
08 51 CE 7A 4E F5 34 74 2B FB 11 F4 74 3C 8F 78
7B 11 19 3B A3 04 CO E6 BC A2 57 01 BF 88 AF 1C
B9 B8 FD 47 11 D8 9F 88 E3 2B 37 D9 53 16 54 1B
F1 E5 DB B4 98 9B 3D F1 36 59 B8 8C OF 97 A3 Cl
08 7B 9F 2D 53 17 D5 57 DC D4 AF C6 DO A7 54 E2
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: 79
2276 02 33: I NTECGER
00 C 66 E9 B3 B8 B7 CD D8 2F FO F8 3A F8 70 36
C3 8F 42 23 8E C5 OA 87 6C D3 90 E4 3D 67 B6 01
: 3F
2311 02 128: I NTEGER
: 7E 9C 30 96 67 6F 51 E3 B2 F9 88 4C FO AC 21 56
77 94 96 F4 10 EO 49 CE D7 E5 3D 8B 7B 5B 36 6B
1A 60 08 E5 19 66 05 A5 5E 89 C3 19 0D AB F8 0B
9F 11 63 CO 79 FC D1 83 28 DA E5S E9 04 88 11 B3
70 10 7B B7 71 5F 82 09 1B B9 DE OE 33 EE 2F ED
62 55 47 4F 87 69 FC E5 EA FA EE F1 CB 5A 32 EO
D5 C6 C2 FO FC OB 34 47 07 29 47 F5 B4 C3 87 66
: 69 93 A3 33 FC 06 56 8E 53 4A D5 6D 23 38 D7 29
2442 30 58: SEQUENCE {

2444 06 7: OBJECT | DENTI FI ER i d- Gost R3410- 94- bBi s
2453 30 47: SEQUENCE {
2455 02 4: | NTEGER 2046851076
2461 02 S: I NTEGER
: 00 D3 1A 4F F7
2468 02 32: I NTEGER

7E C1 23 D1 61 47 77 62 83 8C 2B EA 9D BD F3 30
74 AF 6D 41 D1 08 A0 66 A1l E7 AO 7A B3 04 8D E2
}
}
}

o
2502 30 380: SEQUENCE ({
2506 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 94- Cr ypt oPr 0- XchC- Par anfset
2515 30 367: SEQUENCE {
2519 02 2: | NTEGER 1024
2523 02 129: | NTEGER
: 00 B1 94 03 6A CE 14 13 9D 36 D6 42 95 AE 6C 50
FC 4B 7D 65 D8 B3 40 71 13 66 CA 93 F3 83 65 39
08 EE 63 7B E4 28 05 1D 86 61 26 70 AD 7B 40 2C
09 B8 20 FA 77 D9 DA 29 C8 11 1A 84 96 DA 6C 26
1A 53 ED 25 2E 4D 8A 69 A2 03 76 E6 AD DB 3B DC
D3 31 74 9A 49 1A 18 4B 8F DA 6D 84 C3 1C FO 5F
91 19 B5 ED 35 24 6E A4 56 2D 85 92 8B Al 13 6A
8D OE 5A 7E 5C 76 4B A8 90 20 29 Al 33 6C 63 1A
: 1D
2655 02  33: | NTEGER
: 00 96 12 04 77 DF OF 38 96 62 8E 6F 4A 88 D8 3C
93 20 4C 21 OF F2 62 BC CB 7D AE 45 03 55 12 52
: 59
2690 02 128: | NTEGER
3F 18 17 05 2B AA 75 98 FE 3E 4F 4F C5 C5 F6 16
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El 22 CF F9 EB D8 9E F8 1D C7 CE 8B F5 6C C6 4B

43 58 6C 80 F1 ¢4 F5 6D D5 71 8F DD 76 30 OB E3

36 78 42 59 CA 25 AA DE 5A 48 3F 64 CO 2A 20 CF

4A 10 F9 C1 89 C4 33 DE FE 31 D2 63 E6 C9 76 46

60 A7 31 EC CA EC B7 4C 82 79 30 37 31 E8 CF 69

20 5B C7 3E 5A 70 BD F9 3E 5B B6 81 DA B4 EE B9

: C7 33 CA AB 2F 67 3C 47 5E OE CA 92 1D 29 78 2E

2821 30 63: SEQUENCE {

2823 06 7: OBJECT | DENTI FI ER i d- Gost R3410- 94- bBi s
2832 30 52: SEQUENCE {
2834 02 4: I NTEGER 371898640
2840 02 5: | NTEGER
: 00 93 F8 28 D3
2847 02 37: I NTECGER

00 CA 82 CC E7 8A 73 8B C4 6F 10 3D 53 B9 BF 80
97 45 EC 84 5E 4F 6D A4 62 60 6C 51 F6 OE CF 30
2E 31 20 4B 81

| >Gost R3410- 94- Par antSet Par anet ers. bin

| M I LG CBOQYHKoUDAgI gADCBx Q CAgACQQDUgXKui Z2Zgj 7aTWhi euCpphUU4pd6
| TWOBI zI s5dwzhuoKEr ND6RKPI xd1OYRYOXhr sMNFOWAKbv I ZXsmxw3nj Ai EAmIFe
| f sgmXt / Nox61 8kgJ3bBkvccoXdUNconwr 9J3S0CQQCel gMVAMh3SoaVgt Sv3i En
| r 601 OLS2Iwpvf | g3t QLABYZIWYSknl CTBNZI vi qlgr GOvi zUasPYSVsUKgbO +I ¢
| MBYGBY qFAW CFAEWCOW CXsk CANNBAgECM | BVgYHKoUDAgI gAj CCAUk CAgQAAOGB
| ALTi XvsBj j yLh1BeKndVPF7cVsKRS35Pi dlI / A/ Azd+c KKONI ndYOe EGNPYUe21MX
| xI ceQLBCKMOBkC j xLf YXVK5qoj yr 9vr KNgl adbf hGodnmilJCkl VhvVWkwC53dBdJH
|tZlItl ny7AntYgcVOEOXvcet P2t Q Pcgqgof f QKUZRpl Df Ai EAl yQypDcXi zC9l hl b
| dzedqy// FVI LF23RdbYyVu5a8s8CgYEA] 9NnVSN2VLvkH18f hFPnHKQU/ 81 sJdkV
| MI5dLnKi omxx Ef P8BeVaNr 6A0BC/ hpSoEi YBcDenhpGnl RM Ku+5i XDB4i | wdhe6o
| g/ G WBTnd260GgdQk S32T3mvZInx4YIHWM g4mVg3N Pl OnFTOHzsOnYHWC/ Krj L
| hirffUC5NpowGAYHKoUDAg! UBDANAgRSCHT1AgUA7j m sz CCAas GBy qFAWM Cl AMv
| ggGeAgl EAAKBgQDA x/ FASSzDJAYxeYh3hVJIl zaFT1lam-K7mMpAR] KxvPAONn/ yv
| ywoQWXeXH8FhKt zbj | zJOVEClcj 9Eq/ wGx0GTgr W ear kVkWoLny/ BcdkvDMe2pr

| LNf 6NCr L4skxWkLVdr HsznepYxV/ PQvZao6ws PNQKt | 4EBs FEWMD8eVBqwl hALCd
| YOWQ ZzX1MONZXQD4FgQsHxhpoi 6ssN R14wi wyYHA0GAPSa0Z9I1 KP/ ydcb+NuJNA
| hBNy ZPPC6esVBKI UuLx8hy SFM2AEKO/ S711 D+eOLdFuQqj 71 1wzckWjkelLZkouH4
| +1b3Bpcv7n7bCEr 3Rk GohU+t Asw+Nkb/ LhoY3Uvr PET38nRVi AKWSWIFRsyRh8I H
| +48s7Q i KT90OVxHBK8EuUr UnbgYHKoUDAgI UBDBj AgRbl 3zbAgRul pLdAl UAvDy 7
| 235vhl K& Zr ZonqOKX5bccU92XTNIg+Tc 1bf acvlej AMz HFoXFUWRhR/ EVaMI93z

| YOnYhk ODRaYs GBWAPW/Gr f g/ MoMBKNESTr nXsuDCe9neCM | BXwYHKoUDAg! gBDCC
| AVI CAgQAAOGBAJ2I 5t f +MKOALnRcf NOque5K88i JnoR9500zeD6m 8MFi Lof c4xq
| r4qzUFM GFTDg3zDy Y 1+LhBsP20z2KTANVbzI CpsPVhbWZz 2l e16PEQTsr | Ht x
| V7saHAQGt B71 VmkhRek4phGQoeDTLI YkI Fadf pmaDdpch5vdkf 4STf HpAl EA+t 0Z
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| er 0ZobRl Puz37KTWi sf f 4k7ZB+QFkH7t VULT68CgYBOR+1xVj EFnQx LENCZR6XI
| yKhi XPHPJ St AezM k9Y53dG60SZWBsqZLdALNUMpoel abj LVOH C2WCABQ K/ 31 t
| E82VEf hT2r bSYj SD5Gel ¢l STk3oaKuQ nK7CAHQ! | YOQP6c GHQOz dl r AX68CSm
| SwJuf kCl Q Cel i 5+X0Aa4zAi BgcghQVICAhQEMBc CBEOEhOQCBQCLCoJt Agh/ V16B
| I Lxb3z CCAXMEBY qFAW Cl AUnggFmAgl EAAKBgQCABQLTKW RZ9Bpwnowet r Sx GYJ
| GQATbgl XVuMkwlvL30ZGoi Qy2Us QOBUekwZzWIPXsnnt 35ECABz Z4agx/ ooWPu2J
| gwf PKr 6CQqyd7d2/ nNYs3dHqT18V06QqZne90p Oy QrDASNWPHRWIhhTVZ7Zv qQK6
| oRpprj vOr buD45nJt Q hAPD1RMQYgs| 09o0PwWMLEbZcl WJaYH 9ot abuf cyhnUCFJ
| AoGAa8WLT62zi JweBg3SPMChi r bs3t 9z8EYyW/7kJQAF1g9f W S5Eyx4nbi Y8ZyNH
| z6JvnpOTaB5r dZczeEzeXb2aFKOTad/ Zn6hcWNECQe QBAOPz SpESOnBs8SZ3y/ of
| VA1r bPvooSQs/ M LO2UBR24UXj hi wyzD/ t gl f P7T3TNsgW EwNg YHKoUDAg! UBDAr
| AgQr2oudAgUA0OneSW ¢ QauXhX9CYUNVOy 2ws Qaf EJpNooNnbHx TpoGFt DCCAYWG
| BygFAW Cl QEwggF/ Agl EAAKBgQDKCz 8u7p/ UYxf Ul ZWH51CChGPYIOT: NI t ENKK8L
| i Dnwef gonmA7 ALMHhLM7VWh52hZ51 UMZwx 7 cc Df hiVb+DVWhiXf +n3i p2EMy MKi Dz YKi
| sr XHozBpgCeFcM23m AQdKac! i M)i CSwxTeR1TxgeMj2nhz 7KDaGEaOX9@UHnhbb
| NI 2+Xw hAM k2F+AwUdwSwy kj o X7AKKkFeqSsxEZo4 X871 t cVIpDZAoGBAL4N1l Ly
| 8eMb2nNNCEbhbBg5N4j aqj 77r Pxr cx Sz UOFN3f oNKal GBOCGeKi t vTpVxwp+gxunoH
| GVSCGd6r 05gn/ t HIr nX5FsNBt g9et x TMQq9hXg+cxf 37HMT 2qcCNJguF2EhW so5
| wXs XBETR4FBI kDar 04HF5r +Cuj UgGr8TZgGv MEAGBy gFAWM CFAQMQM FANBenx QC
| BEYWTF8CNDW h10Zz aMBFGy mKWYOW 5c B3FMby bbAy 3WiRmvz bk KYSuSKIM gwdw
| TsIKXe930cVWBPYMwggF3BgcghQMICAI ECM | Bagl CBAACg YEAkobb2pHsz8M3CqVZ
| 9xj i pj nLupCkynmvhV7JInP7GRz QN 7gX0zv P ELCECCc UWM Uc56TvUOdCv 7Ef RO
| Pl 94exEZC6 MEWOa8ol cBv4i vHLmMA/ UcR2J+1 4ys32VMWBYXx5du0mls98TZZul wP
| I 6PBCHUf LVIMX1Vf c 1K/ QOKdU4AnkCl QDI ZunzulLf N2C/ w+Dr 4cDbDj Ol j j sUKh2zT
| kOQPZ7YBPWKBgH6cMIZnb1H svm TPCsl VZ3l JbOEOBJzt f | PYt 7WZr GnAl 5RI m
| BaVei cMZDav4C58RY8I 5/ NGDKNr | 6 QSI EbNwEHU3cV+CCRu53g4z7i / t YI VHT4dp
| / OXg+u7xyloy4NXGw D8Cz RHBy| HObTDh2Zpk6Mz/ AZW | NK1WDj ONcpMDoGBy qF
| Am CFAQM.W EegB4BAI FANMAT/ cCl H7BI 9FhR3di g4w 6p298zB0r 21B0Q gZgHn
| oHgzBI 3i M | Bf AYHKoUDAg! hAz CCAVB CAgQAA0GBAL GUA2r OFBOANt ZCl a5sUPXL
| f WKYsOBxE2bKk/ ODZTkI 7nmN75CgFHYZhJInCt e0AsChgg+nf Z2i nl ERqEl t psJhpT
| 7SUUTYppogN2593b09z TMXSaSRoYS4/ ab YTDHPBf kRmL7 TUKbgRW.YWSi 6ETao00
| Wiscdkuok CApoTNs YxodAi EAl hl Ed98PQJZi j mBKi Ng8kyBM Q yYr zLf aSFA1US
| Ul kCg YA/ GBcFK6p1nP4+TO/ Fxf YWASLP+evYnvgdx86L9W GSONYbI Dxx PVt 1XGP
| 3XYWC+M2eEJZyi W3l pl P2TAKI DPShD5SwWYNEMB7+MdJj 5s1 2RnCnMez K7LdMgnkw
| NzHoz 2kgW8c+WhC9+T5bt oHat 065xz PKay9nPEdeDsqSHSI 4Lj A/ BgcghQMCAhQE
| MDQCBBYqURACBQCT+Cj TAi UAyoLMb4pzi 8RVED1Tub+Al 0XshF5PbaRi YG<RI9g7P
| MCAxI| EuB

| <Gost R3410- 94- Par antSet Par anet ers. bi n

11.4. GOST R 34.10-2001 Public Key Al gorithm Paraneters

For each Algorithmdentifier in this sequence, the paraneters field
cont ai ns Gost R3410- 2001- Par anSet Par anet er s.

0 30 998: SEQUENCE {
4 30 156: SEQUENCE {
7 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Test Par anSet
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16 30 144: SEQUENCE ({
19 02 1: | NTEGER 7
22 02 32: | NTEGER
: 5F BF F4 98 AA 93 8C E7 39 B8 EO 22 FB AF EF 40
56 3F 6E 6A 34 72 FC 2A 51 4C 0C E9 DA E2 3B 7E
56 02 33: | NTEGER
: 00 80 00 00 00 00 OO OO OO OO OO OO OO OO 00O 0O
00 00 00 00 00 00 OO OO0 OO OO OO OO 00 00 00 04
: 31
91 02 33: | NTEGER
: 00 80 00 00 00 00 00O OO OO OO OO OO OO OO 00O 0O
01 50 FE 8A 18 92 97 61 54 C5 9C FC 19 3A CC F5

: B3
126 02 1: | NTEGER 2
129 02 32: | NTEGER

08 E2 A8 A0 E6 51 47 D4 BD 63 16 03 OE 16 D1 9C
85 C9 7F OA 9C A2 67 12 2B 96 AB BC EA 7E 8F C8

}

o
163 30 159: SEQUENCE {
166 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr o- A- Par anet
175 30 147: SEQUENCE {
178 02  33: | NTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD

: 94
213 02 2: I NTEGER 166

217 02 33: | NTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD
: 97
252 02 33: | NTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF 6C 61 10 70 99 5A D1 00 45 84 1B 09 B7 61 B8

: 93
287 02 1: | NTEGER 1
290 02 33: | NTEGER

00 8D 91 E4 71 EO 98 9C DA 27 DF 50 5A 45 3F 2B
76 35 29 4F 2D DF 23 E3 Bl 22 AC C9 9C 9E 9F 1E
14

}

o
325 30 188: SEQUENCE {
328 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr o- B- Par antet
337 30 176: SEQUENCE {
340 02  33: | NTEGER
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00 80 00 00 00 00 OO OO OO OO OO OO OO OO 00O 0O
00 00 00 00 00 00 OO OO OO OO OO OO 00 00 00 OC
: 96
375 02 32: | NTEGER
: 3E 1A F4 19 A2 69 A5 F8 66 A7 D3 C2 5C 3D F8 0OA
: EQ 79 25 93 73 FF 2B 18 2F 49 D4 CE 7E 1B BC 8B
409 02 33: | NTEGER
: 00 80 00 00 00 00 00O 00O OO OO OO OO OO 00O 00 0O
00 00 00 00 00 00O OO OO OO OO OO OO 00 00 00 OC
: 99
444 02 33: | NTEGER
: 00 80 00 00 00 00 00O OO OO OO OO OO OO OO 00O 0O
01 5F 70 OC FF F1 A6 24 E5 E4 97 16 1B CC 8A 19

: 8F
479 02 1: | NTEGER 1
482 02 32: | NTEGER

3F A8 12 43 59 F9 66 80 B8 3D 1C 3E B2 CO 70 E5
C5 45 C 85 8D 03 EC FB 74 4B F8 Dr 17 71 7E FC
}

)
516 30 159: SEQUENCE ({

519 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr o- C- Par antet
528 30 147: SEQUENCE {
531 02  33: | NTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75

: 98
566 02 3: | NTEGER 32858

571 02 33: | NTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75
: 9B
606 02 33: | NTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA 58 2C A3 51 1E DD FB 74 FO 2F 3A 65 98 98 0B

: B9
641 02 1: | NTEGER 0O
644 02 32: | NTEGER

41 EC E5 57 43 71 1A 8C 3C BF 37 83 CD 08 C0 EE
4D 4D C4 40 D4 64 1A 8F 36 6E 55 OD FD B3 BB 67

}

o
678 30 159: SEQUENCE {
681 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr o- XchA- Par antet
690 30 147: SEQUENCE {
693 02  33: | NTEGER
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00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD

: 94
728 02 2: I NTEGER 166

732 02 33: | NTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD
: 97
767 02 33: | NTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF 6C 61 10 70 99 5A D1 00 45 84 1B 09 B7 61 B8

: 93
802 02 1: | NTEGER 1
805 02 33: | NTEGER

00 8D 91 E4 71 EO 98 9C DA 27 DF 50 5A 45 3F 2B
76 35 29 4F 2D DF 23 E3 Bl 22 AC C9 9C 9E 9F 1E
14

}

o
840 30 159: SEQUENCE ({
843 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr o- XchB- Par antet
852 30 147: SEQUENCE {
855 02  33: | NTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75

: 98
890 02 3: I NTECER 32858

895 02 33: | NTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75
: 9B
930 02 33: | NTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA 58 2C A3 51 1E DD FB 74 FO 2F 3A 65 98 98 0B

: B9
965 02 1: | NTEGER 0O
968 02 32: | NTEGER

41 EC E5 57 43 71 1A 8C 3C BF 37 83 CD 08 G0 EE
4D 4D C4 40 D4 64 1A 8F 36 6E 55 0D FD B3 BB 67

}
}
}

| >Gost R3410- 2001- Par anSet Par anet er s. bi n
| M | D5j CBnAYHKoUDAg! j ADCBKAI BBWM gX7/ 0nKqTj Cc5uQAi +6/ vQFY/ bnoOcvwg

| UWVBAr | O34C1 QCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEND hAI AA
| AAAAAAAAAAAAAAAAAAFQ 00YKpdhVMAE/ Bk6z PW AQECAI Al 4qi g51 FHLL1j FgVD
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12.

| Ft Gchel / Cpyi ZxI r 1 qu86n6Py DCBNnwYHKoUDAg! j ATCBkW hAP/ /[ 1111111111
| 7700 rrrrrrrrr 2UAgl Apgt hAPRH LTI TTTETETEEET
| 11T 2XA A T TTTEEETTEETETTT T 2XxhEHCZW EARYQbChdhuJMC
| AQECI QCNkeRx4Ji c2i f f UFpFPyt 2NS| PLd8] 47Ei r Mrcnp8eFDCBv AYHKoUDAg! |
| Aj CBsAI hAl AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAY WAI A+Gv QZommi
| +Gan08JcPf gK6Xkl k3P/ KxgvSATOf hu8i wi hAl AAAAAAAAAAAAAAAAAAAAAAAAAA
| AAAAAAAAAAAAAAY ZAi EAgGAAAAAAAAAAAAAAAAAAAAVIWDP/ xpi Tl 5JcWEBYKGY8C
| AQECI D+oEKNZ+WAAUDOCPr LAcOXFRentj QPs+3RL+NcXecX78M GF BgcghQMCAI MD
| M GTAI EAnb9gX1qFgQer HsheaOHI gs+EboZ4kFHTeZj 3uQ t dZgCAWCAWI hAJ uf
| YF9ahYEHgx 71 Xnt By Kr PhG5GeJBRO3mY97k CLXWhAI EAnb9gX1qFgQer HsheaOHI
| gl gsolEe3ft 08C86ZZi YC7k CAQACI EHs5VdDc RgMPL83g801 WObBNTCRALGQaj zZu
| VQB9s7t nM & BgcghQMCAI QAM GTAI EA/ /[Tl
| 1101 ZQCAGCA EA LT bbb rri il zec
| VDI bGEQIl a0@BFhBsJt 2G4kwl BAQ hAlI 2R5HHgMIza
| J99QMK U/ K3Y1KUBt 3yPj sSKsyZyenx4UM GG BgcqhQMCAI QBM GTAI EAnb9gX1qF
| gQer HsheaOHl gs+Eboz4kFHTeZj 3uQ t dZgCAWCAWSI hAJuf YF9ahYEHgx 71 Xt B
| yKr PhG6GeJBRO3mMY97k CLXWHAI EAnB9gX1gFgQer HsheaOHI gl gsolEe3ft 08C86
| ZZi YC7k CAQACI EHs5VdDc RqMPL83g801 WOBNTCcRAL1GQaj zZuV@9s7t n

| <Gost R3410- 2001- Par anSet Par anet er s. bi n
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