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Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst ract

The cellul ar tel ephone industry has defined a service known as the
Mul tinedia Messaging Service (MVS). This service uses formats and
protocols that are simlar to, but differ in key ways from those
used in Internet mail.

One inportant difference between MMS and Internet Mail is that MVS
uses headers that start with "X-Mms-" to carry a variety of user
agent- and server-related information el ements.

Thi s docunent specifies how to exchange nessages between these two
services, including mapping information el enents as used in MVB
X-Mrs-* headers as well as delivery and disposition reports, to and
fromthat used in SMIP and I nternet nmessage headers.

CGel | ens St andards Track [ Page 1]



RFC 4356 Mappi ng Between MVE and | nternet Mil January 2006

Tabl e of Contents

1.

1.

1.

1. IntroduCti On ... 2
L. L. SCOPE ot e e 2
1.2. Conventions Used in This Document ................ ... ... 3
1.3, Definitions ... 3
1.4. Abbreviati ONs . ... ... 4
1.5, ASSUNMPLI ONS ..o e e e e 4

2. Mapping Between MV and Internet Mail ........ .. .. ... ... ... ....... 4
2.1. Mapping Specification ......... .. . . . .. 5

2.1.1. MMSto Internet Mail ...... .. .. .. .. .. . . ... .. 5
2.1.2. Internet Mail to MVB ... ... ... . . .. 5
2.1.3. MM5 Information El ement Mappings .................... 6
2.1.4. Report Ceneration and Conversion ................... 20
2.1.5. Message Delivery ... ... .. 27

3. Security Considerati ONS ... ...t e 27

4. 1ANA Considerati ONS ... ... 27

5. ACKNOW edgement S . ... . 27

6. Normative References ........ ... .. . 27

7. Informative References ...... ... .. . .. i e 29

I ntroduction
Scope

Thi s docunent describes how to exchange nessages between Miltimedi a
Messagi ng Service (MVB) systens (as defined by [3GPP][3GPP2] [ OWA])
and Internet mail systens (that is, [SMIP] and [Msg-Fnt]). This

i ncludes the translation of nessage formats, nessage header el enents,
message delivery reports [ DSN-Msg], and nessage disposition reports

[ MON] .

The MMS architecture [Stage_2] and specifications [Stage 3] refer to
interfaces as reference points naned M. For exanple, MML is the

client-server interface, MM is the server-server interface, and MvB
is an interface to "external" or non-MV5 systens. The specification
in this docunent can be used for nessage exchange between any system
that uses Internet nessage formats and protocols and an MVB system

fromthe perspective of the MV5 system reference point MM3 is used.

Thi s docunent includes support for voice nmessages specified by the
Voice Profile for Internet Mail [VPIM. The VPIM specification

al | ows voi ce nmessages to be exchanged between voice mail systens
using the Internet mail format [Msg-Fnt] and transported via [ SMIP].
Thus, the MV MMB interface supports the ability to exchange voice
messages between an MMS system and a voice mail system Note that
such use is distinct fromvoice nedia being part of a user-conposed
mul ti medi a nessage.
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Note that MVB can al so be used for interworking with "external"
(non- MVB) systens other than Internet mail, such as Short Messagi ng
Service (SM5) and access to external mail stores (such as a voice
mai | systen). This specification does not address these other uses
or sub-interfaces of MMB; it is only concerned with Internet mail

i nterworki ng and specifically exchange of nessages.

All MVB Stage 2 [Stage_2] functions are supported except for reply
chargi ng and sender address hiding.

1.2. Conventions Used in This Document

The key words "REQU RED', "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
and "MAY" in this docunent are to be interpreted as described in "Key
Wirds for Use in RFCs to Indicate Requirenment Level s" [ KEYWORDS] .

1.3. Definitions

Body | The portion of an [SMIP] nessage’s Content
|follow ng the Header (that is, follow ng the
|first blank line). The Body may contain
| structured parts and sub-parts, each of which
| may have its own Header and Body. The Body
| contains information intended for the nessage
| reci pi ent (human or software).

Cont ent | The portion of an SMIP nessage that is
| del ivered. The Content consists of a Header
| and a Body.

Di sposition Report | Feedback information to an originator User
| Agent by a recipient User Agent about
Message Disposition |handling of an original message. This may
Notification | include notification that the nessage was or
| was not read, was del eted unread, etc.
____________________ | = m ot el
Envel ope | The portion of an SMIP nmessage not included in
| the Content, that is, not in the Header or in
|the Body. While sone of it may be copied into
| the Content on delivery, envel ope information
| exists only while the nessage is in transit,
| and contains information used by SMIP agents
| (Mail Transfer Agents (MIAs)).

Gat eway | See [ SMIP], Section 2.3.8.
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Header | The first part of an SMIP nessage’s Content.
| The Header is separated fromthe Body by a
| blank line. The Header consists of Fields
| (such as "To:"), also known as Header Fields
| or Headers. The nessage Header contains
| informati on used by User Agents.
.................... |----------------------------------------------
Rel ay/ Ser ver | An MVB server. See [Stage_2]. For purposes
| of this document, an MVB Rel ay/ Server acts as
| a gateway when it receives or sends nessages
|via Internet mail.

.................... | = m ot il
User Agent | An MVSB or ermil user agent.

VBA | Message Submi ssion Agent. A server that accepts nmessages
| from User Agents and processes them either delivering
|themlocally or relaying to an MITA. See [ Subm ssion].

________ | = mm e e
MTA | Mai | Transfer Agent. A server that inplenments [ SMIP]

1.5. Assunptions

It is assuned that the reader is already famliar with the contents
of the 3GPP2 MVB Specification Overview [Overview], MVS Stage 1
(requirements) [Stage_1] and Stage 2 (architecture and abstract
messages) [ Stage_2], and 3GPP/3GPP2 Stage 3 (protocols) [Stage_3]
docunents. It is also assuned that the reader is famliar with
Internet mail, especially RFC 2821 [SMIP] and RFC 2822 [ Msg-Fnt].

2.  Mappi ng Between MMS and Internet Mail

This section defines the interworking between MVB Rel ay/ Servers and
External Servers using native [SMIP]. That is, information el enents
are exchanged using standard |Internet nessage [ Msg-Fnt] header
fields, such as those in [Hdrs], and standard [ SMIP] el enents.

SMIP and Internet mail extensions are used for features such as

delivery reports, nessage expiration, and discovery of server support
for optional features.
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2.1. Mapping Specification
2.1.1. MBS to Internet Mil

When sending a nessage to an Internet nmail system the MVB
Rel ay/ Server MJST convert the MMif required, and MJST conply with
the requirenments of [SMIP].

The MMS Rel ay/ Server SHOULD use the information el ements associ at ed
with the MMto define the control information (Internet nessage
header fields and SMIP envel ope val ues) needed for the transfer

pr ot ocol .

Section 2.1.3 lists the mappi ngs between X-Mrs-* headers and I nternet
message header fields and SMIP val ues.

Delivery and read report Mvs SHOULD be converted to standard |nternet
message report format (nultipart/report). |In addition to converting
I nternet Message reports, the MVS Rel ay/ Server MJST generate delivery
and read report Mvs for received nmessages as appropriate. See
Section 2.1.4 for nore information.

2.1.2. Internet Mail to MVB

When receiving a nessage froman Internet mail system the MVB
Rel ay/ Server converts incom ng nessages to the MM format used within
the receiving system

The MMS Rel ay/ Server converts control information received fromthe
Internet nmail server into appropriate information elements of an WM

Section 2.1.3 lists the mappi ngs between X-Mrs-* headers and | nternet
message header fields and SMIP val ues.

Standard I nternet message report format (nultipart/report) nessages
MAY be converted to delivery or read report MVs, as appropriate. In
addition to converting report MVs, inplenentations conforming to this
docunent MUST generate standard Internet message delivery and

di sposition reports for received Internet nmessages as appropri ate.
See Section 2.1.4 for nore information.
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2.1.3. MV Information El emrent Mappi ngs

The mappi ngs between MVS el ements and SMIP/ I nternet nessage el enents
([ SMIP] paraneters, [Msg-Fnt] headers, and [ DSN-Msg] fields) are
summari zed in table 1 below, and detailed in subsequent sections.
The "MVB Headers" are from[OVA-MVS]. Note that only infornmation

el ements that need to be mapped are listed. [Msg-Fmt] headers not
listed here SHOULD be passed unaltered.

2.1.3.1. Table 1: Information El ement Mappi ngs

Information El em |[ SMIP] El enent | [Msg- Fmt] Header | MVB Header
3GPP MMVB Version | NV A | NV A | X- Mrs- 3GPP- MVB
| | | - Ver si on:
I
Message Type | NV A N A X- M1s- Message-
(of PDU) | Type:
I
Transaction ID |NA N A X- Mrs- Tr ansact
| i on-1d:
I
Message I D | NV A Message- | D Message- | D
I
Reci pi ent | RCPT TO To:, Cc:, or To:, Cc:, Bcc
addr ess(es) | addr ess(es) omtted (Bcc)

Sender’s address | MAIL FROM
| address if
| user-ori gi nat ed;
| MUST set MAIL
| FROM to nul |
| ("<>") for all
| aut omati cal | y-
| gener at ed Mvs

I
Content type | NV A

Cont ent - Type: Cont ent -t ype:
|

| | For voice mnes-
| | sages conpli ant
| |to [VPIM, see
| | Note 2

I I
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Informati on El em | [ SMIP] El enent | [ Msg- Fmt] Header | MM5 Header
:::::::::::::::::l bbb ———————— R —_—————————————— [ ——————————————
Message cl ass | G ass=aut o: | MAY set 'Prece | X-Mrs- Message-

| MUST set MAIL | dence: bul k' | C ass:

| FROM to nul | | on cl ass=auto |

I (II <>II I I
Date and time | NV A | Dat e: | Dat e:
of subm ssion | | |

I I I
Time of expiry | DELI VER- BY | NV A | X- Mrs- Expiry

| [ Del i ver - By] | |

I I I
Earliest deliv- |(only for subms-|NA | X- Mrs-Del i very
ery tinme | sion; not relay) | | - Ti me:

I I I
Delivery report | DSN [ DSN- SMIP] | NV A | X- Mrs-Del i very
request | SHOULD al so | | - Report:

| specify recip- | |

| ient address as | |

| ORCPT; SHOULD | |

| al so specify | |

| ENVI D | |

I I I
I mportance (a/k/a|NA | I nport ance: | X- Mrs
"priority") | | | Prlorlty

I I I

| | |
Sender vi si b- | (not currently | (not currently | X-Mrs-Sender -
ility | support ed) | support ed) | Visibility:

| | |
Read reply | N/ | Di sposition- | X- Mrs- Read-
request | | Notification | Repl y:

I I -To: [ MDN I
Repl y- char gi ng | (not currently | (not currently | X-Mrs-Reply-
per m ssi on | support ed) | support ed) | Char gi ng:

I I I
Repl y- char gi ng | (not currently | (not currently | X-Mrs- Repl y-
per ni ssi on | support ed) | support ed) | Char g| ng-
deadl i ne | | | Deadl i ne:

I I I
Repl y- char gi ng | (not currently | (not currently | X-Mrs-Reply-
per m ssi on | support ed) | support ed) | Char gi ng-
limtation | | | Si ze:

I I I
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Informati on El em | [ SMIP] El enent | [ Msg- Fmt] Header | MM5 Header
:::::::::::::::::l :::::::::::::::::l ::::::::::::::::l s ——
Reply chargi ng | (not currently | (not currently | X-Mrs-Reply-
usage request | support ed) | support ed) | Char gi ng-
I I I Id:
_ | | |
Reply chargi ng | (not currently | (not currently | X-Mrs-Reply-
usage reference |supported) | support ed) | Char gi ng:
I
Subj ect | NV A | Subj ect : | Subj ect:
I I I
Previously-sent |NA | Resent - From | X- Mrs- Previ ous
by | | | | y- Sent - By:
| | |
Previously-sent |NA | Resent - Dat e: | X
date | | | Pr evi ousl y-
| | | Sent - Dat e-
| | | and- Ti ne:
I I I
Hop/ host trace | NV A | Recei ved: | (Not sup-
| | | ported)
I I I
Sensitivity | NV A | Sensitivity: see|NA
| | Note 1 |
I I I
Cont ent | NV A | <message body> | <message body>
I I

Note 1: The [VPIM ’Sensitivity' header elenent indicates the

privacy requested by the nessage originator (values are "personal" or

"private"); per [VPIM, a nessage recipient MIJST NOT forward a

message with a "Sensitivity’ header. Since sensitivity is not an MVB

feature, any nessages that contain a 'Sensitivity:’ header SHOULD NOT

be sent to an MVS system

Note 2: [VPIM specifies how conform ng nessages are identified.
2.1.3.2. Conversion of Messages from MVMS to Internet Format

3GPP MVB Ver si on

The ' X- Mrs- 3GPP- MVB- Ver si on:’ header, if present, SHOULD be renopved.

Message Type (of PDU)

The ' X- Mrs- Message- Type:’ header, if present, SHOULD be renoved.
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Transaction I D
The ' X- Mrs- Transaction-1d:’ header, if present, SHOULD be renoved.
Message I D

The ' Message-1d:’ header MJUST be retained. |f not present, it MJST
be created, with a uni que value, per [Msg-Fnt].

To facilitate the case where an MVS nessage traverses the Internet
prior to returning to an MVS system inplenmentations mght wish to
retain the ' X- Mrs- Message-1d:’ header. Such systens should be aware
that headers that begin with "X-" m ght be renpved during transit
through Internet MIAs.

Reci pi ent (s) address

The address of each recipient MIST be transmitted in the [ SMIP]
envel ope as a RCPT TO value. All disclosed recipients SHOULD al so
appear in a 'To:’ or "Cc:’' header. At least one 'To:', 'Cc:’, or
"Bcc:’ header MJST be present. |If none are present, a ’'To:’ header
SHOULD be created using enpty group syntax whose nane gives an
indication to a human reader, for exanple, 'To: undisclosed-
recipients:;’.

The ' To:’ header SHOULD NOT appear nore than once. The 'Cc:’ header
SHOULD NOT appear nore than once.

Each reci pi ent address MJUST obey the Iength restrictions per [SMIP].

Current Internet Message format requires that only 7-bit US- ASCl |
characters be present in headers. Non-7-bit characters in an address
domai n nmust be encoded with [IDN]. |If there are any non-7-bit
characters in the local part of an address, the nessage MJST be
rejected. Non-7-bit characters el sewhere in a header MJUST be encoded
according to [Hdr-Enc].

Al'l recipient addresses in the [ SMIP] envel ope nust be fully-
qualified in accordance with [SMIP]. In particular, nmessages MJST
NOT be sent to an Internet mail systemw th an unqualified E. 164
nunber (i.e., a nunber with no donain) instead of a fully-qualified
domai n nane.

All addresses in 'To:', "Cc:', and 'Bcc:’ headers MJST be in the form
of fully-qualified domains. Unqualified E 164 nunbers MJST NOT be
used.
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Sender address

The address of the nessage sender SHOULD appear in the 'From’
header .

The address of the nessage sender for all user-generated nessages
(" X- Mrs- Message-Cl ass: Personal’) SHOULD be transnmitted in the
[ SMIP] envel ope as the MAIL FROM val ue.

The return addresses in the [ SMIP] envel ope nust be fully-qualified
in accordance with [SMIP]. In particular, nessages MJST NOT be sent
to an Internet mail systemwth an E. 164 nunber instead of a fully-
qualified domain nane. Note that qualified E 164 nunbers, that is,
those that contain an E. 164 nunber as the |ocal -part of an address
that also includes a domain, are acceptable.

The address(es) in the "From’ header SHOULD be in the form of
fully-qualified domains. Unqualified E 164 nunmbers SHOULD NOT be
used.

Because of the risk of mail loops, it is critical that the MAIL FROM
be set to null ("<>") for all autommtically-generated MV (such as

" X- Mrs- Message-Class:  Auto’). The MAIL FROM val ue MJUST be set to
null for all automatically-generated nessages. This includes
reports, "out-of-office" replies, etc.

Current Internet nessage format requires that only 7-bit US- ASCl |
characters be present in headers. Non-7-bit characters in an address
domai n nmust be encoded with [IDN]. |If there are any Non-7-bit
characters in the local part of an address, the nessage MJST be
rejected. Non-7-bit characters el sewhere in a header MJUST be encoded
according to [Hdr-Enc]. Note that it would be possible to define an
[ SMIP] extension to permt transm ssion of unencoded 8-bit

characters, but in the absence of such an extension [Hdr-Enc] MJST be
used.

The sender address MJST obey the length restrictions of [SMIP].
Content type

The ' Content-Type:' header SHOULD be preserved.
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Message cl ass

The ' X- Mrs- Message- C ass:’ header MAY be retained in order to provide
informati on on the source of the nessage. A ’'Precedence: bulk
header MAY be inserted for class=auto or class=advertisenent. See

" Sender Address’ above. (d ass=personal and class=i nformational do
not require special handling.)

Time of Expiry

The ' X- Mrs- Expiry:’ header, if present, SHOULD be renoved.

The remaining time until the nmessage is considered expired SHOULD be
transmitted in the [ SMIP] envel ope by using the DELI VER-BY extension
with a by-node of "R', as specified in [Deliver-By].

Note that the [SMIP] DELI VER-BY extension carries tine renaining
until expiration; each server decrenents the value by the anount of
time it has possessed the nessage. The ' X-Mrs-Expiry:’ header nay
contain either the absolute tine at which the message i s considered
expired or the relative time until the nmessage is considered expired.
Earliest delivery tine

The ' X- Mrs-Delivery-Tine:’' header, if present, SHOULD be renoved.

Future delivery is a nessage subm ssion (e.g., [Subm ssion]), not
nmessage relay feature

Del i very report request

Requests for delivery status notifications (DSNs) SHOULD be
transmitted in the [ SMIP] envel ope by using the DSN extension as
specified in [ DSN-SMIP] to request "success" or "none" notification
(depending on the value of the ' X-Mrs-Delivery-Report’ header). Wen
the NOTI FY extension is used, the unaltered recipient address SHOULD
be transmitted as the ORCPT val ue.

The ' X- Mrs-Del i very-Report:’ header, if present, SHOULD be renoved.

| nportance

The nessage sender’s inportance value (also called "priority",

al t hough this can be confused with cl ass-of-service val ues) SHOULD be
transmtted using an ’Inportance:’ header

Suggest ed nappi ngs are shown in Table 2
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2.1.3.2.1. Table 2: Inportance Mappings (MVS to I nternet Message)

"X-Mrs-Priority: High | " I mportance: Hi gh’
"X-Mrs-Priority: Nornal’ | [om t]
"X-Mrs-Priority: Low | " I'mportance: Low

Nor mal i nportance nessages should onmit the 'Inportance:’ header.
The ' X-Mrs-Priority:’ header, if present, SHOULD be renoved.
Sender visibility

Support for sender address hiding is not currently supported.

A message that contains an ' X-Mrs-Sender-Visibility:’ header with a
val ue of ' Hide’ SHOULD be rejected.

The ' X- Mrs- Sender-Visibility:’ header, if present, SHOULD be renoved.
Read reply request

A request for a read reply SHOULD be transmtted using a
"Di sposition-Notification-To:’ header as specified in [ MDN.

The ' X- Mrs- Read- Repl y:’ header, if present, SHOULD be renoved.
Reply charging

Reply chargi ng perm ssion and acceptance are conpl ex i ssues requiring
bot h user agent and server support. M sapplied reply charging may
cause incorrect billing. Until the security issues have been
properly addressed, reply chargi ng SHOULD NOT be honored when using
this interface.

The ’ X- Mrs- Repl y- Chargi ng:’, ' X- Mrs- Repl y- Char gi ng- Deadl i ne:’, ' X-
Mrs- Repl y- Char gi ng-Si ze: ', and ' X- Mrs- Repl y- Chargi ng-1d:’ headers MAY
be renmpbved. Messages containing a reply-charging usage request (' X-
Mrs- Repl y- Chargi ng-1d:’ and ' X- Mrs- Repl y- Chargi ng: accepted’ or ' X-
Mrs- Repl y- Char gi ng: accepted (text only)’ headers) SHOULD be

rej ect ed.
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Subj ect

The ' Subj ect:’ header MJST be preserved. The current Internet
nmessage format requires that only 7-bit US-ASCI| characters be
present. Oher characters MJST be encoded according to [ Hdr-Enc].
Note that it is possible for an [ SMIP] extension to be defined that
woul d permit transm ssion of unencoded 8-bit characters, but in the
absence of such an extension, [Hdr-Enc] MJST be used.

Resendi ng

A nessage may be resent to one or nore new recipients. It may be
resent nore than once, each time new ' Resent-’ headers are added at
the top of the existing headers. Thus, if nmore than one series of
"Resent-’' headers are present, the original series is the last; the
nmost recent is the first.

Forward counter

An ' X- Mrs- Forwar d- Counter:’ header, if present, SHOULD be renoved.
The ' Resent-Count:’ header is NOT RECOVWENDED. Loop control is
usual Iy done by counting 'Received headers, which are nore genera
than ' Resent-' headers

Previ ousl y- Sent | nformation

MVS |ists the resending history of a message in two headers: ' X-
Mrs- Pr evi ousl y- Sent-By: ' and ' X- Mrs- Pr evi ousl y- Sent - Dat e- and- Ti ne: " .

" X- Mvs- Previously-Sent-By:’' contains a nunber followed by one or
nmore addresses. ' X- Mrs-Previously-Sent-Date-and-Tine:’ contains a
nunber followed by a date-tine. Wth both headers, the nunber "0" is
used for the entry that corresponds to the original subm ssion of the
message, with higher val ues being used for each subsequent resending.
The final (nost recent) resending information is in the 'From’' and
"Date:’ headers. There is also an ' X- Mrs- Forward- Counter:’ that

i ndi cates how many tinmes the nessage has been resent.

Any ' X- Mrs- Previously-Sent-By:’, ' X-Mrs-Previousl y-Sent - Dat e- and-
Time:’, and ' X- Mrs- Forward- Counter:’ headers, if present, SHOULD be
removed. The information contained in them SHOULD be translated into
[ Msg- Fnt] headers as foll ows:

The ’ X- Mrs- Pr evi ousl y- Sent - Dat e- and- Ti ne:’ header whose value starts
with "0" SHOULD be used to create a 'Date:’ header, converting the
date and tine from HITP-date [HITP] to date-time [Msg-Fnmt]. The ' X-
Mrs- Pr evi ousl y- Sent - By: ' header whose value starts with "0" SHOULD be
used to create a ' From' header
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A ' To:' header SHOULD be created using list syntax with a val ue of
"unrecoverabl e-reci pi ents" and no mai |l boxes.

A ' Message-1 D' header SHOULD be created.

Any ’ X- Mrs- Previ ousl y- Sent - Dat e- and- Ti me: * headers whose val ue starts
with "1" or a larger value are mapped to 'Resent-Date:’ headers.

Any ' X- Mrs- Previ ousl y-Sent - By:’' headers whose value starts with "1"
or a larger value are mapped to ' Resent-By:’ headers.

The 'From', 'To:', 'Date:’, and 'Message-ID:’ headers are napped to
"Resent-From’', 'Resent-To:', 'Resent-Date:’, and ' Resent-Message-
I D’ headers in the top-nmost bl ock of 'Resent-*' headers.

Exanpl e:
The MMB nessage:

X- Mrs- Forwar d- Counter: 2

X- Mrs- Pr evi ousl y- Sent - Dat e-and-Time: 0, Fri, 01 Apr 2005 06: 02: 03 GMI
X- Mrs- Pr evi ousl y- Sent - By: 0, General Failure <nfail @xanple.ml>

X- Mvs- Previ ousl y-Sent -Date-and-Time: 1, Fri, 01 Apr 2005 08:02: 03 GMVI
X- Mrs- Pr evi ousl y- Sent - By: 1, Colonel Corn <gcorn@xanple.ml>

Dat e: Fri, 1 Apr 2005 18:02:03 -0800
From L. Eva Message <Iem@xanpl e. org>
To: b1f f @ms. exanpl e. com

Message- | D <99887766. 112233@mi | . exanpl e. or g>

is mapped to an Internet mail nessage:

Resent-Date: Fri, 1 Apr 2005 18:02: 03 - 0800
Resent-From L. Eva Message <|l em@xanpl e. org>

Resent - To: b1f f @ms. exanpl e. com

Resent - Message- I D  <99887766. 112233@mi | . exanpl e. or g>
Resent-Date: Fri, 1 Apr 2005 08:02: 03 +0000

Resent - From Col onel Corn <gcorn@xanple. m | >

Dat e: Fri, 1 Apr 2005 06:02: 03 +0000
From General Failure <nfail @xample.m|>
To: Col onel Corn <gcorn@xanple.m| >

Message-1 D:  <000. 000. 000@at eway. exanpl e. or g>

" Recei ved:’' Headers

When a nmessage is gatewayed from MVS to Internet mail, a ’Received:’
header MJUST be added as per [SMIP]. The "with" clause should specify
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A message MAY be rejected if the nunber of ’'Received:’ headers
exceeds a |l ocally-defined maxi nrum which MJST conformto [ SMIP]
Section 6.2 and SHOULD be no | ess than 100.

Privacy

Note that MVS systems do not currently support the ’Privacy’ header
field as described by [VPIM.

Cont ent
The nessage content appears in the nessage body. Note that I|nternet
message format requires that |ine endings be encoded as US-ASCII CR
LF octets; thus, charset encodings that do not have this property
cannot be used in text/* body parts. (They may be used in other body
parts, but only when they are suitably encoded or when bhinary
transm ssi on has been negotiated, e.g., [BINARY].) |In particular,
MVE al | ows UTF-16, whereas the Internet nessage format does not.
UTF- 16 encodi ng MJUST be translated to UTF-8 or another charset and
encoding that is suitable for use in Internet nessage
format/ protocol s.

2.1.3.3. Conversion of Messages fromInternet to MVS For mat
3GPP MVB Ver sion
An ' X- Mrs- 3GPP- MV- Ver si on:’ header SHOULD be added.
Message Type (of PDU)

An ' X- Mrs- Message- Type:’ header SHOULD be used in accordance with the
specific MM5 interface (e.g., MM, MW).

Transaction | D

An ' X- Mrs- Transaction-1d:’ header SHOULD be used in accordance with
the specific MVS interface (e.g., MV, MW).

Message | D

The ' Message-1d:’ header MJST be retained. |f not present, it MJST
be created, with a uni que val ue.

Reci pi ent (s) address

"To:” and ' Cc:’ headers MJST be retai ned.
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Each recipient contained in the [ SMIP] envel ope (RCPT TO val ues) MJST
be considered a recipient of the nessage. Recipients who appear in
address headers but not the [SMIP] envel ope MJST be ignored.

Reci pi ents who appear in the [ SMIP] envel ope but do not appear in
headers are considered "blind" (Bcc) recipients; such recipients MIST
NOT be added to nessage headers (including address and trace headers)
unl ess there is only one recipient total.

Sender address
The ' From' header MJST be retai ned.
Content type

The conpl ete ' Content-Type:’ header (including any paraneters) SHOULD
be preserved.

Message cl ass

An ' X- Mrs- Message- C ass: personal’ header MAY be created for all

recei ved nessages with a non-null return path (MAIL FROM value in the
SMIP envel ope). An ' X- Mirs- Message-C ass: auto’ header MAY be created
for messages with a null return path.

Tinme of Expiry

An ' X- Mrs- Expiry:’ header SHOULD be created if the message contains a
relative tinme to expiration in the DELI VER-BY extension with a by-
nmode of "R', as specified in [Deliver-By].

If the by-node is "N', a "relayed" DSN MJST be issued per
[Deliver-By] and an ' X- Mrs-Expiry:’ header SHOULD NOT be creat ed.

Del i very report request

An ' X- Mrs-Del i very- Report:’ header SHOULD be created for nessages
that request ’'success’ or 'none’ delivery status notification by use
of the DSN extension as specified in [DSN-SMIP]. Requests for
"delay’ notifications or non-default actions, such as that only the
message headers shoul d be returned, cannot be mapped onto MVB headers
and t hus SHOULD be i gnor ed.

Gel | ens St andards Track [ Page 16]



RFC 4356 Mappi ng Between MVE and | nternet Mil January 2006

| mport ance

The nessage sender’s inportance value (also called "priority",

al though this can be confused with cl ass-of-service values) is
expressed with an 'Inportance:’ header. H storically, sone clients
used the ol der and non-standard ' X-Priority:’ header for this
purpose. As a result, sone clients generate both.

An " X-Priority:’ or 'Inportance:’ header, if present, SHOULD be

replaced with an ' X-Mrs-Priority:’ header. |If both headers are
present, ’'lnportance:’ SHOULD be used. Suggested nappi ngs are shown
in Table 3:

2.1.3.3.1. Table 3: Priority Mappings (Internet Message to MVE)

"X-Priority: 1 (highest)’ | " X-Mrs-Priority: High
‘X-Priority: 2 (high)' | X-Mrs-Priority: Hgh'
‘Inportance: Hgh' X M Priority: Hgh
Sepionit s o emieen
‘Inportance: Normal' T lemtrea
‘X-Priority: 4 (low' X W Priority: Low
‘Inportance: Low | X-Mrs-Priority: Low
'X-Priority: 5 (lovest)’ X W Priority: Low

Nor mal i nportance nessages SHOULD onit the ' X-Ms-Priority:’ header.
Sender visibility

Support for sender address hiding is not currently supported.

Read reply request

A request for a read reply contained in a ’'Disposition-Notification-
To:’ header as specified in [MDN] SHOULD be replaced with an ' X- Mrs-
Read- Reply:’' header.

Subj ect

The ' Subj ect:’ header MJST be preserved.
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Resendi ng

Mappi ng from ' Resent-’ and other [Msg-Fnt] headers to ’ X- Mrs-
Previ ousl y-Sent-’' headers SHOULD be done as foll ows:

The original 'From’' header is mapped to an ' X- Mrs- Previ ousl y- Sent -
By:’ header with a leading "0" value. The value of the top-nost
"Resent-From’ header is mapped to the 'From’ header. The val ue of
each subsequent ' Resent-From’ header is mapped to an ' X- Mrs-

Previ ousl y-Sent-By:’' header with the next |arger |eading val ue.

The original 'Date:’ header is mapped to an ' X- Mrs- Previ ousl y- Sent -
Dat e- and-Ti me:’ header with a leading "0" value. Note that the value
is also converted fromdate-tine syntax [Msg-Fnt] to HTTP-date syntax
[HTTP]. The value of the top-nost 'Resent-Date:’ header is nmapped to
the 'Date:’ header. The value of each subsequent 'Date:’ header is
mapped to an ' X- Mrs- Previ ousl y- Sent - Dat e- and- Ti ne:’ header with the
next |arger |eading val ue.

If one or nore 'Resent-Message-ID:’ headers are present, the top-nost
one SHOULD be mapped to ' Message-1D:’; otherw se, the 'Message-ID:’
header shoul d be retained.

An ' X- Mrs- For war d- Counter:’ header SHOULD be created when ' Resent-’

headers have been napped to ' X- Mrs-Previ ously-Sent-' headers. |Its
val ue SHOULD be the nunmber of 'Resent-’' blocks that existed prior to

mappi ng.
Exanpl e:

The origi nal nmessage:

Dat e: Fri, 1 Apr 2005 14:02: 03 -0800
From General Failure <nfail @xanple.ml>
To: Col onel Corn <gcorn@xanple.m| >

Message- I D <nsgl23@mil . example. m| >
Is resent by Colonel Corn to L. Eva Message:

Resent-Date: Fri, 1 Apr 2005 16:02: 03 - 0800

Resent - From Col onel Corn <gcorn@xanple. m| >
Resent - To: L. Eva Message <Iem@xanpl e. org>
Resent - Message- I D <nmsg234@mi | . exanple. ni| >

Dat e: Fri, 1 Apr 2005 14:02:03 -0800
From General Failure <nfail @xample.m| >
To: Col onel Corn <gcorn@xanple.m| >

Message- 1 D:  <nsgl23@mil . exanple. m | >
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L. Eva then resends to her MMVS devi ce:

Resent-Date: Fri, 1 Apr 2005 18:02: 03 - 0800
Resent-From L. Eva Message <I|em@xanpl e. org>

Resent - To: b1f f @ms. exanpl e. com

Resent - Message- I D.  <99887766. 112233@ai | . exanpl e. org>
Resent-Date: Fri, 1 Apr 2005 16:02: 03 - 0800

Resent - From Col onel Corn <gcorn@xanple. m| >

Resent - To: L. Eva Message <Iem@xanpl e. org>

Resent - Message- I D <nsg234@mi | . exanple. m | >

Dat e: Fri, 1 Apr 2005 14:02:03 -0800
From General Failure <nfail @xanple.nil>
To: Col onel Corn <gcorn@xanple.nil>

Message- 1 D: <msgl23@mi |l . exanple. m | >
This woul d be nmapped to an MMS nessage as:

X- Mrs- Forwar d- Counter: 2

X- Mrs- Previ ousl y- Sent - Dat e-and-Tinme: 0, Fri, 01 Apr 2005 06:02: 03 GMI
X- Mrs- Pr evi ousl y- Sent - By: 0, General Failure <nfail @xanple.ml>

X- Mrs- Previ ousl y- Sent - Dat e-and-Time: 1, Fri, 01 Apr 2005 08: 02: 03 GMI
X- Mrs- Pr evi ousl y- Sent - By: 1, Colonel Corn <gcorn@xanple.ml>

Dat e: Fri, 1 Apr 2005 18:02:03 -0800
From L. Eva Message <Iem@xanpl e. org>
To: b1f f @ms. exanpl e. com

Message- | D <99887766. 112233@mi | . exanpl e. or g>

Note that the original 'From’' and 'Date:’ values were noved to ' X-
Mrs- Previ ousl y- Sent-By: ' and ' X- Mrs- Pr evi ousl y- Sent - Dat e- and- Ti ne:’
headers with a leading "0" value. The first 'Resent-From’' and
"Resent-Date:’ values were noved to a second set of ' X-Mrs-

Previ ously-Sent -’ headers, with a leading "1" value. The third set
of 'Resent-’ headers were noved to the "Date:’, "To:’, and ' From’
header s.

Note also that the format of the date and tine differs between the
"Date:’ /| 'Resent-Date:’ and the ' X- Mrs-Previously- Sent - Dat e- and-
Time:’ headers, in that the latter use HITP-date [HTTP] instead of
date-time [Msg-Fnt].

" Received:’ Headers
Each systemthat processes a nessage SHOULD add a ' Recei ved:' header
as per [SMIP]. A message MAY be rejected if the nunber of

"Recei ved:’' headers exceeds a | ocally-defined maxi mum which MJST
conformto [ SMIP] Section 6.2 and SHOULD be no | ess than 100.
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Sensitivity

The "Sensitivity:’ header field (value = "personal” or "private")
[VPIM indicates the desire of a voice nessage originator to send the
message contents to the original recipient list with assurance that
the message will not be forwarded further by either the messaging
system or the actual nessage recipient(s). Since sensitivity is not
an MV feature, any nmessages that contain a 'Sensitivity:’ header
MJUST NOT be sent to an MM5 system The associ ated negative delivery
status report MJUST include the extended status code [RESP] 5.6.0 as
specified in [VPIM ("Qher or undefined protocol status") indicating
that privacy could not be ensured.

Cont ent
The nessage content appears in the nessage body.
2.1.4. Report Ceneration and Conversion

I nternet nmessage systens use the multipart/report MME type for
delivery and disposition reports as specified in [Report-Fnt]. This
format is a two- or three-part M ME nessage; one part is a structured
format describing the event being reported in an easy-to-parse
format. Specific reports have a format that is built on
[Report-Fmt]. Delivery reports are specified in [ DSN-Msg]. Message
di sposition reports, which include read reports, are specified in

[ MON] .

By contrast, MVS reports are plain text, with no defined structure
specified. This nakes it difficult to convert froman MVB report to
a standard Internet report.

An inmpl enentation conformng to this specification MJST convert
reports received fromone side (MVS or Internet mail) destined for

the other. 1In addition, reports MJST be generated as appropriate for
messages received fromeither side. For exanple, if an MMto be sent
via Internet mail is not deliverable, a delivery status MM shall be

generated. Likewise, if an Internet nessage is received that cannot
be further relayed or delivered, a delivery status report [DSN Msg]
MUST be gener at ed.

When creating delivery or disposition reports from MVB reports, the
MVE report should be parsed to determ ne the reported event and tine,
status, and the headers of the referenced (original) nmessage. These
el ements, once determ ned, are used to popul ate the subparts of the
delivery or disposition report. The first subpart is of type
text/plain, and contains a hunman-readabl e expl anati on of the event.
This text may include a statenment that the report was synthesized
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based on an MVS report. The second subpart is of type
report/delivery-status (for delivery reports) or report/disposition-
notification (for disposition reports). This second part contains a
structured item zation of the event. The optional third subpart is
of type nmessage/rfc822 and includes the headers and optionally the
body of the referenced (original) nmessage. Note that, per [DSN Msg],
the 'DSN-Gateway:’' field in delivery reports MJUST be creat ed.

2.1.4.1. Delivery Report Mapping from MVB to Internet Message

Bel ow, Table 4 maps information elenents from MVS delivery reports to
the format specified in [ DSN-Msg] .

2.1.4.1.1. Table 4: Delivery Report Mappings (MVS to |Internet Message)

I nformati on El enent | MVB Del i very| [ DSN- Msg] El enent

| Report El em |
I D of message whose | Message-1d: |’ Message-ID:’' preserved in third
delivery status is | | subpart of delivery report.

bei ng reported | |

Reci pi ent address of | From | " Final -Recipient’ field of the

the original nessage | | per-recipient section.

(obj ect of delivery | |

report) | |

Destination address of| To: | " To:* header field value of top-
report | | I evel

...................... |------------|-----------------------------------
Date and tinme the | Dat e: | " Date:’ header field val ue of top-
message was handl ed | | I evel .
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MVE Del i very| [ DSN- Msg] El enent
Report Elem |

Del i very status of
original nessage to
each reci pi ent

X- M18- | Action and Status fields of
Status: |per-recipient section

I
| The "Action’ field indicates if the
| mressage was delivered

| For failed delivery, an appropriate
| " Status’ val ue shall be included
| per [ DSN- Msg] .

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| | The Action field is set to one of
| | the foll ow ng val ues:
I I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

| * delivered (used for MVS status
| val ues "retrieved and 'rejected’,
| dependi ng on ' Status’ code).

I
|* failed (used for MVS status
| val ues "expired’ and 'unreachabl e’)

I
| * del ayed MAY be used for MVB

| status val ue ’'deferred

| * relayed (used for MVB status
| val ue "indeterm nate’)

I
| * expanded (SHOULD NOT be used)
...................... |------------l-----------------------------------

St atus Text | | Text in first part (human-readable
| | part).

When an MMS Rel ay/ Server generates a [DSN-Msg] in response to a
message received using [ SMIP] on MVB

* Top-level header field 'To:” SHOULD be the [SMIP] return-path of
the nessage whose status is being reported.

* Top-1evel header field 'From’ SHOULD be the address of the
reci pient that the delivery-report concerns.

* The first part of the [ DSN-Msg] SHOULD include the MM Status Text
field that woul d have been generated for an MML delivery-report.
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2.1.4.2 Delivery Report Mapping fromlnternet Message to MVB

Bel ow, Table 5 maps information elenments froma delivery report as
specified in [DSN-Msg] to the format of an MVE delivery report. Note
that a single DSN that reports nmultiple recipients will result in
several MVB delivery reports

2.1.4.2.1. Table 5: Delivery Report Mppings (Internet Message to MVB)

I nformation El enent| MVS Delivery
| Report El enent

I D of the original |Message-Id:
message (object of |
delivery report) |

" Message- I D:’ header preserved
in third sub-part of report.

Reci pi ent address | From | 1f available, the 'Oigina
of the original | | -Recipient’ field of the per-
message (object of | | reci pi ent section should be
delivery report) | | used; otherw se, the ’'Final-

| | Recipient’ field of the per-

| | reci pi ent section is used.
___________________ 1
Desti nati on address| To: | " To:' header field val ue of
of report | | t op- 1 evel .

| |

| | Val ue taken from [ SMIP] envel ope

| | return-path of nessage being

| | reported, not its 'From' header
I

| field.
Date and time the |Date: | Date:’ header field val ue of
message was handl ed| | t op-1 evel
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I nformation El enent| MVS Delivery
| Report El enent

Del i very status of | X-Mrs-Stat us:
ori gi nal nessage |
| Set to one of the
| foll ow ng val ues:

Action’ and ’'Status’' fields of
per-recipient section.

’retrIeved (used
for 'Action’ val ue
' eI|vered ).

I

I

I

I

I

| (used for ’Action’
| value *failed)

I

|’ formarded (used
I
|’

I
|’

for "Action' value
rel ayed’)

I

I

I

I

I

I

I

I

I

I

I

I

I

unreachable |

I

I

I

I

I

|

def erred’” MJST |

| NOT be used |
| (ignore DSNs with

| " Action’ val ue |

| " del ayed’) |

| | Text in first part (human-
| | readabl e part).
I

2.1.4.3. Read Report Mapping fromMVS to Internet Message

Bel ow, Table 6 maps information elenents from MVB read reports to the
format specified in [ MDN].

2.1.4.3.1. Table 6: Read Report Mappings (M5 to Internet Message)

I nformati on El enent | MVB Delivery|[ MDN] El enent
| Report El em |
I D of the original | Message-1d: |’ Message-ID:’ header preserved in
message (object of | |third part of report.
read report) | |
Reci pi ent address of | From | " Fi nal - Reci pient’ field.
the original nessage | |
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I nf ormati on El enent | MVB Delivery| [ MDN] El enent

| Report El em |
Destination address of| To: | " To:* header field value of top-
report | | I evel

I

| | Val ue taken from '’ Di sposition-

| | Notification-To:’ header field of

| | message being reported, not its

| | " From’ header field.
______________________ e
Date and tinme the | Dat e: | " Date:’ header field value of top-
message was handl ed | | I evel

Di sposition of nessage| X- Mrs- Read- | Di sposition-field

bei ng reported | St at us:
| | For X- MVB- Read- St atus val ue 'read’,
| | use ' disposition-type value
| | " di spl ayed’; for X-MV5-Read- Status
| | val ue ' Del eted wi thout being read’,
| | use ' disposition-type value
| | " deleted' ).
______________________ |____________|___________________________________
Status Text | Text in first part (human-readable

I
| | part).
|
When an MMS Rel ay/ Server generates an [MDN] in response to a nessage
recei ved using [ SMIP] on MVB:
* Top-level header field 'To:’ SHOULD be the value of the
"Di sposition-Notification-To:’ header field of the nessage whose

di sposition is being reported.

* Top-level header field 'From’' SHOULD be the address of the
reci pient that the read report concerns.

2.1.4.4. Disposition Report Mapping fromlnternet Message to MVB

Bel ow, Table 7 maps information elenents froma disposition report as
specified in [MON] to the format of an MVB read report.
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2.1.4.4.1. Table 7: Disposition Repo

nd I nternet Mil January 2006

rt Mappi ngs

(I'nternet Message to MVB)

| El enent

I D of the original |Message-Id:
message (object of |
di sposition report)|
___________________ |
Reci pi ent address | From
of the original |

message |

Destination address| To:
of report |

___________________ |
Date and time the |Date:

message was handl ed|
................... |
Di sposition of | X- Mrs- Read- St at us:
nmessage being |
reported | Set to one of the
| fol Il owi ng val ues:
I
| " read’” (used for
| di sposition-type
| val ue ' di spl ayed’)

I

| " Del eted without

| bei ng read’ (used
| for disposition-

| types ’del eted’

| " deni ed’ and

| " failed when

| action-node is

| "automati c-

| action’)
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Message- 1 D’ header preserved
in third subpart of report.

| " To:' header field value of
| t op- I evel

| Val ue taken from’ Di sposition-

| Notification-To:" header field

| of message being reported, not
|[its "From’ header field.

| ________________________________
| ' Date:’ header field val ue of

| top-1 evel

di sposition-field.

| Text in first part (human-
| readabl e part).
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2.1.5. Message Delivery

Wthin Internet mail, when [SMIP] is used and delivery reports are
requested [ DSN-SMIP], delivery is considered to be acceptance of a
message by the final server, that is, the server closest to the
recipient. Wen an MV Rel ay/ Server receives a nmessage using [ SMIP]
and a delivery report is requested, the MVS Rel ay/ Server MAY consi der
the message delivered when it has been sent to the MVB User Agent.

3. Security Considerations

Both MM5 and Internet nmail have their own set of security risks and
consi derations. This docunment specifies how to exchange nmessages
bet ween these two environnents, so it is only appropriate to discuss
considerations specific to this functionality, not those inherent in
ei ther environnent.

When a nmessage uses end-to-end security nechani snms such as [PGP] or
SIMME [ SM ME], servers MJST be careful not to accidently destroy the
integrity of the protected content (for exanple, by altering any text
within the region covered by a signature while mappi ng bet ween MVS
and email). [Mnme-Sec-gw] discusses issues with use of such

mechani sms i n gat eways

Sone MM features contain inherently nore risk than others, including
reply charging and sender address hiding. Support for these
nmechani sns is not included in this docunent.

4. | ANA Consi derations

| ANA has added "MVE" as one of the "WTH protocol types" under its
"MAIL Parameters” registry. The description is "Miltimedi a Messagi ng
Service"; the reference is to this docunent.
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