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Abst r act

The Open Mbile Alliance (OMA) is defining the Push-to-talk over

Cel lul ar (PoC) service where SIP is the protocol used to establish
hal f - dupl ex medi a sessions across different participants, to send

i nstant messages, etc. This docunent defines a SIP event package to
support publication, subscription, and notification of additional
capabilities required by the PoC service. This SIP event package is
applicable to the PoC service and may not be applicable to the
general Internet.
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1. Introduction

The Open Mbile Alliance (OVA) (http://ww. opennobilealliance.org) is
currently specifying the Push-to-tal k over Cellular (PoC) service.
This service allows a SIP User Agent (PoC termnal) to establish a
session to one or nore SIP User Agents (UAs) sinmultaneously, usually
initiated when the initiating user pushes a button

OVA has defined a collection of very stringent requirenents in
support of the PoC service. |In order to provide the user with a
satisfactory experience, the initial session establishnent (fromthe
time the user presses the button to the tine they get an indication
to speak) must be m ninzed.

The PoC term nal may support hardware capabilities such as a

speaker phone and/ or headset and software that provide the capability
for the user to configure the PoC termi nal to accept session
initiations imediately and play out the nedia as soon as it is
received without requiring the intervention of the called user. This
mode of operation is known as Auto- Answer node or autonatic node

The user may alternatively configure the PoC terminal to first alert
the user and require the user to accept the session invitation
manual |y before nedia is accepted. This node of operation is known
as Manual - Answer node. The PoC terninal may support both or only one
of these nobdes of operation. The user may change the Answer Mbde
(AM configuration of the PoC term nal frequently based on their
current circunstances and preference (perhaps because the user is
busy or in a public area where she cannot use a speaker phone, etc.).

SIP PoC terminals can support various SlIP-based comunication
services in addition to Push-to-talk (e.g., Vol P tel ephony, presence
servi ces, messaging services, etc.). The user may at tines wish to
di sabl e the acceptance of Push-to-talk sessions whilst stil
remaining SIP registered for one or nore other SIP-based services.
When the PoC terminal is configured to not accept any incom ng Push-
to-talk sessions, this is known as |Incomnmi ng Session Barring (I|SB)

A user may wi sh to contact another user who has a PoC terminal with

I ncom ng Session Barring enabled. A user may send an | nstant

Personal Alert to another user to informhimthat he w shes to engage
himin a PoC Session. This Instant Personal Alert is received even
when the destination PoC terminal has enabl ed | ncom ng Session
Barring. |If a user wishes to disable the acceptance of I|nstant
Personal Alerts, he can configure his PoC term nal not accept any
incom ng Instant Personal Alerts. This is known as |Instant Persona
Alert Barring (IPAB).
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Sone PoC term nals may provide support for handling nultiple PoC
sessions sinmultaneously whereas other termnals are only able to
handl e one PoC session at tine. O, even if the terminal is able to
handl e nmulti pl e PoC sessions sinultaneously, the user may desire to
have just one single PoC session at a tinme. This indication of
support for multiple PoC sessions sinultaneously is known as

Si nmul t aneous PoC Sessi ons Support (SSS)

The OVA PoC Architecture utilizes SIP servers within the network that
may performroles such as a conference focus [12], an RTP transl ator,
or a policy server. A possible optimization to mnimze the delay in
providing the caller with an indication to speak consist of the SIP
network server to performbuffering of nmedia packets in order to
provide an early or unconfirned indication to the caller and all ow
the caller to start speaking before the called PoC termnal has
answered. This optimzation only is appropriate when the called PoC
terminal is currently accepting PoC sessions and its Answer Mde is
set to Auto-Answer. This optim zation therefore requires the network
SI P server to have know edge of the current |1SB and AM settings of
the called PoC term nal

Simlarly, in order to avoid unnecessary transm ssion of |nstant
Personal Alerts across the radio interface, the network SIP server
needs to have know edge of the current | PAB setting at the term nal

When the UA supports nultiple PoC sessions sinultaneously the server
needs to act as a B2BUA in order to nmultiplex nedia and fl oor contro
signaling between nmultiple sessions using a single bandwidth limted
radi o bearer. Wen handling of multiple PoC sessions sinultaneously
is not needed the server can act as a SIP proxy. It is therefore
advant ageous for the server to be informed whether the UA currently
intends to support multiple PoC sessions simultaneously.

Thi s docunent proposes additional SIP capabilities to enable the
conmmuni cation of the I1SB, AM |PAB, and SSS settings between the SIP
PoC terminal and the SIP network server

We define a SIP event package that allows a SIP Event Publication
Agent (EPA) to publish the user’s settings at that particul ar EPA
whi ch may inpact sone specific session attenpts. This allows
subscribers to subscribe to the Event State Conpositor to this event
package to gather this information, and anticipate to the user’s
needs when a session is attenpted to that user. It is believed that
the SIP event package defined here is not applicable to the genera
Internet: it has been designed to serve the architecture of the PoC
service. |In particular, and in the context defined by RFC 3903 [ 8],
it is the intention of OVA to make PoC terminals behave as Event
Publ i cation Agents (EPA), and network servers behave as Event State
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Conpositors (ESC). It is possible that PoC term nals and network
servers may al so subscribe to the user’s PoC rel ated settings, so
that changes in this state nmade in one term nal are kept in
synchroni zation across all different termnals or with the network
server for a particular user.

Thi s docunent defines a PoC-settings docunent that allows an EPA to
convey its ISB, AM |PAB, and SSS settings to an ESC. The EPA sends
a PoC-settings docunent in PUBLISH requests [8]. The PoC-settings
docunent contain represents the settings view at that particul ar EPA
The ESC can col |l ect PoC-settings docunent for the sane user at

di fferent EPAs, apply a conposition policy, and provide
notifications. Notifications can contain a conposed view of the
settings or a list of settings per EPA dependi ng on whether the ESC
is able to resolve conflicts. A subscriber can receive notifications
of changes in this docunent according to the procedures specified in
RFC 3265 [5]. The aimof this neno is to foll ow the procedure
indicated in RFC 3427 [6] and to register a new poc-settings event
package with | ANA

2. Term nol ogy

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED', "MAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [1] and indicate requirenent |evels for
compliant inplementations.

3. Applicability Statenent

The event package defined in this docunent is intended for use with
net wor k- based application servers that provide a Push-to-Tal k over
Cel [ ul ar servi ce.

4. Requirenents

A conprehensi ve description of all the requirenments that affect the
Push-to-Tal k over Cellul ar service devel oped by the Open Mbile
Al'liance can be found in the Open Mbile Aliance web page at

http: //ww. opennobi | eal | i ance. org.

For the sake of sinplicity, we briefly discuss here those

requirenents that affect the solution described in this docunent.
These requirenments can be summari zed as fol |l ows:
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1.

1. There nust be a mechanismthat reduces the session setup tine as
much as possi bl e.

2. In order to allow proper usage of scarce resources, there nust be
a nmechani smthat saves the air interface from being congested
with unneeded or undesired traffic.

3.  The mechani sm should not involve the inplenentation of new
protocols, unless strictly needed.

These requirenments |lead to a solution whereby the user can indicate
to a network node his ability to accept or reject sessions or certain
types of messages. Pushing these settings to a network node all ows
the network node to produce a faster response to the originator,

per haps even declining or filtering sone SIP requests towards the
destination. This approaches the goal of reducing the session setup
time.

The "poc-settings" Event Package

RFC 3265 [5] defines a SIP extension for subscribing to renpte nodes
and receiving notifications of changes (events) in their states. It
| eaves the definition of many aspects of these events to concrete
ext ensi ons, known as event packages. This docunent qualifies as an
event package. This section fills in the information required for
all event packages by RFC 3265 [5].

Additionally, RFC 3903 [8] defines an extension that allows SIP User
Agents to publish event state. According to RFC 3903 [8], any event
package i ntended to be used in conjunction with the SIP PUBLI SH

met hod has to include a considerations section. This section also
fills the information for all event packages to be used with PUBLISH
requests.

We define a new "poc-settings” event package. Event Publication
Agents (EPA) use PUBLI SH requests to informan Event State Conpositor
(ESC) of changes in the poc-settings event package. Acting as a
notifier, the ESC notifies subscribers to the user’s poc-settings

i nformati on when changes occur

Package Nane

The nane of this package is "poc-settings". As specified in RFC 3265
[5], this value appears in the Event header field present in
SUBSCRI BE and NOTI FY requests. As specified in RFC 3903 [8], this
val ue al so appears in the Event header field present in PUBLISH
requests.
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5.2. Event Package Paraneters

RFC 3265 [5] allows event packages to define additional paraneters
carried in the Event header field. This event package,
"poc-settings", does not define additional paraneters.

5.3. SUBSCRI BE Bodi es

According to RFC 3265 [5], a SUBSCRI BE request can contain a body.
The purpose of the body depends on its type. Subscriptions to the
poc-settings event package will normally not contain bodies.

The Request-URI of the SUBSCRI BE request identifies the user about
whose poc-settings the subscriber wants to be infornmed.

5.4. Subscription Duration

The default expiration tinme for subscriptions within this package is
3600 seconds. As per RFC 3265 [5], the subscriber MAY specify an
alternate expiration in the Expires header field.

5.5. NOTI FY Bodi es

As described in RFC 3265 [5], the NOTIFY nessage will contain bodies
describing the state of the subscribed resource. This body is in a
format listed in the Accept header field of the SUBSCRI BE request, or
a package-specific default format if the Accept header field was
omtted fromthe SUBSCRI BE request.

In this event package, the body of the notification contains a PoC
settings docunment (see Section 6). The ESC has gat hered PoC-
settings docunments for the user at different EPAs. The ESC applies a
composition policy and conposes a PoC-settings docunent with a comon
view of all these settings across different EPAs. |In case the ESCis
not able to resolve a conflict, due to contradictory information
provided by two different EPAs, the ESC provides a PoCsettings
docunent containing the settings at each termnal so that the

subscri ber can resolve the conflict.

Al'l subscribers and notifiers of the "poc-settings" event package
MUST support the "application/poc-settings+xm" data format described
in Section 6. The SUBSCRI BE request MAY contain an Accept header
field. If no such header field is present, it has a default val ue of
"application/poc-settings+xm " (assuming that the Event header field
contains a value of "poc-settings"). |If the Accept header field is
present, it MJST include "application/poc-settings+xm " and MAY

i nclude any other types capable of representing user settings for

PoC.
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5.6. Notifier Processing of SUBSCRI BE Requests

The contents of a PoC-settings docunent can contain sensitive
informati on that can reveal sone privacy information. Therefore,
PoC-settings docunents MUST only be sent to authorized subscribers.
In order to determine if a subscription originates in an authorized
user, the user MJST be authenticated as described in Section 5.6.1
and then he MJUST be authorized to be a subscriber as described in
Section 5.6. 2.

5.6.1. Authentication

Notifiers MJUST authenticate all subscription requests. This
aut henti cati on can be done using any of the mechani snms defined in RFC
3261 [4] and other authentication extensions.

5.6.2. Authorization

Once authenticated, the notifier nmakes an authorization decision. A
notifier MJUST NOT accept a subscription unless authorization has been
provi ded by the user. The means by which authorization are provided
are outside the scope of this docurment. Authorization may have been
provi ded ahead of tine through access |ists, perhaps specified in a
web page. Authorization may have been provi ded by neans of upl oading
sone kind of standardized access control |ist docunent.

5.7. Notifier Generation of NOTIFY Requests

RFC 3265 [5] details the formatting and structure of NOTIFY nessages.
However, packages are mandated to provide detailed information on
when to send a NOTIFY, how to conpute the state of the resource, how
to generate neutral or fake state information, and whether state
information is conplete or partial. This section describes those
details for the poc-settings event package.

A notifier MAY send a NOTIFY at any tinme. Typically, it will send
one when the poc-settings stage of a user changes. The NOTIFY
request MAY contain a body containing a PoCsettings docunment. The
times at which the NOTIFY is sent for a particular subscriber, and
the contents of the body within that notification, are subject to any
rul es specified by the authorization policy that governs the
subscription. However, typically the NOTIFY will contain an

i ndi cation of those PoC-rel ated services for which a change has
occurr ed.

In the case of a pending subscription, when final authorization is

determ ned, a NOTIFY can be sent. |If the result of the authorization
deci si on was success, a NOTlI FY SHOULD be sent and SHOULD contain a
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compl ete PoC-settings docunment with the current state of the user’s
PoC settings. |If the subscription is rejected, a NOTIFY MAY be sent.
As described in RFC 3265 [5], the Subscription-State header field
indicates the state of the subscription

The body of the NOTIFY MJUST be sent using one of the types listed in
the Accept header field in the nost recent SUBSCRI BE request, or
usi ng the type "application/poc-settings+xm " if no Accept header
field was present.

Notifiers will typically act as Event State Conpositors (ESC) and
thus will learn the poc-settings event state via PUBLISH requests
sent fromthe user’s Event Publication Agent (EPA) when the user
changes one of those settings. It is possible that the notifier
generates a NOTI FY request for a user for which no publication has
taken place. 1In that case, the PoC-settings docunment will not
contain any <entity> el enent (see Section 6.1 for a detail ed
description of the <entity> el ement).

For reasons of privacy, it will frequently be necessary to encrypt
the contents of the notifications. This can be acconplished using
SSMME [9]. The encryption can be perforned using the key of the
subscriber as identified in the Fromfield of the SUBSCRI BE request.
Simlarly, integrity of the notifications is inmportant to
subscribers. As such, the contents of the notifications MAY provide
aut henti cation and nessage integrity using SMMe [9]. Since the
NOTI FY is generated by the notifier, which may not have access to the
key of the user represented by the poc-settings user, often the

NOTI FY will be signed by a third party. The NOTIFY request SHOULD be
signed by an authority over the donmain of the user. In other words,
for a user whose SIP URI is sip:user@xanple.com the signator of the
NOTI FY SHOULD be the authority for exanple.com

5.8. Subscriber Processing of NOTIFY Requests

RFC 3265 [5] leaves it to event packages to describe the process
foll owed by the subscriber upon receipt of a NOTIFY request,
including any logic required to forma coherent resource state.

In this specification, each NOTIFY request contains either no PoC
settings docunent, or a document representing one or nore PoC rel ated
settings for a given user. Wthin a dialog, the PoC settings
docunment in the NOTIFY request with the highest CSeq header field
value is the current one. Wen no docunent is present in that

NOTI FY, the PoC-settings docunent present in the NOTIFY with the next
hi ghest CSeq val ue i s used.
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5.9. Handling of Forked Requests

RFC 3265 [5] requires each package to describe handling of forked
SUBSCRI BE requests.

This specification only allows a single dialog to be constructed as a
result of emitting an initial SUBSCRIBE request. This guarantees
that only a single subscriber is generating notifications for a
particul ar subscription to a particular user. The result of this is
that a user can have nmultiple SIP User Agents active, but these
shoul d be honbgeneous, so that each can generate the sane set of
notifications for the user’s poc-settings.

5. 10. Rate of Notifications

RFC 3265 [5] requires each package to specify the maxi numrate at
whi ch notifications can be sent.

Poc-settings notifiers SHOULD NOT generate notifications for a single
user at a rate of nmore than once every five seconds.

5.11. State Agents

RFC 3265 [5] requires each package to consider the role of state
agents in the package and, if they are used, to specify how
aut henti cati on and authorization are done.

This specification allows state agents to be |located in the network
Publication of PoC-settings docunent is linked to a user. However, a
user may be simultaneously logged in at different PoC terninals. |If
a user changes her PoC settings froma terminal, it will send a
PUBLI SH request containing a PoC settings docunment. These settings
are applicable to the user independently of the term nal at which she
is logged in. In other words, PoC settings changes done in a
termnal affect all the PoC terminals where the user is logged. It

i s RECOVWWENDED t hat each of the terminals where the user is logged in
subscribes to its own PoC-settings docunent in order to keep a
coherent state view with the state agent.

5.12. Exanpl es
An exanpl e of a PoC-setting docunent is provided in Section 6. 2.
5.13. Use of URIs to Retrieve State

RFC 3265 [5] allows packages to use URIs to retrieve |large state
docunent s.

Garcia-Martin I nf or mat i onal [ Page 10]



RFC 4354 PoC Settings Event Package January 2006

PoC-settings docunments are fairly small. This event package does not
provide a nmechanismto use URIs to retrieve | arge state documents

5.14. PUBLI SH Bodi es

RFC 3903 [8] requires event packages to define the content types
expected in PUBLI SH requests.

In this event package, the body of a PUBLISH request contains a PoC
settings docunent (see Section 6). This PoC-settings docunent
describes the PoC-related settings of a user at an EPA. EPAs SHOULD
include their own information in a PoC-settings docunment; i.e., there
SHOULD be a single <entity> elenment in the body of the PUBLI SH
request (See Section 6.1 for a detailed description of the <entity>
el ement).

Al'l EPAs and ESCs MUST support the "application/poc-settings+xm"
data format described in Section 6 and MAY support other formats.

5.15. PUBLI SH Response Bodi es

Thi s specification does not associate semantics to a body in a
PUBLI SH r esponse.

5.16. Miltiple Sources for Event State

RFC 3903 [8] requires event packages to specify whether multiple
sources can contribute to the event state view at the ESC

This event package allows different EPAs to publish the PoC settings
for a particular user. Each EPA publishes its own settings grouped
in an <entity> elenment. The EPA provides a gl obally unique
identifier for a given address of record. This allows the ESC to
differentiate EPAs and either conpose a state resolving conflicts or
provide the union of the states of all the EPAs that contributed to
it. The conposition policy at the ESC is outside the scope of this
docunent .

5.17. Event State Segnentation

RFC 3903 [8] defines segnments within a state docunent. Each segnent
is defined as one of potentially nmany identifiable sections in the
publ i shed event state.

Thi s event package defines, for a given EPA, four segnents identified
by the el enents <ish-settings> <amsettings> <ipab-settings> and
<sss-settings> respectively. Each of themrefers to different
states of the EPA
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5.18. Rate of Publication

RFC 3903 [8] allows event packages to define their own rate of
publi cati on.

There are no rate-limting recommendati ons for poc-settings
publication. Since changes in a PoC-settings docunent are typically
triggered by interaction with a human user, there is not periodicity,
nor a mnimumor maxi mumrate of publication

6. PoC Settings Docunent

PoC-settings is an XM. docunent [10] that MJST be well-formed and
SHOULD be valid. PoC-settings documents MJST be based on XM. 1.0 and
MJST be encoded using UTF-8 [7]. This specification makes use of XM
nanespaces for identifying PoC settings docunents. The nanespace UR
for elenments defined by this specification is a URN [2], using the
nanespace identifier "oma’. This URN is:

ur n: oma: par anms: xnm : ns: poc: poc-settings

PoC-settings docunents are identified with the MME type
"application/poc-settings+xm" and are instances of the XML schema
defined in Section 6.1.

A PoC-settings docunent begins with the root element tag
<poc-settings> It consists of zero or nore <entity> el enents, each
one including an 'id attribute that contains a globally unique
identifier for a given address of record that represents an EPA. An
<entity> elenent represents an EPA, and it is uniquely identified by
the 'id attribute. EPAs SHOULD include a single <entity> elenment in
a PoC-settings docunent. ESCs MAY include several <entity> elenents
in a PoC settings docunent, typically when the ESC is unable to
resol ve conflicts due to incongruent publication fromdifferent

sour ces.

A valid PoC-settings docunent can include zero <entity> el enents
if the ESC provides a notification for which no publication has
occurred.

The <entity> el ement MAY contain other elenents and attributes from
di fferent nanmespaces for the purposes of extensibility; elenents or
attributes from unknown nanespaces MJST be i gnored.

The <entity> el ement consists of zero or one <isb-settings> el enents,

zero or one <amsettings> el enents, zero or one <ipab-settings> and
Zero or one <sss-settings> elenents. Oher elenents and attributes
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fromdifferent namespaces MAY be present for the purposes of
extensibility; elements or attributes from unknown nanespaces MJST be
i gnor ed.

An <isb-settings> el enent contains a single <inconing-session-
barring> el enent that contains a boolean "active' attribute. The
"active' attribute indicates whether incom ng sessions are barred at
the UA, depending on the user’s preferences for this setting. G her
el ements and attributes fromdifferent namespaces MAY be present for
the purposes of extensibility; elenents or attributes from unknown
nanespaces MJST be ignored

An <am settings> el ement contai ns an <answer-node> el ement, whose
val ue can be set to either "automatic" or "manual". Oher elenents
and attributes fromdifferent nanespaces MAY be present for the

pur poses of extensibility; elenents or attributes from unknown
nanespaces MJST be ignored

A server such as a URI-list server [11] receives a SIP request
addressed to one or nmore recipients. |If the intended recipient set
the <answer-node> to "manual ", the URI-list server proceeds with the
session attenpt. |If she set it to "automatic", the URI-list server
generates a 200-cl ass response prior to contacting the intended
reci pi ent.

An <i pab-settings> el ement contains a single <inconing-personal -
alert-barring> el ement that contains a boolean 'active' attribute.
The "active' attribute indicates whether incom ng personal alert
messages are barred at the UA, depending on the user’s preferences
for this setting. Oher elenents fromdifferent namespaces MAY be
present for the purposes of extensibility; elenents or attributes
from unknown nanmespaces MJST be ignored

An <sss-settings> el enent contains a single <sinultaneous-sessions-
support> el enent that contains a bool ean 'active' attribute. The
"active' attribute indicates whether the SIP UAis willing to handle
nmore than one PoC session sinultaneously. |If the "active' attribute
is set to "false" or "0", then when the SIP UA is engaged in a PoC
session, and the SIP UA receives an second incom ng request for a SIP
PoC session, the UAwill decline the invitation. |If the "active
attribute is set to "true" or "1", then when the SIP UA is engaged in
a PoC session, and the SIP UA receives an second incom ng request for
a SIP PoC session, the UA will possibly accept the invitation. G her
el ements and attributes fromdifferent namespaces MAY be present for
the purposes of extensibility; elenents or attributes from unknown
nanespaces MJST be ignored
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6.1. XM Schemn

I mpl enent ati ons according to this specification MIST conply to the
foll owi ng XML Schema, which defines the constraints of the PoC
settings docunent:

<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schemn tar get Namespace="urn: ona: parans: xnl : ns: poc: poc-settings"
xm ns="urn: oma: par ans: xm : ns: poc: poc-settings"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
el enent For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<xs:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanespace"
schemaLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >
<xs:annot ati on>
<xs: docunentation xm:|lang="en">
XM. Scherma Definition in support of the Inconming Session
Barring, Answer Modde, |nconing Personal Alert Barring,
and Si nul t aneous Sessions Support in the Push-to-talk
over Cellular (PoC) service.
</ xs: docunent ati on>
</ xs: annot ati on>

<xs: el enent name="poc-settings" type="poc-settingsType"/>

<xs: conpl exType nanme="poc-settingsType">
<Xs:sequence>
<xs: el enent nanme="entity" type="entityType"
m nCccur s="0" maxCccur s="unbounded" />
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccur s="0" maxCOccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="entityType">
<Xs:sequence>

<xs: el enent nanme="isb-settings" type="isbSettingType"
m nCccurs="0"/>

<xs: el enent nanme="amsettings" type="anBSettingType"
m nCccurs="0"/>

<xs: el enent name="i pab-settings" type="ipabSetti ngType"
m nCccur s="0"/ >

<xs: el enent name="sss-settings" type="sssSettingType"
m nCccurs="0"/>

<Xs:any nanmespace="##ot her" processContents="1ax"

m nCccur s="0" maxCccur s="unbounded"/ >
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</ xs: sequence>

<xs:attribute name="id" type="xs:string" use="required"/>

<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="i shSetti ngType" >
<Xs:sequence>
<xs: el enent name="i ncom ng- sessi on-barring">
<xs: conpl exType>
<xs:attribute nane="active" type="xs: hbool ean"
use="required" />
</ xs: conpl exType>
</ xs: el ement >
<xs:any nanespace="##any" processContents="1ax"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="anBetti ngType">
<XS:sequence>
<xs: el enent nane="answer - node" >
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="automatic"/>
<xs:enuneration val ue="manual "/ >
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<Xs:any nanmespace="##any" processContents="I|ax"
nm nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="i pabSetti ngType" >
<Xs:sequence>
<xs: el enent name="i ncom ng- personal -al ert-barring">
<xs: conpl exType>
<xs:attribute nane="active" type="xs: hbool ean"
use="required" />
</ xs: conpl exType>
</ xs: el ement >
<xs:any nanespace="##any" processContents="1ax"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="|ax"/>
</ xs: conpl exType>
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<xs: conpl exType nanme="sssSetti ngType">
<Xs:sequence>
<xs: el enent nanme="si nul t aneous- sessi ons- support">
<xs: conpl exType>
<xs:attribute nane="active" type="xs: bool ean"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs:any nanespace="##any" processContents="1ax"
m nCccur s="0" maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="|ax"/>
</ xs: conpl exType>

</ xs: schema>

6.2. Exanple
The followi ng is an exanple of a PoC-settings docunent:
<?xm version="1.0" encodi ng="UTF-8""?>

<poc-settings xm ns="urn: oma: parans: xnl : ns: poc: poc-settings">
<entity id="do39s8zksn2d98x" >
<i sh-settings>
<i ncom ng- sessi on-barring active="true"/>
</isb-settings>
<amsettings>
<answer - node>aut omat i c</ answer - node>
</ am settings>
<i pab-settings>
<i ncom ng- personal -al ert-barring active="fal se"/>
</i pab-settings>
<sss-settings>
<si mul t aneous- sessi ons- support active="true"/>
</ sss-settings>
</entity>
</ poc-settings>
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7

9

9

Security Considerations

The "poc-settings" event package defined by this docunent is neant to
be transported with SIP PUBLI SH requests. Therefore, the Security
Consi derations (Section 14) in RFC 3903 [8] apply to this docunent.
In particular, the settings contained in the "poc-settings" event
package are applicable to the user that generated the SIP PUBLI SH
request. Therefore, servers that receive SIP PUBLISH requests
containing a "poc-settings" event package SHOULD aut henticate the
user prior to authorizing the event publication (as required by RFC
3903 [8]).

Aut henti cati on and authorization of subscriptions have been di scussed
in Section 5.6. Lack of authentication or authorization may provide
poc-settings information to unauthorized parties, who can use that
information for creating attacks. For exanple, an unauthorized

reci pient of a PoC-settings docunent can |earn that the publisher’s
terminal is set to answer PoC sessions in automatic answer node and
then create a malicious session containing inappropriate nmedia that
the UAS will play automatically. O the attacker can learn that the
termnal is willing to receive simultaneous PoC sessions and then try
to exhaust resources in the SIP UA by creating bogus PoC sessions
that | eave hung states in the attacked SIP UA

Integrity protection and confidentiality of notifications are also

di scussed in Section 5.7. If a notifier does not encrypt bodies of
NOTI FY requests, an eavesdropper could learn the status of a SIP user
agent and use it to create malicious PoC sessions. |f the notifier
does not integrity protect the bodies of NOTIFY requests, a man-in-
the-m ddl e attacker or malicious SIP proxy could nodify the contents
of the poc-settings event package notification. Although this does
not cause harm it can create annoyances (e.g., nmedia clip due to

| ack of buffering) when PoC sessions are delivered to the user
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I ANA Consi derati ons
1. Registration of the "poc-settings" Event Package

This specification registers an event package, based on the

regi stration procedures defined in RFC 3265 [5]. The following is
the information required for such a registration:

Garcia-Martin I nf or mat i onal [ Page 17]



RFC 4354 PoC Settings Event Package January 2006

Package Nane: poc-settings
Package or Tenpl at e- Package: This is a package.
Publ i shed Docunent: RFC 4354

Person to Contact: Mguel A Garcia-Mrtin,
m guel . an. gar ci a@oki a. com

9.2. Registration of the "application/poc-settings+xm "™ M ME type
To: ietf-types@ana.org

Subj ect: Registration of MM nedia type application/
poc-settings+xm

M ME nedia type nane: application
M ME subtype nane: poc-settings+xm
Requi red paraneters: (none)

Optional paranmeters: charset; Indicates the character encoding of
encl osed XM.. Default is UTF-8 [7].

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encoding used. See RFC
3023 [3], Section 3.2.

Security considerations: This content type is designed to carry
i nformati on about current PoC user settings, which in sone cases
may be considered private information. Appropriate precautions
shoul d be adopted to limt disclosure of this information.

Interoperability considerations: This content type provides a
comon format for exchange of PoC settings information.

Publ i shed specification: RFC 4354 (this docunent).

Applications which use this nedia type: Push-to-talk over Cellular
systens in conpliance with the Open Mbile Alliance (OVMA) PoC
speci fications.

Addi tional information: The Open Mbile Alliance publishes the

Push-to-tal k over Cellular specifications in the OVA web site at
http://ww. opennobi |l eal | i ance. org
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10.

10.

Person & emmil address to contact for further information: M guel
A. Garcia-Martin, mguel.an.garcia@okia.com

I ntended usage: Limted use, restricted to PoC term nals and
servers.

Aut hor/ Change controller: Open Mbile Alliance
(http://ww. opennobi | eal i ance. org), PoC working group.

O her information: This nedia type is a specialization of
application/xm RFC 3023 [3], and many of the considerations
described there also apply to application/poc-settings+xm.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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