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Abst ract

Thi s docunent specifies methods of using the Arcfour cipher in the
Secure Shell (SSH) protocol that nmitigate the weakness of the
ci pher’s key-scheduling al gorithm

1. Introduction

Secure Shell (SSH) [RFC4251] is a secure renote-login protocol. It
all ows for the use of an extensible variety of symmetric cipher
algorithnms to provide confidentiality for data in transit. One of
the algorithns specified in the base protocol is "arcfour”, which
specifies the use of Arcfour (also known as RC4), a fast stream

ci pher. As [RFC4253] says, though, "Arcfour (and RC4) has probl ens
with weak keys, and should be used with caution.” These problens are
described in nore detail in [MANTINO1], along with a recomendati on
to discard the first 1536 bytes of keystream so as to ensure that the
cipher’s internal state is thoroughly mxed. This docunment specifies
new ci pher algorithnms for SSH that follow this recommendati on.

2. Conventions Used in this Document
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3.

Applicability Statenent

I mpl enent ati ons of Arcfour are typically slightly faster and nuch
smal | er than those of any other encryption algorithmcurrently
defined for SSH. This nust be bal anced, though, agai nst the known
security problems with Arcfour described in Section 5. In nopst
cases, where speed and code size are not critical issues, the

al gorithms specified by [ RFC4344] shoul d be used instead.

Al gorithm Definitions

The "arcfour128" algorithmis the RC4 cipher, as described in

[ SCHNEI ER], using a 128-bit key. The first 1536 bytes of keystream
generated by the ci pher MIST be discarded, and the first byte of the
first encrypted packet MJST be encrypted using the 1537th byte of
keystream

The "arcfour256" algorithmis the sanme, but uses a 256-bit key.
Security Considerations
The security considerations in [ RFC4251] apply.

The di scarded bytes of keystream MJUST be kept secret and MJST NOT be
transmtted over the network. The contents of these bytes could
reveal information about the key.

There are two cl asses of attack on Arcfour described in [ M RONOV].
Strong di stinguishers distinguish an Arcfour keystream from
randommess at the start of the stream and are defended agai nst by the
algorithmdefined in this docunent. Wak distinguishers can operate
on any part of the keystream and the best ones, described in [FMG
and [ MANTI NO5], can use data frommultiple, different keystreams. A
consequence of this is that encrypting the sane data (for instance, a
password) sufficiently many tines in separate Arcfour keystreans can
be sufficient to |l eak information about it to an adversary. It is

t hus RECOMVENDED t hat Arcfour (either in the form described here or
that described in [ RFC4251]) not be used for high-vol ume password-
aut henti cat ed connecti ons.

| ANA Consi der ati ons

The | ANA has assigned the Encryption Al gorithm Names "arcfour128" and
"arcfour256" in accordance with [ RFC4250].
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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